Acunetix ile Vulnerable Uygulama Tarama ve Gelen Zararh Trafigi Dinleme

Bu makalede bir web zafiyet tarayicisi yazilimiyla bir baska makinadaki zafiyetli web
uygulamasinin taranmasi ve bu tarama esnasinda iiretilen zararl trafigin kars: sistemce (zafiyete
sahip web uygulamasinin oldugu tarafca) dinlenmesi & dosyalanmasi gosterilmektedir.

Bu bahsedilen islemler sirasinda takip edilen adimlar su sekildedir:
[Acunetix Tarafi]

a. Hedef web uygulamasi iki yetkilendirme gecis noktasina (http basic ve web app login)
sahip oldugundan acunetix’e bu iki asamay1 gecebilecegi kurallar1 6gretmemiz
gerekmektedir.

-> Hittp basic yetkilendirmesi tarayicidan gegilir ve gelen ¢erez Acunetix->
Advanced->Custom Headers kismina oldugu gibi (Authorization: sdlkfjdsklfjds)
eklenir.

-> Ardindan; web uygulamasinda cesitli aksiyonlar gerezler iizerinden gerceklesiyorsa (6rn;
dvwa’da uygulama davranisi security cerezi iizerinden degisiklik arz etmekte) o zaman
tarayicida uygulama oturumunu agip F12 ile uygulama davranisin etkileyen gerezler etkin
olduklarn dizin yoluyla beraber (6rn; dvwa’da security cerezi /dvwa dizininde etkinken
PHPSESSID cerezi / dizininde etkindir) Acunetix->Advanced->Custom Cookies kismina
asagidaki gibi eklenmelidir.

Custom Cookies:
[url] [cerezIsmi]=[¢erezDegeri]
[url?] [cerezIsmi2]=[cerezDegeri2]

-> Ardindan; Acunetix taramaya basladiginda hedef web uygulamasinda oturum agabilmesi
ve igeriyi de tarayabilmesi icin Acunetix->General->Login Recorder->Use pre-recorded
login sequence->New secenegi kullanilmalidir. Gelen login olma adimlar1 penceresinde ilk
asamada Login panelin yer aldig1 URL, pencerenin adres cubuguna ENTER’lanmalidir.
Sonra, gelen login panele hesap bilgileri girilmelidir ve oturum a¢ butonuna basilarak
oturum acilmalidir. Bu yapilan (gercgeklestirilen) adimlar sag yan bogslukta satir satir
siralanir. Login islemi sonrasi Next diyerek bir sonraki asamaya (logout adimini gésterme
asamasina) gecilir ve logout butonuna / butonlarina tiklanarak “Restrict Request Using
Exact Match” denir. Bu sayede acunetix logout yapan noktalar1 6grenmis olur. Bu logout
yapan yerler isaretlenerek (tiklanarak) sag yan boslukta satir satir siralanacaktirlar. Ardindan
Next diyerek son asamaya (yani login ve sonra logout asamalarindaki adimlar /
mekanizmalar sorunsuz ¢alisiyor mu testi asamasina) gecilir ve ekrana “...successfully...”
popup’1 gelir. Boylece iki asamada sorun olmadig: goriiliir. Son olarak bulunulan asamadaki
(yani son asamadaki) yan sag boslukta yer alan url incelenmelidir. Bu url acunetix’in tarama
esnasinda oturumu kaybedip kaybetmedigini test etmek icin kullanacag bir url olacaktir. Bu
url sadece oturum agikken erisilebilen bir url olmalidir. Béylece acunetix tarama esnasinda
bu url’i test ederek halen oturumda miyim yoksa oturum (6rn; timeout gibi) bir nedenden
dolay1 sonlandirilmis m1 kontrolii yapabilecektir. Sadece login’ken erisilebilen bir url, o
boslukta url yerine girilir ve Check Pattern ile girdigimiz url’de problem / erisimde sikinti
var m1 kontrolii yapilarak son asama tamamlanir. Ekrana gelen “...pattern verified...”
popup’1 sonrasl Finish diyerek Login Recorder islemi tamamlanir.



b. Hedef web uygulamasinda tarama esnasinda tarama disinda tutulacak dizin ve dosya
yollar1 icin Acunetix->Crawl sekmesine gelinir ve Exclude Paths secenegine regexp pattern
formatinda dosya ve dizin yollar girilir. Bu, uygulamanin yapisinda degisiklige sebep
olabilecek ve istenmeyen aktivitelere yol agabilecek (6rn; uygulama veritabanini sifirlama,
uygulama hesap parolasini degistirme,... gibi) dosya ve dizin yollarinin tarama diginda
tutulmasini saglamak icin vardir. Boylece Acunetix, uygulamanin yapisini bozmayak sekilde
tarama yapabilir.

[ Dvwa Taraf |
a. Dvwa yiiklii sanal makinanin ayakta oldugu tarafta wireshark acilir ve acunetix tarafindan
gelen trafik dinleme durumuna gecilir (wireshark filtresi: ip.src == acunetix_ip and ip.dst ==

dvwa_sanal_makina_ip).

b. Acunetix tarafindan test amagh ping ile icmp paketleri DVWA tarafina gonderilir ve dvwa
yiiklii sanal makinanin oldugu tarafta wireshark icmp paketlerini goriintiiler.

c. Wireshark ekranina sadece ama sadece acunetix tarafidan gelen trafigin gelebildigi
goriildiigiinde (yani filtrenin dogru sekilde calistig1 goriildiigiinde) gore acunetix taramasi
baglatilir.

d. Wireshark ekranina acunetix trafigi diiser ve nihayetinde tarama bittiginde wireshark
ekranina diisen son paket RST paketi olur. Béylece acunetix tarafi son yolladig http talep

paketinin tcp el sikismasini siirdiirmek yerine artik sonlandirmis olur. Ciinkii tarama, biter.

e. Wireshark ekraninda listelenen acunetix trafigi dosyalanabilir. Boylece saf bir zararh
trafik dosya halinde toplanabilir (6rn; trafficComingFromAcunetix.pcap).

f. (optional) Tarama sonras1 wireshark ekranindaki filtrelemeyi

wireshark filtresi: ip.src == acunetix_ip and ip.dst == dvwa_sanal_makina_ip

yerine

wireshark filtresi: ip.src == dvwa_sanal_makina_ip and ip.dst == acunetix_ip

yaparak (yani ters diiz ederek) acunetix tarafindan gelen tarama paketlerine karsilik dvwa
tarafinin dondiigii paketleri ekranda listeleyebilir ve dvwa tarafinin saldir1 altindayken

dondiigii yanitlar1 (yani dvwa’nin mukavemeti) bir dosya halinde toplanabilir (6rn;
replyTrafficToAcunetixMachine.pcap).

Uygulama

(+) Birebir denenmistir ve basarili olunmustur.

Kisisel is laptop’imda wireshark calistirilacaktir ve bir yandan da ayni laptop’1mda DVWA yiikli
ubuntu server sanal makinasi ayaga kaldirilacaktir. Karsi taraftan (workstation i laptop’imdan)
Acunetix calistirilacaktir ve kisisel is laptop’imdaki sanal makinada yer alan DVWA taramaya tabi
tutulacaktir. DVWA yiiklii sanal makinanin ayaga kaldirildig: kisisel is laptop’imda wireshark ile
Acunetix tarafindan gelen trafik dinlenecektir.



Kullanilan Araclar

Wireshark - Ubuntu 18.04 LTS // Kisisel Laptop (Ana Makina )
DVWA - iK Test Makinesi (yt.14-6-19) // Kisisel Laptop ( Sanal Makina )
Acunetix Scanner // XYZ 1S Laptop ( Diger Makina )

Simdi; xyz is laptop’1mdan kisisel laptop’1imda ayaga kaldirilmis dvwa yiiklii sanal makinadaki
uygulamaya bir erigelim.

Workstation Laptop:

http://X.Y.Z.T
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( Hedef Web Uygulamasina Gitme )

Dvwa yiiklii hedef web sunucu http basic yetkilendirme ile gecis kontrolii yapmaktadir. Bilgileri
(kullanic1 adi: admin, sifre: toka) girip bu yetkinlendirme asamasini gecelim.
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( Hedef Web Uygulamasi Basic Yetkilendirmesine Bilgileri Girme )
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( Hedef Web Uygulamas: Arayiizii Birden Fazla Uyqulama Icerdigini Gosterir )

Hedef sunucu test makinasi oldugu icin bir cok web uygulamasi ve ilaveten web script’leri yer

almaktadir. DVWA’ya gidelim.

Last modified Size Description
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Apackef2.4.7 (Ubunty) Server at 192.168.0.28 Fort 80
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DVWA login ekranina giris bilgilerini (kullanic1 adi: admin, sifre: password) girerek uygulamada

oturum acalim.
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( DVWA Login Ekraninda Oturum Bilgileriyle Giris Yapilir )
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Welcome to Damn Vulnerable Web Application!

Damnn Yulnerable Web Application (DVWA) is 8 PHPMySCOL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
leam about web application security in a controlled class room environment.

The aim of DYWA is to practice some of the most common web vulnerability, with various difficultly
levels, with a simple straightforward interface

General Instructions

It is up to the user how they approach DVW.A, Either by waorking through every module at a fixed level, or
selecting any module and waorking up to reach the highest level they can before moving onto the next one. There
i= not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as hest as they possible could by using that particular vulnerability.

Please note, there are both d | and | vulnerability with this software. This is

intentional. You are encouraged to try and discover as many issues as possible.

XSS (Reflected)
XSS (Stored)

O4WA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty, This will demonstrate how adding another layer of security may block certain malicious
actions. Mote, there are also various public methods at bypassing these protections (5o this can be see an as
extension for more advance users)!

DVWA Security
PHP Info

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue

( DVWA Web Uygulamasi Erisimi Tamamlanir )

Acunetix ile hedef web uygulamasi DVWA’y1 tarayabilmek icin hedef makinada iki adet
yetkilendirme asamasindan gectik. Dolayisiyla Acunetix’e bu gecisleri yapabilecegi kurallar
girmemiz gerekmektedir.

XYZ Is Laptop:

https://1ocalhost:3443/#/dashboard/

(*) Acunetix Web Arayiiziinii Agar
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Acunetix’e hedef web uygulamasi adresi girilir.
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Tarama profilindeki Advanced sekmesine gelinir ve Custom Headers agilir. Bu secenek ile hedef
uygulama adresindeki http basic yetkilendirme asamasi gecildiginde gelen cerezi ekleme islemi
uygulanacaktir.

UYARI:

Eder HTTP Basic yetkilendirme ¢erezini 6nce bu béliime koymazsan Acunetix’in Login
Recorder segenegini kullanarak yazilima Web App Login panelde login olma adimlarini
ogretemezsin. Clinkii web app login’den once bir baska yetkilendirme agamasi olan http
basic yetkilendirmesi vardir. Acunetix ise http basic gerezini almadan web app login
panelini gbremeyeceginden popup ile uyari verecektir: “Liitfen Http Basic gerezi
eklemesinde bulununuz”. Dolayisiyla 6nce http basic yetkilendirme asamasi gecildiginde
gelen gerez Custom Headers alanina eklenir. Sonra Login Recorder kismina ge¢ip web app
login panelde login olma adimlari uygulanabilir.
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Acunetix tarafindan hedef uygulamaya tarayicidan erisilir ve http basic ekrani bizi kargilar.
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Ilgili bilgiler (iK Test Makinesi http basic kullanici adi: admin, sifre: toka) girilir .
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Hedef uygulama ekranina girildiginde birgok alt uygulama oldugu goriilecektir. DVWA

uygulamasina dallanalim.
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( Test Amagl Konulmus Birden Fazla Uygulama Listelenir )
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DVWA uygulama hesap bilgileri (kullanic1 adi: admin, sifre: password) girilir.
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( DVWA Login Noktasi Bilgileri Girilir )

DVWA’da oturum agilir.
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Welcome to Damn Vulnerable Web Application!

Darnn Yulnerable Web Application (DWWA) is a PHP/MySGL web application that is damn valnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

The aim of DYVWA is to practice some of the most common web vulnerability, with various difficultly
levels, with a simple straightforward interface

General Instructions

It is up to the user how they approach DWWA, Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both and vulnerability with this software. This is
intentional. ¥ou are encouraged to try and discover as many issues as possible

OWA%A alsoincludes a Weh Application Firewall (WAF), PHRIDS, which can be enabled at any stage to further
increase the dificulty. This will dernonstrate how adding another layer of security may block certain malicious
actions. Mote, there are also various public methods at bypassing these protections (5o this can be see an as
extension for maore advance users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue

B,

o

&

£ 192.168,0.28/cvwa/login php

Artik tarayiciddan DVWA’nin igerisine kadar girebildigimize gére bu asamada elimizdeki http basic
ve sonra DVWA uygulama cerezini (¢linkii DVWA’nin security seviyesi ¢cerezi var ve bu tarama
esnasinda bize lazim olabilecek bir gerez) alip Acunetix’e ekleyelim.

Asagida basic yetkilendirme cerezini almak icin Burp ile tarayici trafiginin arasina girip tarayici
sayfasinin yenilendigi gosterilmistir.
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Burp ekranina http talebi gelir.

Welcome to Damn Vulnerable Web Application!

Daran Mulnerable Weh Application (DWWA) is a PHPMMySOL web application that is darn volnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment.

The airm of DVVWA is to practice some of the most common web vulnerability, with various difficultly
levels, with a simple straightforward interface.

General Instructions

Itis up to the user how they approach DWWA, Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can befare moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular valnerability.

Please note, there are both di i and s | vulnerability with this software. This is
intentional. You are encouraged to try and discover as many issues as possible

DA also includes a Weh Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the dificulty. This will deronstrate how adding another layer of security may block certain malicious
actions. Mote, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue
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Http basic gerezi eklemesi sonrasi simdi Acunetix’in General sekmesi altindaki Login Recorder
secenegiyle yazilima web app’teki login asamasini gecme adimlarini 6gretelim.

General sekmesi altindaki “Site Login” siirgiisii agilir ve “Use pre-recorded login sequence” radio
button’u segilir.
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Try to auto-login into the site

Website's forms authentication n some cases can be identified automatically. The automatic detection will try to identify the steps
necessary to log in, the restricted links which should not be clicked i I to keep the session and the pattern by which a valid
session can be identifled. Please enteryour

(@ Use pre-recorded login sequence

If your website requires forms authenticaticn, you need to recerd the steps re
login sequence flle and can be used later. You can also specify a saction
example links that will log you out from the website).

© legin on the webasite, This will be saved as 8
website which you do not want to be crawled (for

= M

Legin Sequence

New ile sifir bir Login Recorder (Login Adim Kaydedicisi) olugturulur.
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@) Use pre-recorded login sequence
If your website requires forms authentication, you need to record the steps required to login on the website, This will be saved as a

legin sequence file and can be used Later. You can alse specify a section of the website which you de not want to be crawled (for
example links that will log you out from the website).
=]

Login Sequence

o
P 1062010

~ B @

Acilan penceredeki Record Login Actions (Login Eylemlerini Kaydetme) béliimiinde sag yan
bosluktaki ilk adim olarak gosterilen URL satir1 login url’i esasinda olmadigindan onu silelim.
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Esas Login URL’i (adresi) ana ekranda goériinen URL oldugundan adres cubugundaki URL’i secip
ENTER’layalim.
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Boylece login URL’i ilk adim olarak kayda girecektir. Daha sonra login ekraninda username ve
password kisimlarina sirasiyla dvwa hesap bilgilerini girelim ve Login butonuna basarak oturum
acalim.
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Welcome to Damn Vulnerable \
Instructions Damn Vulnerable Web Application (DVWA] is a PHP/MySQL web

goal is to be an aid for security professionals to test their skills an:

Setup / Reset DB developers better understand the processes of securing web appl

learn about web application security in a controlled class room en

Brute Force The aim of DVWA is to practice some of the most common wel
o with a simple straightforward interface.
Command Injection
CSRF .
- : General Instructions
File Inclusion
File Upload It is up to the user how they approach DVWA. Either by working th

selecting any module and working up to reach the highest level th
is not a fixed obiect to complete a module: however users should

~ B89 om0

Oturum acilir. Sag yan boslukta, takip edilen adimlarin sirasiyla kayit altina alindig1 goriilebilir.
Simdi Next butonu ile Logout adimini kaydetme sayfasina gecelim.
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DVWA aims to cover the most commonly seen vulnerabilities four
are plenty of other issues with web applications. Should you wish
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= NOW (formerly known as
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Changs INPUT named passward to ="
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SQL Injection et s 3
— Please note, there are bath d d

SQL Injection (Blind) intentional. You are encou
XSS [Reflected)

XSS [Stored) |

DUWA Security

PHP Info

ith this software. This is

and
ed o fry and discover as many issues as possible

Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
#ity. This vill demonstrate how adding another layer of security may block certain malicious
¥ihere are also various public methads at bypassing these protections (3o this can be see an as
‘for more advance users)!

DVWA also inclus
increase the o
actions.

ere is a help butlon at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue

About
WARNING!

Damn Vulnerable Web Application is damn vulnerablel Do niot upload it to your hosting provider's public
himl folder or any Internet facing servers, as they will be compramised. It s recommend using a virual
machine (such as ich is set to NAT networking mode. Inside a guest machine, you
can downloading and install for the web server and database

Disclaimer

‘e have made the

We da ol take responsibilty for the
gs and taken

purposes of the application clear and i

b
should not be used maliciousl
measures to prevent users from installing DVWWA on to live web serv
intallation of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it

1 is compromised via an

b

No restriction selected

| Restrict

Previous Mext || Firish |
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Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHPIMySQL web application that is damn vuinerable, its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment. help wel
developers betler understand the processes of securing web applications and 1o aid both students & teachers to
Ieam about web application security in » controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerability, with various difficultly level:
with a simple straightforward interface.

General Instructions

Itis up to the user how they approach DVWA. Either by working through every ed level, or
selecting any module and working up 1o reach the highest level they can before mgg orgh the nex one, There
is not a fixed object to complate a module; however users should feel that they have sefully exploited the

system as best as they possible could by using that particular vulnerability. No restriction selected

Please nofe. there are both and undocum ility with this software. This s
intentional. You are encowsged to Iry and discaver as many issues as possible

= o &
(D] a

Simdi login ve logout mekanizmasi agisindan her sey yolunda mi diye sonraki (yani son) asamaya
gecilir.
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Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. lts main
goal is to be an aid for security professionals to test their skills and tools in & legal environment help web
develapers befter understand the processes of securing web applications and 1o aid both students & teachers to
learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerability, vith various difficultly levels,
with a simple straightforward interface.

General Instructions

Itis up 1o the user how they approach DVWWA. Either by working threugh every module at a fixed level, or
selecting any module and working up 10 reach the highest level they can before meving onta the next one. There
is not a fixed object to complete a module; however users should feel that they have successfully exploited the
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Legin Sequence Recorder has successfully identified a pattern to use
for detecting session valiclity.

5 Checking if the request and the pattem combination can be used
to identify 3 valid session
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Son asamaya gecildiginde ekrana gelen popup ile oturumun korunabilirliginde sorun yoktur mesaji
gelmistir. Son olarak bulunulan bu son asamadaki sag yan boslukta yer alan “Session Validation
Request” kismindaki URL incelenmelidir.
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Acunetix tarama sirasinda oturumu kaybedip kaybetmedigini (yani kapi disar1 kalip kalmadigini)
anlamak icin son bir kurala ihtiya¢ duyar. Bu da sadece oturum acikken erisilebilir olan bir URL’i
Session Validation Request boliimiine koymaktir.

NOT:

DVWA yapisal anlamda bir kusura sahip oldugundan index.php sayfasi 200 OK ile
login.php’ye yonlendirebilmektedir. Veya oturum agikken halen login.php gelebilmektedir.
Bu nedenle daha saglam bir URL olarak sadece oturum agikken icerigine erisilebilen su
URL verilmistir:

GET http://192.168.0.28/dvwa/vulnerabilities/brute/ HTTP/1.1

Bu url var olan 6nceki sekilde birakildiginda ve tarama birkac¢ kez 6yle yapildiginda /
tekrarlandiginda bulgularda kritik hicbir zafiyet bulunamadig: goriilmiistiir. Fakat url bu
sekilde dvwa’nin tasarimsal kusuru nedeniyle (index.php ve login.php iliskisi dolayisiyla)
diizenlendiginde bulgularda kritik tiim zafiyetlerin siralanabildigi goriilmiistir.

Session Validation Request kismindaki “http://192.168.0.28/dvwa/index.php” adresini sadece
login’ken icerigini goriintiileyebildigimiz “http://192.168.0.28/dvwa/vulnerabilities/brute/” sayfasi
yapalim ve Check Pattern butonu ile yeni girdigimiz URL’in talep edilmesi ve bunun sonucunda
yanit alinabilmesi noktasinda bir sorun var mi kontroliinii yapalim.
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Ekrana popup ile pattern’da sorun yoktur mesaji geldikten sonra son asamaya Finish diyerek login
olma adimlar1 tamamen kaydedelim.
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Boylece Acunetix tarama yapacagi zaman bu kayit isleminde 6grendigi adimlar ile hedef
uygulamada oturum acabilecektir ve tarama sirasinda oturumu kaybetmemek icin Logout’a
gitmeyecektir ve ayrica oturum 6rnegin zaman agimina ugrama sonucu kapandi mi1 yoksa halen
oturum acik mi kontrolleri yapabilmek icin oturumun acik olup olmadigini sorgulayici url’e gidip
gelecektir. Oturum kapandiysa oturum a¢gma adimlarini tekrarlayacaktir.

Login Recorder tanimlamasi tamam olduktan sonra tarama profilinin Crawl sekmesine gelinir ve
Exclude Paths secenegine tarama sirasinda taramaya dahil edilmemesi istenen dizin yollar girilir.
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Taranmasin denilen dizinler regexp pattern’1 formatinda girilmek durumundadir. Ciinkii “Please
note that the exclude paths are reqular expression” denmektedir.



Dolayisiyla DVWA’da setup.php sayfasinin taranmamast igin setup.\php , security.php sayfasinin
taranmamasl icin security\.php , vulnerabilities/csrf/ dizinin taranmamasi i¢in vulnerabilities\/csrfV/

girilmelidir.

Asagida setup.php sayfasi, security.php sayfasi ve vulnerabilities/csrf/ dizini diglanmistir.
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setup.php sayfasi uygulamanin kullandig1 veritabanin reset’lediginden diglanmistir. security.php
sayfas1 uygulamanin giivenlik seviyesini arttirdigindan taramanin bulgularini azaltmasin diye
dislanmustir. csrf/ dizini ise senaryosu geregi uygulamanin hesap parolasini degistirdiginden tarama
disinda tutulmasi tercih edilmistir.

Artik tarama profili hazir durumdadir. Simdi Acunetix makinasindan DVWA yiiklii sanal makinaya
gonderilen trafigi dinleme noktasinda karsi tarafta Wireshark diizgiin yapilandirilmig mu bir test

edelim.

Acunetix tarafindan CMD ekrani yoluyla test amach karsi tarafa ICMP paketleri yollayalim ve
karsidan “sadece” DVWA makinasina gelen trafik anlik olarak goriintiilenebiliyor mu bakalim.
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DVWA tarafi wireshark yazilimi araciligiyla su filtre
Wireshark (DVWA Tarafinda):
ip.src == 192.168.0.29 and ip.dst == 192.168.0.28 //'29 : Acunetix, 28: DVWA

ile Acunetix tarafindan gelen trafigi dinler durumdadir ve gelen icmp paketleri ekranina gelir.
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UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
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» Internet Protocol Version 4, Src: 192.169.0.20, Det: 192.166.0.28

Link encap:Local Loopback
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et6 ac
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collisions:0 txqueuelen:0
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root@iktestnakinesi

3c6aa7 7bd53600 0c 20 77 842 03 004500 <j {6 ) N E
00 3c 74 b9 00 00 89 01 44 7e cO a8 09 1d cO a8 <t D
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Komutlari.|
O 7 wireshark wip2s0_20190621221414_ZVAaCS.pcapng Packets: 113 - Displayed: 4 (3.5%) Profile: Default ext

Sonug olarak Wireshark dogru bir sekilde sadece Acunetix tarafindan gelen trafigi dinler
vaziyettedir. Dolayisiyla Acunetix taramaya basladiginda DVWA tarafinda ekranimiza sadece
Acunetix’ten gelen trafik diisecektir ve saf bir saldir trafigi elde etmis olacagiz.

Saldiriy1 baglatalim.
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Se.. | Vulnerability URL Paran =
fulnerabilities
pneraniitie © FElind S Injection ity 192.168.0.28 dvwavu Lnerabil ties/sali_blind/ d
0 Code execution httpy/f192.168.0.28/dwvwa/vu Inerabilities/exec! ip
0 Cross site scripting hittp:/f192.168.0.28/dvwa/vu nerabilities/view_source.php
Reports o Cross site seripting (verified) hittp:/f192.168.0.28/dvwa/vu nerabilities/xss_r/ name
o Cross site seripting (verified) hittp:/f192.168.0.28/dvwa/vulnerabilities/xss_s/ mtaHes:
S o Cross site seripting (verified) hittp:/f192.168.0.28/dvwa/vulnerabil ities/xss_s/ ot Name

3

00:27
)
B" = 22.06.2019

To direct input to this VM, move the mouse pointer inside or press Ctrl+G,

(@) Acunetix-Kopyalamal - VMware Workstation - pd
File Edit View UM Tabs Help - &£ | W =l= =R
Library N Acunetiz - Scans x  + - X

Q, Type hereto search

= [ My Computer
&y Acunetiv-Kopyalama!
(71 webScan-Netsparker
{1 PENTEST_PORTAL 2
71 Pentest-Kali-2017
() Shared Vs

&« c & https:/localhost: 3443 ##/scans/Sed7 7 ee8-3238-4463-3ed9-88bebe747d 1b fvulns defaul t/Pstatus =open&returnlrl = %252F tar. ..

acunetix

EMRE QZKOK

Generate Report WAF Export.. = Group By:Mone - Status! Open T Filter

Dashboard

Scan Stats & Info Vulnerabilities Site Structure

Evenits

Targets
Se.. | Vulnerability Paran =
Vulnerabil = e o .
o Directory traversal hitpy/f192 168.0 28/ dvwa/vulnerabil ities/fif page
@ Fileinclusion hittpy//192.168.0.28/dvwa/vulnerabil ties/f/ page
o PHP allow_url_include enabled httpy/f192.168.0.28/dvwa/phpinfo.php
Reports
epor © Remotefile inclusion X35 ity 192,168,028 dvwavu Lnerabil ties/fy page
~ Apache J3erv protocol service httpy/f192.168.0.28/
Settings
Application error message hittpy/f192.168.0.28/dvwa/vulnerabilities/xss_s/ mtixHes: v

00:31
M 5 062019

i)

DVWA tarafinda Acunetix makinasindan gelen trafik ekrana anlik olarak diiser.



Activities

HEtp Range

254GB
Volume

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R @ Q] QaaE

192.168.0.29 and ip.dst == 192.168.0.28

B3 -] Expression.

7 Time Source Destination
ZATIZ 477.955107333
7.957165117

Protocol Lengtk Info
192.168.0.29 192.168.0.28 HTTP

192.168.0.29 192.168.0.28
2a717 477 ass0otios
24719 477.961139238
24720 477.961626188
24724 477.966160008
24726 477.984568007
24727 477.984998771
24728 477.9855156080
24731 478.002435030
24733 478.006819689
24734 478.008163212

102,
192,
192.
102,
192.
192.
192.
192,
192.
192.

168.0.
168.0.
168.0.
168.0.
168.0.
168.0.
168.0.
168.0.
168.0.
168.0.

192168
192.168.
192.168.
192.168.0.28
192.168.0.28

[0.28

.0.28 6

.28
0.28
0.28

122
424
446
445
449

.0.28
0.28

428

192.168.. 439

o4 Lytes captured (502 bits) on nterface 0
IntelCor_7b:d5:36 (3c:6a:a

fredbres 29 Toet: 102168658

Frans 961 74 bytes on wire (592 bits),
Ethernet e f7
T T v
Tnternet Control Message Protocol

HI
Atilac; aHar

Basamaklar

r.docx.

3c 6a a7 7h d5 36 00 Oc
00 3c 74 b9 00 09 80 01
00 ic 08 00 4d 5a 00 01 00 01 61 62 63 64 65 66
67 68 6 6a 6b 6c 6d 6e 6F 70 74 72 72 74 75 76
77 61 62 63 64 65 66 67 68 69

20 78 4e 08 00 45 00 <j {6
44 7e ¢0 a8 00 1d cO a8 <t

abcde
ghijklmn oparstuv
wabcdefg hi

O 7 wireshark_wip2s0_20190621221414_ZVAaCS.pcapng

smartasp

PhpMyAdm
tuzlucayir n

in Basic
AuthCre...

Lwservers
includekara
buk Bilgileri

b:d5

Packets: 24734 - Displayed: 11711 (47.3%)

424 GET 70wy vUINerabLITties, brute/ bruce. psc HTTP/1.1
445 GET /dvwa/vulnerabilities/brute/!install

POST /dwwa/login.php HTTP/1.1
GET /dvwa/vulnerabilities/brute/brute.ost HTTP/1.1
GET /dvwa/vulnerabilities/brute/installer HTTP/1.1
GET /dvwa/vulnerabilities/brute/oldfiles HTTP/1.1
50474 - 80 [PSH, ACK] Seq=11037 Ack=15855 Win=64512
424 GET /dvwa/vulnerabilities/brute/brute.old HTTP/1.1
GET /dvwa/vulnerabilities/brute/old Files HTTP/1.1
l0.28 443 GET /dvwa/vulnerabilities/brute, HTTP/1.1

GET /dvwa/vulnerabilities/brute/brute.bak HTTP/1.1
GET /nsLookupkz6hitaaDQF37L6119c94. bxss. me/vulnerabi

36)

e Basvuru
“Belge

Profile: Default

(apphcanon/x S

>

nput Devices Help
encap U ernet Huaddr 08
Tnet adn 157, 680,28, Bonst 192, 168.0 255 nask 255.255.255.0
inet6 addr: feB0::a00:27ff:feSa:4bed /64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
dropped:0 overruns:® frame:0
dropped:0 overruns:0 carrier
collisions:0 txqueuelen:1000
RX bytes: 11974 (111.9 KB) TX bytes:1?6360 (176.3 KB)
Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
28 Scope :Hos'
UP LOOPBACK RUNNING MTU:65536 Metric:1
R pickets 262 brrds;0 dronped 0 nuerrins 0. frans:0
rnppe 0 overruns:@ carrier

X bytes:27630 (27.6 KB)

Acunetix taramasi bittiginde acunetix yazilimi son olarak kargi tarafla olan tcp handshake’i
sonlandirict RST paketini yollar. Bu paket sonrasi acunetix tarafindan DVWA tarafina baska paket
gelmez.

taporu

1utlar

Temel CMD.
Komutlari..
bxt

Not: Acunetix taramasi sonrasl, gelen trafigi dinleme ekranina bagka bir paket diismez.
Clinkii tarama bitmigtir ve paket alisverisi Acunetix tarafinin baglantiy1 sonlandirici son

paketi RST ile tamamlanmustir.

File Edit View Go Capture Analyze Statistics Telephony Wireless

® R € Q e

Help

/QQiE

Tools

=» 3P

192.168.0.29 and ip.dst == 192.168.0.28

<] expression.

Destination petsaaliane i

imi ource
513, JOLI026 192.168.0.29 0 56330
513381714002 192.168.0. /
$i5 ataranos 192,108 0.
513.863803785 192.168.0.29
513871161449 192.168.

192.168.0.
192.168.0.
192.168.0.
192.168.0.

o a4
]
]
192.168.0.
o
]
]
o

542 GET /awa/security
60

192.168.0.

192.168.0.

192.168.

Erane 5 74 bytes on wire (892 bits), 74 bytes captured (592 bite) on nterface 0
Ethernet II, o: 4e), IntelCor_7b:d5:36 (3c:6a:a7:7h
Internet Protocod Version 4, Src (52 56570.50. bor: 102-168.0.39

Tnternet Control Message Protoc

3c 6a a7 7b 5 36 00 Oc
66 3c 5¢ 1b 00 60 89 01 50 ic cO aB
G ic o6 00 40 59 00 a1 0 &% ot 62 63 84 63 8
67 68 69 6a 6b 6c bd Ge 6f 70 7172 73 74 75 76 ghijklmn opgrstuv
77 61 62 63 64 65 66 67 68 69 wabcdefg hi

B REmRE0 {6 ) NE
EN

0. TACK] Seq-4089 AC-20565 Win=G5536 Len-0
GET /dvwa/vulnerabilities/brute/ HTTP:
60 56330 - 80 [ACK] Seq=4449 Ack=20955 incszso

php HITP/1.1

6)

File Machine View Input Devices Help

ig
nuam, 100:0
e o

dropped:0 ouerru
rs:0 dropped:0 overrun:
txqueuelen:1000

11974 (111.5 kB) 014

dropped:0 overruns:0 fram
rors:0 dropped:0 ou 0

e w1 bytes:

Tatili-

minal
0P & @ i @ G @I Right ctrl  HEEH

Temel CMD
Komutlar

Xt

O 7 wireshark_wlp2s0_20190622002439_IdMxrA.pcapng Packets: 146297 - Displayed: 66041 (45.1%) _ Profile: Default

Bu acunetix tarafindan gelen ve toplanmis saf zararl trafik, dosyalanabilir.



Wireshark - Save Capture File As

in: |8 /home/hefese/Desktop coo0o@ME

Size  Type Date Modifi

Folder  30.04.2..9
Folder  14.11.2..8
Folder  21.06.2..9
Folder  27.02.2..9
Folder  16.05.2..9
Folder  7.02.20191
Folder  5.03.20190
2 R Folder  13.02.2..8
[ Windows Server 2008 R2 Folder  21.06.2..9
[ Yaz Tatili- 2014 Folder  19.06.2..9
5 vedek Folder 21120181
[ trafficl.pcap 68.3 MB pcap File 20.06.2..91
1 praffi 46 M Fils
|[<]
File name: trafficComingFromAcunetix ]
[ X cancel |
saveas: |Wireshark/tcpdump... - pcap ~ | §Znep

|| Compress with gzip

1062 a
D

EKSTRA

Aymiyetten Acunetix’ten gelen degil de DVWA yiiklii makinanin Acunetix tarafina yanit olarak
dondiigi trafik aym wireshark ekrani agikken filtrelemeyi

ip.src == 192.168.0.29 and ip.dst == 192.168.0.28 /129 : Acunetix, 28: DVWA
yerine

ip.src == 192.168.0.28 and ip.dst == 192.168.0.29 /129 : Acunetix, 28: DVWA
seklinde ters diiz ederek giincellersek (yani 6nceden src Acunetix ve dst DVWA iken bu sefer src
DVWA ve dst Acunetix yaparsak) ekrana devasa trafik paketleri icerisinden sadece DVWA’nin

Acunetix tarafina yanit olarak dondiigii trafik gelecektir. Dolayisiyla bu sekilde DVWA yiiklii
makinanin Acunetix tarafina dondiigii yanitlar1 dosyalayabiliriz.



Save Capture File As

{5 /home/hefese/Desktop -0 0@E
Type =

Folder 9

Folder 8

Folder N 9
9

9

9 Egitimde Anlatlacaklar Folder
5 ise Basvuru Belgeleri Folder
{5 Paketleme icin Gozden Gegir Folder  7.02.20191
5 Paylasilacak Yazilar Folder  5.03.20190

& Tez Raporu Folder

[ Windows Server 2008 R2 Folder

[ Yaz Tatili- 2014 Folder 19,

5 vedek Folder  2.11.20181
[ trafficl.pcap 68.3 MB pcap File 20.06.2..91
1 praffi

f1EMR

[«

File name: replyTrafficToACunetixMachine |

| X cancel |

saveas: | Wiresharkjtcpdump... - pcap -

|| Compress with gzip

Boylece zararl gelen trafige karsi uygulamanin dondiigii tepkiler bir trafik dosyasi altinda
toplanabilir.



