IIS Web.config Temel Diizeyde Sikilastirma Ayarlari

Github kullanicis1 marcbarry’den web.config icin temel bazi giivenlik sikilastirmalar1 asagida
verilmistir. Bu sikilastirmalarin toplami web.config’e konarak temel diizeyde bir IIS sunucu
sikilagtirmasi yapilabilir.

A. Web.config Sikilastirma Ayarlan
i) Disable tracing

<system.web>
<trace enabled="false" />
</system.web>

ii) Prevent applications running if debug=true

(*) Note: It can only be in machine level, not at the application level (i.e. can only be in
Machine.Config, not Web.Config)

<system.web>
<deployment retail="true"/>
</system.web>

iii) Disable debug

<system.web>
<compilation debug="false"/>
</system.web>

iv) Rename the cookie to something more obscure ASP.NET_SessionId
<system.web>
<sessionState cookieName="s" />
</system.web>
v) Disable ASP.NET version HTTP header
<system.web>
<httpRuntime enableVersionHeader="false" />
</system.web>
vi) Secure cookies on HTTPS deployments
<system.web>
<httpCookies httpOnlyCookies="false" requireSSL="false" />
</system.web>
vii) Remove unwanted http headers
<system.webServer>

<httpProtocol>
<customHeaders>



<remove name="Server" />
<remove name="X-Powered-By" />
<remove name="X-AspNet-Version" />
<remove name="X-AspNetMvc-Version" />
</customHeaders>
</httpProtocol>
</system.webServer>

viii) Configure custom error handlers for specific HTTP error codes

<system.webServer>
<httpErrors errorMode="Custom">
<remove statusCode="502" subStatusCode="-1" />
<remove statusCode="501" subStatusCode="-1" />
<remove statusCode="500" subStatusCode="-1" />
<remove statusCode="412" subStatusCode="-1" />
<remove statusCode="406" subStatusCode="-1" />
<remove statusCode="405" subStatusCode="-1" />
<remove statusCode="404" subStatusCode="-1" />
<remove statusCode="403" subStatusCode="-1" />
<remove statusCode="401" subStatusCode="-1" />
<remove statusCode="400" subStatusCode="-1" />

<error statusCode="400" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="401" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="402" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="403" subStatusCode="-1" path="/error-handler.aspx"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="404" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="405" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="406" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="412" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="500" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="501" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="502" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
</httpErrors>
</system.webServer>



ix) Remove unwanted modules to reduce your attack surface

<system.webServer>
<handlers>
<remove name="TraceHandler-Integrated-4.0" />
<remove name="TraceHandler-Integrated" />
<remove name="AssemblyResourcel.oader-Integrated-4.0" />
<remove name="AssemblyResourceL.oader-Integrated" />
<remove name="WebAdminHandler-Integrated-4.0" />
<remove name="WebAdminHandler-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0-64" />
<remove name="svc-ISAPI-4.0_32bit" />
<remove name="ScriptHandlerFactoryAppServices-Integrated-4.0" />
<remove name="ScriptResourcelntegrated-4.0" />
<remove name="svc-ISAPI-4.0_64bit" />
<remove name="svc-Integrated-4.0" />
<remove name="vbhtm-ISAPI-4.0_32bit" />
<remove name="vbhtm-ISAPI-4.0_64bit" />
<remove name="vbhtm-Integrated-4.0" />
<remove name="vbhtml-ISAPI-4.0 32bit" />
<remove name="vbhtml-ISAPI-4.0_64bit" />
<remove name="vbhtml-Integrated-4.0" />
<remove name="xamlx-ISAPI-4.0_32bit" />
<remove name="xamlx-ISAPI-4.0_64bit" />
<remove name="xamlx-Integrated-4.0" />
<remove name="xoml-ISAPI-4.0_32bit" />
<remove name="xoml-ISAPI-4.0_64bit" />
<remove name="xoml-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0" />
<remove name="rules-ISAPI-4.0_32bit" />
<remove name="rules-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_32bit" />
<remove name="rules-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0-64" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0-64" />
<remove name="cshtml-ISAPI-4.0_64bit" />
<remove name="cshtml-Integrated-4.0" />
<remove name="cshtm-Integrated-4.0" />
<remove name="cshtml-ISAPI-4.0_32bit" />
<remove name="cshtm-ISAPI-4.0_64bit" />
<remove name="cshtm-ISAPI-4.0_32bit" />
<remove name="AXD-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0" />
<remove name="AXD-ISAPI-4.0_32bit" />



<remove name="PageHandlerFactory-ISAPI-2.0-64" />
<remove name="PageHandlerFactory-ISAPI-2.0" />
<remove name="PageHandlerFactory-ISAPI-4.0_64bit" />
<remove name="PageHandlerFactory-ISAPI-4.0_32bit" />
<remove name="aspq-ISAPI-4.0_64bit" />
<remove name="aspq-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0" />
<remove name="aspq-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_64bit" />
<remove name="SimpleHandlerFactory-Integrated-4.0" />
<remove name="SimpleHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-2.0" />
<remove name="SimpleHandlerFactory-ISAPI-2.0-64" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_64bit" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0-64" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_32bit" />
<remove name="ISAPI-dIl" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0_64bit" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0 32bit" />
<remove name="OPTIONSVerbHandler" />
<remove name="TRACEVerbHandler" />
</handlers>
</system.webServer>

x) Restrict which HTTP verbs your application will work with

<system.webServer>
<security>
<requestFiltering allowHighBitCharacters="false">
<verbs allowUnlisted="false">
<add verb="GET" allowed="true" />
<add verb="POST" allowed="true" />
</verbs>
</requestFiltering>
</security>
</system.webServer>

xi) Also install IIS Managed “Remove Server Headers” Module

(*) Not: Kurulum ve konfigurasyon hakkinda uygulamali ayrintili bilgi i¢in bkz. Paketleme i¢in
Gézden Gegirilecekler / Internetten Edinilmis Kiymetli Bilgiler / Sikilastirmalar / IIS
Fingerprinting Engelleme Ayari # Ekstra.

Official Github Website:

https://github.com/pingfu/iis-remove-server-headers


https://github.com/pingfu/iis-remove-server-headers

Download Links;

https://github.com/pingfu/iis-remove-server-headers#download

Configuration Steps:

https://github.com/pingfu/iis-remove-server-headers#configure-iis

B. Web.config Sikilastirma Ayarlari Birlestirilmis Hali

Web.config temel giivenlik sikilastirmalarinin tamamu birlestirildiginde asagidaki gibi bir dosya
icerigi olusur:

Web.config:
<system.web>

S
<trace enabled="false" />

<!-- Sadece Machine.Config’e Konabilir. Web.Config’de
gecersizdir ve problemler dogurabilir. Bu satirin
Web.Config’de kullanilmas: daha sonralari ilave olarak
kullanilacak Ekstra Modiiller vs..’ler dolayisiyla IIS
sunucunun siirekli 500 Internal Error vermesine sebebiyet
verebilir. Orn; IIS Remove Server Headers (by PingFu)
modiiliinii IIS sunucuya yiiklediginde bu satirin siirekli
500 Internal Error verdirmesi gibi. Bu satir Web.Config’ten
kaldirildiginda sorun gitmistir. Ayn sekilde bu satir
Machine.Config’e konuldugunda olmasi gerektigi gibi yine
sunucu sorunsuzca yanitlarini donebilmistir.

<deployment retail="true"/>

>

<Jem o>
<compilation debug="false" />

<lem o>
<sessionState cookieName="s" />

<Jem o>
<httpRuntime enableVersionHeader="false" />

S
<httpCookies httpOnlyCookies="false" requireSSL="false" />

</system.web>
<system.webServer>

<o >


https://github.com/pingfu/iis-remove-server-headers#configure-iis
https://github.com/pingfu/iis-remove-server-headers#download

<httpProtocol>
<customHeaders>
<en
IIS Remove Server Headers Modiilii su
basliklar1 otomatize bir sekilde kaldirir:

Server

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version

Dolayisiyla asagidaki konfigurasyon ayarlarina
ihtiyac yoktur.

<remove name="Server" />
<remove name="X-AspNet-Version" />
<remove name="X-AspNetMvc-Version" />

Not: X-Powered-By bagligi Windows Server siiriimiine
gore modiil olsa bile ona ragmen gelebilmekteymis. O
nedenle eger X-Powered-By engellenememisse asagidakini
ilave etmemiz gerekirmis:

>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
Ny f—

<httpErrors errorMode="Custom">
<remove statusCode="502" subStatusCode="-1" />
<remove statusCode="501" subStatusCode="-1" />
<remove statusCode="500" subStatusCode="-1" />
<remove statusCode="412" subStatusCode="-1" />
<remove statusCode="406" subStatusCode="-1" />
<remove statusCode="405" subStatusCode="-1" />
<remove statusCode="404" subStatusCode="-1" />
<remove statusCode="403" subStatusCode="-1" />
<remove statusCode="401" subStatusCode="-1" />
<remove statusCode="400" subStatusCode="-1" />

<error statusCode="400" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="401" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="402" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="403" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="404" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="405" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />



<error statusCode="406" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="412" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="500" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="501" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
<error statusCode="502" subStatusCode="-1" path="/error-handler.aspx"
prefixLanguageFilePath="" responseMode="ExecuteURL" />
</httpErrors>

S

<handlers>
<remove name="TraceHandler-Integrated-4.0" />
<remove name="TraceHandler-Integrated" />
<remove name="AssemblyResourcel.oader-Integrated-4.0" />
<remove name="AssemblyResourcel.oader-Integrated" />
<remove name="WebAdminHandler-Integrated-4.0" />
<remove name="WebAdminHandler-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0-64" />
<remove name="svc-ISAPI-4.0_32bit" />
<remove name="ScriptHandlerFactoryAppServices-Integrated-4.0" />
<remove name="ScriptResourcelntegrated-4.0" />
<remove name="svc-ISAPI-4.0_64bit" />
<remove name="svc-Integrated-4.0" />
<remove name="vbhtm-ISAPI-4.0_32bit" />
<remove name="vbhtm-ISAPI-4.0_64bit" />
<remove name="vbhtm-Integrated-4.0" />
<remove name="vbhtml-ISAPI-4.0_32bit" />
<remove name="vbhtml-ISAPI-4.0_64bit" />
<remove name="vbhtml-Integrated-4.0" />
<remove name="xamlx-ISAPI-4.0_32bit" />
<remove name="xamlx-ISAPI-4.0_64bit" />
<remove name="xamlx-Integrated-4.0" />
<remove name="xoml-ISAPI-4.0_32bit" />
<remove name="xoml-ISAPI-4.0_64bit" />
<remove name="xoml-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0" />
<remove name="rules-ISAPI-4.0_32bit" />
<remove name="rules-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_32bit" />
<remove name="rules-ISAPI-4.0 64bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0-64" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit" />



<remove name="AXD-ISAPI-2.0-64" />
<remove name="cshtml-ISAPI-4.0_64bit" />
<remove name="cshtml-Integrated-4.0" />
<remove name="cshtm-Integrated-4.0" />
<remove name="cshtml-ISAPI-4.0_32bit" />
<remove name="cshtm-ISAPI-4.0_64bit" />
<remove name="cshtm-ISAPI-4.0_32bit" />
<remove name="AXD-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0" />
<remove name="AXD-ISAPI-4.0_32bit" />
<remove name="PageHandlerFactory-ISAPI-2.0-64" />
<remove name="PageHandlerFactory-ISAPI-2.0" />
<remove name="PageHandlerFactory-ISAPI-4.0_64bit" />
<remove name="PageHandlerFactory-ISAPI-4.0_32bit" />
<remove name="aspq-ISAPI-4.0_64bit" />
<remove name="aspq-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0" />
<remove name="aspq-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_64bit" />
<remove name="SimpleHandlerFactory-Integrated-4.0" />
<remove name="SimpleHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-2.0" />
<remove name="SimpleHandlerFactory-ISAPI-2.0-64" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_64bit" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0-64" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_32bit" />
<remove name="ISAPI-dIl" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0_64bit" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0 32bit" />
<remove name="OPTIONSVerbHandler" />
<remove name="TRACEVerbHandler" />

</handlers>

<Moo o>
<security>
<requestFiltering allowHighBitCharacters="false">
<verbs allowUnlisted="false">
<add verb="GET" allowed="true" />
<add verb="POST" allowed="true" />
</verbs>
</requestFiltering>
</security>

</system.webServer>



Web.config’i destekleyici unsur olan IIS Remove Server Headers modiilii ise IIS sunucuya
kuruldugunda ve gerekli yapilandirma ayarlar1 yapildiginda IIS sunucunun dénecegi http
yanitlarinda su http basliklar1 gonderimi (bilgi ifsalar1) engellenmis olur:

Server

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version

IIS Remove Server Headers Kurulumu;

(*) Uygulama bashg1 altinda kurulumu, konfigurasyonu ve calisiyor mu testi gosterilmistir.

Adim I : RemoveServerHeader Modiilii kurulur. Sonra sistem yeniden baglatilir.

Adim II : Ardindan IIS Manager acilir ve Server level’da olan (yani application level’da olan
degil, Server level’da olan) Modules’e girilir.

Adim III : Add Managed Module.. secenegine tiklanir.

Adim IV : Modiil ismi olarak keyfi bir (tanimlayic) ifade girilir. Modiil tiirii olarak da
Windows Server 2008 R2’ye exe’siyle kurdugumuz modiil secilerek konur.

AdimV : Windows Server 2008 R2 sonras1 windows server’larda default olarak kurulu

(optional) gelmeyen ISAPI Filters built-in 6zelligi ilgili siirimerde yiiklenmelidir: Add Roles

and Features Wizard -> Server Roles -> Web Server (IIS) -> Web Server ->
Application Development -> + ISAPI Filters && + ISAPI Extensions
Boylece IIS bilgi ifsasi sunan http yanitlarinin génderimi engellenmis olacaktir.

Not:

Eger X-Powered-By halen gelirse ki muhtemel gelecektir (¢linkii Windows Server siiriimden
stiriime modiiliin davranisi uyumluluk dolayisiyla farkhilik arz edebilmekteymis), bu durumda
web.config’e sadece sunu ilave etmek yeterliymis:

web.config

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.webServer>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>
</configuration>

Boylece tiim basliklar kapatilabilir.



Uygulama
(+) Birebir Windows Server 2008 R2 sanal makinesinde denenmistir ve bagariyla uygulanmistir.
a) Windows Server 2008 R2’de IIS Web.Config Sikilastirmalarinin Birlegtirilmesi

Bilgisayarinda yiiklii Windows Server 2008 R2 sanal makinasinda IIS web.config dosyasina
konulmus ve sorunsuz IIS restart’lanarak kullanilabilmis sikilagtirmalar:

C:\inetpub\www\:

aspnet_client\

iisstart.htm

web.config

welcome.png

hataGosterim.htm // 404 sayfasi amaciyla olusturulmus custom error sayfasi

web.config:

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.web>

<l o>
<trace enabled="false" />

<!-- Sadece Machine.Config’e Konabilir. Web.Config’de
gecersizdir ve problemler dogurabilir. Bu satirin
Web.Config’de kullanilmas1 daha sonralari ilave olarak
kullanilacak Ekstra Modiiller vs..’ler dolayisiyla IIS
sunucunun siirekli 500 Internal Error vermesine sebebiyet
verebilir. Orn; IIS Remove Server Headers (by PingFu)
modiiliinii IIS sunucuya yiiklediginde bu satirin siirekli
500 Internal Error verdirmesi gibi. Bu satir Web.Config’ten
kaldirildiginda sorun gitmistir. Ayni sekilde bu satir
Machine.Config’e konuldugunda olmasi gerektigi gibi yine
sunucu sorunsuzca yanitlarini dénebilmistir.

<deployment retail="true"/>

>

<Qem o>
<compilation debug="false" />

oo o>
<sessionState cookieName="s" />

<Qem o>
<httpRuntime enableVersionHeader="false" />

N
<httpCookies httpOnlyCookies="false" requireSSL="false" />



</system.web>
<system.webServer>

Ny f——
<httpProtocol>
<customHeaders>
<remove name="Server" />
<remove name="X-Powered-By" />
<remove name="X-AspNet-Version" />
</customHeaders>
</httpProtocol>

<o o>

<httpErrors errorMode="Custom">
<remove statusCode="502" subStatusCode="-1" />
<remove statusCode="501" subStatusCode="-1" />
<remove statusCode="500" subStatusCode="-1" />
<remove statusCode="412" subStatusCode="-1" />
<remove statusCode="406" subStatusCode="-1" />
<remove statusCode="405" subStatusCode="-1" />
<remove statusCode="404" subStatusCode="-1" />
<remove statusCode="403" subStatusCode="-1" />
<remove statusCode="401" subStatusCode="-1" />
<remove statusCode="400" subStatusCode="-1" />

<error statusCode="400" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="401" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="402" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="403" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="404" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="405" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="406" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="412" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="500" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="501" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="502" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

</httpErrors>

N fp——



<handlers>
<remove name="TraceHandler-Integrated-4.0" />
<remove name="TraceHandler-Integrated" />
<remove name="AssemblyResourcel.oader-Integrated-4.0" />
<remove name="AssemblyResourcel.oader-Integrated" />
<remove name="WebAdminHandler-Integrated-4.0" />
<remove name="WebAdminHandler-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0-64" />
<remove name="svc-ISAPI-4.0_32bit" />
<remove name="ScriptHandlerFactoryAppServices-Integrated-4.0" />
<remove name="ScriptResourcelntegrated-4.0" />
<remove name="svc-ISAPI-4.0_64bit" />
<remove name="svc-Integrated-4.0" />
<remove name="vbhtm-ISAPI-4.0_32bit" />
<remove name="vbhtm-ISAPI-4.0_64bit" />
<remove name="vbhtm-Integrated-4.0" />
<remove name="vbhtml-ISAPI-4.0_32bit" />
<remove name="vbhtml-ISAPI-4.0_64bit" />
<remove name="vbhtml-Integrated-4.0" />
<remove name="xamlx-ISAPI-4.0_32bit" />
<remove name="xamlx-ISAPI-4.0_64bit" />
<remove name="xamlx-Integrated-4.0" />
<remove name="xoml-ISAPI-4.0_32bit" />
<remove name="xoml-ISAPI-4.0_64bit" />
<remove name="xoml-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0" />
<remove name="rules-ISAPI-4.0 32bit" />
<remove name="rules-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_32bit" />
<remove name="rules-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0-64" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0-64" />
<remove name="cshtml-ISAPI-4.0_64bit" />
<remove name="cshtml-Integrated-4.0" />
<remove name="cshtm-Integrated-4.0" />
<remove name="cshtml-ISAPI-4.0_32bit" />
<remove name="cshtm-ISAPI-4.0_64bit" />
<remove name="cshtm-ISAPI-4.0_32bit" />
<remove name="AXD-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0" />
<remove name="AXD-ISAPI-4.0_32bit" />
<remove name="PageHandlerFactory-ISAPI-2.0-64" />
<remove name="PageHandlerFactory-ISAPI-2.0" />
<remove name="PageHandlerFactory-ISAPI-4.0_64bit" />



<remove name="PageHandlerFactory-ISAPI-4.0_32bit" />
<remove name="aspq-ISAPI-4.0_64bit" />
<remove name="aspq-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0" />
<remove name="aspq-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_64bit" />
<remove name="SimpleHandlerFactory-Integrated-4.0" />
<remove name="SimpleHandlerFactory-Integrated" />
<remove name="SimpleHandlerFactory-ISAPI-2.0" />
<remove name="SimpleHandlerFactory-ISAPI-2.0-64" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_64bit" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0-64" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_32bit" />
<remove name="ISAPI-dIl" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0_64bit" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0_32bit" />
<remove name="OPTIONSVerbHandler" />
<remove name="TRACEVerbHandler" />

</handlers>

<o o>
<security>
<requestFiltering allowHighBitCharacters="false">
<verbs allowUnlisted="false">
<add verb="GET" allowed="true" />
<add verb="POST" allowed="true" />
</verbs>
</requestFiltering>
</security>

</system.webServer>

</configuration>

b) Windows Server 2008 R2’ye IIS Managed Module’ii Remove Server Headers Kurma
I1S’in resmi olarak destek verdigi ve kabul ettigi (iiciincii taraf olmayan) modiil IIS Remove Server
Headers kurulumu ve konfigurasyonu ile Server, X-Powered-By, X-AspNet-Version, X-

AspNetMvc-Version bagsliklarinin istemcilere gonderimini engelleyelim.

Adim I: RemoveServerHeader Modiili kurulur ve sonra sistem restart’lanir.
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Adim III: Add Managed Module.. secenegine tiklanir.



Adim IV: Modiil ismi olarak keyfi bir (tanimlayic1) ifade girilir. Modyil tiirii olarak da Windows
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Server 2008 R2’ye exe’siyle kurdugumuz modiil secilerek konur.
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(IIS sunucu restart’lanir ve eklenen modiil boylece etkin hale gelir )

NOT 1:

Eger halen X-Powered-By geliyorsa ufak bir elle miidahale yapmak ve web.config
icerisine sunu ilave etmek yeterlidir:

web.config

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.webServer>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>
</configuration>

Boylece su bagliklarin tamaminin digariyi cikisi engellenecektir

Server

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version



NOT 2:
ITIS Managed Remove Server Headers Modiiliiniin Uyumlulugu Hk.

(*) Windows Server 2012 ve sonrasina hitap eden bu ilave adim Ekstra bashgi altinda
uygulamal olarak gosterilmistir.

IIS Remove Server Headers modiilii .NET 2.0 ile calistigindan .NET 2.0’1 iceren .NET 3.5
feature’unun Windows Server 2012 ve sonrasinda IIS’e feature olarak eklenmesi
gerekmektedir. Ciinkii Windows Server 2012 ve sonrasinda hazir kurulu gelen .NET
framework versiyonu artik .NET 4.5 siiriim framework’tiir. Ayrica Windows Server 2012 ve
sonrasinda IIS Remove Server Headers modiiliiniin ihtiya¢c duydugu ISAPI Filters ve ISAPI
Extensions feature’lar1t Windows Server 2008 ve 6ncesinde default kuruluyken sonrasinda
kurulu olarak gelmediginden ilave feature olarak eklenmeleri gerekmektedir.

Server Manager
Roles and Features
Web Server (I1S)
Application Development

.NET 3.5 Extensibility (*) Gerekli
.NET 4.0 Extensibility (*) Secime Bagli (optional)
ASP (*) Gerekli
ASP.NET 3.5 (*) Gerekli
ASP.NET 4.5 (*) Segime Bagli (optional)
ISAPI Extentions (*) Gerekli
ISAPI Filters (*) Gerekli

[!] Uyart:

Bu yiiklemeler icin Windows Server Kurulum DVD’si takilmahdir ve IIS feature eklemeleri
sirasinda kurulum kaynak dosyasi yolu icin DVD’nin takili oldugu siiriicii ve akabinde
\sources\sxs\ dizin yolu gosterilmelidir. Ancak bu sayede, kurulum basariyla
tamamlanabilecektir.

Kurulum sonrasi IIS Remove Headers modiiliinii IIS panele ekleme islemi sorunsuzca
gerceklesip modiil, bilgi ifsasi sunan sunucu bagliklarinin génderimini engelleyebilecektir.

¢) Windows Server 2008 R2’de Web.Config Sikilastirmalarinin ve IIS Remove Server Headers
Modiiliiniin Etkin Olup Olmadigini Test Etme

i) Test 1: Custom Error Sayfas1 hataGosterim.htm Calisiyor mu Testi

Olmayan bir web sayfasina erismeye calistigimizda 404 Not Found varsayilan hata
sayfas1 m1 donecek yoksa IIS web.config’te belirttigimiz hataGosterim.htm web sayfasi mi
ekrana verilecek testi;

Ubuntu 18.04 LTS Terminal (Var Olan Sayfa Talep Etme ve Gelen Yanit) :

> telnet 172.16.3.113 80
GET/HTTP/1.0 // Anasayfa Talep Edilir
Host: 172.16.3.113



Cikti:

HTTP/1.1 200 OK // ' Ve sorun yok yanit1 gelir.
Content-Type: text/html

Last-Modified: Tue, 19 Mar 2019 13:50:27 GMT

Accept-Ranges: bytes

ETag: "d1d742b55aded41:0"

Date: Tue, 18 Jun 2019 02:33:36 GMT

Connection: close

Content-Length: 18

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0org/TR/xhtml1/DTD/xhtml1-strict.dtd">
<html xmIns="http://www.w3.0rg/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1" />
<title>IIS7</title>
<style type="text/css">
<l--
body {
color:#000000;

Ubuntu 18.04 LTS Terminal (Var Olmayan Sayfa Talep Etme ve Gelen Yanit):

> telnet 172.16.3.113 80
GET /abdfdfdfd HTTP/1.0 // Var Olmayan Bir Sayfa Talep Edilir
Host: 172.16.3.113

Cikti:
HTTP/1.1 200 OK // ' Ve sorun yok yanit1 gelir. Fakat
Content-Type: text/html // Custom Error Sayfasiyla.

Last-Modified: Tue, 19 Mar 2019 13:50:27 GMT

Accept-Ranges: bytes

ETag: "d1d742b55aded41:0"

Date: Tue, 18 Jun 2019 02:40:27 GMT

Connection: close

Content-Length: 18

400 Bad Request... // Custom Error Sayfasi (hataGos
Connection closed by foreign host. // terim.htm) Icerigi

Sonug olarak Web.config’teki eklenen

<httpErrors errorMode="Custom">

<error statusCode="404" subStatusCode="-1" path="/hataGosterim.htm"
prefixLanguageFilePath="" responseMode="ExecuteURL" />

</httpErrors>



satirlar calistigindan dolay1 olmayan bir sayfayi istedigimizde 404 Not Found standard hata
sayfasi gelmeliyken bizim sunucuda tanimladigimiz custom hata sayfasi hataGosterim.htm
ekrana gelmistir.

ii) Test 2: Izinli Tanimlamas1 Yapilmamis HEAD Talebi Halen Yapilabiliyor mu Testi

Telnet ile HEAD talebi yaptigimizda sunucu web.config’te belirttigimiz izinli http talep
listesinde olmayan HEAD talebine karsilik olumlu yanit m1 dénecek yoksa olumsuz yanit mi
donecek testi asagida verilmistir:

Ubuntu 18.04 LTS Terminal (izinliler Listesine Konmamus Talep Tiiriiyle Http Talep
Yapma) :

> telnet 172.16.3.113 80
HEAD /HTTP/1.0 /I Anasayfaya HTTP HEAD Talebi yapilir
Host: 172.16.3.113

Gikt:

Trying 172.16.3.113...
Connected to 172.16.3.113.
Escape character is '\]".
HEAD /HTTP/1.0

Host: 172.16.3.113

HTTP/1.1 404 Not Found // Metot Calismaz ve Sunucudan
Content-Length: 0 // Olumsuz Yanit Gelir.

Date: Tue, 18 Jun 2019 03:05:17 GMT

Connection: close

Connection closed by foreign host.

Sonug olarak Web.config’teki eklenen

<security>
<requestFiltering allowHighBitCharacters="false">
<verbs allowUnlisted="false">
<add verb="GET" allowed="true" />
<add verb="POST" allowed="true" />
</verbs>
</requestFiltering>
</security>

satirlar1 calistigindan dolay1 izin verilmemis http talebi HEAD yapildiginda sunucu olmasi
gerektigi gibi olumlu degil olumsuz yanit dénmiistiir.
iii) Test 3: IIS Remove Server Headers Modiilii Sunucu Bilgi ifsas1 Yapan Basliklar:

Engellemekte mi Testi

IIS Managed Modiilii IIS Remove Server Headers ile IIS sunucunun dondiigii yanitlardaki
bilgi ifsalarinin dniine gecilip gecilmedigi testi asagida verilmistir:



Ubuntu 18.04 LTS Terminal (MODUL ONCESI ):

> telnet 172.16.3.113 80
HEAD /HTTP/1.0

Cikti:

HTTP/1.1 200 OK

Content-Length: 689

Content-Type: text/html

Last-Modified: Mon, 19 Nov 2018 23:23:51 GMT
Accept-Ranges: bytes

Etag: "43acgjr0874933dafwq"

Server: 11S/7.5

X-Powered-By: ASP.NET

Date: Mon, 17 Jun 2019, 21:22:36 GMT
Connection: close

Connection closed by foreign host.

Ubuntu 18.04 LTS Terminal (MODUL SONRASI ):

> telnet 172.16.3.113 80
HEAD /HTTP/1.0

Gikt:

HTTP/1.1 200 OK

Content-Length: 689

Content-Type: text/html

Last-Modified: Mon, 19 Nov 2018 23:23:51 GMT
Accept-Ranges: bytes

Etag: "43acgjr0874933dafwq"

X-Powered-By: ASP.NET // (-) Halen geliyor.
Date: Mon, 17 Jun 2019, 21:22:36 GMT
Connection: close

Connection closed by foreign host.

Bilgi ifsa eden bagliklardan sadece X-Powered-By kalmis. Bazi durumlarda X-Powered-By
baslig1 gelebilirmis. Bu nedenle eger IIS remove headers modiilii kurulmasina ragmen halen
X-Powered-By gelmekteyse web.config dosyasina

<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.webServer>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>



</configuration>

ayarlarini eklemek yeterlidir.

Ubuntu 18.04 LTS Terminal ( MODUL SONRASI ve Web.Config flave Ayar1 SONRASI ):

> telnet 172.16.3.113 80
HEAD /HTTP/1.0

Gikt:

HTTP/1.1 200 OK

Content-Length: 689

Content-Type: text/html

Last-Modified: Mon, 19 Nov 2018 23:23:51 GMT

Accept-Ranges: bytes

Etag: "43acgjr0874933dafwq" // (+) Bilgi ifsa eden bagliklar
Date: Mon, 17 Jun 2019, 21:22:36 GMT // kalkmstir.

Connection: close

Connection closed by foreign host.

Ekstra

(+) Birebir Windows Server 2012 R2 sanal makinesinde denenmistir ve basariyla uygulanmistir.
a) Windows Server 2012 R2’de IIS Web.Config Sikilagtirmalarinin Birlegtirilmesi

Bilgisayarinda yiiklii Windows Server 2012 R2 sanal makinasinda IIS web.config dosyasina
konulmus ve sorunsuz IIS restart’lanarak kullanilabilmis sikilagtirmalar:

C:\inetpub\www\:

aspnet_client\

iisstart.htm

web.config

1is-85.png

hataGosterim.htm // 404 sayfasi amaciyla olugturulmus custom error sayfasi

web.config:
<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<system.web>

<o o>
<trace enabled="false" />

<!-- Sadece Machine.Config’e Konabilir. Web.Config’de
gecersizdir ve problemler dogurabilir. Bu satirin



Web.Config’de kullanilmasi daha sonralari ilave olarak
kullanilacak Ekstra Modiiller vs..’ler dolayisiyla IIS
sunucunun siirekli 500 Internal Error vermesine sebebiyet
verebilir. Orn; IIS Remove Server Headers (by PingFu)
modiiliinii IIS sunucuya yiiklediginde bu satirin siirekli

500 Internal Error verdirmesi gibi. Bu satir Web.Config’ten
kaldirildiginda sorun gitmistir. Ayni sekilde bu satir
Machine.Config’e konuldugunda olmasi gerektigi gibi yine
sunucu sorunsuzca yanitlarini dénebilmisgtir.

<deployment retail="true"/>
>

<leo >
<compilation debug="false" />

<leo >
<sessionState cookieName="s" />

N
<httpRuntime enableVersionHeader="false" />

O
<httpCookies httpOnlyCookies="false" requireSSL="false" />

</system.web>

<system.webServer>

N
<httpProtocol>
<customHeaders>
<l--
IIS Remove Server Headers Modiilii su
basliklar1 otomatize bir sekilde kaldirir:

Server

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version

Dolayisiyla asagidaki konfigurasyon ayarlarina
ihtiyac¢ yoktur.

<remove name="Server" />
<remove name="X-AspNet-Version" />
<remove name="X-AspNetMvc-Version" />

Not: X-Powered-By bagligi Windows Server siiriimiine
gore modiil olsa bile ona ragmen gelebilmekteymis. O
nedenle eger X-Powered-By engellenememigse asagidakini
ilave etmemiz gerekirmis:

>



<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>

<o o>

<httpErrors errorMode="Custom">
<remove statusCode="502" subStatusCode="-1" />
<remove statusCode="501" subStatusCode="-1" />
<remove statusCode="500" subStatusCode="-1" />
<remove statusCode="412" subStatusCode="-1" />
<remove statusCode="406" subStatusCode="-1" />
<remove statusCode="405" subStatusCode="-1" />
<remove statusCode="404" subStatusCode="-1" />
<remove statusCode="403" subStatusCode="-1" />
<remove statusCode="401" subStatusCode="-1" />
<remove statusCode="400" subStatusCode="-1" />

<error statusCode="400" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="401" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="402" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="403" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="404" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="405" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="406" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="412" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="500" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="501" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

<error statusCode="502" subStatusCode="-1" path="/hataGosterim.htm"
prefixL.anguageFilePath="" responseMode="ExecuteURL" />

</httpErrors>

N fp——
<handlers>
<remove name="TraceHandler-Integrated-4.0" />
<remove name="TraceHandler-Integrated" />
<remove name="AssemblyResourcel.oader-Integrated-4.0" />
<remove name="AssemblyResourcel.oader-Integrated" />
<remove name="WebAdminHandler-Integrated-4.0" />
<remove name="WebAdminHandler-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0-64" />
<remove name="svc-ISAPI-4.0_32bit" />
<remove name="ScriptHandlerFactoryAppServices-Integrated-4.0" />



<remove name="ScriptResourcelntegrated-4.0" />

<remove name="svc-ISAPI-4.0_64bit" />

<remove name="svc-Integrated-4.0" />

<remove name="vbhtm-ISAPI-4.0_32bit" />

<remove name="vbhtm-ISAPI-4.0_64bit" />

<remove name="vbhtm-Integrated-4.0" />

<remove name="vbhtml-ISAPI-4.0_32bit" />

<remove name="vbhtml-ISAPI-4.0_64bit" />

<remove name="vbhtml-Integrated-4.0" />

<remove name="xamlx-ISAPI-4.0_32bit" />

<remove name="xamlx-ISAPI-4.0_64bit" />

<remove name="xamlx-Integrated-4.0" />

<remove name="xoml-ISAPI-4.0_32bit" />

<remove name="xoml-ISAPI-4.0_64bit" />

<remove name="xoml-Integrated-4.0" />

<remove name="HttpRemotingHandlerFactory-rem-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0" />
<remove name="rules-ISAPI-4.0 32bit" />

<remove name="rules-Integrated-4.0" />

<remove name="HttpRemotingHandlerFactory-soap-Integrated" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-2.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_64bit" />
<remove name="HttpRemotingHandlerFactory-soap-Integrated-4.0" />
<remove name="HttpRemotingHandlerFactory-soap-ISAPI-4.0_32bit" />
<remove name="rules-ISAPI-4.0_64bit" />

<remove name="HttpRemotingHandlerFactory-rem-ISAPI-2.0-64" />
<remove name="HttpRemotingHandlerFactory-rem-Integrated" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_32bit" />
<remove name="HttpRemotingHandlerFactory-rem-ISAPI-4.0_64bit" />
<remove name="AXD-ISAPI-2.0-64" />

<remove name="cshtml-ISAPI-4.0_64bit" />

<remove name="cshtml-Integrated-4.0" />

<remove name="cshtm-Integrated-4.0" />

<remove name="cshtml-ISAPI-4.0_32bit" />

<remove name="cshtm-ISAPI-4.0_64bit" />

<remove name="cshtm-ISAPI-4.0_32bit" />

<remove name="AXD-ISAPI-4.0_64bit" />

<remove name="AXD-ISAPI-2.0" />

<remove name="AXD-ISAPI-4.0_32bit" />

<remove name="PageHandlerFactory-ISAPI-2.0-64" />

<remove name="PageHandlerFactory-ISAPI-2.0" />

<remove name="PageHandlerFactory-ISAPI-4.0_64bit" />

<remove name="PageHandlerFactory-ISAPI-4.0_32bit" />

<remove name="aspq-ISAPI-4.0_64bit" />

<remove name="aspq-Integrated-4.0" />

<remove name="WebServiceHandlerFactory-ISAPI-2.0" />

<remove name="aspq-ISAPI-4.0_32bit" />

<remove name="WebServiceHandlerFactory-Integrated-4.0" />
<remove name="WebServiceHandlerFactory-Integrated" />

<remove name="SimpleHandlerFactory-ISAPI-4.0_64bit" />
<remove name="SimpleHandlerFactory-Integrated-4.0" />

<remove name="SimpleHandlerFactory-Integrated" />



<remove name="SimpleHandlerFactory-ISAPI-2.0" />
<remove name="SimpleHandlerFactory-ISAPI-2.0-64" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_32bit" />
<remove name="WebServiceHandlerFactory-ISAPI-4.0_64bit" />
<remove name="WebServiceHandlerFactory-ISAPI-2.0-64" />
<remove name="SimpleHandlerFactory-ISAPI-4.0_32bit" />
<remove name="ISAPI-dIl" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0 64bit" />
<remove name="ExtensionlessUrlHandler-ISAPI-4.0_32bit" />
<remove name="OPTIONSVerbHandler" />
<remove name="TRACEVerbHandler" />

</handlers>

<o o>
<security>
<requestFiltering allowHighBitCharacters="false">
<verbs allowUnlisted="false">
<add verb="GET" allowed="true" />
<add verb="POST" allowed="true" />
</verbs>
</requestFiltering>
</security>

</system.webServer>

</configuration>

b) Windows Server 2012 R2’ye IIS Managed Module’ii Remove Server Headers Kurma
I1S’in resmi olarak destek verdigi ve kabul ettigi (iiciincii taraf olmayan) modiil IIS Remove Server

Headers kurulumu ve konfigurasyonu ile Server, X-Powered-By, X-AspNet-Version, X-
AspNetMvc-Version basliklarinin istemcilere gonderimini engelleyelim.

IIS Managed Remove Server Headers Modiiliiniin Uyumlulugu Hk.

(*) Windows Server 2012 ve sonraki siiriimlere hitap etmektedir.

IIS Remove Server Headers modiilii .NET 2.0 ile calistigindan .NET 2.0’1 iceren .NET 3.5
feature’unun Windows Server 2012 ve sonrasinda IIS’e feature olarak eklenmesi
gerekmektedir. Ciinkii Windows Server 2012 ve sonrasinda hazir kurulu gelen .NET
framework versiyonu .NET 4.5 tir ve .NET 3.5 secime bagl olarak sonradan eklenebilir
halde hazir kurulu gelmemektedir. Ayrica Windows Server 2012 ve sonrasinda IIS Remove
Server Headers modiiliiniin ihtiya¢ duydugu ISAPI Filters ve ISAPI Extensions feature’lar1
Windows Server 2008 ve 6ncesinde default kuruluyken sonrasinda kurulu olarak
gelmediginden ilave feature olarak eklenmeleri gerekmektedir.

Server Manager
Roles and Features
Web Server (IIS)
Application Development



[!] Uyart:

+ .NET 3.5 Extensibility
+ .NET 4.0 Extensibility
+ ASP

+ ASP.NET 3.5

+ ASP.NET 4.5

+ ISAPI Extentions

+ ISAPI Filters

(*) Gerekli
(*) Secime Bagl (optional)
(*) Gerekli
(*) Gerekli
(*) Secime Bagli (optional)
(*) Gerekli
(*) Gerekli

Bu yiiklemeler i¢cin Windows Server Kurulum DVD’si takilmahdir ve IIS feature eklemeleri
sirasinda kurulum kaynak dosyasi yolu icin DVD’nin takili oldugu siiriicii ve akabinde
\sources\sxs\ dizin yolu gosterilmelidir. Ancak bu sayede, kurulum basariyla

tamamlanabilecektir.

Kurulum sonrasi IIS Remove Headers modiiliinii IIS panele ekleme islemi sorunsuzca
gerceklesip modiil, bilgi ifsasi sunan sunucu bagliklarinin génderimini engelleyebilecektir.

Adim I: RemoveServerHeader modiiliiniin ihtiya¢ duydugu .net framework siiriimii (ihtiyac
duyulan 2.0 siiriimiinii icerdiginden 3.5 siirtimii) ve ISAPI Filters feature’larini IIS’e yiiklemek icin
Windows Server kurulum DVD’si takilir.

@EN

Ib%®hY
cucouw >

Location: /home/hef
Attached to: Winduwsé&r 2%

Ardindan Server Manager acilir. Add Roles And Features’dan “Server Roles” penceresine

gelindiginde

Web Server (IIS) -> Web Server -> Application Development

seceneklerine gidilir ve

.NET 3.5 Extensibility
.NET 4.0 Extensibility
ASP

ASP.NET 3.5
ASP.NET 4.5

ISAPI Extentions

(*) Gerekli

(*) Segcime Bagli (optional)

(*) Gerekli
(*) Gerekli

(*) Segime Bagli (optional)

(*) Gerekli



ISAPI Filters

secenekleri isaretlenir.

(*) Gerekli
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hosting a website.

To remove roles, rolle services, or features
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang password
* Network settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

complete the steps, and then run the wizard again.

DESTINATION SERVER

This wizard helps you install roles, role senvices, or features. You determine which roles, role services, or
features to install basad on the computing needs of your organization, such as sharing documents, or
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e Machine View Input

Devices

Help
Server Manager

Add Roles and Features Wizard

View

Select destination server

Before You Begin

Installation Ty

INATION SERVER
N-VITUUOGANTO

Select a server or a virtual hard disk an which to install roles and features,

Select a server from the server pool
Select a virtual hard disk

Server Pool

Fifter:

Neme 1P Address Operating System

indows Server 2012 R2 Standard

Hide

1 Computer(s) found
This page shows servers that are running Windows Server 12, and that have been added by using the
Add Servers command in Server Manager. Offline servers fld newly-added servers from which data

collection is still incomplete are not shown.
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BPA results
. B o 21:54
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= Server Manager N a
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. DESTINATION SERVER ~
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B Local S Before You Begin Select one or more roles to install on the selected server.
Allsen Installation Type Roles Description
B App Ser = ~]  Application Development provides
& File and 4[] Web Server IS) (15 of 43 installed) infrastructure for developing and hosting
- 4 [H] Web Server (14 of 34 installed) Web applications. Use these features to
[

[ Common HTTP Features (4 of 6 installed)
[ Health and Diagnostics (1 of 6 installed)

" functionality of IIS. Thes
3

b [H] Performance (1 of 2 installed)

3

a

dynamic operations that
creation of HTML autput

(8] Security (1 of 9 installed) sends to fulfill client req

ent (7 of 1

ation Dev

[] Server Side Includes
[ WebSacket Protocol
p [ FTP Server
) [8] Management Tools (1 of 7 installed) v

create Web content or extend the

e technologies

typically provide a way to perform

t result in the
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Ardindan yiiklenecekler listesi ekrana gelir. Bu ekranda bir uyar1 goriinecektir
installation selections are missing source files on the destination.

»

“... One or more



Server Manager

4

Local Server

Manageability

%un | [ cancel

Bu ekranda yiiklenecekler listesindeki bazi bilesenler (6rn; .NET Framework 3.5) Windows Server
kurulum DVD’sinin sources\sxs\ dizininde yer alan kurulum dosyalarina ihtiya¢ duyarlar.
Dolayisiyla ekrandaki “Specify an alternate source path” linkine tiklanip gelen ekrandaki source
path textbox’ina Windows Server kurulum DVD’si ve sources\sxs\ dizin yolu girilmelidir ve sonra
kuruluma baglanmalidir. Boylece yiikleme sorunsuz gerceklesecektir.

Kurulum Dosyalar Path’i (6rn):

D:\sources\sxs\ // D siirticlisti DVD’nin Oldugu Siirticii

Adim II: RemoveServerHeader Modiilii kurulur ve sonra sistem restart’lanir.
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Adim III: Ardindan IIS Manager agilir ve Server level’da olan (yani application level’da olan degil,

Server level’da olan) Modules’e girilir.

File Machine View Input Devices Help
e Internet Information Services (IIS) Manager a -
@0 ‘83 » WIN-VITUUSGAVTO » ‘m < @
Fle View Help
Connections Actions
@ WIN-VITUU9GAVTO Home
- i [} ’ Open Feature
95 start Page =
- = : -E- Manage Server
¢ 3 WIN-WTULOGAVTO (WiN-vr] | TR Go - EhShow Al | Groupby: Ares 2 Rggm
22 Application P, ASP.NET ~al e
b (8] Sites S ; s
=" X - é’;/ ab) . Sop
NE NET  NETEmor ET NET Trust  Application  Connection View Application Pools:
Authorizat.. Compilation  Pages  Globalization  Levels Settings  Strings View Sites
i‘i @ Change .NET Framework
’ E K| Version
MachineKey Pegesand  Providers  Session State SMTP E-mail © et New Web Platform
Controls Components
3 ~ @ Hep
s 9 3]
ASP Authentic.. Compression Default  Directory  ErrorPages  Handler =
Document  Browsing Mappings
g > [H]#
4 J s a8
HTTP  ISAPland  ISAPIFilters Logging MIMETypeg Modules | Output
a Respon..  CGl Restri Caching
o= 4
o= 13 &y
Request Server Worker
Filtering  Certificates  Processes
Management ~
Configurat.. Feature Shared b ) v
]
& = Wg : 22:34
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Adim IV: Add Managed Modul Sine tikl
File Machine View Input Devices Help
e Internet Information Services (I1S) Manager a -
@0 ‘93 » WIN-VJTUUSGAVTO » ‘iﬂ At @~
File View Help
@ @9 Modules
J 3 ? Add Managed Module..

¥ Start Page
-85 WIN-VJTUUSGAVTO (WIN-VI7
L Application Pools

server.

Use this feature to configure the native and managed code modules that process requests made to the Web

Configure Native Modules.

View Ordered List...

@] Sites Groupby: NoGrouping  ~ Help
Name - Code Module Type
% 2 o Native
tem Web Security Anony..  Managed
G % 5 2\ Native
¢ awindirss 2 o Native
D e b ity Default. Managed Local
DefaultD 2 Native Local
Directoryli 2 5 2 Native Local
FileAuthorization System.Web.Security FileAuth... Managed Local
tem.Web Security.FormsA... Local =
HitpCacheModule Snindird\System32inetsnd Local
ks Hitpl windir% 2 Local
pi 2 6 2 . Local
IsapiModule SawindirF\System32inetsnii.. Local
OutputCache System.Web.Caching.Output. g Managed Local
Profile System.Web.ProfileProfileMd..  Managed Local
Proto 2 5 2 Native Local
'y Ping... Pingfu. Managed Local
q awindirss 2 o Native Local
RoleManager System.Web Security RoleMa...  Managed Local
ScriptModule-4.0 System.Web.Handlers Script.,  Managed Local
Session System Web SessionState Sess... Managed Local
StaticC 2 2 2 Native Local
T - N RE
< ] 5| [ Features View | 2 Content View
Configuration: 'localhost’ applicationHost.config &
= P a 234
o = QHﬁHmHH?‘ 3SR 0 raans
B @ % & o 5 @ i @ @ B right cerl

Adim V: Modiil ismi olarak keyfi bir (tamimlayici) ifade girilir. Modiil tiirii olarak da Windows

Server 2012 R2’ye exe’siyle kurdugumuz modiil secilerek konur.
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(Keyfi / Tanimlayic1 Modiil Ismi Girilir )
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( Windows Server 2012 R2’ye exe’siyle yiiklenen modiil segilir )
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( Windows Server 2012’e Kurulan Modiil IIS Manager’dan I1S’e Eklenir)
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(IIS sunucu restart’lanir ve eklenen modiil boylece etkin hale gelir )
NOT 1:

Eger halen X-Powered-By geliyorsa ufak bir elle miidahale yapmak ve web.config
icerisine sunu ilave etmek yeterlidir:

web.config



<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<system.webServer>
<httpProtocol>
<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>
</system.webServer>
</configuration>

Boylece su bagliklarin tamaminin digariy1 ¢ikisi engellenecektir.

Server

X-Powered-By
X-AspNet-Version
X-AspNetMvc-Version

NOT 2:

Windows server’dan gonderilen http paketlerinde X-Powered-By header’1 eger hig
goriinmiiyorsa (yani IIS Remove Headers modiilii yiiklii degilken ve bagka ekstra
konfigurasyon ayar1 yapmamigken buna ragmen goriinmiiyorsa) .NET Framework’ii yiiklii
degildir demektir. .NET 3.5 ve/veya .NET 4.0 framework feature’lar IIS rolii’ne
kuruldugunda X-Powered-By baglig1 goriinecektir.

Ubuntu 18.04 LTS Terminal (Hedef Sunucuda .NET Framework Yiiklii Degilken) :

> telnet 172.16.3.118 80 ( IP; Windows Server 2012 R2 Makinasi )
Trying 172.16.3.118...

Connected to 172.16.3.118.

Escape character is 'A]".

HEAD /HTTP/1.0

HTTP/1.1 200 OK

Content-Length: 701

Content-Type: text/html

Last-Modified: Tue, 13 Feb 2018 08:56:57 GMT

Accept-Ranges: bytes

ETag: "f0a2569aa8a4d31:0"

Server: 115/8.5 *)
Date: Mon, 24 Jun 2019 18:25:23 GMT

Connection: close

Connection closed by foreign host.


https://www.youtube.com/watch?v=yRNZ3zWOyNI

Ubuntu 18.04 LTS Terminal (Hedef Sunucuda .NET Framework Yiiklemesi Sonras) :

> telnet 172.16.3.118 80 ( IP; Windows Server 2012 R2 Makinast1 )
Trying 172.16.3.118...

Connected to 172.16.3.118.

Escape character is '\]".

HEAD /HTTP/1.0

HTTP/1.1 200 OK

Content-Length: 701

Content-Type: text/html

Last-Modified: Tue, 13 Feb 2018 08:56:57 GMT

Accept-Ranges: bytes

ETag: "f0a2569aa8a4d31:0"

Server: 11S/8.5 *)
X-Powered-By: ASP.NET *)
Date: Mon, 24 Jun 2019 18:25:23 GMT

Connection: close

Connection closed by foreign host.

Dolayisiyla bunun akabinde (yani .NET Framework’ii varken) var olan ve goriinen X-
Powered-By’1 simdi durdurmak igin yukaridaki not 1’de yer alan elle miidahalenin
yapilmasi gerekecektir.

Kaynaklar:

https://gist.github.com/marcbarry/47644b4a43fbfb63ef54
https://gist.github.com/marcbarry/56afe3c14318048427aa
https://github.com/pingfu/iis-remove-server-headers
https://www.devcurry.com/2010/11/using-deployvment-retailtrue-attribute.html
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/modules/add
https://docs.microsoft.com/tr-tr/dotnet/api/system.web.configuration.deploymentsection.retail ?

view=netframework-4.8
https://www.devcurry.com/2010/11/using-deployment-retailtrue-attribute.html
https://www.youtube.com/watch?v=yRNZ3zWOvyNI



https://www.youtube.com/watch?v=yRNZ3zWOyNI
https://www.devcurry.com/2010/11/using-deployment-retailtrue-attribute.html
https://docs.microsoft.com/tr-tr/dotnet/api/system.web.configuration.deploymentsection.retail?view=netframework-4.8
https://docs.microsoft.com/tr-tr/dotnet/api/system.web.configuration.deploymentsection.retail?view=netframework-4.8
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/modules/add
https://www.devcurry.com/2010/11/using-deployment-retailtrue-attribute.html
https://github.com/pingfu/iis-remove-server-headers
https://gist.github.com/marcbarry/56afe3c14318048427aa
https://gist.github.com/marcbarry/47644b4a43fbfb63ef54

