CVE Nedir ve Kullanimi

MITRE firmas1 1999 yilinda CVE adini verdigi bir sistem baglatmistir. A¢ilimi Common
Vulnerabilities and Exposures olan CVE iiriinlerdeki kamuya yansimis agikliklarin
numaralandirildig: bir standarttir. 2005 yilinda ABD devleti Ulusal Agiklik Veritabani’ni (National
Vulnerability Database - NVD’yi) baslatmistir. ABD devletinin baslattig1 Ulusal Ac¢iklik Veritabani
MITRE firmasinin hizmeti olan CVE veritabani kayitlarin1 xml / json feed’leri ile alir, kullanir ve
izerine ilave bazi ekstra bilgiler ekleyerek ulusal cve veritabani hizmeti olarak sunar.

MITRE’nin CVE’si ve ABD devleti Ulusal Aciklik Veritabani (NVD) iki ayr1 olusum olsa da ikisi
de ABD devleti Yurt Giivenligi Departmani’nin Siber Giivenlik ve Altyap: Giivenligi Ajansi’nca
fonlanmaktadir. MITRE firmasi1 CVE sistemini ABD devleti Siber Giivenlik ve Altyap:1 Giivenligi
Ajansi adina yiiriitmektedir ve ABD devlet ajansi adina ¢alistirilmaktadir.

MITRE firmasi1 CVE listesini idare eder. CVE girdileri 6zettirler. Teknik detaylar, riskler, etkiler, ve
yamalar hakkinda bilgi icermezler. Bu gibi bilgiler farkh veritabanlarinda bulunabilir. Ornegin;
MITRE’nin kayitlarini kullanan, ek bilgiler ilave etmis ABD devleti Ulusal Agiklik Veritabani’nda
(NVD’de) oldugu gibi.

Bir giivenlik acigimin CVE girdisi haline girmesi siklikla organizasyonlar veya acgik kaynak
topluluklarinin tiyeleri tarafindan agikhigin MITRE’ye gonderilmesiyle gerceklesir. Bazen de
MITRE firmasi dogrudan cve girdisi olusturur.

CVE girdilerini yazanlar CVE Numaralandirma Otoriteleri tarafindan atanirlar. Yaklagik 100 kadar
CVE Numaralandirma Otoritesi vardir. Bunlar arasinda IBM, Cisco, Oracle, RedHat, Microsoft,...,
cesitli giivenlik sirketleri ve arastirma organizasyonlar1 vardir. MITRE bu girdi yazan otoritelerin
yaninda ayrica dogrudan CVE girdi yaziminda bulunabilmektedir.

Asagida MITRE’nin veritabanini kullanarak CVE veritabani hizmeti sunan cesitli web siteleri
verilmistir.

// MITRE Firmasinin Sundugu CVE Veritabani

https://cve.mitre.org/ (mevcut)
https://www.cve.org/ (yenisi)

// MITRE Firmasinin Kayitlarin1 Kullanan ABD
// Ulusal Agiklik Veritabani’nin (NVD’nin) CVE
// Veritabani

https://nvd.nist.gov/

// MITRE Firmasinin Kayitlarin1 Kullanan RedHat
// Firmasinin Sundugu CVE Veritabani
https://access.redhat.com/security/security-updates/#/cve

// ABD Ulusal Aciklik Veritaban1 (NVD) Kayitlarin
// Kullanan (Dolayli Yoldan MITRE Firmasinin Ka-
// yitlarin1 Kullanmig Olan) CVEDetails Web Sitesi-
// nin Sundugu CVE Veritabani

https://www.cvedetails.com/


https://cve.mitre.org/
https://www.cvedetails.com/
https://access.redhat.com/security/security-updates/#/cve
https://nvd.nist.gov/
https://www.cve.org/

Bu siteler MITRE firmasinin CVE kayitlarin1 xml ve json feed’leri ile alarak ve bazisi gesitli ekstra
eklemelerde bulunarak kullanmaktadirlar. Bu sekilde MITRE’nin sundugu cve veritabanin1i web
sayfalarinda sunmaktadirlar.

CVE Nasil Kullanilir?

CVE girdileri bir CVE ID’ye, 6zet bir tanimlamaya ve referans linklerine sahiptirler. Asagida
MITRE firmasinin cve sitesindeki (https://www.cve.org/) bir cve girdisi sablonu gosterilmistir.
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Find CVE Records by keyword on cve.mitre.org &

(i} Welcome to the new CVE Beta website! CVE List keyword search z & downloads © will be temporarily hosted on the old cve.mitre.org @ website until we complete the v
transition. Please use our web form  for any comments or concemns.

) CVE ID ——» CVE-2011-1473 Detail

The CVE Record information displayed on this page may not be displaying the full range of available information due to
differences in how the data may have been entered. If you feel that the information being displayed is not meeting your
expectations, please let us know by using this feedback form .

View full JSON 4.0 record +

“) TANIMLAMA % Description [isd DISPUTEQ *‘*‘OpenSSL be.fure 0.9v.8l.‘ and 0.9.8m through 1.x, does nQI properly
restrict client-initiated renegotiation within the SSL and TLS protocols, which might make
it easier for remote attackers to cause a denial of service (CPU consumption) by
performing many renegotiations within a single connection, a different vulnerability than
CVE-2011-5094. NOTE: it can also be argued that it is the responsibility of server

deployments, not a security library, to prevent or limit renegotiation when it is
inappropriate within a specific environment.

References

iii) Referanslar

= http:/lvincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html
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651be2524f3d28cd4fe71@%3Cdev.rocketmg.apache.org%3E

= https:lllists.apache.orgithread.htmlir13a07a09f98b2841193dbf17a47c7f09b464
e0747ald3e7298ad4c81@%3Cdev.rocketmg.apache.org%3E
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View additional information about CVE-2011-1473 & on NVD.
(Note: The NVD is not operated by the CVE Program)
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MITRE’nin bu CVE sayfa sablonunda yer alan béliimler su sekildedir:
i) CVE ID

CVE ID béliimii iirtinlerde gikan agikliklara verilen kimlik numarasini sunar. Kimlik numaralar:
CVE-YEAR-NUMBER seklinde standardize bir numaralandirma ile sunulur.

ii) Description
Tanimlama béliimii numaralandirilan ilgili {irtin acikliginin 6zet bir bilgisini sunar.
Ozet Bilgi Hakkinda Yol Haritas:

Yukaridaki resimde gosterilen 6rnek CVE-2011-1473 id’li acikligin 6zet bilgisinde
OpenSSL’in 0.9.81 ve 6ncesi, ve ayrica 0.9.8m’den 1.x’e kadarki siiriimlerinde
SSL/TLS’teki renegotiation’in uygun kisitlanmadig bildirilmis ve bu durumun saldirganlara
CPU tiiketimi ile servis dis1 birakma saldirilar1 yapabilmelerine imkan tanidig1 sdylenmis.
Bu 6zet bilgiden yola cikarak belirtilen aciklig1 sémiirme uygulamasini agikligin
tanimlamasinda belirtilen uygulama ve siiriimlerinde tatbik edebilecegimizi anlayabilir ve
belirtilen uygulama ve siiriimlerinde ne tiir bir saldir1 yapilabilir oldugunu (yani vektor
tiirtinii) gorebiliriz. Buradan hareketle farkl web sitelerinde agikligin sémiiriilmesi iizerine
ve tool tizerine aragtirma yapilabilir (6rn; cve referanslar son boliimiindeki linkler
incelenebilir) ve sanal bir vim’de cve tanimlamasinda sdylenen uygulamanin (6rn; bu aciklik
0zelinde openssl’in) aciklikl siiriimii kurularak bulunan bir tool’la bu agiklig1 sémiirme
uygulamasi yapilabilir.

Not: Bu resimde gosterilen CVE-2011-1473 id’li agiklig1 SSL/TLS Renegotation agiklig1
olarak ifade edilir ve OpenSSL zafiyeti iizerinden DoS saldiris1 yapmayi saglar. Bu CVE
acikligi hakkinda aciklamalar, acikligin nasil somiiriildiigii bilgileri ve tool ile aciklig1
sémiirme uygulamas! icin bkz. Paketleme icin Gézden Gegirilecekler / SSL,TLS DoS
Saldiris1 ile Apache Web Sunuculari Servis Dis1 Birakma.docx

Tanmimlama boliimii 6zet bilgisinden dnce ** DISPUTED ** veya ** RESERVED ** seklinde
etiketler yer alabilir. Ozet béliimiiniin basinda DISPUTED (Tartismal) etiketinin yer almast ilgili
irtin saticisi veya ilgili iiriin otoritesinin agikhigin gecerliligine itiraz ettigi anlamina gelir. Bu itiraz
durumu oldugunda ilgili CVE girdisi, 6zet bilgisinin en basina ** DISPUTED ** eklenmek
suretiyle etiketlenir (bkz. Yukaridaki resimdeki cve agikhigi gibi). Ozet béliimiiniin baginda
RESERVED (Rezerve Edildi) etiketi yer almasi ise ilgili acikligin nihai halde paylasimi icin daha
fazla detaya ihtiyac¢ oldugu anlamina gelir. Eger aciklik eksiklikler nedeniyle yayinlamak iizere
uygun degil seklinde kesinlesirse REJECTED yapilir.

iii) Referans

Referans boliimii ise ilgili tiriin agiklig1 hakkinda tavsiyeler, giivenlik ¢éztimleri, ve tool’lar
hakkinda bilgiler paylasan web site url adresleri sunar.



Ekstra

MITRE’nin cve veritabanini sunan cesitli web sitelerinden bazilari cve girdilerindeki cve id’si, 6zet
bilgisi ve referans linklerine ek olarak ekstra bilgiler ilave edebilmektedirler. Ornegin ABD devleti
Ulusal Acgiklik Veritabam (NVD)’nin nvd.nist.gov web sitesi ve farkl bir olusum olan
cvedetails.com web sitesi gibi:

a) nvd.nist.gov

ABD devleti Ulusal Aciklik Veritabani resmi web sayfasi (https://nvd.nist.gov/), MITRE’den
cekilen cve girdilerine ait id, 6zet ve referans seklindeki {i¢ bilgi unsuruna CVSS skorunu, CWE
kodunu, CVE ID acikligindan etkilenen iiriin ismini ve siiriimlerini ilave etmektedir.

CVSS Skoru Nedir?

CVSS (Common Vulnerability Scoring System) skoru agikliklarin bir formiille 0.0 ile 10.0
arasi aralikta degerlendirildigi bir puanlama sistemidir. Cok sayida parametrenin (atak
karmagiklik seviyesi, yetki gerekli mi, gizliligi ne seviyede etkiliyor, biitiinliigii ne seviyede
etkiliyor, erisilebilirligi ne seviyede etkiliyor, aciklig1 kapama seviyesi... v.b.)
degerlendirmeye katilmasiyla skorlama yapihr. 1lgili kullanilan formiilii gormek veya
degerlendirme hesaplamasi icin cvss v3 calculator kullanilabilir.

Asagidaki resimde ABD devleti Ulusal Agiklik Veritabani resmi web sayfasindan bir cve aciklik
sayfas1 6rnegi paylasilmistir.
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IKCVE-2011-1473 Detail ==—— CVEID

o=y QUICKINFO
This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to CVE Dictionary Entry:
the information provided. CVE-2011-1473
NVD Published Date:
° . . . 06/16/2012
Current Description F Description NVD Last Modified:
** DISPUTED ** OpenSSL before 0.9.81, and 0.9.8m through 1.x, does not properly restrict client-initiated renegotiation within the SSL and TLS 04/20/2021
protocols, which might make it easier for remote attackers to cause a denial of service (CPU consumption) by performing many renegotiations source: M—
MITRE

within a single connection, a different vulnerability than CVE-2011-5094. NOTE: it can also be argued that it is the responsibility of server
deployments, not a security library, to prevent or limit renegotiation when it is inappropriate within a specific environment.
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Severity -=————— jlave Edilen B&lim

CVSS 2.0 Severity and Metrics:

@ NIST: NVD Base Score: [5l0MEDIUM Vector: (AV:N/AC:L/Au:N/C:N/I:N/A:P)

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
ascore within the CVE List.

References to Advisories, Solutions, and Tools <€&—— Referans

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

Hyperlink Resource

http://archives.neohapsis.com/archives/bugtrag/2014-02/0061.htm!
http://marc.info/?|=bugtraq&m=133951357207000&w=2
http://orchilles.com/2011/03/ssl-renegotiation-dos.html
http://vincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html
http://www.educatedguesswork.org/2011/10/ssltls_and_computational_dos.html

http://www.ietf.org/mail-archive/web/tls/current/msg07553.html
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[ cweo | cweName | sece |

CWE-264 Permissions, Privileges, and Access Controls Q NIST
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Configuration 1 (show)

Configuration 2 (hide)
A cpe:2.3 l:openssli*:** ke ok Up to (including)
Show Matching CPE(s)v 0.9.8k

¥ Denotes Vulnerable Software

Are we missing a CPE here? Please let us know.

Change History

9 change records found show changes
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Not: Bu resimde gosterilen CVE-2011-1473 id’li 6rnek aciklik SSL/TLS Renegotation
aciklig1 olarak ifade edilir ve OpenSSL zafiyeti tizerinden DoS saldirisi yapmay1 saglar. Bu
CVE aciklig1 hakkinda agiklamalar, agikligin nasil sémiiriildiigii bilgileri ve tool ile agiklig1
sémiirme uygulamas! icin bkz. Paketleme icin Gézden Gegirilecekler / SSL,TLS DoS
Saldiris1 ile Apache Web Sunuculari Servis Dis1 Birakma.docx

Goriildiigii gibi MITRE nin cve kayitlarindaki cve id’si, 6zet bilgisi, referans bilgisi seklinde olan
ic unsuruna NVD’de ilave unsurlar eklemesi yapilmistir.



b) www.cvedetails.com

www.cvedetails.com web sitesi ise yine cve kayitlari sunar. Anasayfasindaki ifadelere gére ABD
devleti Ulusal Aciklik Veritabani resmi web sitesinin (https:/nvd.nist.gov/’in) sundugu xml
feed’lerini alarak cve girdilerini edinir. Daha dogru bir ifadeyle Amerikan Ulusal Aciklik Veritabani
(NVD) kayitlar1 MITRE’den aldigindan dolay1 Cvedetails web sitesi dolayli yoldan MITRE’den
cve kayitlarini edinir. Bu edindigi cve girdilerindeki id, 6zet ve referans seklindeki ii¢ bilgi
unsuruna CVSS (Common Vulnerability Scoring System) skorunu, aciklik tiirii hakkinda ek
bilgileri, OVAL adi verilen bazi tamimlamalari, CVE ID acikligindan etkilenen iiriinleri, CVE ID
acikligindan etkilenen iriinlerin siiriimlerini, ve CVE ID acgiklig1 icin Metasploit Modiilii var m1 yok
mu bilgisini ilave etmektedir. Cvedetails web sitsi adinin da belirttigi gibi cve’yi detayh (yani
donatilmis ek bilgilerle) sunmaktadir.

Asagidaki resimde Cvedetails web sayfasindan bir cve aciklik sayfasi 6rnegi paylagilmistir.

CVE-2011-1473 : ** DISPUTED ** OpenSSL before 0.9.8, and 0.9.8m through 1.x, does not properly restrict client-initiated renegotiation - Chromium

83 Googlee: x [NSHQVZPIIH] CVEsecurit X | %, NVD-CVE- X Home|CVE X | My NVD-CVS® X | ™ NVD-CVS: X CommonV X WhatisaC x | @ whatdoes x | [ll CVE-Freq. X | %, NVD-CVE: X | +
€ > C (3 & cvedetails.com/cve/CVE-2011-1473/ w9 s
i Apps & isGiicii Girisi € Jirais Gici & ConfluenceSGE & Logintobya @ USVNSGE ) UCROWDSGE @& SanalSiberGii... @ SiberLab3SGE £3 Openstack Ge... A SGE Udemy Googleslaytlar @ YOKDIL Sinavi [ Reading list
CVE Details I
ki . it [ viewcve |
The ultimate security vulnerability datasource
Login Register Vulnerability Feeds & Widgets"*" [REEAE O]
Switch to https:// = 2
Eee Vulnerability Details : CVE-2011-1473 ~tfgm——————o— CVE ID
Browse
Vendors

** DISPUTED ** OpenSSL before 0.9.81, and 0.9.8m through 1.x, does not properly restrict client-initiated renegotiation within the SSL and TLS protocols, which might make it easier for remote attackers to cause a denial of

service (CPU consumption) by performing many renegotiations within a single connection, a different vulnerability than CVE-2011-5094. NOTE: it can also be argued that it is the responsibility of server deployments, nota

Vulnerabiliies By Date - : il 4 8 D ioti
security library, to prevent or limit renegotiation when it is inappropriate within a specific environment. e
Vulnerabiiiies By Type AL 2 Al & escription
Reports : Publish Date : 2012-06-16 Last Update Date : 2021-04-20
CVsS Score Report
CVSS Score Distribution Collapse All Expand All Select Select&Copy Scroll To Comments External Links
Search : Search Twitter Search YouTube Search Google

Vendor Search

+ CVSS Scores & Vulnerability Types

Product Search

+ Related OVAL Definitions

Vulnerability Searct f . saiee
By Microsoft References & llave Edilen Bolumler
Top50: + Products Affected By CVE-2011-1473

Vendors
e o + Number Of Affected Versions By Product
Products
e N + References For CVE-2011-1473 o= Reference
Versions
Other :

+ Metasploit Modules Related To CVE-2011-1473 . : =l
Mictosof Buletins e Ilave Edilen Bolumler
Bugtrag Entries

CWE Definitions

About & Contact

Eeedback

CVE Help

EAQ

Articles
External Links :

NVD Website

CWE Web Site

Views CVE -

Not: Bu resimde gosterilen CVE-2011-1473 id’li 6rnek aciklik SSL/TLS Renegotation
aciklig1 olarak ifade edilir ve OpenSSL zafiyeti lizerinden DoS saldiris1 yapmay1 saglar.
CVE ID agikliginda metasploit modiilii var m1 béliimiinde metasploit modiilii olmadig: ifade
edilmektedir. Metasploit modiilii yoktur, fakat bu saldir1 thc-ssl-dos adinda bir hacker
grubunun gelistirdigi aracla yapilabilmektedir. Sonug olarak bu metasploit béliimiinden tool
aragtirmasina gidilebilir.

Goriildiigii gibi MITRE nin cve girdilerindeki cve id’si, 6zet bilgisi, referans bilgisi seklinde olan
ic unsuruna Cvedetails’de ilave unsurlar eklemesi yapilmistir.
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Ekstra 2

Siber giivenlik¢i olarak bir {irtinde aciklik buldugumuzda ve CVE olarak yayinlanmadigim fark
ettigimizde bu aciklik icin MITRE firmasina CVE ID olusmasi adina talepte bulunabiliriz.

Talep Formu:

https://cveform.mitre.org/

Cikti:
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Search CVE Records

Submit a CVE Request
*Required

*Select arequest type Report Vulnerability/Request CVE ID v

- Please choose an action -

* Enter your e-mail address e

Request a block of IDs (For CNAs Only)

Notify CVE about a publication

Request an update to an existing CVE Entry

Request information on the CVE Numbering Authority (CNA) Program -
Other nd cve@mitre.org

A as safe senders in your email client before completing this form.

"~ IMPORTANT: Once a CVE ID is assigned to your vulnerability, it will
not be published in the CVE List until you have submitted a URL
pointing to public information about the vulnerability. Without a
public reference, the CVE ID will display as "RESERVED" in the CVE
List. Please update CVE with a reference to the vulnerability’s details
as soon as possible. See this FAQ For more information.

Enter a PGP Key (to encrypt)

* Number of vulnerabilities reported or IDs requested (1-10) @ 1 Do you need more than 10 IDs?

CVE - Common Vulneral ies and Exposures (CVE) - Chromium
NVD - Vulnerability Detz CVE-Common Vulner. ", NVD - CVE-2011 CVE-2011
C (¢ & cveformmitreorg +* @ ®
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* Number of vulnerabi

ies reported or IDs requested (1-10) @ 1 Do you need more than 10 IDs?

This page will automatically update to provide one request form for each of the CVE IDs requested.

A Before submitting this request you should check whether the affected vendor is a CNA (see
https://www.cve.org/ProgramQrganization/CNAs). Vulnerabilities in CNA products must be sent to the
vendor in question. Also you should confirm that the vulnerability does not already have a CVE ID (see
https://www.cve.org/About/Process)

* | have verified that this vulnerability is not in a CNA-covered product. (J

* | have verified that the vulnerability has not already been assigned a CVEID. [

Required
*Vulnerability type @ --Choose One~ v
* Vendor of the product(s) @
Affected product(s)/code base @
* Product * Version

[-] Remove [+] Add
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CVve ‘
Optional

Has vendor confirmed or acknowledged the vulnerability? O Yes © No

Attack type © ~Choose One- v
Impact @
O Code Execution O Information Disclosure
O Denial of service O Other

O Escalation of Privileges

Affected component(s)

Attack vector(s)

Suggested description of the vulnerability for use in the CVE @
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cveE ‘

Reference(s) @

Additional information

A, By clicking the submit button, you are agreeing to the CVE Terms of
Use.

Enter Security Code

wm P
- Submit Request Cancel

Cve veritabaninda bulunmayan kendi buldugumuz bir aciklik i¢in bir CVE ID bu yolla
olusturabiliriz. Agik kaynak topluluklar ve organizasyonlar bu yolla kendi bulduklar agikliklarini
MITRE firmasina basvuru formu iizerinden bildirmektedirler ve MITRE firmasi da aciklig1 gecerli
bulursa cve veritabanina kaydetmektedir. CVE kaydi olusmus bu acikligi MITRE firmasinin cve
kayitlarim kullanan diger tiim cve veritabani web siteleri de MITRE’den feed’leri otomatize ve
senkronize bir sekilde aldiklarindan dolay: ayni anda web sitelerinde sunmaktadirlar.



Kaynaklar:

https://www.redhat.com/en/topics/security/what-is-cve#:~:text=Security%20Data%20API
%3F-,Overview,at%20least%200ne%20CVE%20ID.

https://en.wikipedia.org/wiki/Common Vulnerabilities and Exposures

https://cve.mitre.org/about/cve and nvd relationship.html

https://mvd.nist.gov/general/cve-process

https://nvd.nist.gov/vuln/vulnerability-detail-pages

https://cveform.mitre.org/

https://www.cvedetails.com/

https://access.redhat.com/security/security-updates/#/cve

https://cve.mitre.org/

https://www.cve.org/
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