Exploit Arama Yontemi

Herhangi bir sunucunun exploit'ini aramak istedigimizde google arama motoruna asagidaki anahtar
kelimeler girilir

Google Arama Kutusu:
Windows Server 2016 exploits
Windows Server 2012 exploits
Bu aramalar sonucunda CVE Details veritabanina goétiiren linke tiklanir.

https://www.cvedetails.com/product/34965/Microsoft-Windows-Server-2016.html?
vendor_id=26

https://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?
vendor_id=26

CVEDetails veritabaninda (6rnegin yukaridaki linklerden birinde) agagidaki gibi bir sayfa
bizi kargilar.
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Ornegin bu sayfada Window Server 2016'ya ait tiim zafiyetler kategorize edilerek siralanmugtir.
DoS, Code Execution, Overflow, ... vs. Bu zafiyetlerin altinda ise satir satir yillara gore ¢ikan
zafiyetlerin sayisi gosterilmistir. Total satirina gelip oradaki rakama tikladigimizda (6rn; DoS'un
Total satirindaki rakama tikladigimizda) Windows Server 2016'ya ait bu zamana kadar ¢cikmisg tiim
DoS zafiyetleri ekrana gelir.
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K 1CVE-20180885 20 Dos 201803-14  2018-04-09 63 Nane Remote Medum  Singlesystem  None  None  Complete

The Microsoft Hyper-V Network Switch in 64-bit versions of Microsoft Windows Server 2008 SP2 and R2 SP1, Windows Server 2012 and R2, Windows 10 Gold, 1511, 1607, 1703, and 1709, Windows Server 2016 and Windows

CVSS Score Report
Server, version 1709 allows a denial of service vulnerability dus to how input from a privileged user on a guest aperating system is validated, aka "Hyper-V Denial of Service Vulnerability”.
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Cloning Denial of Service Vulnerability™.
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Goriildiigii tizere Windows Server 2016 'nin DoS zafiyetlerini goriintiilemekteyiz. Zafiyetlere
sirasiyla tikladigimizda asagidaki gibi bir sayfa bizi karsilar.
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Vendors ‘Windows Search in Windows 7 SP1, Windows Server 2008 SP2 and R2 SP1, Windows 8.1 and RT 8.1, Windows Server 2012 and R2, Windows 10 Gold, 1511, 1607, 1703 and 1709, Windows Server

2016 and Windows server, version 1708 allows an unauthenticated attacker to remotely send specially crafied messages that could cause a denial of service against the system due to improperly handing
objects in memory, aka "Windows Search Denial of Service Vulnerability”.
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Bu sayfada zafiyetin agiklamasi, zafiyetin exploit edilebilmesi icin authentication'a gerek var mi
yok mu sart1 (Authentication), exploitation isleminin sistemin biitiinliigiine zarar verip vermediginin
bilgisi (Integrity Impact), exploitaiton isleminin sistemin erisilebilirligine zarar verip vermediginin
bilgisi (Availability Impact) ve zafiyetten etkilenen yazilimlarin listesi (products affected by cve-
xxx) gosterilir.
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Zafiyetin exploit edilebilmesi i¢in authentication'in gerekli olmayisi bizim avantajimizadir. Ciinkii
boylece credential'lara sahip olmadan exploitation yapabiliriz. Asagida exploitation yapmak icin
authentication'a ihtiya¢ olmayan bir zafiyet gosterilmistir.

5:08 i
é , KISISEL VERILER x ¥ & windowsserver x ¥ [} CVE-2017-11782 x Y [} MicrosoftwWind: x ¥ [§ CVE-2017-11781 x ¥ [} CVE-2017-0269: x ¥ FJ CVE-2017-0269 1 x % YER=d
&~ C |®h | fwww.cvedetails.com/cy 11788/ % 8 &
= el
LS .
L Search
= CVE Details o
R The ultimate security vulnerability datasource

3 Login Register

h to hitps:If
Home
Browse :
Vendors Windows Search in Windows 7 SP1, Windows Server 2008 SP2 and R2 SP1, Windows 8.1 and RT 8.1, Windows Server 2012 and R2, Windows 10 Gold, 1511, 1607, 1703 and 1709, Windows Server
[Eroincts 2016 and Windows server, version 1709 allows an unauthenticated attacker to remotely send specially crafted messages that could cause a denial of service against the system due to improperly handing
objects in memory, aka "Windows Search Denial of Service Vulnerability”.
Publish Date : 201°

Vulnerability Details : CVE-2017-11788

Vulnerabilities By Date
Vulnerahilities By Type
Reports :
CVSS Score Report
CVSS Score Distribution Collapse All Expand All Select Select&Copy Scroll To Comments External Links
Search: Search Twitter Search YouTube Search Google
Vendor Search

Product Search - CVSS Scores & Vulnerability Types

Version Search

-14 Last Update Date - 2017-12-01

Vulnerabilty Search GVES Score) 5.0
By Microsoft c Impact Nene (There is no impact to e confidentiality of the system.)
Top 50: Integrity Impact None (There is no impact to the integrity of the system)
Vendors Availability Impact (There is reduced performance or interruptions in resource availability.)
ETHIOE Gl Scarcy Access Complexity Low (Specialized access conditons of extenuating circumstances do not exist. Very litie knowledge or skillis required to
Products s
Product Cuss Scores
Authentication Not required (Authentication is not required to exploit the vuinerability)
Versions
S becer oy e
Microsoft Bulletins Vulnerability Type(s) Denial Of Senice
Bugtraq Entries CWE ID 1
CWE Definitions
About & Contact - Products Affected By CVE-2017-11788
Eeedback
# Product Type Vendor Product Version Update Edition Language
CVE Help
EAQ 108 Microsoft Windows 10 i Version Details Vulnerabiliies
Aricles 2 os Microsoft Windows 10 1511 Version Details Vulnerabilities
External Links :
Ll exerna tinks 3 05 Microsoft Windows 10 1607 Version Details Vulnerabilities &

Sectigimiz zafiyet sayfasinin en altinda ise zafiyetin metasploit'te bir exploit modiiliine sahip olup
olmadig: bilgisi gosterilir
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There are not any metasploit modules related to this CVE entry (Please visit www metasploit com for more information)
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How does it work? Known limitations & technical details User agreement, disclaimer and privacy statement About & Contact Feedback
MITRE's CVE web site MITRE's CWE web site

172 MITRE'S OVAL web site

Goriildiigi tizere sectigimiz zafiyetin metasploit'te bir modiilii yokmus. CVE Details veritabaninin
giincellenmemesi ihtimaline karsi google arama moturuna zafiyetin CVE kodunu (6rnegin bu
zafiyet icin CVE-2017-11788 kodunu) girip rapid7 sitesinden metasploit modiilii gelmis mi
(gosterilmekte mi) bakabiliriz.



