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Bu belge
¢ https://www.bgasecurity.com/makale/internet-ve-yerel-ag-sizma-testleri/
resmi adresindeki veya linkin kirik olmasi ihtimaline kargin alternatif olarak
¢ https://www.includekarabuk.com/kitaplik/indirmeDeposu/
Siber_Guvenlik_Teknik_Makaleler/Teori/BaskalarinaAitMakaleler/%C4%B0nternet%20ve

%20Y erel%20A%C4%9F%20S%C4%B1zma%?20Testleri.pdf

adresindeki makaleye calisilarak elde edilen notlarimi kapsamaktadir. Bu ¢ikarilan notlar belgemde
alintilar ve/veya kisisel ilavelerim mevcuttur.



1)

iodine ile DNS Tiinelleme

iodine adl tool kullamlarak DNS protokolii tizerinden internet erisiminin engellendigi bir yerel
agda engellerin asilip internete cikilabilmektedir. Boylece ilgili agda bulunan bilgilerin disariya
cikartilmasi miimkiin hale gelmektedir. Bu tool Kali'de yiiklii olarak gelmektedir. Ubuntu'da ise
asagidaki sekilde yiiklenebilir:

> sudo apt-get install iodine

Benim NOT: Kullanim1 hakkinda bazi bilgiler verilmis, ama somutlagmadigindan buraya not
alinmamustir.

(Page 3)

2)
Cain & Abel Kullanarak ARP Cache Poisoning Saldirisi // Denendi, Basaril1 Olundu.
Gereksinimler

~/Downloads/Windows 7 Professional SP1 x64 - Cain _ Abel Materyaller.zip

Zip Igerigi:

- Windows 7 Professional SP1 ISO
- Cain and Abel exe

Local agda bulunan bir bilgisayarin ag trafigini dinleyebilmek i¢in Cain & Abel yazilimi ile ARP
Cache Poisoning yontemini kullanalim. Diyelim ki IP adresleri sdyle olsun:

Gateway : 192.168.2.1
Saldirgan: 192.168.2.2
Kurban :192.168.2.6

Saldir 6ncesi kurbanin ARP tablosuna bir goz atalim. Zira ARP Cache Poisoning saldirisi ile
kurbanin ARP tablosunu degistirecegimiz i¢gin farki goziimiizle gorebilelim:

C:N\Windows\systemd2larp —a

Interface: 192.168.2.6 Bxc
Internet Address Physical Address Type
192.168.2 .1 B8-1c-aB-59-5e-25 dynamic

( Resim Temsili )

Goriildigii tizere kurban gateway'i (192.168.2.1'1) 00-1c-a8-59-5e-25 olarak goriiyor. Simdi
saldiriya baglayalim.



Oncelikle Cain and Abel programimn diizgiin cahisabilmesi icin su gereksinimlerin karsilanmas:

gerekiyor:

Cain and Abel programi ¢alismak icin su adimlarin uygulanmasini ister:

i) Windows 7 igletim sisteminde ¢alismak.

ii) Windows Giivenlik Duvarini devredisi birakmak.
iii) Gelismis Giivenlik ile Birlikte Windows Giivenlik Duvari'nda Windows Giivenlik
Duvar Ozellikleri'ni On'dan Off'a cevirmek.

iv) Yonetici olarak CMD calistirmak ve su kurali girmek:

netsh int ip set global taskoffload=disable

v) Kurali girdikten sonra windows 7’de ethernet adaptoriinii devre dis1 birakip tekrar

etkinlestirmek.

vi) Cain and Abel programin kapatip yonetici olarak tekrar baglatmak.

Bu adimlar neticesinde Cain and Abel programinda siradaki saldir1 adimlar1 sorunsuzca

uygulanabilir ve basarili

sonug¢ alinabilir.

Cain & Abel programi baglatilir ve saldir1 yapilacak ag arayiiziinii segmek i¢cin menudeki Configure

secilir.
. [— I
ai-q‘ EEE
— D Cenfiguration Dialog *
~ ﬂ) @ EL’LM éEgEE %EYELh"k + & ;Eb Challenge Spoofing ] Fiters and ports ] HTTP Fields ]
! Traceroute ] Certfficate Spocfing ] Certificates Collector ]
|&, Decoders |§ Metwork |ﬂ? Sniffer |(af Cracker Sriffer l APR ( Arp Poison Routing ) ] APR-55L Options ]
L-@’ Cached Passwords ‘ Adapter | IP address | Subnet Mask
@ Protected Storage Pressthe + button | |E9\Device\NPF_{D85666.. 0.00.0 0.000
-l LSA Secrets M152.168.0.12 255.255.255.0
-2 Wireless Passwords B\ Device\NPF_{D9B651.. 0.0.00 0.0.0.0
-4 |E7/8/9 Passwords E8\Device\NPF_{ED73AC.. 0.0.0.0 0.00.0
l“_;i Windows Mail Passwords
@ Dialup Passwords < >

.= Edit Boxes

% Enterprise Manager
@ Credential Manager
-JE Windows Vault

@’ Protected Sto

Winpcap Version
4.1.0.2980

Cument Network Adapter
“\Device \NPF_{B0SF7C2C-A164-4D0B-AT01-31F73D326EAD}

WARNING !!! Only ethemet adapters supported
Options
¥ Start Snifferonstatup | Dont use Promiscuous mode
[V Start APR on startup

— p———

QK Cancel Help

hittp:/ fwww.oxid.it

Kendi adaptoriimiizii (interface'imizi) sectikten sonra Options altindaki “Start Sniffer on startup” ve
“Start APR on startup” tick’lenir, ve OK butonuna basilir. Ardindan sniffer islemi agagidaki

belirtilen butonla enable edilir.




[

a0 Ee=)

File View Configure Tools Help
olesmpne +v 8 noms
DecqStart/Stop Sniffer|r; | Bl Sniffer Cracker Traceroute CCDU |8’ Wireless Que
[ DecdStant/stop Sniffer)r Jafy snifrer [ [@ |8 ccou [ [ auey |
IP address | MAC address | OUIfingerprint | Host name |B... | B..|B8 | 6r [ M0 M1 m3]

|Q Hosts |®APR |4' Routing |% Passwords |& VolP |

Activate / Deactivate the Sniffer

Daha sonra Sniffer sekmesine gelinir.

=l

i e

File View Configure Tools Help
S| @ iy Et + & | & B, %) O®nr @7 I
@ Decoders |§ Networkl@ Sniffer Igf’ Cracker |@ Traceroute |lm CcCcbu |[(E']'J] Wireless |%) Query |
IP address | MAC address | OUI fingerprint | Host name |e..[B.. [ B8 [ Gr [ Mo M1]mz]

Scan MAC Addresses
Resolve Host Name

Remove Delete

Remove All
Clear Promiscuous-Mode Results

Export

|Q Hosts |®APR |0$' Routing |§§% Passwords |& VolP |

Lost packets: 0%

Sniffer ekram gelince ekrana sag tiklanir ve Scan MAC addresses secilir. Sonra gelen ekrandaki
pencereye OK denir.



= _—
= =]

#  CHALL CHALL [ : & 1 L =
= & HIN BERE RO + o 2 E’sa 3 mI\c'1AC Address Scanner X J
@ Decoders |§ MNetwork |ﬂ9 Sniffer |@f’ Cracker |@ Tracero| - Target —l
IP address | MAC address | OUI fingerprint [ H | & allhosts inmy subret or [ mo| w1 ms]
192.168.0.1 0D1018DEADDS  BROADCOM CORPORATION " Range
Fram

192 163 . 0 .1

To
192 . 168 . 0 . 254

Promizcuous-Mode 5canner

[ ARP Test [Broadcast 21-bit)
[~ ARP Test [Broadcast 16-bit)
™ ARP Test [Broadcast 8-bit)
[ ARF Test [Group bit)

[ ARP Test [Multicast group 0]
[ ARP Test (Multicast group 1)
[T ARP Test (Multicast group 3)
™ &l Tests

ul:s Cancel

|Q Hosts |®APR |'§' Routing |% Passwords |& VolP |

Lost packets: 0%

Boylece yerel agdaki aktif bilgisayarlarin kesfi yapilir. Kesif igslemi bittikten sonra asagidaki gibi
aktif cihazlar siralanir.

= | ExEs=]

File View Configure Tools Help
3| © o B W + 9| BBV MBEa0%2 0 7 0
@ Decoders |§ Metwork |ﬁ:‘ﬂ Sniffer |d Cracker |@ Traceroute |M Cccou |[(E']'J] Wireless |a) Query |

IP address | MAC address | OUIfingerprint | Host name |B..[B.. [B2 [Gr [ Mo M| mz]
192.162.0.1 0D1018DEADOS  BROADCOM CORPORATION
192.168.0.10 3CC2433EEDCE  MNokia Corporation

192.168.0.16 6C71D3D234D3 | AzureWave Technalogies, Inc [ N N N
192.168.0.11 10A5D00BSE8AA  Murata Manufacturing Co., Ltd.

|Q Hosts |@APR |'§' Routing |% Passwords |& VolP |

Lost packets: 0%

Simdi sira geldi router’la kurban arasina girmeye. Bunun i¢in 6ncelikle alt tarafta yer alan APR

sekmesine tiklanilir. Sonra ekrandaki bos icerikli tabloya birkez tiklanilir ve béylece + butonu
tiklanabilir olacagindan +’ya basilir.



[

ain ‘

File View Configure Tools ZFI
SHCREE fl;f | B, %) N Ea
@ Decoders |§ Network |ﬁi‘) Sniffer |d Cracker |@ Traceroute |m Cccpy |[(E|'J] Wireless |$) Query |

i APR Status | IP address | MAC address | Packets -> | <- Packets | MAC address IP address

..[=] APR-Cert

. APR-DNS

.. APR-55H-1 (D)

-2y APR-HTTPS (0)
2y APR-ProxyHTTPS (0)
.. % APR-RDP (0)

-5y APR-FTPS (0)

-2y APR-POP3S (0)

{
é APR-IMAPS (D) Status IP address MAC address Packets -> | <- Packets | MAC address IP address
(

.2y APR-LDAPS (0)
-5y APR-5IPS (0)

1 > i@ Configuration / Routed Packets |

£
@ Hosts @APR & Reuting |% Passwords |@ VolP |

http:/fwww.oxid.it

Bu tiklamalar sonucu ekrana gelen iki textarea'dan birinde gateway secilir, digerinde ise kurban
secilir.

i p—
ain

=0 IENIES
S @ WS o wle o mm R nrle e &l
Mew ARP Poison Routing =
@ Decoders | Q MNetwork |ﬂ,‘d
e ———— WARNING 1N
@ S ia_ APR enables you to hijack P traffic between the selected host on the left list and all selected hasts on the right list in both
-[=] APR-Cert directions. If a selected hast has routing capabilities 'WAN traffic will be intercepted az well. Please note that since your
.. "Hgl-‘ APR-DMS maching haz not the same perfarmance of a router you could cause DoS if you set APR between pour Default Gateway and
@ APR-SSH-1(0) all other hosts on pour LAM.
&) APR-HTTPS (0)
2y APR-ProxyHTTPS (0)
@ APR-RDP (0) IF address | MALC | Hosthame | IF address | MAC | Hostnare
-5y APR-FTPS (0) 192.168.0.1 001018DEADOS
) APR-POP3S (0) 152.168.010 3CC2435EEDCE
é APR-IMAPS (D) Sta{ | 192.168.016 EC71D9DE34D3
) APR-LDAPS (0} 192.168.011 10450 00B9848
2y APR-SIPS (D)
< > |« >
oK | Cancel
a s & - ;

E Hosts |®APR |'§' Routing |% Passwords |& VolP |

hittp:/fwww.oxid.it

NOT: Yukandaki ekran ilk goriindiigiinde sag taraftaki textarea bos icerikle gelecektir. Ne zaman
sol taraftaki textarea’dan bir hedef secersen o zaman sag taraftaki textarea doluverecektir.

Hedefler secildikten sonra OK butonuna basilir ve Niikleer alarma benzeyen simgeye tiklanir.
NOT: En bastaki Configure asamasinda ayarda “baslangicta otomatik sniff’le” dedigimiz i¢in bu

asamada birkac saniye icerisinde sniffing islemi niikleer butona basmadan kendiliginden
baslayabilir ve “Idle” status’tindeki islem “Sniffing” status’iine gecebilir.



B = |

File View Configure Tools Help
sefelimwe +v 8 a
@ Decoders| Starta'StopAPR| |ﬂ? Sniffer |@f’ Cracker |@ Traceroute |M CCcou |[(E|°] Wireless |$) Query |

i APR Status | IP address | MAC address | Packets ->» | <- Packets | MAC address IP address
(= APR-Cert ik Idle 192,168.0.1 001018DEADDS 6C71D9DE94D3  192.168.0.16
th APR-DMS S

.. APR-55H-1(0)

By APR-HTTPS (0)
2y APR-ProxyHTTPS (0)
.. APR-RDP (0)

-2y APR-FTPS (0)

-2y APR-POP3S (0)

é APR-IMAPS (D) Status IP address MAC address Packets -> | <- Packets | MAC address IP address
-5y APR-LDAPS (0)
(2 APR-SIPS (0)

= > i@ Configuration / Routed Packets |

@ Hosts |®APR |¢$’ Routing |% Passwords |& VolP ‘

Activate / Deactivate ARP Poison Routing

Bdylece zehirleme islemi baglar. Zehirleme islemi ile 6nce kurbanin makinasina gateway olarak
saldirganin MAC'i yollanir. Bunu kurbanin ARP tablosuna tekrar bakarak gorebiliriz.

2:\Windows\system32arp -a

Interface: 192.168.2.6 Bxc
Internet Address Physical Address Type
192.168.2 .1 #8-1a-?3-fFb-B9-8a dynamic

( Resim Temsili )

Gortildiigii tizere kurbanin ARP tablosunda 192.168.2.1 IP adresli gateway énceden 00-1c-a8-59-
5e-25 adresine sahipken simdi 00-1a-73-fb-09-8a adresine sahiptir. Yani MAC adresi olarak
kurbanin tablosuna gateway diye saldirganin makinasi yerlesmistir. Bu manipulasyon gateway'in
ARP tablosunda da gerceklestirilir ve gateway'e kurban diye saldirganin MAC’i yollanir. Boylelikle
kurban paketlerini gateway'e yolluyorum diye saldirgana yollayacaktir ve saldirgan da bu paketleri
gateway'e forward edecektir. Ayni zamanda gateway disaridan gelen paketleri kurbana yolluyorum
diye saldirgana yollayacaktir ve saldirgan da bu paketleri kurbana forward edecektir. Yani kurbanin
trafigi ortada yer alan saldirganin {izerinden kusursuzca gececek ve internet erisimi forward'lar
sayesinde sekteye ugramayacaktir.

Cain & Abel uygulamasinda bu zehirleme islemi sonrasi yapilan dinlemelerde sniff'lenenler FTP,
SMTP, HTTP, .... seklinde parse edilerek siniflandirilacaklardir. Bu siniflandirmalar: ve
sniff’lenenleri gérmek icin programin alt sekmelerindeki Passwords’e tiklanilir.




= =

File View Configure Tools Help

b d CHALL CHALL ] z; o e
| @ oy g s o | @ B, %) I &

|& Decoders |§ Metwork |ﬂ‘ﬂ Sniffer |@f’ Cracker |@ Traceroute um CCDU |[(ﬂ']] Wireless |@) Query |

% Passwords o | HTTP server | Client | Username | Password | URL

ﬁ FTP (0] 46.45187.21 192.168.015 hefese denemel 23*! http:/fwww.includekarabuk.com/
-G HTTP () I EE——

-0 IMAP (0)
-[64 LDAP (0)
-.LJ8 POP3 (0)
s SMEB (D)

- Telnet (0) I}
- [mg VNC (0) 4
-y ToS ) 3
Tk TNS ()

L€ SMTP (0)

- NINTP (0)

-J&] DCE/RPC (D)

{55 MSKerb5-PreAutt
-8 Radius-Keys (0)

. & Radius-Users (0)
- 1CQ (0)

-0 IKE-PSK (0)

- MysQL (0)

=) SNMP [0) 5

] 11 r @ HrTe
|Q Hosts |@APR |$ Routing |% Passwords |€% VolP |

Lost packets: 0%

4 (L k

Yukarida sniff'lenen bir HTTP hesabin1 gérmektesiniz.

(Page 5-8)

3)

DHCP Spoofing ve DHCP Resource Starvation Denemeleri

Amacimiz yerel agda bulunan bir DHCP sunucusunun dagitacagi IP havuzunu tiiketmek ve bdylece
DHCP sunucusunu IP isteklerine cevap veremez hale getirmektir. Sonrasinda ise saldirgan olarak
biz bir DHCP sunucusu gibi davranarak kurbanlara IP dagitmaya calisacagiz. Boylelikle yerel
agdaki bagkalarimn trafigini tizerimizden gegirmis olacagiz. Oncelikle pig.py adli tool'u kullanarak
agdaki DHCP sunucusunun tiim IP havuzunu tiiketelim:

> pig.py ethO // pig.py tool'u Kali'de yiiklii olarak gelmektedir.

Betik yukaridaki gibi calistirlldiginda asagidaki gibi ardi ardina IP talep c¢iktilan iiretecektir.



root@kali:~# pig py et
WARNING: No route found for IPv6 destination :: (no default route?)

Sending DHCPDISCOVER on eth0
DHCPOFFER handing out IP: 2.2.2.50

sent DHCP Request for 2.2.2.50

waiting for first DHCP Server response on eth0

Sending DHCPDISCOVER on ethd
DHCPOFFER handing out IP: 2.2.2.90
sent DHCP Request for 2.2.2.90

Sending DHCPDISCOVER on eth0

Havuz tiikendiginde betigin istekleri cevapsiz kalacaktir. O an geldiginde DHCP sunucusu gibi
davranalim ve bagkalarinin trafigini tizerimizden gecirelim. Bunun i¢in ettercap'i baglatalim:

> ettercap -G

Kullanacagim ag arayiiziinii secelim ve ardindan sirayla asagidaki resimlerin gosterdigi islemleri
yapalim.

File Options 7
h

Brudged wreffing Shits

Set poap filter P _..-\_‘

ettercap 0.8.0

/Eﬁ ercap

ettercap 0.8.0

Start Targets Hosts 'hlwh- ]Huu Logging Plugns 7
ﬁrpwwmg

I<mp redirect

Port stealing

Stop mitm attack(s)

iR



MITM Attack: DHCP Spoofing (as nobody)

Server Information
0 IP Pool (optional) |5.5.5.1
Metmask £55.255.255.0

DMNS Server IP 5551

OK Cancel

Bu son resim i¢in “saldirida kullanilacak alanlar doldurulur” denmis. Fakat
neye gore kime gore anlasilamadi. Bu degerler rasgele mi veriliyor?

Benim NOT: PDF bu asamada birakmis. Tahminimce bu son resimdeki OK butonuna basarak
local agdaki istemciler IP'yi bizden almaya baslayacaklar ve biz de bir sekilde

istemcilerin trafigini dinleyebilir konuma gelecegiz. Boylece kritik bilgileri
sniff'leyebilecegiz.

(Page 9-10)

4)

Wireshark Kullanimi
Eski ad1 Etheral olan Wireshark agik kaynak kodlu bir sniffer aracidir. Iki tiir filtreye sahiptir:

a. Capture Filter

- Yakalanacak paketleri belirli kriterlere (tipine, portuna, protokoliine) gore
yakalatmaya capture filter denir.

b. Display Filter

- Yakalanmis paketler icerisinde belirlenen 6zelliklere sahip olanlar1 ayiklamaya
da display filter denir.

Yani capture filter ile hangi paketlerin yakalanmas: gerektigini Wireshark'a soylerken display filter
ile yakalanmisg bir y181n paket icerisinden hangisinin gosterilmesi gerektigini belirtiyoruz.

(Page 11)
5)

Herhangi bir pakete sag tiklayip “Follow TCP Stream” diyerek tiklanilan paketin igerigi
okunabilmektedir. Asagida ip.src == 93.89.224.247 filtresi kullanilarak includekarabuk'iin paketleri
siralanmugtir ve iclerinden POST yazan HTTP paketine sag tiklayip Follow TCP Stream denmistir.



Wireshark

u @

Er 4) 08:57 %

Capturing from etho [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Toc Internals Help

© @ ro Q <« IT 4 EE == F EEX @
q Filter: | ip.src ==93.89.224.247 « | Expression.. Clear Apply Save
No. Time Source Destination Protocol Lengtl Info
815 11.667556000 192.168.0.12 93.89.224.247 TCP 54 43853 > http [ACK] Seq=1 Ack=1 Win=29200 Len=0
816 11.667788000 192.168.0.12 93.89.224.247 HTTP 481 GET /adminPaneli/index.php HTTP/1.1
831 11.737640000 93.89.224.247 192.168.0.12 TCP 66 http > 49853 [ACK] Seq=1 Ack=428 Win=27740 Len=p
833 11.771267000 93.89.224.247 192.168.0.12 HTTP 1176 HTTP/1.1 200 OK (text/html)
834 11.771296000 192.168.0.12 93.89.224.247 TCP 54 49853 > http [ACK] Seq=428 Ack=1123 Win=31416 Len=0
840 11.877396000 192.168.0.12 93.89.224.247 HTTP 484 GET /favicon.ico HTTP/1.1
845 11.942061000 93.89.224.247 192.168.0.12 TCP 60 http > 49853 [ACK] Seq=1123 Ack=858 Sawd :
846 11.943249000 93.89.224.247 192.168.0.12 HTTP 1028 HTTP/1.1 404 Not Found (text/html) et (toggle)
847 11.943277000 192.168.0.12 93.89.224.247 TCP 54 49853 > http [ACK] Seq=858 Ack=2097 JEENLCIEIEECHGD]

17.673075000 192.168.6.12 247 HTTF 770 POST /adminPaneli/inds ] . e (toggle)
1156 17.737178000 93.89.224.247 192.168.0.12 e 60 http > 49853 [ACK] Se

1157 17.856755000 93.89.224.247 192.168.0.12 HTTP 1373 HTTP/1.1 200 0K (text/html)
.856788000 192.168.0.12 93.89.224. 54 49853 > http [ACK] Seq=1574 Ack=3416

12 192.1 .12 P

» Frame 1155: 770 bytes on wire (6160 bits), 776 bytes captured (6166 bits) on interface @
»Ethernet II, Src: AsustekC _64:a9:d5 (20:cf:30:64:a9:d5), Dst: Broadcom de:ad:@5 (80:10:18:de:ad:@5) Prepare a Filter
»Internet Protocol Version 4, Src: 192.168.6.12 (192.168.8.12), Dst: 93.89.224.247 (93.89.224.247)
»Transmission Control Protocol, Src Port: 49853 (49853), Dst Port: http (80), Seq: 858, Ack: 2097, Len: 716
»Hypertext Transfer Protocol

pLine-based text data: application/x-www-form-urlencoded

Conversation Filter

10 18 de ad @5 28 a9 d5 08 00 45
02 f4 30 7a 40 00 40 06 ©8 85 c® a8 60 Oc 5d 59
ed f7 c2 bd 80 50 @c fe 7f 3a 3d 44 59 el 50 18

83 7c 01 ec 60 0@ 50 4f 53 54 20 2T 61 64 6d 69 s PO ST /admi
Aa SA A1 A A5 Ar RO 2f RO Aa RA RS TR 7a 7A AR nPanali/ indav nh Print...
@ ® Readyto load or capture Packets: 4539 - Displayed: ... Profile: Default show Packet in New Window

Wireshark 1y B 4) 08:52

File Edit
@ © L[|

Filter: | kcp.stream eq 30

No. Time Source (.

1914 335.21@211@@93.89.224.247‘ . -€3.
1915 335.21024200 192.168.6.12 | >:/-PR...-.Ch......... -..8
3 16 ST /adminPaneli/index.php HTTP/1.1
N Host: www.includekarabuk.com
Connection: keep-alive
Content-Length: 46
Cache-Control: max-age=@
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
Origin: http://www.includekarabuk.com
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Ubuntu Chromium/56.0.2661.102 Chrome/50.0.2661.102 Safari/537.36
Content-Type: application/x-www-form-urlencoded
Referer: http://www.includekarabuk.com/adminPaneli/index.php
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;g=0.8
Cookie: PHPSESSID=2741b64eabc1877838e3413c9bs5fbef

1

»Frame 1914: 1373 bytes on wire (18
»Ethernet II, Src: Broadcomﬁde:ad:d E
» Internet Protocol Version 4, Src: 19 Nov 1981 08
» Transmission Control Protocol, Sr¢ (Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=@
»Hypertext Transfer Protocol

pLine-based text data: text/html

MEEGonline=1HTTP/1.1 260 0K

| @) @l "5 B BD g O m e

Entire conversation (3770 bytes) -

Find Save As Print | () ASCll EBCDIC Hex Dump CcArrays @ Raw

Help Filter Out This Stream Close

0008 20 cf 30 64 a9 d5 00 10 18 @
0016 ©5 4f 9 €9 40 60 30 86 7c ba 5d 59 e® 7 c® a8 Gl o L
AAJA AR Ar AR 5A r2 r7 88 42 2 R d2 3 5d 22 50 18 P_R <1"p

Frame (1373 bytes) | Uncompressed entity body (2861 bytes)

@ B etho: <live capture in progress> ... Packets: 4012 - Displayed: ... Profile: Default

Boylece includekarabuk'iin admin panelinden POST'lanan kullanici ad1 ve sifre paket icerisi
acilarak okunabilmistir.

(Page 14-15)
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Ziyaret Edilen Web Sitelerini Listeleme ve DOS Tespiti
Wireshark'in Statistics mentisiinden dinlenen trafikten gecen ziyaret edilmis web sitelerini
dokiimiinii anlik etkilesimli olarak alabilirsiniz. Bu islem i¢in asagidaki secenekleri isaretleyin.



wireshark

=

= 4) o
Capturing from eth0 [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
File Edit Go Capture An:

a

B #EEX

Clear Apply Save

Source ptocol Lengtl Info

1679 243.22251000 192.168.8.12 R 54 [TCP Keep-Alive] 49853 > http [ACK] Seq=1573 Ack=3416 Win=35613 Len=8
1681 246.30768800 172.217. 16.94 ELengt ; 109 Application Data
1682 246.30772900 192.168.0.12 54 34525 > https [ACK] Seq=446 Ack=4608 Win=40832 Len=0
1684 246.30995400 172.217. 16, 9 ee ion List 169 Application Data ] S
1685 246.30998200 192.168.0.12 ; 54 34526 > https [ACK] Seq=446 Ack=4607 Win=40832 Len=0

1687 246.31619700 172.217.16.99 z 4 109 Application Data
1688 246.31622600 192.168.08.12 54 34518 > https [ACK] Seq=446 Ack=4606 Win=48832 Len=0

1696 246.32023900 216.58.214.2 . 169 Application Data
1691 246.32026800 192.168.0.12 54 66299 > https [ACK] Seq=448 Ack=4609 Win=48832 Len=0

gl Frame 1679: 54 bytes on wire (43|
»Ethernet II, Src: AsustekC 64:aS
»Internet Protocol Version 4, Src|
»Transmission Control Protocol,

) on interface @
om de:ad:05 (00:10:18:de:ad:05)
5 Zi 4.247)

tC te
o] : 3416, Len: @

ONC-RPC Programs Requests
Sametirr Load Distribution
TCPS

00 10 18 de ad 85 20 cf E:
—0010 00 28 30 80 40 00 40 06 1Y
0020 ed f7 c2 bd @0 50 6c fe .P.
8638 8b 1d Ff 1f 66 80—
L]
- @ [# etho: <live capture in progress>... Packets: 5071 - Displayed: ... Profile: Default

Ve ekrana gelen filtre kutucugunu bos gecip Ok deyin.

Wireshark 1 =3 «)) 09:05 %

T 4L EE s A EEX @
Filter: v | Expression... Clear Apply Save

No. Time Source Destination Protocol | Length  Info
1679 243.22251000 192.168.0.12 93.89.224.247 TCP 54 [TCP Keep-Alive] 49853 > http [ACK] Seq=1573 Ack=3416 Win=35613 Len=0
1681 246.30768800 172.217.16.99 192.168.0.12 TLSv1.2 189 ppiicatiun Data
1682 246.30772900 192.168.0.12 172.217.16.99 # ] Seq=446 Ack=4608 Win=40832 Len=0
Y Wireshark: HTTP/Requests S -
1684 246.30995400 172 - r
1685 246.30998200 192 Filter: |{|

] Seq=446 Ack=4607 Win=40832 Len=0

1687 246.31619760 172.217.16.99 & Cancel
1688 246.31622600 192.168.0.12

Create Stat
Seq=446 Ack=4606 Win=40832 Len=0

1696 246.32023900 216.58.214.227 .168.0.12 TLSv1.2 169 Application Data
1691 246.32026800 192.168.0.12 58.214.227 iNCR: 54 66299 > https [ACK] Seq=448 Ack=4609 Win=48832 Len=0

»Frame 1679: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @

»Ethernet II, Src: AsustekC 64:a9:d5 (20:c¢f:30:64:a9:d5), Dst: Broadcom de:ad:05 (00:10:18:de:ad:@5)

» Internet Protocol Version 4, Src: 192.168.0.12 (192.168.0.12), Dst: 93.89.224.247 (93.89.224.247)
»Transmission Control Protocel, Src Port: 49853 (49853), Dst Port: http (88), Seq: 1573, Ack: 3416, Len: @

0080 00 10 18 de ad ©5 20 cf 30 64 a9 d5 08 00 45 €0
06016 00 28 30 80 40 60 40 06 ©b 4b c® a8 00 Oc 5d 59
joo20 eo 7 c2 bd 08 50 Oc fe 82 ©5 3d 44 5 08 50 10
“i 0030 8b 1d ff 1f ee ee

@ B etho: <live capture in progress>... Packets: 5216 - Displayed: ... Profile: Default

Boylece ekrana ziyaret edilen web siteleri gelecektir.



Wireshark 13 B o)) 09:06 %

- Telephony Tools Internals Help
= Q< >3 T & [HE gl #E8HX @
-
(e N Filcer: v | Expression... Clear Apply Save
a.‘) No. Time Source Destination Protocol Lengtf  Infe
= 1679 243.22251000 192.168.0.12 93.89.224.247 TCP 54 [TCP Keep-Alive] 49853 > http [ACK] Seq=1573 Ack=3416 Win=35613 Len=0
1681 246.30768800 172.217.16.99 192.168.0 HTTP/Requests with filter: ]
E 1682 246.30772900 192.168.0.12 172.217. M eq=446 Ack=4608 Win=48832 Len=0
= 1684 246.30995400 172.217.16.99 192.168.8] 'CPic/!tem Count)|Pateims) iR
A 1685 246.309982600 192.168.0.12 172.217.14 Y HTTP Requests byHTTP Host 1103 0,000757 =446 Ack=4687 Win=46832 Len=0
@ . 7 9 »239.255.255.250:1900 1075 0,000738 97 I ck=44 b
1687 246.31619780 172.217.16.99 192.168.8] v www.includekarabuk.com 5 0,000003 0, )
m 1688 246.31622600 192.168.0.12 172.2175 JadminPanelifindex.php a 0,000003 g0 [E9=446 Ack=4606 Win=40832 Len=0
e 1690 246.32023980 216.58.214.227 192.168.6. /favicon.ico 1 0.000001 20
S 1691 246.32026800 192.168.0.12 216.58.2 »askubuntu.com 5 0,000003 0,¢ |eg=448 Ack=4609 Win=40832 Len=0
= 2 4 » cdn.sstatic.net 6 0,000004 0,¢
h? = = »i.stack.imgur.com 1 0,000001 0,
»Frame 1679: 54 bytes on wire (432 bits), 54 bytes ci
(" Cthernet LI, Src: AsustekC 64:a9:ds (20icf:30:04:a9; EB.senvec deasear oo 3 00o00o! A
»Internet Protocol Version 4, Src: 192.168.8.12 (192. »pixel.quantserve.com 1 0,000001 0O,C
i pTransmission Control Protocol, Src Port: 49853 (498! P engine.adzerk.net 4 0,000003 0, £ 8
» areas1.stackexchange.com 1 0,000001 0,(
el »archive.ubuntu.com 4 0,000003 0,
L=
Close
e ____________________
[l oco0 60 10 18 de ad 65 20 cf 30 64 a9 dS 08 @0 45 00  ...... T E
il 0016 00 28 36 80 40 06 40 06 ©Ob 4b c® a8 00 Oc 5d 59
FCOW 0020 €0 f7 c2 bd 00 56 @c fe 82 05 3d 44 5f 08 50 1@
s=llcose sb id ff 1ffeeee ..
-
; @ B etho: <live capture in progress> ... Packets: 5264 - Displayed: ... Profile: Default

Eger dinlenilen trafikteki sadece belirli bir istemcinin ziyaret ettigi web sitelerini gérmek istersek o
zaman az once gelen filtre kutucuguna

ip.src == istemcilP
filtresi girilerek arzulanan sonuca ulasilabilir.

Bunlarin yanisira ziyaret edilen web sitelerinin goriintiilendigi ekrandan bir DOS atag1 yapilip
yapilmadig1 da tespit edilebilir.

x HTTP/Requests with Filter:

| Topic/ltem Count Rate(ms) Percent
: v HTTP Requests by HTTP Host 1232  0,000747

| »239.255.255.250:1900 1204 0,000730 97,73%
: pwww.includekarabuk.com 5 0,000003 0,41%
| paskubuntu.com 5 0,000003 041%
I » cdn.sskatic.net 6 0,000004 0,49%
: B i.stack.imgur.com 1 0,000001 0,08%
1 » b.scorecardresearch.com 1 0,000001 0,08%
| »pixel.quantserve.com 1 0,000001 0,08%
: » engine.adzerk.net 4 0,000002 0,32%
| marea51.stackexchange.com 1 0,000001 0,08%
: » archive.ubuntu.com 4 0,000002 0,32%
! Close

Gortildiigii iizere ziyaret edilen web siteleri yaninda ziyaret edilme sayisi da yer almaktadir. Bu say1
asirtya kactigi takdirde bu ekran bir DOS ataginin habercisi olabilir.

(Benim Notum)



7)

Network Miner ile Trafik Analizi  // Denendi ve basarildu.

Network Miner programi sniff'lenen trafik dosyalari icerisinde parse igslemi yaparak kritik bilgilere
ulagsmamizi saglayan bir madencilik programidir. Simdi az dnce elle yaptigimiz sifre bulma isini bu
sefer Network Miner'a otomatize bir sekilde yaptiralim. Oncelikle az énce dinlenilen ethQ
interface'inden elde edilen paketleri pcap uzantili bir dosyaya toplayalim. Bunun i¢in Wireshark'in
paket sniff akisim1 durdurman gerekir.

includekara*—" [ —_ T hark 1.10.6 (v1.10.6 from master-1.10]]

e Edit View G-_ Capture Analyze Sta Telephony Tools Internals Help
X C Q¢« T £ B8 2= fF dEBEX @

Save

» | Expression... Clear App

No. Time Source Destination Protocol Lengtl Info

) 2 8 47 60 [TCP

1681 246.30768800 172.217.16.99 TLSv1.2 1089 pplicatlun Data

1682 246.30772900 192.168.0.12 172.217.16.99 TCP 54 34525 > https [ACK] Seg=446 Ack=4608 Win=40832 Len
1683 246.30773600 172.217.16.99 192.168.0.12 TCP 60 https > 34525 [FIN, ACK] Seq=4608 Ack=446 Win=9011

Ardindan File -> Save As diyelim. Ekrana gelecek ayarlardan dosya ismi olarak herhangi bir sey,
dosya uzantisi olarak ise wireshark/tcpdump/ — pcap diyelim.

2 Wireshark: Save Capture File As

Name: | includekarabuk|
saveinfolder: |} home hefese Create Folder
Places Name ~ | size Modified
™ Home s Android 15-09-2015
[ Desktop & android-studio 15-08-2015
& AndroidstudioProjects 17-12-2015
. ~| [ arachni-1.4-0.5.10 09-02-2016
Davicas i@ backports-3.16-1 30-04-2016
[ computer @ codeBlocksProjects 03-05-2016
D4pe-1... 2 | g crunch-3.4 19-01-2016
[ TOosHIBA 2 | @ Desktop 0%:09
[ Documents 05-04-2016
i Downloads Yesterday at 01:29
& dwhelper 30-04-2016
& EclipseProjects 07-09-2014
[ genymotion 30-09-2015
i hashcar-2.00 29-02-2016
File type: | Wireshark/tcpdump/... - pcap ~ | [[) compress with gzip

Cancel Save

pcap dosyamizi olusturduktan sonra Network Miner1 Ubuntu'ya kurmak icin asagidaki kodlar
sirastyla terminale girelim.

> sudo apt-get install libmono-winforms2.0-cil

> wget www.netresec.com/?download=NetworkMiner -O /tmp/nm.zip
> sudo unzip /tmp/nm.zip -d /opt/

> cd /opt/NetworkMiner*

> sudo chmod +x NetworkMiner.exe

> sudo chmod -R go+w AssembledFiles/

> sudo chmod -R go+w Captures/

> mono NetworkMiner.exe

NOT: Eger program zaten kuruluysa programi baslatmak i¢in su iki satir1 girmen gerekir:

> cd /opt/NetworkMiner*
> mono NetworkMiner.exe

Son kod ile NetworkMiner programi baslayacaktir.



Network
File Tools Help

—Case Panel

Hosts IFiIes | Images | Messages | Credentials | Sessions | DNS | Parameters | Keywords | Anomalies File MD5

Sort Hosts On: IIF‘ Address (ascending) ;I Sort and Refresh |

Reload Case Files

Running NetworkMiner with Mono

Wireshark'tan elde ettigimiz pcap dosyasini NetworkMiner'a verelim.

NetworkMiner
e | Tools _Help
|5 open crivo | —Case Panel

Receive Pcap over IP Ctri+R  Hentials | Sessions | DNS | Parameters | Keywords | Anomalies || File MD5

Exit Alt+F4 ) hd Sort and Refresh

Reload Case Files

Running NetworkMiner with Mono

HDSEIFHES | i L‘ CEFERE -
[ Android B hydra-8.1 B virtualBox VMs
[ android-studio [ jak1.8.0_11 .| ANKARA-OL.cap
[ AndroidStudioProjects [ john-1.8.0

. arachni-1.4-0.5.10 -jruby-B,l),S,D

[ backports-3.16-1 B medusa-2.2

B CodeBlocksProjects [ Music

. crunch-3.4 . netbeans-8.0

. Desktop - NetBeansProjects
. Documents . ns-allinone-2.34

Personal B3 Downloads B pictures

. dwhelper . Public

™1 [ EclipseProjects B telKodlari

= - genymaotion -Templates

B hashcat-2.00 [ videos

Look in: i. hefese

Sort Hosts On:

.I

LRSI File name: iin:ludekarabuk.DcED _'J Open I

Files of type: iPcap files (*.pcap, *.cap, *.dump, * __'_i Cancel

lE!DEd Case Files |




Pcap dosyasi asagidaki gibi NetworkMiner'a yiiklenecektir.

includekarabuk.pcap

< AT, » 2015 December
_ 44% » 2015 November
%5
based distrs Iike Xubuntu ang e
File  Tools Help
Keywords | Anomalies | Case Panel

Hosts (26) |Files (76) | Images | Messages | Credentials (2) | Sessions (31) | DNS (49) | Parameters (84)

j Sort and Refresh
-

include... 29acl...

Sort Hosts On: |\P Address (ascending)

192.168.0.11 B
- 239.255.255.250

192.168.0.12

178.233.140.108

176.240.150.250

46.197.15.60

7.16.110 [plus.|.google.com

6.109 [accounts.google.com

7.18.66 [pagead46.|.doubleclick.net]

8.209.206 [plus.|.google.com

216.58.214.225 [googlehosted.l.googleusercontent.com]
2 8.214, google.com.tr]

21¢

google.com
216.58.214.202 [googlea google.com]
31.13.93.7 [scontent.xx.fbcdn.net]
31.13.93.36 [star-mini.c10r.facebook.com
93.89.224.247 [includekarabuk.com
192.168.0.1

Al 224.0.0.1
192.168.0.16
LY I |

Reload Case Files

Running NetworkMiner with Mono

. NetworkMiner

File Toaols Help
Keywords | Anomalies | Case Panel
Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) | Sessions (60) | DNS (197) | Paramet: || Filename MD5
W Show Cookies W Show NTLM challenge-response [ Mask Passwords includekarab... 29ac2

Client

192.168.0.12 [HEFESE-N61JQ]
192.168.0.12 [HEFESE-N61JQ]
192.168.0.12 [HEFESE-N61JQ]

| Server

54.235.146.142 [engine3-774595980.us-east-1.elb.amazonaws.com]
151.101.65.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchar
151.101.65.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchar

192.168.0.12 [HEFESE-NG1JO]
192.168.0.12 [HEFESE-N61JQ]
192.168.0.12 [HEFESE-NG1JQ]
192.168.0.12 [HEFESE-NG1JQ]
192.168.0.12 [HEFESE-NG1JQ]
192.168.0.12 [HEFESE-NG1JQ]
192.168.0.12 [HEFESE-NG1JQ]
192.168.0.12 [HEFESE-NG1JO]

K —

151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [areaS1.stackexchang
151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchanc
104.16.112.18 [stack.imgur.com.cdn.cloudflare.net] [i.stack.imgur.co
151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchanc
95.172.94.39 [anycast-europe.quantserve.com.akadns.net] [akamai-j
93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

80.239.149.17 [al294.w20.akamai.net] [b.scorecardresearch.com.ed
93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

4 P

Reload Case Files |

Running NetworkMiner with Mono

Paket yiiklenmistir ve parse islemi de son bulmustur. Credentials sekmesine gegildiginde asagidaki
ekran gelecektir.



o NetworkMiner 2.0

File Tools Help

Keywords | Anomalies | ZEElar

Hosts (91) | Files (127) | Images (6) | Messages ] sessions (60) | DNS (197) | Paramete || File...
V¥ Show Cookies V¥ Show NTLM challenge-response ™ Mask Passwords include... 29acZ...
Client ‘ Server

192.168.0.12 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 151.101.65.69 [askubuntu.com]

192.168.0.12 151.101.1.69 [askubuntu.com] [cdn.sstatic.net]

192.168.0.12 104.16.112.18 [stack.imgur.com.cdn.cloudflare.net] [i.stack.imgur.com

192.168.0.12 80.239.149.17 [al294.w20.akamai.net] [b.scorecardresearch.com.edg

192.168.0.12 95.172.94.39 [anycast-europe.quantserve.com.akadns.net] [akamai-pi:

192.168.0.12 151.101.65.69 [askubuntu.com] [cdn.sstatic.net]

192.168.0.12 54.235.146.142 [engine3-774595980.us-east-1.elb.amazonaws.com] [

192.168.0.12 151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchange

192.168.0.12 [HEFESE-N61JQ] 151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [areaS1.stackexchange

Ll—l ﬂ Reload Case Files

Running NetworkMiner with Mono

Goriildiigii tizere 11 tane credential tespit edildigi soylenmistir. Bunlardan ¢ogu cerez olacagi igin
cerezleri ayiklayalim. Bunun i¢in Show Cookies tick'ini kaldiralim.

x NetworkMiner 2.0

File Tools Help

Keywords | Anomalies | Case Panel

Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) | sessions (60) | DNS (197) | Paramet || Filename MDS
I” show Cookies W Show NTLM challenge-response [T Mask Passwords includekarab... 29ac2.
Client | Server

192.168.0.12 [HEFESE-N61]JQ] 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 [HEFESE-N61JQ] |

K il
| 4 | | Reload Case Files |

Running NetworkMiner with Mono

Geriye bir tane credential kalmistir. Iste o bizim includekarabuk'iin admin panelinden POST
ettigimiz kullanici adi ve sifreyi tutmaktadir. Kullanici adi ve sifreyi cekmek igin sirasiyla ilgili
satira sag tiklanir ve bir Copy username denir, bir de Copy Password denir. Boylece admin hesap
bilgileri elimize ge¢mis olur.



B MetworkMiner 2.0

File Tools Help
Keywords ] Anomalies ] LE5E M
Hosts (91) | Files {127) | Images (6) | Messages Credentials (1) ]Sesslnns (60) | DNS (197) | Paramet: || Filename MD5
™ Show Cookies MV Show NTLM challenge-response I Mask Passwords includekarab... 29ac2
Client | Server
192.168.0.12 [HEFESE-N61JQ] 93.89.22{ 43 Hoslodal — L —— karabuk.com]
| Copy Username |
Copy Password
Auto-resize all columns
K I— il

0 | 1| Reload Case Files |

Running NetworkMiner with Mono

x NetworkMiner 2.0

File  Tools Help

Keywords | Anomalies | Case Panel
Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) ISEssions {60) | DNS (197) | Paramet: || Filename MD5

™ Show Cookies ™ Show NTLM challenge-response | Mask Passwords includekarab... 29ac2

Client | Server

192.168.0.12 [HEFESE-N61JQ] 93.89.224.247 [includ m]
Copy Username

Copy Password

Auto-resize all columns

K 0O
ﬂ—l ﬂ Reload Case Files |

Running NetworkMiner with Mono

Sonug olarak fark ettiysen Wireshark'ta kullanici ad1 ve sifreyi bulmak igin onca paket y1gin1
icerisinde bogusuyorduk ve elimizle filtreler girerek sonuca ulagsmaya calisiyorduk.
NetworkMiner'da ise bu filtreleme isini bizim yerimize NetworkMiner yapiyor ve sip diye trafik
icerisinde buldugu kullanic1 ad1 ve sifreyi 6niimiize sunuyor.

(Page 17-20)



