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Bir makale internetten bulunup su adreste yedeklenmistir.

e https://www.includekarabuk.com/kitaplik/indirmeDeposu/
Siber_Guvenlik_Teknik_Makaleler/Teori/BaskalarinaAitMakaleler/Google
%20Dork%20Queries(ghdb).pdf

Bu belge ise yedeklenen bu makaleye calisilarak elde edilen notlarimi
kapsamaktadir. Bu ¢ikarilan notlar belgemde alintilar ve/veya kisisel ilavelerim
mevcuttur.



1)

Bilgisayar korsanlari 6nemli bilgiler iceren web uygulamalarina arama motorlari
sayesinde kolayca erisebilmektedirler. Hedeflenen anahtar kelimeler ile web
sitelerinden 6nemli bir bilgiyi almak saniyeler sirmektedir. Arama motoruna
girilecek anahtar kelimeler ile dizin listelemeye acik dizinlere sahip web siteleri,
belirtilen hata mesajlarini Ureten web siteleri, ¢esitli veritabani dosya uzantili
dosyalar erisilebilir birakmis web siteleri tespit edilebilmektedir ve bu bilgiler kot
yonde kullanilabilmektedir.
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2)

m site: operatoru ile google’a sadece belirtilen domain’e sahip sonuclari dondur
demis oluruz.

> site:karabuk.edu.tr

m filetype: operatoru ile google’a sadece belirtilen dosya uzantisina sahip linkleri
dondur demis oluruz.

> filetype:pdf

NOT:

Operatoérler ardarda da kullanilabilmektedir. Mesela asagidaki 6rnekte
google’in pdf uzantili ve karabuk.edu.tr domain’li linkleri déndidrmesi
saglanmistir.

> filetype:pdf site:karabuk.edu.tr

m intitle: operatdru ile google’a sadece listelemeye acik sitelerin linklerini dondur
demis oluruz.

> intitle:index.of site:trakya.edu.tr
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intitletindex.of sitert [ Index of /TB DERS SU X

[3 celalkarlikaya.trakya.edu.tr/TE%20DERS?
[ Hiizeyfe ONAL

Index of /TB DERS SUNU

Name Last modified Size Description

3 Parent Directory -
IB Ders Not Celal Karltkava TUTE htm 31-Tul-2008 20:26 29K
m TB Ders Not Celal Karljkaya TUTE_dosyalar/ 31-Jul-2008 20:26 -
@ WS_FTPLOG 31-Tul-2008 20:26

222

* Eger belirli bir dosyay! barindiran listelemeye acik websitelerini gérmek
istiyorsak intitle:index.of ifadesi sonrasi istenilen dosyanin ismi yazilir.

> intitle:index.of ws_ftp.log

ws_ftp.log dosyasi ftp olaylarinin log’landigi dosyadir. Bu dosya ftp ile ilgili

Ozel bilgiler icerebilir.

P ~

intitle

2002.87.82 15:29 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 16:43 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:20 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:34 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:42 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:42 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:42 B C:\My
pascal.ie.bilkent.edu.tr
2002.87.82 17:42 B C:\My
pascal.ie.bilkent.edu.tr

C A [ wwwiebilkentedu.tr/in
==t Apps B Metasploit Yol Harit...

@ Inde 8 vwww. X | [ Inde

ed

g

G
[ Hiizeyfe ONAL

Documents\Esas Sayfa_99.Asama_BTOuzeltme'\images'\bilkent.jpg --»
/home/grad/ardaalp/public_html/images bilkent.jpg
Documents\Esas Sayfa_SonKisa\images\WS_FTP.LOG -->
/home/grad/ardaalp/public_html/images LS_FTP.LOG
Documents\Esas Sayfa_SonKisa\images\WS_FTP.LOG -->
/home/grad/ardaalp/public_html/images LS_FTP.LOG
Documents\Esas Sayfa_SonKisa\images\WS_FTP.LOG -->
/home/grad/ardaalp/public_html/images LS_FTP.LOG
Documents\Esas Sayfa_SonKisa‘images\akgul.jpg --»
Jfusrflocal/apache/htdocs/images akgul.jpg
Documents\Esas Sayfa_SonKisa\images\akturk.jpg -->
/usr/local/apache/htdocs/images akturk.jpg
Documents‘\Esas Sayfa_SonKisa\images‘ali.jpg --»
fusrflocal/apache/htdocs/images ali.jpg
Documents\Esas Sayfa_SonKisa‘images\altimgl.jpg -->
fusr/local/apache/htdocs/images altimgl.ipe

* Listelemeye acik siteleri veren intitle:index.of operatdru sonrasi “server at”
anahtar kelimesi kullanilirsa sitelerin sunucu yazilimi ve versiyonunu
ogrenedbiliriz.

> intitle:index.of "server at" site:bilkent.edu.tr



By Google ¢ X | G intitlesine X /' [ Indexof X \ [ Indexof % | Bl ASClico X
C A | [) www.man.bilkentedu.tr/asts/tr/ bl <=

E=' Apps H Metasploit Yol Harit... D Hiizeyfe ANAL

Index of /asts/tr

t

Name Last modified Size Description
a Parent Directory -
Chesy 21-Apr-2011 11221 -
[im 21-Apr-2011 11:21 -
s 21-Apr-201111:221 -

IApn(he. 2.2.16 (Debian) Se:'w;ln‘ www.man. billent.edu.tr Pore 80

m inurl: operatoru ile arama yapilarak google’a sadece belirtilen dizini iceren linkleri
dondur demis oluruz. Mesela asagidaki ornek ile url’sinde admin kelimesi gecen
siteleri google’a siralatmis oluruz.

> inurl:"/admin/"

- [m| X
B Googlet X / G inurk"fac X \ [ Indexof x | [ Indexof X HASCH o X

&« C A [ http
HH Apps Metasploit Yol Harit... D Hiizeyfe GNAL

-

/fwww.google.com.tr/search?q=inurl:"/admin/"&:% 77| @

Google+ Arama Gorseller Haritala ay Y Haberler Givefié:

Go gle inurl:"/admin/"

Tumii Gorseller Videolar Uygulamalar Haberler Daha fazla = A

Sayfa 2 / 69.300.000 sonug (0,27 saniye)

Login - Net Nanny
https://admin.netnanny.com/ v Bu sayfanin cevirisini yap
Met Manny. Login. Email. Password. Login Forget Password.

OnSIP Admin Portal

https:/fadmin.onsip.com/ « Bu sayfanin cevirisini yap

Bu sitenin robots.txt dosyasi oldugundan, bu sonug icin bir agiklama bulunmamaktadir.
Daha fazla bilgi edinin.

Volunteer Impact - Admin Login - Better Impact
hitps://app.betterimpact.com/Login/Admin ¥ Bu sayfanin cevirisini yap

QuickBlox Admin Panel

https://admin.quickblox.com/  Bu sayfanin cevirisini yap

Please login. Before you can give your apps superpowers, you must login below. If you -
s




* admin dizini olan listelemeye acik siteleri gérintilemek icin asagidaki dork
kullanilabilir:

> intitle:index.of inurl:"/admin/"
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3)

Genis bir kesim tarafindan kullanilan phpBB (Popular Open Source Forum Software)
forum scriptinde guvenlik zafiyeti bulan saldirgan ilgili exploit’i denemek icin phpBB
kullanan web sitelerini topluca bulan bir dork kullanabilir.

> "Powered by phpBB" inurl:"index.php?s" OR inurl:"index.php?style"

Boylece buldugu exploit’i (http://www.milwOrm.com/exploits/1469) google’'da
listelenen sitelerden birine uygulayarak hedefine ulasabilir.

Not: Bahsedilen d6rnekte “Powered by phpBB” ile bu yaziyi sayfalarinda iceren web
siteleri aranmistir. Bunun gibi daha bircok string girilebilir ve arzulanan servisi
kullanan web sitelerini google’a listelettirebiliriz.
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Query Vulnerability

“Powered by A-CART™ A-CART 2.x vulnerable to cross-site
scripting

Inuri:"dispatch.php?atknodetype” Achievo .8.x could allow remote code

| Fwurl class.atkdateatribute fs.php  execution

intitle :guestbook “advanced
guesthook 2.2 powered”

“Powered by A)-Fork v167"

“BlakkBoard 1.5.1-f | & 2003-4
by Yves Goergen™

"BosDates Calendar System *
“powered by BosDates v3.2 by
BosDev”

inuri:changepassword.cgl —cvs

"Copyright —~0 2002 Agustin
Dondo Scripts”™
“Powered by CubeCart 2.0.17

“Powered *: newtelligence”
(“dasBlog 16 | ”disBl'og! 5 |
"dasBlog 1.4"| “dasBlog 1.
“Powered by DCP-Portal vS_E"

Advanced Guestbook v2.2 has an SOL
injection problem that allows unautho-
rized access

Al-Fork, a fork based on the CuteNews
1.3.1 core, s susceptible to multiple vul-
nerabilities

BlackBoard 1.5.1 has a remate file
inclusion vulnerability

BosDates 3.2 is vulnerable to SOL
injection

changepassword, cT allows for unlimited

repeated failed login attempts
CoolPHP 1.0 has multiple vulnerabilities

CubeCart 2.0.1 has an 50L njection vul-
nerability

DasBlog versions 1.3-1.6 are susceptible
to an HTML injection vulnerability in their
request log

DCP-Portal version 5.5 is vulnerable to
SOL injection

"2003 DUwrare All Rights Reserved” DUForum 3.0 may allow a remote

attacker 1o carry out SQL injection and
HTML injection attacks

“fnurl: isita/srticles. agp ldcatagary= " Dwe_Articles 1.6 has multiple input vali-

Inurl:custva.asp

fnurl; .ubucurnmunrlyfrormmrt)n
mexphp%ageu

Intitia: "EMUMAIL -
“Powered by EM'U .

“Powered by FUDforum”

“19%9-2004 FuseTaik nc”
-site:fusetalk.com

“Powered by My Blog” intext:
“FuzzyMonkey. org™
“Powered by Gallery v1.4.4"

intitle: galtery inurl.setup
“Gallery configuration”
inurl: “messageboard: Forum.asp?”

intitie: welcorme. to.horde

“Powered by lceWarp Software™
inurl:mail

“ldeal BE Version: 0.7
.COMm

“Powered by Ikonboard 3.1.1"
"Powered by Invision Power
Board(U) v1.2 Final ~@ +

Bl weikiiMediaWiki

“Powered by Maogabook «"
inurd: 'guestbl::nk.cgi

“Powered by mrwGoSearch fn.'e
Web search engine softwar

dation problems
Earlyimpact Productcan v1.5 contains
multiple vulnerabilities

E-market prior to 1.4.0 contains various
vulnerabilities

EMU Webmail 5.6 messaging product is
susceptible to a cross-site scripting vul-
rerability

FUDforum 2,0.2 allows manipulation of
arbitrary server files

FuseTalk forums (vd} are susceptible to
cross-site scripting attacks

FuzzyMonkey 2.11 has an SOL injection
vulnerability

Gallery 1.4.4 allows remote code
execution

Gallery default configuration files allow
gallery modification

GoSmar Message Board (specific ver-
sions) are susceptible to SOL injection
attack and cross-site scripting attack
Horde Mail prior 1o 2.2 has had several
reported vulnerabilities

IceWarp Web Mail {versions prior to
5.2.8) is reported prone to multiple input
validation winerabilities

Ideal BB 0.1 is susceptible to multiple
vulnerabilities

IkonBoard 3.1.1 allows cross-site scripting
Imasion Power Board v1.3 is vulnerable to
SOL injection

MediaWiki 1.3.5 has a cross-site scripting
vulnerability

MegaBook 2.0 s prone to multiple HTML
ingection vulnerabilities

mnGoSearch 3.1.20 and 3.2.10 contain a
butfer overflow vulnerability



4)

Microsoft-11S/5.0 web sunucu yazilimini kullanan server’lari tespit etmek icin arama
motoruna asagidaki sorgu girilebilir:

> "Microsoft-11S/5.0 server at"

Veyahut apache versiyon 1.3.27 kullanan server’lari google’a listeletmek icin
asagidaki sorgu girilebilir:

> "Apache/1.3.27 server at"
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