Burp ile CSRF Token Login Panellere Brute Force Yapma Adimlari
a. Arkaplan

Burp ile yapilan brute force ve dictionary saldirilar cesitli 6nlemler ile engellenebilmektedir.
Bunlar arasinda;

i) sleep() v.b. fonksiyonlarla yanhs giris denemelerine olan yaniti bekletme

ii) login panele hidden alan olarak siirekli rastgele verilen csrf token degeri eklenmesi
iii) fazla sayida yanhs giris denemelerinde istemci public IP’sinin bloklanmasi

iv) fazla sayida belirli bir hesabin sifresi yanlis girildiginde saldiriya hedef olan hesabin
bloklanmasi

v) captcha ile elle miidahale mecburiyeti getirilmesi

vi) login panel tasariminin dinamiklestirilmesi ve iki katmana (username sayfasi ve sifre
sayfasi olarak) boliistiiriilmesi (AJAX ile iki katmanl login panel arayiizii yapilmasi)
vii) login panele OTP katmaninin eklenmesi (yani username ve password katmanlarina
ilaveten bir de mobil telefondaki bir uygulamadan veya gelen sms mesajindan elde edilen
gecici sifrenin girilecegi ekstra ekranin eklenmesi)

gelmektedir.

Bu 6nlemler arasinda csrf token 6nlemi esasinda csrf saldirilarinda kurbanlarin korunaksiz html
form’larim uzaktan saldirgan eliyle fark etmeden submit’lemesin diye olusturulmus bir ¢dziimdiir.
Fakat aym ¢6ziim, html login form’larina saldirganlarin dogrudan, fakat brute force ve dictionary
saldirilar1 uygulamak icin yapacaklar tesebbiislere de engel olmaktadir. Ciinkii standard brute force
ve dictionary saldiris1 yapan araclar her yapilan http talebine karsilik gelen http yanitindaki yeni csrf
token degerini alip deneyecegi yeni kullanic1 ad sifre ikilisi paketine eklemedikleri icin, yani
sadece ilk tanimlanan http talebini yeni kullanic1 adi sifre ikilileri ile tekrarlayip durduklari i¢in csrf
token ile korunan login form’larda ise yaramamaktadir. Bu, html login form’larin giivenligini
saglayan bir ¢oziimdiir. Fakat dinamik metotlar sunan brute force ve dictionary saldir1 tool’lar ile
bu giivenlik énlemi agilabilir. Ornegin Burp yazilimi tipki diger araglar gibi normal kosullarda
(normal kullanimda) csrf token ile korunan bir html login sayfasina brute force ve dictionary
saldiris1 yapamaz. Fakat Burp’iin makro secenegi devreye alindiginda ilave olarak ¢alistirilan
kurallar sonucu dinamik olarak her gelen yanittaki yeni csrf token degeri, ardindan gonderilecek
yeni kullanici ady, sifre ikilisinin yer aldig1 http talebine yerlestirilip gonderilebilmektedir.
Boylelikle sunucu gelen http talep paketlerini gecerli sayip yetkilendirme kiyaslamalarini olmasi
gerektigi gibi yapip dogru yanitlar (6rnegin sifre yanlgsa yanlis, dogruysa dogru yanitini)
gonderecektir.

Burp normal kogullarda kullanici adi ve sifreyi, esas aldigi bir http talep paketine degistire degistire
koyup tekrarlamaktadir. Yani aynm paketi tekrarlamaktadir ve sadece bu paket icerisindeki kullanici
adi ve sifre degerlerini statik bir kaynaktan (txt dosyasindan veya matematikten) yararlanarak
giincellemektedir. Makro ise ekstradan bir kural ilave ederek dinamik bir sekilde her gelen http
yanitinda farkl degerde gelen token degerini tekrarlanan paketin token parametresine arguman
olarak koyarak paketin bozuk gitmemesini saglar ve karsi tarafta saldir siirdiiriilebilir olur. Kisaca
Burp’le yapilan brute force ve dictionary saldirilarina makro ilave ederek korunakli html formlara
halen brute force ve dictionary saldirisi yapabiliriz.
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[CSRF Token] Korunakh Login Formuna Brute Force Adimlari

Burpsuite'i baslat.

-> java -jar burpsuite_community_v1.7.36.jar

Burpsuite'in Intercept sekmesinde Intercept Off yap.

Ardindan Burpsuite sekmelerden Project options->Sessions sekmesine gel.

-> Session Handling Rules kismindaki Add butonuna tikla.

-> Ekrana gelen penceredeki Rule Actions kisminda yer alan Add butonuna tikla
ve Run Macro secenegini sec.

-> Ekrana gelen penceredeki Select Macro: kismina yer alan Add butonuna tikla

-> Ekrana gelen Macro Recorder penceresindeki sag {istte yer alan Intercept Off’u
Intercept On yap ve http://localhost./DVWA-master/vulnerabilities/brute/ adresini
taraylicidan gir.

-> Macro Recorder penceresindeki ekrana diisen http://localhost. GET /DVWA-master/vul
nerabilities/“brute”/ satirin1 se¢ ve OK butonuna tikla.

-> Daha sonra ekrana gelen Macro Editor penceresinde http://localhost. GET /DVWA-
master/vulnerabilities/brute/ satir1 segili haldeyken Configure Item butonuna tikla.

-> Ekrana gelen Configure Macro Item penceresindeki Add butonuna tikla.

-> Ekrana gelen Define Custom Parameter penceresindeki alt béliimde yer alan paket icerigi
gortintiileme kismi bos ise hemen {izerindeki Refetch response butonuna tikla. Paket icerigi
goriiniiyorsa veya Refetch response sonrasi geldiginde en alttaki arama kutucuguna csrf token
parametre isminin bir kismum yaz ve paket icerisinde arat. Orn; "token". Daha sonra token’in
bulundugu satirdaki token parametre degerini farenle se¢. Boylece token parametre degeri
burp tarafindan paket parse edilerek delimiter’lar ile cimbizlanabilir hale gelecektir. CSRF
token degerini farenle sectiginde yukarida Start After Expression ve End At Delimiter
boliimleri otomatikmen baslangi¢ ve son ayraclarini edinecektir. Eger daha saglam bir
cimbizlama istersen hemen sagindaki Extract From Regexp group secenegine tick atarak
burp’iin otomatikmen regexp e gore CSRF token degerini ctmbizlamasini saglayabilirsin. Son
olarak en iistteki Parameter name textBox’1na sifre kirma saldirisi sirasinda gonderilen paketin
icerisinde CSRF token parametresi hangi ismi aliyorsa o konur. Bdylece az 6nce delimiter ile
burp’e koydugumuz kural sayesinde response’lardan gelen csrf token degeri request’teki
belirtilen csrf token parametre ismine arguman olarak yerlesecektir. Son olarak OK butonu
na tikla.

-> Ekrana gelen Configure Macro Item pencersine de OK de.

-> Ekrana gele Macro Editor penceresine de OK de.

-> Ekrana gelen Session Handling Action Editor sayfasindaki ortalarda yer alan Tolerate URL
Mismatch When Matching Parameters (use for URL-agnostic CRSF tokens) secenegine tick
at ve OK de.

-> Ekrana gelen Session Handling Rule Editor penceresindeki Scope sekmesine gel. Tools Scope
kismindaki Intruder seceneginin tick’li oldugundan emin ol. Hemen asagisindaki URL Scope
kismindaki Use suite scope [defined in Target tab] seceneginin tick’li oldugundan emin ol.
Son olarak OK butonuna tikla.

-> Proxy -> Intercept sekmesine gel ve Intercept is On yap.

-> http://localhost/.DVWA-master/vulnerabilities/brute/ adresindeki login panele rastgele bilgiler
gir ve Burp Proxy->Intercept sekmesine paket geldiginde paketi sag tik Intruder’a gonder.

-> Intruder->Positions sekmesinde paketteki $’lar1 sil ve sifreyi Add $ ile isaretle.

-> Intruder->Payloads sekmesinde Payload Options kismindan bir wordlist ekle.

-> Intruder->Options sekmesinde Grep-Match kismindan Add butonu ile login basarili
oldugunda gelen “Welcome to the password protected area” mesajini ekle. Ekledigin bu
ifadenin hemen tizerindeki “Flag result items ....‘in tick’li oldugundan emin ol”.

-> Saldir1 6ncesi son olarak Target->Sitemap sekmesi altindaki http://localhost. ‘a sag tik ya
p1p Add to Scope secenegine tikla. Eklendiginden emin olmak icin ise Target->Scope sek



mesinde http://localhost. satir1 eklenmis mi teyit edebilirsin.
-> Ve Intruder->Options->Start Attack ile saldiriy1 baglat.

['] OLASI HATALAR ve COZUMLERI
i) Macro Recorder Penceresinde Remove From Scope Yapma Hk.

Macro Recorder penceresinde sadece macro’nun ¢alistirilacagi login sayfasi url’sini barindiran satir
secilir ve o seciliyken pencere asagisindaki OK butonuna tiklanir. Diger satirlar (6rn; macro’nun
calisltirilacagr login sayfasi url’si, ama misal GET ile parametreleri eklenmis hali veya bagka baska
adresler) secilmemelidir. Diger tiirm adresleri Delete Selected Items ile silebilirsin.

Olay:

Ornegin Macro Recorder penceresinde sirali satirlardan http://localhost./DVWA-master/vulner
abilities/brute/ satirin1 sececektin. Ama diger satirlarin kalabaliklig1 dolayisiyla onlar1 temizlemek
istedin. Bunun icin 6rnegin http://localhost./DVWA-master/ satirini Remove From Scope dedin.
Bunu demen sikinti doguracaktir. Ciinkii saldiriya bagslamadan énceki Session Handling Rule Editor
penceresinde Scope sekmesinde yer alan URL Scope kismina “Use suite scope [defined in Target
tab]” demistin. Yani Target->Scope’da ekli duran adreslere sadece Makro’yu uygula demis oldun.
Fakat saldir1 6ncesi son maddede bir yandan Target->Sitemap de http://localhost./ ‘u Add to Scope
diyerek scope’a ekleyerek brute/ dizinini de kapsarken, bir yandan daha énceki maddelerde yaptigin
http://localhost./DVWA-master/ adresini Remove From Scope ile scope dis1 biraktin. Yani boylece
localhost scope’da oldu, ama DVWA uygulamasi scope disi oldu. Bu nedenle Macro Recorder
penceresinde Delete’i kullanman daha giivenli duruyor.



¢. Korunakh Login Formuna Brute Force Uygulamasi
(+) Birebir denenmistir ve basariyla uygulanmisgtir.
Gereksinimler
Ubuntu 18.04 LTS // Ana Makina
DVWA-master/ // Yerel Apache Sunucudaki Dvwa Son Siirtimii

Burpsuite // Ana Makina’daki Burpsuite Araci

DVWA’nin high seviyesindeyken Brute Force ekranina sifre kirma saldirisi diizenleyebilmek igin
csrf token korunagini asmamiz gerekmektedir. Bunun i¢in tarayicidan dvwa’ya gidelim.

http://localhost./DVWA-master/ // Not: localhost’un sonunda nokta var.
// Diger tiirlii giincel linux firefox’larda

// burp localhost trafigini kesememekte.

Ardindan security sayfasindan Low’u High yapalim.

ities 2 Firefox Web Browser v Grs 19:37
DVWA Security :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

8] DVWA Security: Damn X [EeSigiIaIte
£ c @ D localhost. B aw% | -9 % n @
D)
Home DVWA Security *
Instructions
Setup | Reset DB Security Level

Security level is currently: high.

Brute Force
You can set the security level to low, medium, high or impossible. The security level changes the vulnerability

Command Injection level of DVWA:

CSRF 1. Low - This security level is completely vulnerable and has no security measures atall. Its use is to be

A as an example of how web application vulnerabilities manifest through bad coding practices and to
(Flolnchusion | serve as a platform to teach or leam basic exploitation techniques.

File Upload 2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
e — developer has tried but failed to secure an application. It also acts as a challenge to users to refine their

Insecure CAPTCHA techniques.

SOE T 3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
159 Infection’ T practices to attempt to secure the code. The vulnerability may not allow the same extent of the.

SQL Injection (Blind) exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. Itis used to compare the

Weak Session IDs wvulnerable source code to the secure source code.

XSS (DOM) Prior to DVWA V1.9, this level was known as ‘high'.

XSS (Reflected) High ~ [ submit
XSS (Stored)

(CsPBypass |
CSP Bypass PHPID

JavaScript

V0.6 (PHP-ntrusion ion System) is a security layer for PHP based web applications.

input against a blacklist of potentially malicious code. Itis used in

| | PHPIDS works by filtering any user su
plication Firewalls (WAFs) can help improve security and in

DVWA (o serve as  ive example of how
PHP Info some cases how WAFs can be circumvented.
ISR ., cor crable PHPIDS across this i forthe curalSNGyour session.
TS PHPIDS is currently: disabled. 1

[E 1-1 1

Username: admin
Qarnrity | aval- hinh

Ve dvwa brute force ekranina gecelim.



ities 2 Firefox Web Browser v Grs 19:37

Vulnerability: Brute Force :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

B Vulnerability: Brute For x [EeSIIENNES

he c @ D % localhost, 120% ) | oo 14 N
)
(4

—" Vulnerability: Brute Force

Instructions Lo g i n
Setup  Reset DB

Usemame:

Password:

Command Injection
CSRF
File Inclusion Login

[EcUncnT—
Insecure CAPTCHA More Information

SQL Injection (Blind) £
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help |
Security Level: high

PHPIDS: disabled

Dvwa high seviyesindeki brute force dersinde yer alan login form’una bakildiginda csrf token
goriilecektir.

itles € FireFox Web Browser ~ Grs 19:34

Vulnerability: Brute Force :: Damn Vulnerable Web Application (DVWA) v1.10 *Development* - Mozilla Firefox

B Vulnerability: Brute For X

& c @

¢ Preferences

0 # localhost, 120%

=
D\#A)
Home Vulnerability: Brute Force

Instructions Login
Setup | Reset DB

[BrutFoce |
‘Command Injection
CSRF
File Inclusion _Login
File Upload
Insecure CAPTCHA More Information

'SQLinjection | .

SQL Injection (Blind) N
Weak Session IDs

XSS (DOM
Console [ Debugger {} Style Editor () Performance #: Memory 4 Network [E) Storage - Accessibility

Usermame:

Password:

® © Inspector
+

A VF s
<h2>Legin</h2> element & { inline
~<form action="g" method="GET">

Usernane

<br>
<Lnput type="text’ name=username’s
<br>

Password

<br>

Inherited from divitmain_body
divémain body @3  main.css:131

<input type='password" autocomplete="
<br>

<br>
<input typ:

* name="password">

Inherited from divitcontainer

</torm> ———————————
</div> divécontainer {4 main.css:109
<h2>More Information</h2> 1 o
Lo )
<br> Inherited from body
<brs body & { main.css:1
color: @ #2r2r21;
heml > bodyhome > divicontainer > dvémain_body > div.bod div.vulne form > input "

Ve Burpsuite “Intercept Off” olarak kalsin.



Burp Suite Commun ‘emporary Project

Burp Intruder Repeater Window Help

[ Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options T Alerts ]
Target Proxy Spider I Scanner I Intruder

j Intercept | HTTP histary | WebSackets histary | Options |

Forward Drop pt is off Action

— ——

.
-

b
v

@ EJ EJ EJ ‘ 0 matches

Oncelikle sozliik saldinsi diizenleyecegimiz login form’undaki koruna@ saglayan csrf token hidden
alani icin gerekli makro tanimlamasini yapalim.

Burp’te Project Options -> Sessions sekmelerinden Session Handling Rules’a gidip Add butonuna
tiklayalim.

Burp Suite Community Edition

Temporary Project o
Burp Intruder Repeater Window Help

\ el ezl smicaa]scancei) iviueaa] et aaueneaa s oo v ANRRRRRRR) Loasizicisi il

[Comnections | e | sst. [ sessions.| Misc |
— N N 7 R
(@) Session Handling Rules

H
@ You can define session handling rules to make Burp p& (lf%m)s when making HTTP requests. Each rule has a defined scope lfuatl lar tools, URLS or parameters), and

can perform actions such as adding session cookies, logging It t

plffation, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules
that are in-scope for the request.

bled | Description [Tools

Use cookies from Burp's cookie jar Spider and Scanner

Remove
Duplicate

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer

Cookie Jar

BIS)

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions with
applications that are being tested. You can use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar

@Proxy () Scanner [J Repeater ) Spider
[ intruder [ Sequencer (J Extender

Open cookie jar

@ Macros

(@) /\macro s 2 seauence of one or more requests. You can use macros within session handling s o perfom tasks such 2 logging intothe application.obtaning ant-CSRE tokers,




Gelen ekrandaki Rules Actions kisminda yer alan Add butonuna tiklayalim.

Burp Intruder Repeater Window Help

(i o i el e e e lcomeaien oo IR Lo el

Connections | HTTP | ssL | sessions | misc

Sessi| Session handling rule editor

X
A
You cal | Details | Scope sters), and
& anp

of the rules
/ >

ill be performed in sequence when this rule is applied to a request.

thatan| (7] Rule Description

N

Rule 1

o

ouwpl .
() Rule Acti

L The actions

[ os Add_ | [Enabled | Description

Add a new action

| Remove >

E

~)
A
o
8
B

Down

o
2
=l
3

Amac tokens,
etc.

3 Cancel

Edit
Remove
Duplicate L

Run a Macro secenegine gidelim.

Burp Intruder Repeater Window Help

\ iraiualieiasal smicaa]scancei) iviueaa] et aaueneaa s oo v ANRRRRRRRR) Loasizicisi il

' [ connecti HTTP | SSL | Sessions | Mi
N
Sessil N
i) Youca | petals | scope sters), and
& canp of the rules
thatan| (7] Rule Description
A Rule 1
E¢| "
Rem
ouwpl| .
(7] Rule Actions
| U " The actions below will be performed in sequence when this rule is applied to a request.
Do S
[ add | | Enabled | pescription
Use cookies from the session handling cookie jar
Tomot
Set a specific cookie or parameter value
Copdl Check session is valid >
Prompt for in-browser session recovery
(@) Cooki Run a post-request macro
5 B Invoke a Burp extension b
applica
Monito
@ pro
O intr|
Oper
(2) Mactf
& Amact tokens,
9 .
. | oK Cancel
A
Edit
Remove
>
Duplicate L
v

Gelen Session Handling Action Editor ekranindaki Select Macro kisminda yer alan Add butonuna
tiklayalim.



Burp Intruder Repeater Window Help

\ iraiualieiasal smicaa]scancei) iviueaa] et aaueneaa s oo v ANRRRRRRRR) Loasizicisi il

! [(connections | HTTe | ss. | sessions | misc

— ; o ction el = N
T T T T )
(&) YOUS (5] This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the result of A\sters), and

canpdl (2] of the rules

s | the macro.

B Select rﬁs(rul
- Add

[ =
Add a new macro

Note that the request currently being processed by this session handling rule will sill be issued, so the macro should not include this request unless it
is necessary to issue it twice.

 Update current request with parameters matched from final macro response

© Update all parameters except for:
ope

Edit

© Update only the following parameters:

2| Cook|
@ co o

Bupr . h i
& oppiic ) Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens) |
Monitq & Update current request with cookies from session handling cookie jar
@ed ® Update all cookies except for:
O int Edit
ol © Update only the following cookies:
(o Edit
(2) Mact J After running the macro, invoke a Burp extension action handler:
& Amag L v, v | tokens,
& e

= 3 Cancel

Edit
Remove
‘ i L

Ekrana gelen Macro Recorder sayfasindaki Intercept is off ‘u On yapalim.

Burp Intruder Repeater Window Help

of

|

Macro Recorder - Macro 1

Conn

.
(@) Macro Recorder
N
< Select the items from the proxy history that you wish to include i the macro, and click "OK'". Note that to record a macro now using your browser | inrercapt is off
you will need to ensure that proxy interception is tumed off.  interceptis off |

(@) Macro Editor Filter: Hiding CSs, image and general binary content ; ‘@

Use the configura # 4| Host [Method | URL [Params | Edited | Status fth | fMEtype | Extension| @nalsotest
to confirm it is we 4

From| —

Macro description

Macro items:

#  |Host Confi

Araya Gir Denilir (e

< A

F

Request | Res|

Raw  Hex

i

Recor

Re-anal

of

DVWA Secu

[

PHP Info

{
{
About {
Toeee Duplicate

3 Cancel

Ardindan csrf token korunakh login sayfasinmi refresh’leyelim.
[!] Uyar:

Yapilmasi gereken sey csrf token korunakli login form’unu submit’leme degil, o form’un
bulundugu sayfay1 refreshlemektir. Bu sekilde sunucudan gelen yanittaki csrf token degerini
tutan alanin name attribute degerini ve value attribute degerini alarak {izerinde islemler
yiiriitebilecegiz (not: Diger tiirlii dvwa sapitiyor).



+ Vulnerability: Brute For X

«

noe =

= Vulnerability: Brute Force

Instructions .
Login
Setup | Reset DB
Username:
Password:

Command Injection
CSRF
File Inclusion Loain

File Upload
Insecure CAPTCHA More Information
SQLinjection | .
SQL Injection (Blind) .
Weak Session IDs
XSS (DOM)
XSS (Reflected)
XSS (Stored)

CSP Bypass

Mevcut Macro Recorder penceresinde ekrana diigsen refresh’lenmis sayfa secilir ve OK butonuna
basilir.

Burp Intruder Repeater Window Help

Targ
lity: BruteFor X

@

Conné

Macro Recorde

Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that to record a macro now using your browser (TiriereapEigonT]
you will need to ensure that proxy interception is tumed off.

Macro Editor

[Fite: Hiding css, image and general binary content &) !
uee icontng) [# a]Host [Method | URL [Params |Edited |Status |Length |MIMEtype |Extension| 3nalso testthe macro
! o confimita g 2 hupyfocalhost. GET  /DVWA-masterivulnerabilities/brute/
Macro description
Macro items:
#  [Wost | Configure item
Move up
Move down
Remove item
—
B ys|
[Reauest [ rea
Raw. Hex

o) () |
B 1 Soundtrack) |
PHP Info | m

oK Cancel ©Gneriliyor
About
t:’ T m
Logout | ouplicate g lar Ultimate C

Burp Intruder Repeater Window Help.

Macro Recorder

Select the items from the proxy hisory that you wish to include in the macro, and click *OK". Note that to record a macro now using your browser (TjrgarcapEiaion)
you will need to ensure that proxy interception is tured off.

Macro Editor

@ [Fiter: widing css, image and general binary content [&]
Dsteent g [#  alnost [Method | URL Paams |Edited |Status |Length |MIMEtype |Extension| 3nalso testthe macro
Socontim felsgy) 2 httpiiocalhost. GET TOVWA-masterjvulnerabilities/brute]

Macro description
Macro items:
#  [Host |

Configure item |
b vovews |
Move down
Remove item

= [EiS D
T = \
A e " [Raw params | meaders | vex | \ !

GET /OVWA-naster/vulnerabilities brute/ HTTP/1.1 T
Host: localhost

User-Agent: Mozilla/s.0 (XI1; Linux x86_64; rvi67.0) Gecko/20100101 Firefox/67.0

Accept: text/htnl, application/shtnlsxnl,application/xnl;q=0.9,%/+;4=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate
Connection: close

Cookie: security=high; PHPSESSID=6v7ohvtiblbq77abfeljfazgaz Re-analyze macro
Upgrade- Insecure-Requests: 1

BEE

\ ok [Cancel

DVWASeci | ) (= ) ) [ serchtom ~Y 0 matches Jioundtrsck) I

PHP Info e
— oK Cancel

oneriliyor
About



Gelen Macro Editor ekraninda daha aym http talebi tekrar segilir ve Configure item butonuna
tiklanarak kural tanimlama sayfasina gidilir.

Burp Intruder Repeater Window Help

(i i i el e et e lcoeaien oo IR Lol el

lity: Brute For X onnections | HTTP | sst | Sessions | Misc

Macro Editor

(2) Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro
to confirm it is working correctly.

Macro description: |Macro 1

Macro items:

# | Host | Method [URL [ status | Cookies received | Derived parameters | [ configureitem |
1 hitp:/flocalhost. GET JDVWA-masterjvulnerabilities/brute/

Configure the selected

Move down
|
Remove item

< y 4 o3

o ~ yd
I ) J |

GET /DVWA-master/vulnerabilities/brute/ HTTP/1.1 ) T t
Host: localhost.
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0

Accept: text/htnl,application/xhtml+xnl,application/xnl;q=0.9,%/%;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate b) e e
|

Connection: close
Cookie: security=high; PHPSESSID=6v7ohvtiblbq77abfeljf37gaz

Upgrade-Insecure-Requests: 1 . [_Re-analyze macro
2 ) (=] (£] (=) [type 2 search term 0 matches Test macro

oK Cancel
DVWASesl [ — p———p T|Soundtrack) |
PHPInfo | —_— m
T Edit oneriliyor
About R
[Broucesy Remove
Logout [ | lar Uitimate ¢

Gelen ekrandaki “Custom Parameter....” (yani kisisellestirecegimiz bir parametre.....) béliimiinde
yer alan Add butonuna tiklanir. Bu kisim bizi sunucudan dénen csrf token degerini tutan hidden
alanin {izerine yapilacak kurallar girebilecegimiz ekrana gotiirecektir.

Burp Intruder Repeater Window Help
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Configure Macro Item: GET request to http://localhost./DVWA-master/vulnerabilities/brute/

() Macro Editor [2) Configure Macro Item

Use the configuration below to Configure how cookies and request parameters are handled for this macro item. ch item. You can also test the macro
to confirm it is working correct!
Cookie handling

Macro description: | Macro 1 (¥ Add cookies received in responses to the session handling cookie jar

Macro items: ) Use cookies from the session handling cookie jar in requests
# | Host meter handling i Configure item
1 [
Move up
Move down
-
Remove item
- | |
Raw | Params | Headers |t |

GET /DVWA-master/vulnerab,
Host: localhost.
User-Agent: Mozilla/s.o (
Accept: text/htnl,applica
Accept-Language: en-US,en
Accept-Encoding: gzip, de
Connection: close

Cookie: security=high; PH
Upgrade-Insecure-Requests

Custom parameter locations in response

Name [ Value derived from

Re-analyze macro
v
| omatches Test macro

3 Cancel

DVWA Secu (] —cEr) [soundtrack) i

LEEEH




Gelen ekranda sectigimiz http talebinin yanit paket icerigi yoksa Fetch Response butonuna tiklanir.

Gelen http yanitinda csrf token olan html diigiimiinti bulmak icin arama kutucuguna token v.b.

ifade girilir.

Pictures
Burp Intruder Repe]

(2) Macro Editor

Use the configuration below to
to confirm it is working correct

Macro description: |Macro 1
Macro items:

#  |Host |

1 hitp:/flocalhost.

— |

GET /DVWA-master/vulnerak
Host: localhost.

User-Agent: Mozillass.o (
Accept: text/htnl,applicé
Accept-Language: en-US,ef
Accept-Encoding: gzip, dé¢

=high; Ph
Upgrade-Insecure-Requests

)]

DVWA Secu ol

PHP Info e
oty Remove

Ml Duplicate I

Define Custom Parameter

(2) Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in subsequent
macro requests, and the location within this response from which the parameter's value should be derived.

Parameter name:

[ Extracted value is URL-encoded

Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration automatically.
You can also modify the configuration manually to ensure it works effectively.
 Define start and end (J Extract from regex group

© start after expression:

O start at offset: Case sensitive

@® End at delimiter:

O End at fixed length:

(J Exclude HTTP headers ) Update config based on selection below

Fetch response |

Issue the request to obtain the response |
T

The request has not yet been issued - click "Fetch response" to issue it

3 Cancel

chitem. You can also test the macro

—
Move down

A

Re-record macro
I |
v
| omatches Test macro

OK Cancel

E]

|Soundtrack) |
m
sneriliyor

lar Ultimate C

me Pictures
Burp Intruder Repe]

Macro Editor

Define Custom Parameter
Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in subsequent
macro requests, and the location within this response from which the parameter's value should be derived.

Parameter name:

[ Extracted value is URL-encoded

t
Use the configuration below to ch item. You can also test the macro
e q Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration automatically.
g corre
You can also modify the configuration manually to ensure it works effectively.
Macro description: Macro 1  Define start and end (J Extract from regex group
Raclisns © start after expression:
# | Host | O start at offset: Case sensitive i Configure item
1 hitp:/flocalhost.
Move up
@® End at delimiter: " Movedown
O End at fixed length — |
[Fe—— I >
| (J Exclude HTTP headers ) Update config based on selection below Refetch response
[Raw | Params | Headers HTTP/1.1 200 0K T |
Date: Thu, 20 Jun 2019 02:53:41 GHT
GET /DVuA-master/vulneral Server: Apache/2.4.29 (Ubuntu) I t
Host: localhost  o|  |Expires: Tue, 23 un 2009 12:00:00 T
ser-Agent: Mozilla/s, Cache-Control: no-cache, must-revalidate
Accept: text/htnl,applicé oragma mo-cache
Vary: Accept-Encoding I
Content-Length: 4417 Re-record macro
Connection: close F
[oma s At | Content-Type: text/htnl;charset=utf-8 e |
2EEE A ometches [ Testmace |
2J (EDEND <!D0CTYPE html PUBLIC "-//W3C//DTD XHTHL 1.6 Strict//EN" | omatches Test macro
“http://www.w3. org/TR/xhtml1/DTD/xhtml1-strict. dtd">
oK Cancel
<html xmlns="http://www.u3.0rg/1999/xhtnl"> [Lok ] [Lcancel ] |
= nc S
DVWA Secu 1 <head> | — |Soundtrack) |
= -3 <neta http-equiv="Content-Type" content="text/htnl; charset=UTF-8" /> v b 5
n et
Edit <) (=] (2] [1ype a search term 0 matches Gneriliyor
About SrE— ——— —
oo Remove oK Cancel
lar Ultimate C
Logout Duplicate | L
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Define Custom parameter

5 w Define Custom Parameter
@

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in subsequent
macro requests, and the location within this response from which the parameter's value should be derived.

Parameter name:

(2) Macro Editor

[ Extracted value is URL-encoded
Use the configuration below to ch item. You can also test the macro
| Define the location of the parameter value. Selecting the item in the response panel will create a suitable configuration automatically.
to confirm it is working correct [ 2
You can also modify the configuration manually to ensure it works effectively.
Macro description: Macro 1  Define start and end (J Extract from regex group

Macro items: © start after expression:

#  |Host

1 http:/flocalhost.

@ End at delimiter: Move down

O End at fixed length: !

Remove item

O start at offset:

<K | L3
Request | Response [ Exclude HTTP headers [¥) Update config based on selection below Refetch response

jRaw Params | Headers <h2>Login</h2> Iy |

GET /DVWA-master/vulnerak gEre

Host: localhost. nethod="GET N
User-Agent: Mozilla/s.o |
Accept: text/htnl, applice

: r />
Accept-Language: en-US, ef <input type="password® AUTOCONPLETE="off" name="password*s<br />

Accept-Encoding: gzip, d¢ <br /> Re-record macro
Connection: close

<form action

="text” name="username"><br />

Cookie: eyohigh; Pl <Jr\pu( type="subnit" value="Login" name="Log: I
PR S A | formy <P Typacthisden: caneusar ERRER- valios aerdfobabaf1asans1asoodzbasfes’ /> Re-analyze macro | |
| </form> — v

BEEEH i Z | omatches Test macro
z:%:hnre Information</h2> oK Cancel
H

N <li><a href="https://w.owasp.org/index.php/Testing_for_Brute_Force_(OWASP-AT-004)" B
DVWA Secu - | target="_blank">https://waw.owasp.org/index.php/Testing_for_Brute_Force_(OWASP-AT-004)</a></li> b= |
SN -2 <li> v 7 m
PHP Info =i

Edit 2 [ <[+ ][> ]]token 1 match Gneriliyor
About —

Logout i, L lar Ultmate

Csrf token degerini tutan alan bulunduktan sonra http talep paketinde kisisellestirecegimiz
parametrenin ismini alip ekrandaki Parametre Name textBox’1ina koyalim. Bu, http taleplerinde
hangi parametre’nin isaretlenecegini ve makronun iizerinde ¢alistirillacagi bilgisini saglar (not: Bir
nevi http talep paketindeki csrf token’1 $ ‘lama).

Sonra ekrandaki http yanit paketi {izerinden csrf token degerini komple fare ile secelim. Burp’te
tamimlamakta oldugumuz makro, burp’iin s6zliik saldiris1 esnasinda http talep paket
gonderimlerinde karsilik olarak alacag http yanit paketlerinde nereye bakacag bilgisini gormiis
olacaktir. Bu sayede her gelen http yanit paketlerindeki belirtilen bélgeyi alip sonraki http talebinde
paketteki isaretlenen parametreye ekleyerek http talep paketini génderecektir.

me  Pictures
Burp Intruder Repef Define Custom Parameter

(2) Define Custom Parameter

Configure the details of the custom parameter location. You need to specify the name that is used for this parameter in subsequent __

macro requests, and the location within this response from which the parameter's value should be derived. m
Parameter name: s aken - a)
t

[ Extracted value is URL-encoded

(2) Macro Editor

Use the configuration below to

ch item. You can also test the macro
to confirm it is working correct [ 2

gm in the response panel will create a suitable configuration automatically.
orks effectively.

Macro description: Macro 1 @ Defi (J Extract from regex group

Macro items: value=" value="(*?) nx09\x09</form

Move down

@ staff after expression:
#  |Host

1 hitp:/flocalhost.

O staff at offset: 3208

© Endlt delimiter: A \ANX09x09< form>

O End aNgxed length: 3

<X |

Request | Response u E"‘;! ' = a Refetch response
j Raw | Params | Headers / <h2>Login</h2> Iy |

—

&L Update config based on seleciig

GET /DVWA-master/vulnerak <forn action="#" method="GET"> [
Host: localhos Username N

B />
User-Agent: Mozilla/s.0 | - nschr />
accept: toxepmint pptnes (C Samput Sypestiext! namestusernanets<br /.

Accept-Language: en-Us,er
<input type=*password* AUTOCOMPLETE=*off* name=*password*><br />

Accept-Encoding: gzip, d¢ D PR " Re-record macro

Connection: close o .

Cookie: securitychigh; P <input type=" ;udzlt value="Login" knzme {oq)r\ S S r ]

o ol <input type='hidden’ name='user_token' value-'SE7@¥OBEbATIB6IESIAS00AZ6TIATEDT /> s |

</form>
= EE s /P | o matchos ([t
z:%:Mnre Information</h2> oK Cancel

" <li><a href="https://wwy.owasp.org/index.php/Testing_for_Brute_ForcQuA)p-AT-004)" B " i
DVWA Secu ™ | target="_blank">https://waw. owasp.org/index.php/Testing_for_Brute_Force_(owasp-AT-od) ¥ af</1i~ | =4 [Soundtrack) |
— - lir<a v E

SHERR L (e ] ) e 1match dneriliyor
About 2

ul nemuvi oK Cancel
Logout aiiplissr ‘ L lar Ultimate C

Burp makrosu artik gonderilen http talebine karsilik gelen http yanitindaki belirli bolgeden gelen
degeri http talebindeki isaretlenen parametreye ekleme kuralina sahiptir.



[*] Bilgi:

Yukaridaki makro kural girme penceresinde “Parameter Name” metin kutusuna http
yanitinda yer alan user_token parametre isminin girilmesi islemi yapilmamaktadir. Sayet
Oyle olsaydi parametre degerini cekecek kural olusturma (fareyle se¢ ve bolge

koordinatini goster) islemine gerek kalmazdi. “Parameter Name” metin kutusuna http
taleplerindeki bir parametrenin ismi girilir. Alt tarafta ise bu parametrenin, degerini nereden
alacag kurah girilir.

Burada deginilebilecek bir bagka nokta daha vardir: Makro kural girme penceresinde gelen http
yanitlarindaki token field’inin degerini cekme kural fare hareketlerimize gore olustugundan
gercekten bolge secme kurali dogru mu olugsmus net gorebilmek icin ayni ekranin sag tarafindaki
Extract From Regexp Group secenegine tick atilabilir. Boylece burp, fare secim hareketimize gore
olusturdugu otomatik kural bu sefer Regexp Pattern karsilig1 olarak (yani daha okunur bir formatta)
ekrana verecektir ve eger pattern’1 hatali bulursak elimizle diizeltmeye gidebilecegiz.

Define Custom Parameter

Canhioaue e detal o o costmn parametay \ ooy peed T echy e e s
m uecte, and the lacation within this « From which the parameter-s value shoul

al e
acro re on wil ro ra Thould be derived: - T o i
Parameter name: |user_token

[ Extracted value is URL-enco ded

(2) Macro Editor

Use the configuratior b\wt h item. Y Iso test the m:
Def f th \ ation of the parameter value. Selecting the item in the response panel will create a suitable configuration automatically.
to confirm it fs warking corred] @°
modi fy the configuration manually to ensure it works effectively.
Macro description:  Macro 1 () pefin @ Extract from regex group y)
Macro items tart after expression: | value= value='(+7)" />\Anix09\x09</form> v
ERIT: | oo B T—— r
1 http://localhost.
Daha kesin cimbizlama:
RegExp
< y - W
[—Mquesl ﬁspme () Exclude HTTP headers ) Update config based on selection below Refetch response
-

[Raw | Params | Headers
T

GET /DVWA-
Ho:

7dfobsbaf18638514500d2bf3afe0s] />

OEEE M </dive
<H%>Mnre Information</h2>
DVWA Sect —3 target="_blank">] http //w:‘: n:;t:: /;;dephpn L dq fphp” e (HWASP e m;mw e | =4 Soundtrack) |
PHP Info DR 2 match nerityor
i MJ oK cancel
Logout [owplcate J . lar ltmate

Ardindan OK butonuna tiklanir. Ekrana bir énceki ekran “Configure Macro Item” ekrami gelir.



Burp Intruder Repeater Window Help

(i i i el e et e lcoeaien oo IR Lol el

Ut BrUFo X [Gomections | vire | sot [ sessiona [ winc]

Configure Macro Item: GET request to http://localhost./DVWA-master/vulnerabilities/brute/

() Macro Editor [2) Configure Macro Item

Use the configuration below to Configure how cookies and request parameters are handled for this macro item. ch item. You can also test the macro
to confirm it is working correct!
Cookie handling
Macro description: Macro1  Add cookies received in responses to the session handling cookie jar
Macro items:  Use cookies from the session handling cookie jar in requests

# | Host Parameter handling i
! Move up

_ Movedown
_ Removeitem

Fe—— |
Raw | Params | Headers | b 1

GET /DVWA-master/vulnerab N [
Host: localhost.

User-Agent: Mozillass.o (i
Accept: text/htnl,applica
Accept-Language: en-US,en
Accept-Encoding: g2ip, de user_token From regex group: value="(-+2)' />\Anx09\x09</form>

Re-record macro
Connection: close Edit
Cookie: security=high; PHI f I
Upgrade- Insecure-Requests Remove . [_Re-analyze macro
(3| S ER I ENET | omatches e

oK. oK. Cancel
[rancer |

Custom parameter locations in response

Name [ Value derived from Add

i

i

H

DVWA Secu |
PHP Info —— m
e Edit @neriliyor

[Broucesy Remove
»
Logout (i L lar Utimate ¢

Bu ekranda goriilebilecegi tizere kisisellestirecegimiz parametrenin ismi (yani http taleplerinde
gonderilen bir parametrenin ismi), o parametrenin degerinin de nereden tiiretilecegi bilgisi (yani
http response’dan gelen bir degerden tiiretilecegi bilgisi) yer alacaktir. Bu, bizim login form’una
submit denemesi yaptigimizda yanlis deneme sonrasi kars tarafin http response’u icerisinde gelen
csrf token random degerini alma kuralimizdir.

Bu ekrani OK diyerek gecelim. Ardindan gelen ekrana da OK diyelim.

@ Home  Pictures

Burp Intruder Repeater Window Help
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- Vulnerability: Brute Fo X [ connections | HTTP | ssL | Sessions | Misc

«

Macro Editor

(2) Macro Editor

Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro
to confirm it is working correctly.

Macro description: |Macro 1

Macro items:
# | Host. | Method | URL | Status | Cookies received | Derived parameters | configureitem |
1 hitpflocalhost. GET JDVWA-master/vulnerabilities/brute/
Move up
Move down
— (
Remove item
< A

Request | Response
[Raw | Params | Headers [ ex |
GET /DVWA-master/vulnerabilities/brute/ HTTP/1.1
Host: Llocalhost.
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate e
Connection: close \BaTE R |
Cookie: security=high; PHPSESSID=6v7ohvtiblbg77abfeljf37ga2

Upgrade-Insecure-Requests: 1 g Re-analyze macro | |
2 ) (=] (£] (=) [type 2 search term Nes e

\ ox ) (cancel

v

| - - - 1
DVWA Sect [ [ ] T[Soundtrack) |
_ m
PU info Ceic | @neriliyor
oty Remove
2 "
Logout (i L lar Utimate ¢

Sonra, ekranda yer alan Tolerate URL mismatch when matching parameters (use for URL-agnostic
CSRF token) secenegine tick atilir ve OK butonuna basilir.
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| (s snsaa] s men) s ] ssamen] D] sl i R 0w e
¥ [ ‘connections | HTTP | ssL | sessions | Misc

= 5 o action edl 5 =

(@) Sesd Session handling action editor - Rule 1 H

— 1 N
] ‘(’;’: ;; @ rhms action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the result of 7
the macro.

sters), and
of the rules
that al

Select macro:

Macro 1

Add
Edit

| o Note that the request currently being processed by this session handling rule will sill be issued, so the macro should not include this request unless it
! is necessary to issue it twice.

 Update current request with parameters matched from final macro response
© Update all parameters except for:

Edit

© Update only the following parameters:

@ Cook| ==
= =il A

! Burpr

| (2 i @ Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

| onit  Update current request with cookies from session handling cookie jar

=) % [ R —— b)
Ot Edit
= © Update only the following cookies:

! @ Maci| () After running the macro, invoke a Burp extension action handler:

@ A= L —_ g tokens,
oK cancel

Edit
Remove
Duplicate L

Ve son olarak gelen bir 6énceki ekranda yer alan Scope sekmesine gecilir. Bu sekme altinda burp
aksiyonu olarak sadece Intruder’u secelim. Boylece olusturdugumuz makronun burp’iin sadece
Intruder sekmesi altinda etkin olmasini saglariz. Diger sekmelerinde belki ayni1 anda farkh islemler
yiiriitiiyor olabiliriz ve bu makronun araya girip ¢orba olmasini istemeyebiliriz.

Ayni ekrandaki URL Scope kismina ise Use suite scope diyerek daha sonra tanimlayacagimiz target
url scope kismindaki url bilgisi disinda bir url eger isleme tabi tutuluyorsa ona makroyu uygulama
demis oluruz.

Boylelikle makro Burp’iin sadece Intruder sekmesi altinda ve bu sekme altinda da sadece belirli
url’e yapilan islemlerde kullanilabilir olacaktir.

Bu islemler sonrasi ekrana OK diyelim.

Burp Intruder Repeater Window Help

| (s snsaa] s men) s ] ssamen] D] sl i R 0w e

! [ connections | HTTP | ssL | sessions | Misc
P T

(2) Sessi Session handling rule editor

B
=) Youcal Scope sters), and
& anp

of the rules
thatarl () Tools Scope a )
Select the tools that this rule will be applih to.
3 (O Target {J scanner, (J Repeater
[ O Spider & intrude O sequencer

Rert (J Extender (J Proxy (use with caution)

N

(7) URL Scope

Use the configuration below to control which URLS this rule applies to.

O Include all URLs

| © Use suite scope [defined in Target tab] & b
o mo
© Use custom scope

(7) Parameter Scope

You can restrict the rule to requests containing specific parameters if required.

BIS)
a
g

() Restrict to requests containing these parameters

Amac tokens,

| ok | [ cancel
Edit {

BIS)
4
2

Remove
Duplicate




Burp proxy’sini Intercept On yapalim.

Burp Suite Community Edition Temporary Project
Burp Intruder Repeater Window Help
Target | Proxy | Spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

‘j Intercept | HTTP history | WebSockets history | Options |

Forward Drop Intercept is off Action

Raw Params Headers Hex

®

Burp Suite Community Edition Temporary Project
Burp Intruder Repeater Window Help
Target | Proxy | Spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

‘j Intercept | HTTP history | WebSockets history | Options |

Forward Drop [interceptis on | Action

Raw Params Headers Hex

7.

Dvwa’nin csrf token korunakli html login form’una submit yapalim.

amn Vulnerable Web Application (DVWA) v1.10 *Development* -

# localhost, “ in @ o

Din)

= Vulnerability: Brute Force
Instructions Login
Setup | Reset DB

Username:

admin

Password:

Command Injection
CSRF
File Inclusion Loain

(FileUpload |
Insecure CAPTCHA More Inforgation

SQL Injection 0
SQL Injection (Blind) N
Weak Session IDs

XSS (DOM)
XSS (Reflected)
XSS (Stored)




Burp paketi yakalayacaktir ve bekletecektir.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target [ sy | spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

j It cpt | HTTP history | Websockets history | Options |

[:#) Request to http:jlocalhost. 80 [127.0.0.1]

[ roward | orop | [Tinterceptison | [ Action |
Raw | Params | Headers | Hex
GET /DVWA-master/vulnerabilities/brute; usernane=adninspassword=sdkLf]klsaf [K&Login-Logintuser_token-12a72f3dbsebd 5cbbo02fees824tbac HTTP/1.1 0

Host: localhost.
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/%;q=0.8
Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://localhost./DVWA-master/vulnerabilities/brute/

Cookie: security=high; PHPSESSID=6v7ohvtiblbq77abfeljf37ga2
Upgrade-Insecure-Requests: 1

Paketi Intruder sekmesine yollayalim.

Burp Suite Community Edition v1.7.36 - Temporary Project

@ Home  Pictures
Burp Intruder Repeater Window Help

Target [ sy | spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

ELESECEDS U 0tec et | HTTP history | websockets history | Options |

< X @ [:#) Request to http:jlocalhost. 80 [127.0.0.1] |

Forward Drop. [interceptis on | Action

Raw | Params | Headers | Hex

GET /DVWA-master/vulnerabilities/brute; 2usernane=adnin&password=sdkL 7] kLsd7 KaLogin=Logintuser_token=12a7273dbsebdf5cbb002fee58247b3c HTTP/1.1 T
Host: localhost..
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/html,application/xhtml
Home Accept-Language: én-US,en;=0.5
O ccept-Encoding: gzip, deflate 3
Instructions  Connection: close e FlIETGe
~— _Referer: http://localhost./DVy
Setup I ResetIcookic: securs tyohioh: o4 SR REEERT cat]
S Upgrade-Tnsecure-Requed®S: 1 send to Sequencer

send to Comparer

Send to Decoder
Request in browser >

Send to Spider

[ETEE |
Command In'd
CSRF I
File Inclusion I

Engagement tools [Pro version only] S i
Change request method
Change body encoding

= Copy URL )
File Upload e
_File Upload Copy as curl command
Insecure CAP Copy to file
— |
SQL Injection Paste from file
| Save item
SQL Injection Don't intercept requests > |
Weak Session Do intercept > )
Convert selection >
LESEY) URL-encode as you type
XSS (Reflecte cut crl+x |
XSS (Stored) Copy ctrl+c |
—= Paste ctrl+v,

ESERYIS=S Message editor help |
| JavaScript Proxy interception help

DVWA Soclld' !
PHP Info I |
About I
b
v,

Logout | () (<) () (=) [ s sooiom 0 matches

Intruder -> Positions sekmesi altinda paketteki gonderilen parametrelerden username’e admin
bilgisini girelim ve password kismini ise degisken yapmak i¢in $’la isaretleyim. CSRF token
parametresini ise birakalim. Zaten o parametreyi tanimladigimiz makro dinamik bir sekilde
giincelleyip duracaktir.



Burp Suite Community Edition v1.7.36 - Temporary Project
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Burp Intruder Repeater Window Help

(e e R =t =i ool [comeal [ el et [Ussuaptam e

. ility: Brute Fo )(I ]XIZXT-"W
<« X @ Target [ Positions | Payloads | Options | ]

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions
I

- see help for full details. 0
Attack type: [ Sniper D)
(]
Home oET & Add s
[Home iy /DVWA-master /vulnerabilities/brute/?usernane=adninspassword=§sdklfjklsdf1kLogin=Loginsuser_token=12a72f3dbsebdf5cbboo2feesa24fbac
Instructions HTTP/1.1 Clears
ST Host: localhost.
Setup | Reset User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 F: oA |l
e pccept: toxt/htal, application/xhtnlsxal applacation/xn /%3020, L aws
lAccept-Language: en-US,en; g =
l:l |nccept-Encoding: gzip, it [ Refresh _J
- Connection: close
Command Inje Referer: http://localhost./DVWA-master/vulnerabilities/brute/ I
Cookie: security=high; PHPSESSID=6v7ohvtiblbq77abfeljf37ga2 v
CSRF Upgrade-Insecure-Requests: 1 L
File Inclusion |
| N
File Upload
Insecure CAP
L
SQL Injection |
SQL Injection I
Weak Session !
XSS (DOM)
XSS (Reflectet I’
XSS (Stored) I
CSP Bypass )
JavaScript
| r
DVWA Securit L
PHP Info - |
| About 2 (<[ +]|[>] rypeasearchterm 0 matches clear
Toeee | 1 payload position Length: 559

| Waiting for localhost. T s i on

Intruder -> Payloads kismindan degisken yaptigimiz parametreye bir sozliik dosyasi atayalim.

Burp Intruder Repeater Window Help
Target | Proxy | spider | scanner [intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |
2

(st

Payload,

— X
Start attack | 7\

You gg#flefine one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available

ch payload set, and each payload type can be customized in different ways.
yload set: (1 ~ Psyl ad c
a yload type: [ sSimple list ~ Req eofnt: o

This payload typ Look In: (& Desktop.

Paste

E\

@) (o] (a) @@

D

x [ Kariyer Basamaklan.docx
[ Lnwservers includekarabuk Bilgiler
[ Mutillidae Video Ser

¢ L i
rce Adimlan.docx | [ olasisifreler.txt % ( )
[ PhpMyAdmin Basic Aut ntials ™

HEm

Remove

Clear |
< M

Add | [Entera new item FileName: | olasisifreler.txt \
Add from list ... [Pro version only] | Files of Type: [All Files D]

| =) ,

Payload Processing

s used.

You can define rules to perform various processing tasks on each payload before i

Add Enabled | Rule

Edit h

Remove >

ik

Down

Payload Encod

ng

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.
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e e e e e e e e

G eal=l

[ Target | positions | Payloads | options |

— S
(@) Payload Sets Start attack | ™
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available
for each payload set, and each payload type can be customized in different ways.

Payload set: (1 %) Payload count: 10
Payload type: [ Simple list ) Request count: 10

Payload Options [Simple list]

®

This payload type lets you configure a simple list of strings that are used as payloads.

| paste | | abedefg N

‘ dsflkjds I
Load .. | |dsfdsfdsf

| ssdf o

Remove | | password

| Cloar | |dsfdsfds r
[Lctear | Sofastas

fdcfdefd L]

Add_ | [Entera new item

Add from list .. [Pro version only]

Payload Processing

®

You can define rules to perform various processing tasks on each payload before it is used.

Add | [Enabled  |Rule

‘ Edit

i

Remove

!

il

Down

(2) Payioad Encoding [

| This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

Ardindan Intruder -> Options sekmesine gelip Grep - Match boéliimiine sadece oturum acgikken
goriilebilecek Hosgeldiniz vari bir ciimleyi Add ile ekle ve Flag kutucugunu tick’le islemlerini
yapalim. Boylece oturum agildiginda Hosgeldiniz vari ciimle tick igaretli olacaktir ve sifreyi
kirdigimiz1 gorebilecegiz.
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Imn

Target | positions | Payloads | options |

minutes r

Attack Results

&

These settings control what information is captured in attack results.

G

 store requests

@ store responses

@ Make unmodified baseline request

[ Use denial-of-service mode (no results)
(J store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

@ Flag result items with responses matching these € b )

paste | | Welcome to the password protected area

&

G

Load ...

Remove "
clear

Add | [welcome to the password protected area | % a )

Match type: @ Simple string
O Regex

i

[ case sensitive match
@ Exclude HTTP headers

(@) Grep - Extract

(@) These setings can be used to extract useful information fom responses into the attack resuls tabl.

[ Extract the following items from responses:

<

[ add ||

Son olarak tamimladigimiz makro’ya url scope olarak “Use suited scope” dedigimiz icin burp’iin
Target sekmesine gidelim ve {izerinde islem yapacagimiz url’i (DVWA-master localhost’ta oldugu
icin localhost.’u) scope olarak belirleyelim.
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Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

~ )

ng axx respdwel; Jiding empty folders

— [Method | URL [Params |Status 4|Length |MIMEtype | Title
GET JDVWA-masterjvulnerab... 200 4708 HTML Vulnerability &
Add to scope acter/ TN
Spider this host GET JDVWA-mastgmbolt.php HTML
s w3.org Actively scan this host L GET jovwa-mastgdywpis)... script
Passively scan this host 3 GET /pvWA-master/dvdajist. script
Engagement tools [Pro version onlyl > | GET JDVWA-masterfinstructi. HTML
L GET JDVWA-master/logout.php HTML
Compare site maps cer ey
Expand branch e fiston
Expand requested items | GET /DVWA-master/setup.php HTML
Delete host L GET /DVWA-masterjvulnerab. HTML b
Copy URLS in this host L GET JDVWA-masterfvulnerab. HTML v
Copy links in this host i
Save selected items ponse |
Show new site map window
| Headers [ Hex |
Site map help
ter/vulnerabilities/brute/ HTTP/1.1 0
Host: localhost. P

User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
Accept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/%;q=0.8
Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: security=high; PHPSESSID=6v7ohvtiblbq77abfeljf37gaz
Upgrade-Insecure-Requests: 1

Scope eklemesi sorunsuz mu Target -> Scope’dan teyit edelim.

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

| e e i e e i e e ) (e i)

(s

(@) Target sfop

&) Define the ln-scope tMugs for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scape is to browse to your target and
(8 ise the context menus in the site map to include or exclude URL paths.

[ Use advanced scope control

include in scope y,

Add Enabled prefix
\
— ] http:/flocalhost./
\namea D

[ roxd... |

Exclude from scope

[ add | [Enabled |Prefix
e

_ Remove | >
| Paste URL |

[ roxd... |

Not: localhost’un sonunda nokta olmahdir. Diger tiirlii giincel linux firefox’larda burp, localhost
trafigini kesememekte.

Ve saldiriy: Intruder -> Options -> Attack ile baglatalim.
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Target [ Proxy | spider | scanner | intruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | User options | Alerts
-]

[Torget [ Positions [ paioads [ opians)]

Request Headers

startartack | T

‘These settings control whether Intruder updates the configured request headers during attacks.

@E

[ Update Content-Length header
@ set Connection: close

(2) Reauest Engine

These settings control the engine used for making HTTP requests when performing attacks.

C)]
Note: Some of these options are not available in the Community Edition of Burp.
Number of threads: 1
Number of retries on network failure: |3
Pause before retry (milliseconds): [2000 |

Throttle (milliseconds): @ Fixed o

) step

start time: © Immediately
Om10 minutes

O paused

Attack Results

These settings control what information is captured in attack results.

CIS

@ store requests.
@ store responses
@ Make unmodified baseline request

) se denial-of-service mode (no results)
(O store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

@E

& Flag result items with responses matching these expressions:
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(Target | Proxy | spider | scanner | intruden | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

8

= Attack Save Columns

(2) Rel [Results | Target | positions | payloads | options |

Intruder attack 1

0
itart attack | T\

© me‘ﬁl(er: Showing all items. 1@
m'}ﬁequest 4| Payload | status |Emor | Timeout | Length | Welco... | Comment
o 200 [=] [=] o
11 abedefg 200 o O 4760 8
5] Rel|2 dsflkjds 200 o O 4760 o
& 95 dsfdsfst 200 =] O a0 5]
©@ ™| ssdf 200 8] (S =]
s password 200 5] SR [ %
6 dsfdsfds 200 o a 4760 a8
nu| 7 sdfdsfds 200 o (8] 4760 a8
8 fdsfdsfd 200 o O a760 o
nud| @ sfdsfds 200 =] O 4760 o
10 fds 200 o O a7e0 8
Thre.
user_token parametresi degeri
dinamik olarak edinilip s6zlUk
@ Att w oy . .
o™ saldirisi devam ettirildi ve sifre
- | tespit edilebildi.
@
() Finished S =
() store full payloads
[2) Grep - Match
@ These settings can be used to flag result items containing specified expressions.
@ Flag result items with responses matching these expressions:

ar

Boylece dvwa high seviyesindeyken brute force ekraninda sifre kirma saldiris1 yapabildik ve dogru
sifreyi elde edebildik. Saldir1 sirasinda csrf token’in giincellemelerinin yapilip yapilmadigini
gonderilen http talep paketlerindeki token parametresinin degerinin her gonderimde farkli
olusundan anlayabiliriz.

Asagida token parametresinin gonderilen her deneme paketinde farkl token degeri aldigim

goriintiilemektesin.

Burp

Intruder Repeater Window Help

[Target [ ro | spider | scannor | inruden] repeater | sequencer | pecoder | comparer | Extender | project options | User options | Alers |

@
&

SIS

@

Attack Save Columns

Intruder attack 1

Re'j Results | Target | Positions | Payloads | options |

T
tart attack | 7

The
‘ Filter: Showing all items

@ Reauest 4] payload [Status  |Emor  |Timeout |Length  |Welco.. |Com: ]
0 200 O O 4760 O
NES abedefg 200 8] O 4760 8] 13
Rel|2 dsflkjds 200 8] O 4760 8]
3 dsfdsfdsf 200 =] O 4760 o
The 4 ssdf 200 8] O 470 8]
et 3 password 200 5} O e 7]
6 dsfdsfds 200 o O a7e0 o
n| 7 sdfdsfds 200 o O a7 o
s fdsfdsfd 200 8] O 4760 8]
Nun| @ sfdsfds 200 =] O 4760 =]
10 fds 200 =] O 4760 o
Pay
Thre

Request | Response

stat (g Params | Headers | Hex |

GET
/DVWA-naster/vulnerabilities/brute/?usernane=adninspassword=sdklf jklsdflksLogin=LoginSuser_token=53e2b857def158c28350dee677467547

HTTP/1.1
“Host: localhost.

User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
AttAccept: text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/*;q=0.8

b)

the AcCept Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

@ :Connection: close
‘Referer: http://localhost./DVWA-naster/vulnerabilities/brute/

%u 2 [ <[+ ][> [rypeasearchterm 0 matches

() Finished 5

(J store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

 Flag result items with responses matching these expressions
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Intruder attack 1

Attack Save Columns

Re'j Results | Target | Positions | Payloads | options |

@
| The
0 ‘ Filter: Showing all items

@ ( Reauest 4] payload Status [Emor  [Timeout [Length | Welco... |Comment
200 =] O 4760 =]
e[S Sl i 200 8] O 4760 8] a 13
3 Rel2 dsflkjds 200 5] O 470 5]
_ 3 dsfdsfdsf 200 5] O 4760 5]
@ The| ssdf 200 o O e7e0 o
o (E] password 200 5] O 4798 ]
6 dsfdsfds 200 5] O 4760 8]
" (5 sdfdsfds 200 5] O 4760 5]
8 fdsfdsfd 200 5] O 4760 5]
Nun @ sfdsfds 200 5] O 470 5]
10 fds 200 8] O 4760 8]
pau
Thre
Request | Response
St ([Raw | Params | Headers | Hex |
GET /0w master/vulnerabilities/brute/?usernane=adnindpassword=abcdefg&login=Loginduser_token-cdd7573600a1d9ad2490F304bbcad6d2] I3

HTTP/1
hose: Tncalhos
quser- Agent Nosilla/s.o bat; Linu x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
ext/heal, applacation/xhtloxal, applcation/sol

t .9,%/%;9=0.8
s
e Accept-Encoding: gzip, Gettate

At ncespt.Language: mous.

@®

Connection:
@ Referer: etp://localhost. /ovih-aster/wlnerabilitios/bruto

{Cookie: security: h)qh PHPSESSID=6v70hvtiblba77abfelif37aa2 v

Type a search term 0 matches

Dlnmshed = =

(J store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

@®

 Flag result items with responses matching these expressions:

Burp Intruder Repeater Window Help

e e e e e e e e

Intruder attack 1

Attack Save Columns

[2) Re! [Results | Target | positions | payloads | options |

| The
(&) ™ [Fitter: showing allitems

()
@ ( Reauest 4] payload Status [Emor  [Timeout [Length | Welco... |Comment ]
o 200 O O a760 O
ok abcdefg 200 =] O a760 =] 13
= rdE dsfikids 200 8] O a0 8] a
e 3 dsfdsfdsf 200 3] O 4760 3]
@ The| ssdf 200 o O 4760 o
ot password 200 8] O a7 7]
6 dsfdsfds 200 g g 4760 g
™ | 7 sdfdsfds 200 Ej Ej 4760 Ej
8 fdsfdsfd 200 5] O 4760 5]
Nun @ sfdsfds 200 5] O 4760 5]
10 fds 200 5] O a7 5]
pau
Thre

Request | Response

stat (g Params | Headers | Hex |

GET /DVWA-master/vulnerabilities/brute; usernane=adninspassword=dsfLkjdsLogin-Loginkuser_token-6605787561cob9a34740704chas061as &
HTTP/1.1 —
Host: localhost.
User-Agent: Mozilla/s.0 (X11; Linux x86_64; rv:67.0) Gecku/znmnm] Firefox/s7.0 L
) et text/bnl, spplication/shtalesnl spplication/sal;g-0.,/"
7] Attaccept-Language: en-US,en;
—' ha Accept-Encoding: gzip, biiies
(@) ™ connection: close
@ Referer: http://localhost. /DVWA-naster/vulnerabilities/brute/
Cookie: security: 1qh PHPSESSID=6v70hvtiblba77abfelif37aa2 v
@ Type a search term 0 matches
Dlnmshed = =

(J store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

@®

 Flag result items with responses matching these expressions:

<
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1~ [25
Intruder attack 1
Target
— Attack Save Columns

—_— T Iy
(2) el [Results | Target [ positions | Payloads | Options | start attack | 7\
Th
(&) ™ [Fitter: showing allitems @
1
@ ( Reauest 4] payload [Status  |Emor  |Timeout |Length | Welco... | Comment it
0 200 O O 4780 O
|1 abcdefg 200 o O 4760 o
@) Rel dsflkjds 200 8] O 4760 8]
= 3 dsfdsfdsf 200 8] O 4780 8]
@ ™ df 200 8] O 4760 8]
w5 passwo 200 O O e [ a
6 dsfdsfds 200 8] O 4780 8]
n| 7 sdfdsfds 200 8] O 4780 8]
s fdsfdsfd 200 8] O 4780 8]
Nun| @ sfdsfds 200 8] O 4780 8]
10 fds 200 8] O 4780 8]
Pay
Thre
Request | Response |

stat (g Params | Headers | Hex |

GET /DVWA-master/vulnerabilities/brute; usernane=adninspassword=passwordiLogin-Loginkuser_token-b1d4706102a2d29070ecdasFF5a76355

HTTP/1.1

Host: localhost.
1us,

a/s.0 (x11

x86_64; rv:67.0) Gecko/20100101 Firefox/67.0
+xnl, application/xnl;q=0.9,%/%;q=0.8

gzip, deflate
e

@ Re Thost . /DVWA- vulnerabilities/brute/
| ; PHPSESSID: tiblba77abfelif37aa2

Co h:
I e

Finished [ =

0 matches

at
(J store full payloads

(@) Grep - Match
]

These settings can be used to flag result items containing specified expressions.

 Flag result items with responses matching these expressions

Sonug

High seviyesindeki Dvwa Brute Force ekranina burp ile makro tanimlamasi yokken saldiri
yapildiginda ekrana diisen denemelerde siirekli ayni csrf token degerinin karsiya gonderildigi
goriilmiistiir. Yani burp ile araya girip yakalanan http talep paketinin sahip oldugu token degeri her
defasinda tekrarlanmistir.

High seviyesindeki Dvwa Brute Force ekranina burp ile makro tanimlamasi varken saldir1
yapildiginda ise ekrana diisen denemelerde her defasinda farkli csrf token degerinin karsiya
gonderildigi goriilmiistiir. Yani burp ile araya girip yakalanan http talep paketinin sahip oldugu
token degeri her denemede tekrarlanmamistir.

Ciinkii yakalanan http talep paketi iizerinde makro ile ilave bir isaretlemede bulunduk. Bu ilave
isaretleme ile burp, sunucuya gonderecegi her sifre denemesi paketinde paketi hazir hale getirirken
(vani pakette sifre parametresine sozliik dosyasindaki bir satir1 koyarken) ilave olarak pakette csrf
token parametresine de bir deger koymaktadir. Bu deger en son gelen http yanitindaki token degeri
olmaktadir.

Yapilan ilave isaretlemenin direk Intruder sekmesi altinda sifre parametresine yapildig1 gibi degil de
ayr bir sekmeden yapilmasinin nedeni Intruder sekmesinin is kapsami disinda olmasindandir.
Ciinki Intruder sekmesi elde edilen http talep paketi iizerinde kurallar koyup o paketi karsiya
gonderme {izerine bir faaliyet gosterir. Burada ise http talep paketindeki bir degerin gonderildikten
sonra gelen yanittaki degere gore sekilleniyor olmasi gibi biraz daha dinamik bir kural s6z
konusudur. Bu nedenle Burp, modiilerlik agisindan bu kural bizlere Makro sekmesi altinda yapma
imkani tanimaktadr.

Sonug olarak tanimlanan kurallar (intruder ve makro kurallar1) neticesinde paket tam hazir olduktan
sonra karsiya yollanarak sozliik saldiris1 stirmiistiir ve dogru sifre elde edilebilmistir.



Kaynaklar

https://support.portswigger.net/customer/portal/questions/17460071-csrf-token-extraction-in-forms-

responding-with-3-2-redirect-headers

https://support.portswigger.net/customer/portal/questions/17408949-burp-suite-anti-csrf-post-

https://www.youtube.com/watch?v=U4305cCV{Xo
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