Google Hacking Database (GHDB)

Google Hacking Database sitesi yiizlerce google dork'unun hazir olarak sunuldugu ve belirli bir
tasnife tabi tutuldugu sistemin adidir. Bu sisteme asagidaki adresten ulagilir.

https://www.exploit-db.com/google-hacking-database/
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2016-11-29 "PHP Mailer” "priv8 Mailer" ext:php Footholds
2016-11-29  inurl:".esy.es/default.php” Sensitive Directories
— 2016-11-29 "PHP Credits" "Configuration" "PHP Core" ext:php inurkinfo Web Server Detection
E 2016-11-29 Hostinger © 2016. All rights reserved inurl:default.php Sensitive Directories
= 2016-11-29  intitle:"Integrated Dell Remote Access Controller 6 - Enterprise” Pages Containing Login Portals
= ot
2016-11-29  Meg4-Mail ext:ohp Footholds 52

Ana sayfada sisteme en son eklenen dork'lar siralanmaktadir. Asagida ise sistemde depolu dork'larin

kategorileri yer almaktadir.

Google Hacking Database, GHDB, Google Dorks - Chromium

Home Exploits

Footholds (57
Examples of querles that can help an attacker gain a foothold into a web server

Sensitive Directories (123)
Google's collection of web sites sharing sensitive directories. The files contained in

here will vary from sesitive to uber-secret!

Vulnerable Files (52)
HUNDREDS of vulnerable files that Google can find on websites.

Vulnerable Servers (83)
These searches reveal servers with specific vulnerabilities. These are found in a
different way than the searches found in the "Vulnerable Files" section.

Error Messages (94)
Really verbose error messages that say WAY too much!

Network or Vulnerability Data (70)
These pages contain such things as firewall logs, honeypot logs, network

information, IDS logs... All sorts of fun stuff!

Various Online Devices (317)
This category contains things like printers, video cameras, and all sorts of cool
things found on the web with Google.
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Web Server Detection (s0)
These links demonstrate Google's awesome ability to profile web servers.

Files Containing Usernames (17)
These files contain usernames, but no passwords... Still, Google finding usernames

on a web site.

Files Containing Passwords (200)
PASSWORDSI! Google found PASSWORDS!

Sensitive Online Shopping Info (11)
Examples of queries that can reveal online shopping infomation like customer data,

suppliers, orders, credit card numbers, credit card info, etc

Files Containing Juicy Info (374)
No usernames or passwords, but interesting stuff none the less.

Pages Containing Login Portals (383)
These are login pages for various services. Consider them the front door of a

website\'s more sensitive functions.

Advisories and Vulnerabilities (1996)
These searches locate vulnerable servers. These searches are often generated from
wvarlous security advisory posts, and in many cases are product or version-specific.



Biz “File Containing Passwords”, yani Sifre iceren Dosyalar kategorisine girelim. Kategoriye
girdigimizde ekrana sifre iceren dosyalar1 verecek sistemde kayith tiim dork'lar siralanacaktir.
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Files Containing Passwords

PASSWORDS!! Google found PASSWORDS!
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<< prevnz 3 4 5 next >>

FEEREEET EEERTE

DATE Title Summary
2016-09-21  Inurl:"/wp-content/wpclone-temp/wpclone_backu... Author: Charley Celice (@charleycelice) This dorks often results in backed-up "database...
2016-07-20 site:static.ow.ly/docs/ intext:@gmail.com | Passwo...  This dork results in documents containing passwords that are stuck in ow.ly cache. Majority a...
2016-06-10  site:github.com exticsv userid | username | user-..  Whoops. site:github.com ext:csv userid | username | user -example password Decoy ...
2016-05-05 Intext:"eav" filetype:txt Files containing usernames & passwords of NOD32 antivirus accounts. Google dork: intext:...
2016-04-25 filetype:pcf "cisco” "GroupPwd"... Cisco VPN files with Group Passwords for remote access ...
= 2016-04-14 St=Pestebin comluext @yl cont | @yation toto # Exploit Title: [Files Containing E-mail and Assoclated Password Lists] # Google Dork: [site:...
= 2016-03-11 Intext:"END_FILE" ext:log Description: Files containing passwords Google search: intext:"END_FILE" ext:log Au...
E 2016-01-11  inurl:wp-config -intext:wp-config "DB_PASSWO... 1 give this Dork for Wordpress Passwords. | hope you enjoy with thisl. Dork: inurl:wp-config -...
? 2016-01-07 "Password=" Inurl:web.config -intext:web... This Dork show Passwords of web.config files. Enjoy theml. Dork by Rootkit Pentester. ...

Ekrana verilen tabloya gore dork'un sisteme eklendigi tarih, dork'un kendisi ve dork'u agiklayan
metin sunulmaktadir. En bastaki

Date Title Sumary
2016-09-21  inurl:"/wp-content/wpclone-temp/wpclone_backup/"

kaydina girelim.
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inurl:" /wp-content/wpclone-temp/wpclone_backup/"

Previous
Google Dork Description: inurl:"/wp-content/wpclone-temp/wpclone_backup/”
Google Search: inurl:"/wp-content/wpclone-temp/wpclone_backup/"
Submitted: 2016-09-21

Author: Charley Celice (@charleycelice)

This dorks often results in backed-up "database.sql" files, which contain

WordPress usernames and passwords.

-stmerry



Goriildiigii tizere ekrana google arama kutucuguna girecegimiz dork ve o dorkun ne is yaptigina
dair bir agitklama verilmistir. A¢iklamaya gore dork database.sql dosyasin sunan web sitelerini
ekrana verecektir. database.sql dosyas bir tiir veritaban1 backup dosyasidir. database.sql wordpress
uygulamalarinda sikca goriinen, veritabaninin herseyini alan yedek dosyasidir. Bu dosya ele gecerse
sifreler de ele ge¢mis olacaktir.

Simdi dork'umuzu google'a girelim:

> inurl:"/wp-content/wpclone-temp/wpclone_backup/"

Output:
inurl:"/wp-content/wpclone-temp/wpclone_backup/" - Google'da Ara - Chromium
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7 sonug (0,44 saniye)

Index of /pw3/wp-content/wpclone-temp/wpclone_backup - Sarah Yost
www.sarahwagneryost.com/...wp-contentiwpclone-templw... ~ Bu sayfanin gevirisini yap
Index of /jpw3/wp-content/wpclone-temp/wpclone_backup. Parent Directory - database.sql - prefix.txt -
wp-content/. Apache Server at www.sarahwagneryost.com ...

Bu sayfayr 01.12.2016 tarihinde ziyaret ettiniz.

Index of /wp-content/wpclone-temp/wpclone_backup
www.salescoachforwomen.com/wp-contentiwpclone-templ... * Bu sayfanin gevirisini yap
Index of /wp-content/wpclone-temp/wpclone_backup. Parent Directory - database.sql - wp-content/.
Apache Server at www.salescoachforwomen.com Port 80

Index of /wp-content/wpclone-temp/fwpclone_backup - Parent Directory
workspace.chicagodentistonline.com/wp-contenthwpclone-te... * Bu sayfanin gevirisini yap
Index of iwp-content/wpclone-tempfwpclone_backup. Parent Directory - database.sq| - prefix.txt - wp-
content/. Apache/2.2.31 (Unix) mod_ssli/2.2.31 ...

Index of /wp-content/wpclone-temp/wpclone_backup - Parent Directory
www.ekhayacalls.com/wp-contentiwpclone-temphwpclone_... » Bu sayfanin cevirisini yap
Index of iwp-content/wpclone-tempfwpclone_backup. Parent Directory - database.sq| - prefix.tbd - wp-
content/
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Index of /develop/wp-content/wpclone-temp/wpclone_backup
www.refresher.com/...;wp-contentiwpclone-tempiwpclone_... ¥ Bu sayfanin gevirisini yap
Index of /develop/wp-contentiwpclone-temp/wpclone_backup. Parent Directory - database.sql - prefix.bd

Herhangi birine (6rnegin ilk linke) tiklayalim:



of /pw3/wp-contentfwpclone-temp/wpclone_backup - Chromium
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Index of /pw3/wp-content/wpclone-temp/wpclone_backup

Parent Directory
database.sql
prefix.txt
wp-content/

Apache Server at www.sarahwagneryost.com Port 80

Goriildiigii tizere bir wordpress uygulamasindaki dizin ifsasi zafiyeti sayesinde database.sql
dosyasini goriintiileyebilir olduk. Simdi database.sql dosyasini icine girelim:
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R DROP TABLE wp_commentmeta;

CREATE TABLE ‘wp_commentmeta’ (
‘meta_id’ blgLntEZO) unsigned NOT NULL AUTO INCREMENT,
‘comment_id’ bigint(2@) unsigned NOT NULL DEFAULT '@’
‘meta_key wvarchar(255) DEFAULT NULL,
‘meta value’ longtext,
PRIMARY KEY (‘meta id’),
KEY ‘comment id’ (" comment id'),
KEY ‘meta_key' (‘meta key')
) ENGINE=MyISAM AUTO INCREMENT=5750 DEFAULT CHARSET=utf8s;

INSERT INTO wp commentmeta VALUES("1","42" aklsmet rssult ,"false");

INSERT INTO wp commentmeta VALUES("2","42 {s:4:\"time\";s:15:\"1318999845.2095\";5:7:\ "message\" ;s:28:\"Akismet cleared this
comment\";s:5:\"event\";s:9:\"check- ham\
INSERT INTO wp_| commentmeta VALUES("795" :13:\"cl_post_title\";s:46:\"Should You Stay In A Controlling RE'Latmnshlp?
\";s:11:\"cl_post_url\";s:64:\"http: /Ifesdpruxy google. (um,’~rf(reatlusMonEyE'log,f 3/g14 4abYQ2M/\";s:7:\"cl_prem\";s:1:\"u\";}")

INSERT INTO wp_| conmentmeta VALUES ("796" "akismet_result lse");

INSERT INTO wp_commentmeta VALUES("797","29. " klsmet hlstor t4:{s:4:\"time\";s:15:1"1339437151.1763\";s:7:\"message\";s:28:\"Akismet cleared this
comment\";s:5:\"event\";s:9:\"check-ham\";s
INSERT INTO wp_commentmeta VALUES("241","11!
INSERT INTO wp_commentmeta VALUES("242","119",
comment\";s:5:\"event\";s:9:\"check-ham\"
INSERT INTO wp_commentmeta VALUES("3380",
INSERT INTO wp_commentmeta VALUES("41"
INSERT INTO wp commentmeta VALUES("42"
comment\";s:5:\"event\";s:9:\"check-ham\"
INSERT INTO wp commentmeta VALUES("4","43 k );

INSERT INTO wp_ commentmeta VALUES("5","43 "ai4: {s 4:\"time\";s:14:\"1318999969.639\";5:7:\"message\";5:28:\"Akismet cleared this
comment\";s:5:\"event\";s:9:\"check-ham\" A\ "

INSERT INTO wp commentmeta VALUES("237","118","cl data","a:4:{s:13: \ cl_post_title\";s:33:\"Fixing the Cracks in Your
WEbsltE\”;5:11:\"clipu5t7url\";s:65:\"http:.’/laur1efuley cum/ZBlZ/(M/flxlng the- cracks in-your-website/\";s:7:\"cl prem\";s:1:\"u\";s:6:\"clicks\";i:12;}");
INSERT INTO wp commentmeta VALUES("238","118","akismet result","false");

INSERT INTO wp commentmeta VALUES("239","1L: "akismet history”,"a:4:{s:4:\"time\";s:15:\"1334870796.8505\";s:7:\"message\";s:28:\"Akismet cleared this
comment\";s:5:\"event\";s:9:\"check-ham\" );

INSERT INTO wp commentmeta VALUES("38", "54
INSERT INTO wp_commentmeta VALUES("39"
comment\";s:5:\"event\";s:9:\"check- ham\ s

kismet hlstnry S\"time\";5:15:\"1334888196.7199\";5:7:\"message\";5:28:\"Akismet cleared this
AN user\ ;5:5:\" adm1n\ H
199 "akismet result "false" J

aklsmet result , false )i
ki 14:{

\"time\";5:15:1"1333120484.5399\";5:7:\"message\";5:28:\"Akismet cleared this

\user\";s:0:\"
kismet result"
kismet | hlstury a:d:{s:4:\"time\";s:15:1"1333120452.6036\";5:7:\"message\";s:28:\"Akismet cleared this
t\"user\”;si5i\" admln\ 1)

90", "cl data "a:3:{s:13:\"cl_post_title\";s:29:\"Who are you willing to upset?

\";s:11:\"cl_post_url\";s:147:\"htt| Wy rhfe(ua(hlng com/2012/who-are-you- wﬂlmg to-upset/?utm_source=rss&#038;utm medium=rss&#038;utm_campaign=who-are-you-
w11l1ng to-upset\";s:7: \ cl_prem\";s:1: u\ s )

INSERT INTO wp_mmmsntmeta VALUES("2086" ,"698", "akismet_result","false");

INSERT INTO wp_commentmeta VALUES("2087", 696‘."aklsmst_history"."a:4:{5:4:\"t1me\",s:15:\"1359756821.3744\“;s:?:\"messags\",5:28:\"Akismet cleared this -

INSERT INTU wp_ (ummsntmsta VALUES ("2085"

Gortildiigii tizere backup dosyasi 6nce bir tablo olusturmakta ve sonra tabloya veriler insert etmekte.
Yani bu sql dosyasi bir veritabanina import edildiginde o tablo olusacaktir ve icine belirtilen girdiler
girilecektir.

Sonug olarak database.sql dosyasi veritabanindan export'lanarak olusturulan bir backup dosyasi
oldugu icin veritabanini komple tiim var olan igerikleriyle beraber bastan olusturabilme yetisine
sahiptir. O yiizden bu sql dosyasi icerisinde illaki daha 6nceden girilmis bir admin kullanic1 adi ve
sifre bilgileri kayit olarak yer alacaktir. Dolayisiyla bu sql dosyasini yerel sistemimize wget ile
indirip inceleyerek kullanici adi ve sifre bilgilerine ulasabiliriz. Ardindan hedef wordpress
uygulamasina login olup ana sayfasina “Hack'lendiniz” tiirii seyler koyabiliriz. Goriildiigii tizere
kullandigimiz dork ile siiriiyle wordpress uygulamasi hack'lenebilir.

Not: database.sql dosyasindaki sifre hash formatinda olabilir. O nedenle JTR'ye ihtiyag var.



Makaleden Cikan Tanimlar

Google dork zafiyet iceren siteleri bulmamizi saglayan kodlara denir. Daha genis tanimlayacak
olursak google dork belirledigimiz kriterlere uygun zafiyetlere sahip siteleri bulmamizi saglayan
kodlara denir. GHDB ise yiizlerce google dork'larinin yer aldig1 ve kategorize edildigi veritabanina
denir.

Yararlanilan Kaynak

https://www.youtube.com/watch?v=d3NzsrmVrlw
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