NetworkMiner ile Trafik Analizi

Wireshark1 actigimizi, bir interface sectigimizi ve Start butonuna basarak sniffing'e basladigimizi

varsayalim.

(v1.10.6 from master-1.10)]

Internals Help

Filter:

T
WIRESHARK

~ | Expression... Clear

The World's Most Popular Network Protocol Anal
Version 1.10.6 (v1.10.6 from master-1.10)

. capture Q0 _____________ File

Interface List

"'@" Live list of the capture interfaces
(counts incoming packets)

A Start ;
= Choose one or mo rfaces to capture from, then Start

Open
Open a previously captured File
Open Recenkt:

/home/hefese/includekarabuk.f
/home/hefese/ANKARA-01.cap |

J/home/hefesef/ANKARA-02.cap

0 fhome/hefese/PSK-01.cap [n

& bluetootho /home/hefese/Desktop/p
Wl @ Sample Captures
E‘nfqueue A rich assortment of examnle ca

Paketler ekrana akmaya baslayacaktir.

Capturing from ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk—-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
- S 1 ~ 4 ~ o &
© ® Ve Q < A+ 7 EE oo B SsMEE| 8
Filter: ~ | Expression...
No. Time Source Destination Protocol ' Lengtl Info
10 CadmusCo_S0:ba: Arcadyan_54: 192.168.2.2 1 08:00:27:90:ba:
2 0.019782000 CadmusCo_90:ba:fs AsustekC_64:a9:d5 ARP 42 192.168.2.1 is at 08:00:27:90:ba:f8 (duplica-
3 2.000395000 CadmusCo_9S0:ba:fs Arcadyan_54:3d:bd ARP 42 192.168.2.2 1s at 08:00:27:90:ba:f8
4 2,020247000 CadmusCo_S0:ba:f8 AsustekC_64:a9:d5 ARP 42 192.168.2.1 1s at 08:00:27:90:ba:f8 (duplica-
5 3 https [ACK] Seq=1 Ack=1 Win=474 Len=(

. 716051000 1S52.168.2.2

173.194.44.1
B 105 92 58

TCP 66 46452 >

1. 1
. 80541 173.194.44.1
. 000908000 CadmusCo_90:ba:

192. 2.2

Arcadyan_S4:3d:bd ARP

192.168.2.2 1s at 08:00:27:90:ba:f8

4
11 4.020812000 CadmusCo_S0:ba:f8& AsustekC_64:a9:d5 ARP 42 192.168.2.1 is at 08:00:27:90:ba:f8 (duplica-
12 4.154321000 182.168.2.1 239.255.255.250 SSDP 368 NOTIFY * HTTP/1.1
13 4.154610000 192.168.2.1 239.255.255.250 SSDP 370 NOTIFY * HTTP/l.1
14 4.154621000 1S2.168.2.1 239.255.255.250 SSDP 380 NOTIFY * HTTP/1l.1
15 4.154941000 1S2.168.2.1 239.255.255.250 SSDP 374 NOTIFY * HTTP/1.1

(336 bits) on interface O
Dst: Arcadyan_54:3d:bd (00:12:bf:54:3d:bd)

+ Frame 1: 42 bytes on wire (336 bits), 42 bytes captured
Ethernet II, Src: CadmusCo_90:ba:fg8 (08:00:27:90:ba:f8),
Address Resolution Protocol (reply)

0000 00 12 bf 5S4 3d bd 08 00 27 90 ba f8 08 06 00 01 e T=ees "raanans
0010 08 OO0 06 04 00 O2 O8 00 27 90 ba f8 cO a8 02 02  ........ '.......
0020 00 12 bf 5S4 3d bd c0 a8 02 o1 cee TS0 ws

Profile: Default

O ® ethO: <live capture in progress> Fil... - Packets: 96 - Displayed: 96 (100.0%)

Diyelim ki includekarabuk'iin admin paneline giriyoruz.

www.includekarabuk.com/adminPaneli/index.php

Kullanici adi ve sifreyi girdikten sonra Wireshark'a donelim. Girdigimiz kullanici adi ve sifreyi
tasiyan paketi bulmak icin yapabilecegimiz en iyi sey Wireshark filtrelerini kullanmak olucaktr.
Dolayisiyla includekarabuk'iin IP'si iizerinden bir paket filtreleme yapalim. Bunun icin 6nce
includekarabuk'iin IP'sini 6grenelim.


http://www.includekarabuk.com/adminPaneli/index.php

> nslookup www.includekarabuk.com

Output:
93.89.224.247

Ardindan Wireshark filtresini hazirlayalim ve Wireshark'taki ilgili kutucugua girelim:

ip.src == 93.89.224.247

Capturing from ethO [Wireshark 1.10.2 (SVN Rev S1934 from ftrunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e ® m 7 . o, € » * 3 ETE o = . B

Filter: |ip.src == 93.89.224.247 H ~ | Expression... Clear Save

No. Time Source Destination Protocol Lengtl Info

1 54 2 2 .224. 1 = i 11 [ Retransm
1647 3243.1093810( 93.89.224.247 192.168.2.2 TCP 60 http > 45847
164 1S2.168.2.: T CF 4 [ L

1649 343.1251280( 93.89.224.247 192.168.2.2 TCP 50 http = 45846
1650 343.1251510( .89. 7 1 .168. TCF 54 [TCP

1653 344.5773140( 93.89.224.247 152.168.2.2 HTTP 280 HTTP/1.1 304
1 % « = . 1 = { [Te F ST
1658 344.7588690( 93.89.224.247 192.168.2.2 HTTP 279 HTTP/1.1 304
1 L 1 . 1S2.168. 2.2 = [ F "
1784 358.4447890( 93.89.224.247 192.168.2.2 TCP 60 http > 45848
1785 358.4449100( S3.89.224.247 182.168.2.2 TCP S4 [TCP Out-0Of-0
1907 389.6882860( 93.89.224.247 192.168.2.2 TCP 60 [TCP window U
1 ] 1 C . . 1 . TCF [Te I I

1911 =389.8755580( 93.89.224.247 192.168.2.2 TCP 60 [TCP window U

Enter'ladigimiz takdirde sadece includekarabuk'e ait paketleri goriir hale geliriz. Simdi goz
kararinca includekarabuk'e ait paketler arasindan HTTP POST paketi arayalim.

Wireshark

u @

Er 4) 08:57 %
Capturing from etho [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
® @ ro Q < IT 4 BE e oB@ &

Filter: | ip.src ==93.89.224.247 « | Expression.. Clear Apply Save

No. Time Source Destination Protocol Lengtt Info

815 11.667556000 192.168.0.12 93.89.224.247 TCP 54 49853 > http [ACK] Seq=1 Ack=1 Win=29208 Len=0

816 11.667788000 192.168.0.12 93.89.224.247 HTTP 481 GET /adminPaneli/index.php HTTP/1.1

831 11.737640000 93.89.224.247 192.168.0.12 TCP 60 http > 49853 [ACK] Segq=1 Ack=428 Win=27746 Len=0
833 11.771267000 93.89.224.247 192.168.0.12 HTTP 1176 HTTP/1.1 200 0K (text/html)

834 11.771296000 192.168.0.12 93.89.224.247 TCP 54 49853 > http [ACK] Seq=428 Ack=1123 Win=31416 Len=0
846 11.877396000 192.168.0.12 93.89.224.247 HTTP 484 GET /favicon.ico HTTP/1.1

845 11.942061006 93.89.224.247 192.168.6.12 TCP 66 http > 49853 [ACK] Seq=1123 Ack=858 bt -

846 11.943249000 93.89.224.247 192.168.0.12 HTTP 1028 HTTP/1.1 404 Not Found (text/html) Aark Packet (toggle)

847 11.943277086 192.168.6.12 93.89.224.247 54 49853 > http 58 Ack=2097 [EENEALIELENGCH(SID
1155 17.673075000 192.168.0.12 93.89.224.247 P 776 POST inPaneli/in ) HTTP/1. ) e (toggle)
1156 17.737178000 93.89.224.247 192.168.6.12 66 http > 49853 [ACK] Se:

1157 17.856755000 93.89.224.247 192.168.6.12 HTTP 1373 HTTP/1.1 200 OK (text/html)
.856788006 192.168.6.12 93.89.224. 54 49853 > http [ACK] Seq=1574 Ac

.12 224 .2

» Frame 1155: 770 bytes on wire (6160 bits), 776 bytes captured (6166 bits) on interface @
»Ethernet II, Src: AsustekC 64:a9:d5 (20:cf:30:64:a9:d5), Dst: Broadcom de:ad:@5 (80:10:18:de:ad:85)
»Internet Protocol Version 4, Src: 192.168.6.12 (192.168.8.12), Dst: 93.89.224.247 (93.89.224.247)
»Transmission Control Protocol, Src Port: 49853 (49853), Dst Port: http (80), Seq: 858, Ack: 2097, Len: 716
»Hypertext Transfer Protocol

pLine-based text data: application/x-www-form-urlencoded

Copy

10 18 ad 85 20 a9 d5 08 00 45
02 f4 30 7a 40 00 40 06 ©8 85 c® a8 60 Oc 5d 59

ed f7 c2 bd 80 50 @c fe 7f 3a 3d 44 59 el 50 18 . Y.P. Dacad

83 7c 01 ec 60 0@ 50 4f 53 54 20 2T 61 64 6d 69 s PO ST /admi =

fRa A A1 ARe A5 Ar ARG 2f RO ARa AL RS TR 7a 7A AR nPanali/ indav nh Print..

Ready to load or capture Packets: 4539 - Displayed: ... Profile: Default show Packet in New Window

Goriildiigii tizere bir tane HTTP POST paketi bulduk. Simdi ona sag tiklayalim ve Follow TCP
Stream diyelim. Boylece tikladigimiz paketin icini okuyabilelim.



Wireshark L E= «) o08:52 i

Filter: | kcp.stream eq 30

No. Time Source (

1914 335.21021100 93 89.224.247‘ =ih <-€3.

1915 335.21024260 192.168.0.12 >./.pR...-.Ch...... .. S Biaa E R '8;.
= ST /adminPaneli/index.php HTTP/1.1

= Host: www.includekarabuk.com

Connection: keep-alive

Content-Length: 46

Cache-Control: max-age=6

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8

Origin: http://www.includekarabuk.com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

Ubuntu Chromium/56.0.2661.102 Chrome/50.0.2661.102 Safari/537.36

Content-Type: application/x-www-form-urlencoded

Referer: http://www.includekarabuk.com/adminPaneli/index.php

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.8

Cookie: PHPSESSID=2741b64eabc1877838e3413c9bs5fbef

»Frame 1914: 1373 bytes on wire (18
pEthernet II, Src: Broadcom de:ad:@ userID< fi6online=1HTTP/1.1 200 OK
p Internet Protocel Version 4, Src:| Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
» Transmission Control Protocol, Sr¢ Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=0
»Hypertext Transfer Protocol

pLine-based text data: text/html

q Entire conversation (3770 bytes) -

Find Save As Print AsCll EBCDIC Hex Dump CArrays © Raw

Help Filter Out This Stream Close

0008 20 cf 30 64 a9 d5 60 10 18 @
0018 05 4f c9 €9 40 60 30 86 7c ba 5d 59 e® f7 c® a8 Gl o b G
AAJA AR Ar AR 5A r2 r7 88 42 2 R d2 3 5d 22 50 18 P_R <1"p

Frame (1373 bytes) | Uncompressed entity body (2861 bytes)

uhll[‘_!ﬂ RBlleve a " amDa osma

@ etho: <live capture in progress> ... Packets: 4012 - Displayed: ... Profile: Default

Ve iste sonug: userID=hefese&userPassword=tuzlucayir. Goriildiigii gibi kullanic1 ad1 ve sifre
bilgisine biraz paketler {izerinde g6z gezdirme yaparak ulasabildik. Peki milyonlarca paket
olsaydi...?

NetworkMiner Wireshark, tcpdump gibi trafik sniff'leyen araclardan gelen trafigi (pcap uzantili
dosyalar1) parse islemine tabi tutarak kritik bilgileri bizim yerimize kendisi bulan bir aractir. Simdi
az once elle yaptigimiz sifre bulma isini bu sefer Network Miner'a otomatize bir sekilde yaptiralim.
Bu is icin ilk olarak Wireshark'tan elde edilen paketleri pcap uzantili bir dosyaya toplamamiz
gerekmektedir. Fakat pcap dosyalamasini yapabilmek icin 6nce Wireshark'in paket sniff'leme
islemini kirmizi kareye tiklayarak durdurmamiz gerekir.

Yark 1.10.6 (v1.10.6 from master-1.10)]

Telephony Tools Internals Help

XC Q< )I)3T & BB ccol $EHX @

= | Expression... Clear App ave

No. Time Source Destination Protocol Length Info

1681 246.30768800 172.217.16.99 192.168.0.12 TLSv1.2

189 pplicatinn Data
1682 246.30772900 192.168.08.12 172.217.16.99 TCP 54 34525 > https [ACK] Seq=446 Ack=4608 Win=48832 Len
1683 246.30773600 172.217.16.99 192.168.0.12 TCP 60 https > 34525 [FIN, ACK] Seq=4608 Ack=446 Win=9011

Simdi File -> Save As diyerek ekrana gelen penceredeki dosya uzantis1 kismina Wireshark/tcpdump
— pcap diyelim ve isim olarak da 6rnegin includekarabuk demis olalim.



£ Wireshark: Save Capture File As

Name: [includekarabuk|
Saveinfolder: |} home hefese Create Folder
Places Name ~  Sjze Modified
M Home & Android 15-09-2015
[ Desktop & android-studic 19-08-2015
m &l AndroidstudioProjects 17-12-2015
re— | | arachni-1.4-0.5.10 09-02-2016
Deyices & backports-3.16-1 30-04-2016
[ computer & CodeBlocksProjects 03-05-2016
M Daps-1... 2 | gcrunch3.4 19-01-2016
M TosHIBA 2 | @ Desktop 09:09
sl Documents 05-04-2016
& Downloads Yesterday at 01:29
& dwhelper 30-04-2016
& EclipseProjects 07-09-2014
s genymotion 30-09-2015
& hashcat-2.00 29-02-2016
File type: | Wireshark/tcpdump/... - pcap - ~| compress with gzip

Cancel Save

Save diyerek pcap dosyasini olusturalim. Dosya olustuktan sonra sirada dosyay1 Network Miner'a
vermek vardir. Once NetworkMiner'1 kuralim.

> sudo apt-get install libmono-winforms?2.0-cil

> wget www.netresec.com/?download=NetworkMiner -O /tmp/nm.zip
> sudo unzip /tmp/nm.zip -d /opt/

> cd /opt/NetworkMiner*

> sudo chmod +x NetworkMiner.exe

> sudo chmod -R go+w AssembledFiles/

> sudo chmod -R go+w Captures/

> mono NetworkMiner.exe

NOT: Eger program zaten kuruluysa programi baslatmak igin su iki satir1 girmen yeterli:

> cd /opt/NetworkMiner*
> mono NetworkMiner.exe

NetworkMiner programi basladiginda karsimiza asagidaki ekran gelecektir:

x NetworkMiner 2.0

File  Tools Help
Case Panel
Hosts |Files | Images | Messages | Credentials | Sessions | DNS | Parameters | Keywords | Anomalies || File MD5

Sort Hosts On: |IF‘ Address (ascending) j Sort and Refresh ‘

Reload Case Files

Running NetworkMiner with Mono

Simdi Wireshark'tan elde ettigimiz pcap dosyasin1i NetworkMiner'a verelim.



.i‘ Tools Help
= open
Receive Pcap over IP Ctrl+R

L | —Case Panel

gentials | Sessions | DNS | Parameters | Keywords | Anomalies || File MD5

m

Exit Alt+F4

Sort and Refresh I

Reload Case Files

Running NetworkMiner with Mono

Hosts |Files | Im:

Look in: I. hefese

A eFE®-

Sarboe [ Android [ hydra-8.1 [ VirtualBox VMs
. android-studio .Jdkl,ﬁ,[}_]l - AMNKARA-Ol.cap
G B AndroidStudioProjects B john-1.8.0
i5ed .arachniJ.#O.S.]O .jruby—B.O.S.O
— % backports-3.16-1 [ medusa-z.2
.CudeB\DcksF‘rujects .Music
B crunch-3.4 BB netbeans-8.0
.Desktnp .NEtBeansF‘ruJEdj
B Documents [ ns-allinone-2.34
.annlnads .Plctures
.UWhE\per .Pub\ic
[ EclipseProjects B tciKodiari
% genymotion [ Tempiates
B hashcat-2.00 B videos
File name: Ilnc\unekarabuk,utau L! Open I
Files of type: IPCED files (*.pcap. *.cap. *.dump, * :_I Cancel
ﬂcﬂa = |

Pcap dosyasi asagidaki gibi NetworkMiner'a yiiklenecektir.



Y » 2010 FeDruary
includekarabuk.pcap » 2015 December
» 201F f
based distros like Xubuntu ang T —__—_—
File  Tools Help
Kevwords | Anomalies | ek el
Hosts (26) ]Fl\es (76) | Images | Messages | Credentials (2) | Sessions (31) | DNS (49) | Parameters (84) || File...
include... 29acl...

Sort Hosts On: |\P Address (ascending)

j Sort and Refresh
-

N
o
@ N
N
&

178.233.140.108

176.240.150.250

46.197.15.60

6.110 [plus.|.google.com

6.109 [accounts.google.com]
17.18.66 [pagead46./.doubleclick.net]
209.206 [plus.|.google.com

google.com.tr]
17.16.99 [ssl.gstatic.com]
1 google.com]
16.58.214.202 [googleapis.l.google.com]
31.13.93.7 [scontent.xx.fbcdn.net]
31.13.93.36 [star-mini.c10r.facebook.com
93.89.224.247 [includekarabuk.com
192.168.0.1
A 224.00.1
192.168.0.16

M mma nn e

Reload Case Files

Running NetworkMiner with Mono

NetworkMiner

File Tools Help
Keywords | Anomalies | Case Panel
Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) ]Sessions (60) | DNS (197) | Paramets || Filename MD5
W Show Cookies ¥ Show NTLM challenge-response [~ Mask Passwords includekarab... 29ac2

Client | Server

192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)0Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61JQ]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]
192.168.0.12 [HEFESE-N61)Q]

|

54.235.146.142 [engine3-774595980.us-east-1.elb.amazonaws.com]
151.101.65.69 [askubuntu.com] [cdn.sstatic.net] [areaS1l.stackexchar
151.101.65.69 [askubuntu.com] [cdn.sstatic.net] [areaS1.stackexchar
151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchanc
151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchanc
104.16.112.18 [stack.imgur.com.cdn.cloudflare.net] [i.stack.imgur.co
151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchanc
95.172.94.39 [anycast-europe.quantserve.com.akadns.net] [akamai-f
93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

80.239.149.17 [al294.w20.akamai.net] [b.scorecardresearch.com.ed
93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

4 F

Reload Case Files |

Running NetworkMiner with Mono

Pcap dosyasi boylece NetworkMiner'a yiiklenmistir ve parse islemi de son bulmustur. Simdi
Credentials sekmesine gecelim.



B NetworkMiner 2.0

File Tools Help

Keywords | Anomalies e e e

Hosts (91) | Files (127) | Images (6) | Messages Sessions (60) | DNS (197) | Paramet: || File...
W Show Cookies ¥ Show NTLM challenge-response | Mask Passwords include... 29ac2...
Client | Server

192.168.0.12 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 151.101.65.69 [askubuntu.com]

192.168.0.12 151.101.1.69 [askubuntu.com] [cdn.sstatic.net]

192.168.0.12 104.16.112.18 [stack.imgur.com.cdn.cloudflare.net] [i.stack.imgur.com

192.168.0.12 80.239.149.17 [al294.w20.akamai.net] [b.scorecardresearch.com.edg

192.168.0.12 95.172.94.39 [anycast-europe.guantserve.com.akadns.net] [akamai-pi:

192.168.0.12 151.101.65.69 [askubuntu.com] [cdn.sstatic.net]

192.168.0.12 54.235.146.142 [engine3-774595980.us-east-1.elb.amazonaws.com] [

192.168.0.12 151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchange

192.168.0.12 [HEFESE-N61JQ] 151.101.1.69 [askubuntu.com] [cdn.sstatic.net] [area51.stackexchange

KN 10| Reload Case Files

Running NetworkMiner with Mono

Goriildiigii tizere 11 tane credentials tespit edildigi gosterilmektedir. Bunlardan cogu cerez olacagi
icin cerezleri ayiklayalim. Bunun icin Show Cookies tick'ini kaldiralim.

NetworkMiner 2.0

File Tools Help

Keywords | Anomalies | Case Panel

Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) ISessions (60) | DNS (197) | Paramet: || Filename MD5
I~ Show Cookies W Show MNTLM challenge-response ™ Mask Passwords includekarab... 289ac2
Client | Server

192.168.0.12 [HEFESE-NE1]JQ] 93.89.224.247 [includekarabuk.com] [www.includekarabuk.com]

192.168.0.12 [HEFESE-N61]Q1 |

KK — 0]
| [ | 10| Reload Case Files |

Running MetworkMiner with Mono

Geriye bir tane credential kalmistir. iste o bizim includekarabuk'iin admin paneline girerken POST
ettigimiz kullanici adin1 ve sifreyi tutan pakettir. Kullanici ad1 ve sifreyi cekmek icin sirasiyla ilgili
satira sag tiklayalim ve bir Copy Username diyelim, bir de Copy Password diyelim.



B MetworkMiner 2.0

File Tools Help
Keywords | Anomalies | Case Panel
Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) | Sessions (60) | DNS (197) | Paramet: || Filename MD5
™ Show Cookies W Show NTLM challenge-response I Mask Passwords includekarab... 29ac2
Client | Server
192.168.0.12 [HEFESE-N61JQ] 93.89.22f 240 texloaioL font =t fend karabuk.com]
| Copy Username |
Copy Password
Auto-resize all columns
KK — o]

LI—I ﬂ Reload Case Files |

Running NetworkMiner with Mono

. NetworkMiner 2.0

File Tools Help

Keywords ] Anomalies ] LieziEnd
Hosts (91) | Files (127) | Images (6) | Messages Credentials (1) ]Sessions (60} | DNS (197) | Paramet: || Filename MD5
™ Show Cookies ™ Show NTLM challenge-response | Mask Passwords includekarab... 29ac2:
Client | Server
192.168.0.12 [HEFESE-N61JQ] 93.89.224.247 [includ m]

Copy Username

Copy Password

Auto-resize all columns

- B

ﬂ—l ﬂ Reload Case Files |

Running NetworkMiner with Mono

Kopyaladiklarimizi sirasiyla bir metin belgesine yapistirarak kullanici adi ve sifre bilgisine erismis
oluruz. Sonuc olarak fark ettiysen Wireshark'ta kullanici adi ve sifreyi bulmak i¢in onca paket
y1gini icerisinde bogusuyorduk ve elimizle filtreler girerek sonuca ulasmaya ¢alisiyorduk.
NetworkMiner'da ise bu filtreleme isini bizim yerimize programin kendisi yapiyor ve sip diye trafik
icerisinde buldugu kullanici adi ve sifreyi 6niimiize sunuyor.

NOT: NetworkMiner normalde bir Windows yazilimidir ve ayrica Windows'ta exe'si indirildigi
takdirde bir kuruluma gerek kalmadan direk c¢ift tikla - calistir pratikligindedir.



