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>>> Web Servisleri Saha Gorevlerinde Test Etme Hakkinda (Genel Degerlendirme)

a. Web Servis Tanimi

Web servisi web sunucularda yer alan, herhangi bir programlama dili (6rn; php, java, c#,...) ile
yazilabilen, herhangi bir web sunucu platformunda (6rn; apache, iis, nginx, ... de) yer alabilen,

farkh platformlardaki ve programlama dillerindeki (6rn; windows-based, unix-based, web-based,
mobile-based,... platformlardaki ve php, java, c#,... dillerindeki) uygulamalarin XML mesajlasma

sistemiyle haberleserek kullandiklar bir yazilim parcasidir.
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Web servisi bir programlama dilinin bir bagka programlama diliyle haberlestigi bir teknolojidir.
Yani web servisi teknolojilerin birbirleriyle bir arada olabildikleri bir yol sunar. Bunu XML ve
JSON kullanimu ile yaparlar. Teknolojiler bu ortak platform bagimsiz veri formatlarini kullanarak
birbirleriyle haberlesebilirler. Siralanan resimlerde sol tarafta web servis kullanan / tiiketen tarafla
web servis sunucusu tarafinin haberlesme sekli, sag tarafta web servislerin web sunucularda host
edildigi bilgisi, asag tarafta ise ¢esitli teknolojilerdeki web servisi kullanan / tiiketen uygulamalarin
xml haberlesme sekliyle web servisle haberlesmesi gosterilmistir.

Web servisi kullanan / tiiketen uygulamalar herhangi bir programlama diliyle yazilabilirler. Web
servisler de herhangi bir programlama diliyle yazilabilirler. Farkl tiirden teknolojilerin
haberlesmesine c# masaiistii uygulamanin java web servisi ile konugmasi veya iOS bir mobil
uygulamanin php ile yazilmis bir web servis ile konusmasi 6rnek olarak verilebilir, veya ayni tiirden
teknolojilerin haberlesmesine dvws (damn vulnerable web services) web servisi kullanan / tiikketen
uygulamanin web-based bir web tarayicidaki php uygulamasi olmasi ve web servisinin de php
olmasi 6rnek olarak verilebilir.

b. Web Servis Rolleri

Web serviste

- service requestor ve
- service provider

adl roller vardir. Bu rollerden service requestor web servisi tiiketendir / kullanandir. Herhangi bir
platformda / ortamda yer alabilir. Service provider ise web servisi saglayan ve internetten erisilir
kilandir. Web sunucuda yer alir. Service requestor 6rnegin web-based olabilir, windows-based
olabilir, unix based olabilir,..., farkl tiirden platformlara 6zgii uygulamalar olabilir. Service provider
ise ornegin web sunucudaki java bir uygulama olabilir, asp.net bir uygulama olabilir, php bir
uygulama olabilir. Service requestor’lar service provider’a agda baglant1 acarlar ve XML talepleri
yollarlar. Yanit olarak da XML yanitlar1 alirlar.

c. Web Servis Calisma Sekli

Service requestor’lar service provider’la xml talepleri ve yanitlariyla konusurlar. Ornegin agagida
php ile yazilmis bir web servisinin, yani service provider’in web sunucudaki bir kod blogu
gosterilmektedir.



"Database Error");
print json _encode($row);
¥ else {
$query = "SELECT siteStatus FROM siteStatus WHERE siteURL = 'http://www.braingia.org'";
if ($result = mysqli query($dbLink, $query)) {
$row = $result->fetch_array(MYSQLI_ASSOC);
1T (is_null{$row)) {
$row = array("siteStatus" == "Error - Site Not Found");

¥
} else {

$row = array("siteStatus" == "General Error");
¥
print json_encode($row);
mysqli_close($dbLink);
} /7 End else condition (for database connection)
P

Kodlamaya gore else kosulunda veritabanina sorgu yapiliyor ve belirtilen siteURL degerindeki
veritabani kaydinin siteStatus veritabani kolon degeri gekiliyor. Eger gelen deger null’sa veya
baglant1 hataliysa $row degeri hata verisiyle dolduruluyor, degilse $row degeri gelen degerle
dolduruluyor. Ardindan $row degeri print_json_encode($row) ile json formatinda dokiiman olarak
yanit paketinin gévdesinde web servisi tiikketen / kullanan uygulamaya, yani service requestor’a
yanit olarak gonderiliyor.
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Burada service requestor web based bir uygulama oldugundan tarayicida yanit goriintiilenmektedir.
Web uygulamalarda yanit paketleri html dokiimani doner iken web servislerde xml / json doniiliir.
Bu 6rnekte web servisindeki bu tiirden doniis i¢in print_json_encode() metodu kullanilmisgtir.

Service requestor’lar aldiklar1 xml (veya json) yanitlarini parse ederek sonuclar iiretirler ve
araylizlerine buna gore bilgiler yansitirlar. Ornegin service requester’lar login olma istegi
gonderebilirler. Bunu kullanici adi ve parola bilgisini talep paketinin gévdesinde xml etiketleri
arasinda gondererek yapabilirler. Gelecek yanit paketinin gévdesinde xml etiketleri arasinda oturum
gecerliyse sessionlD, degilse hata bilgisi gelerek de arayiize oturum acildi veya acilamadi gorseli
basabilirler.



Bahsedilen ikinci érnek igin service requestor’in gonderdigi gecerli hesap bilgilerindeki login olma
paketi ve aldig1 yanit 6rnegi,

Ornek Http Request 1:

POST /mockServiceSoapBinding HTTP/1.1

<soapenv:Header/>

<soapenv:Body>

<sam:login>

<username>Login</username> /I Gegerli Credential
<password>Login123</password> /I Gegerli Credential
</sam:login>

</soapenv:Body>

</soapenv:Envelope>

Ornek Http Yami 1:

// Headers
// Headers
// Headers
// Headers

<soapenv:Header/>

<soapenv:Body>

<sam:loginResponse>
<sessionid>2339195918796172</sessionid>
</sam:loginResponse>

</soapenv:Body>

ve service requestor’in gecersiz hesap bilgilerindeki login olma paketi ve aldig1 yanit 6rnegi:

Ornek Http Request 2:

POST /mockServiceSoapBinding HTTP/1.1

<soapenv:Header/>

<soapenv:Body>

<sam:login>

<username>Login</username> /I Gegersiz Credential
<password>deneme</password> /I Gegersiz Credential
</sam:login>

</soapenv:Body>



Ornek Http Yamti 2:

// Headers
// Headers
// Headers
// Headers

<soapenv:Body>

<soapenv:Fault>

<faultcode>Client</faultcode>

<faultstring>Invalid Login</faultstring>

<detail>

<sam:loginFault>The login credentials are invalid</sam:loginFault>

</detail>

</soapenv:Fault>
</soapenv:Body>

Bu sekilde service requester’dan (yani web servisi tiiketen / kullanan uygulamadan) girilen bilgiler
service provider’dan (yani web servis sunucusundan) gelen yanita gére degerlendirilir ve service
requester ekraninda oturum acildi veya acilmad: arayiizii getirilebilir. Bunun gibi web servislerde
wuygulamalarda yapilan her islem yapilabilir. Web servisler bu islevleri xml (veya json) etiketleri
tizerinden gerceklesen aligverigle yaparlar. Dolayisiyla web uygulamalardaki brute force, sql
enjeksiyonu, komut ¢caligtirma,... gibi saldirilar web servislerde de yapilabilmektedir ve web
uygulamalarda cikan acikliklar web servislerde de cikabilir.

d. Web Servis Tiirleri
Web servisleri agirlikh bir sekilde kullanima gore iki tiirdiir. Bunlar,

- SOAP Web Servisi
- REST Web Servisi

seklindedir. Bu iki web servisi piyasadaki en baskin iki tiirdiir. SOAP web servisi zaman zaman
bugiin icin eski bir ¢6ziim olarak goriilebilir. Ciinkii REST web servisi gittikce popiileritesi artan bir
¢oziim olmustur.

SOAP web servisi giiclii bir sekilde function-driven’dir (fonksiyon yénelimlidir). REST web servisi
ise oldukca data-driven’dir (veri yonelimlidir). SOAP eski olusu dolayisiyla biraz karmasiktir.
REST ise oldukga kolay kullanilabilir / tiiketilebilir ve anlasilabilir bir yapiya sahiptir.

SOAP web servisler http protokolii yaninda smtp, ftp, tcp/ip gibi protokoller kullanabilirler. REST
web servisler ise sadece http/https protokollerini kullanirlar.

REST web servisler ifadesi yaninda Restful web servisler ifadesi de gecebilmektedir. REST web
servisi prensiplerini kullanan web servislere RESTful web servisi denmektedir. REST isimdir ve
RESTful sifattir. REST yerine RESTful denilince s6z konusu konusulan web servisin REST
yaklasiminda oldugu (REST prensiplerini kullandi8) ifade edilmis olur.

e. Web Servislerin Arayiizleri Olmamasi1 Hk

Web servisler kendi baglarina bir arayiize sahip degildirler. Ornegin web uygulamalarda gelen yanit
paketlerinde spidering / crawling yapilarak arayiiz / kapsam belirlenir. Ancak web servislerde bu
miimkiin degildir. Ciinkii web servisler yanit olarak xml / json veri donerler. Web uygulamalardaki
gibi gezinti yapilabilecek ve dallanilabilecek baglanti unsurlar icermezler. Bu ¢alisma sekli



otomatize web zafiyet tarayicilarinin web servislerde crawl ve attack yapmasini oldukca zor kilar.
Yani saldir1 yapilacak kapsam elde edilemez. Ancak saldin testleri (veya fonksiyonel ¢calisirlik
testleri) icin web servisler arayiizlerini / kapsamlarin1 gésteren mekanizmalara sahiptirler. Bunlar su
sekildedir:

SOAP icin:
- WSDL (Web Service Definition Language)
REST igin:

- WADL (Web Application Description Language)
- OpenAPI (resmi adiyla Swagger)

- RAML

- I/O Docs (Input / Output Document)

SOAP web servislerde optional (secime bagli) olarak WSDL dosyasi kullanilir. SOAP web
servislerde WSDL dosyas! arayiizdiir. SOAP web servisin WSDL dosyasi ile araytizii goriiniir.
Hangi url’ler, metotlar, parametreler kullaniyor, hangi http talep metodu hangi URL iizerinde
kullamliyor, hangi girdi dokiimanlar1 gonderiliyor, hangi status code yanit olarak bekleniyor, ... gibi
bilgileri 6grenilir. Bu sekilde kapsam elde edilir ve saldir testleri veya fonksiyonel calisirlik testleri
uygulanabilir. SOAP web servisler WSDL’e bagimlidirlar ve SOAP web servislerini kesfetmek
adina bagka bir mekanizmaya sahip degildirler. Yani SOAP’ta WSDL tek ¢6ziimdiir. Fakat soap web
servislerin WSDL kullanimi zorunlu degildir.

REST web servislerde arayiiz / kapsam sunan WSDL gibi tutarh bir standart yoktur. Bircok REST
web servisi kendi dokiimantasyonuna sahiptir. Bu dokiimantasyonlar gelistiriciler icin kullanighdir,
fakat otomatize web zafiyet tarayicilari icin kullanissizdir. REST web servislerin arayiizlerini /
kapsamlarini standardize bir sekilde sunmak icin WADL, OpenAPI (Swagger), RAML ve 1/0 Docs
projeleri gelistirilmistir. Ornegin WADL dosyasi oldugunda bu tanimlama dosyasi parse edilerek /
okunarak herbir mevcut kaynak i¢cin URL, metot, parametre ve hangi url’de hangi http talep metodu
kullaniliyor gibi bilgiler alinir ve kapsam bu sekilde belirli olur.

Ornegin OpenAPI (Swagger) rest web servisleri dokiimante etmek icin bir diger tanimlama
dosyasidir ve rest web servisleri tanimlamak icin url, metot, parametre formatini belirtir. Bir
uygulama gelistiricisi olarak web servisler framework’ler kullanilarak yazilir, OpenAPI (Swagger)
web servis kodlarini tarar ve bir dékiimantasyonu belirli bir URL’de olusturur. Bir service requestor
ise bu URL’i kullanarak REST web servisi nasil kullanabilecegini, hangi url’lerin, metotlarin,
parametrelerin, hangi http talep metodunun hangi URL {izerinde kullanildiginin, hangi girdi
dokiimanlarinin génderildiginin, hangi status code’un yanit olarak beklendiginin, ... v.b. bilgilerini
ogrenir. Boylece rest web servisler bu sekilde arayiizleri / kapsamlar1 kesfedilebilir olur ve saldir1
testleri ve ayrica fonksiyonel ¢calisirlik testleri uygulanabilir.

REST web servislerde tartismali sekilde WADL biiyiik bir kusur olarak goriiliir. WADL’1n kusuru
optional (secime bagli) olmas1 ve bazi gerekli bilgileri sunmamasidir . Bu yetersizligi ¢c6zmek icin
piyasada bagka ¢oziimler var olmustur. Bunlar OpenAPI (Swagger), RAML, I/O Docs gibi.

WSDL dosyalar1 SOAP-based web servisleri test etmenin merkezinde yer alir. Ayni sekilde REST
icin olan standardize edilmis tanimlama dosyalar1 da REST-based web servisleri test etmenin
merkezinde yer alir.

SOAP’ta WSDL kullanilmasa ve REST’te dokiimantasyon olmasa bir web servisin arayiiziinii
belirleme bu tamimlama ¢éziimlerinin olmasina gore oldukca zordur.



f. Web Servis Arayiiz / Kapsam Dosyalarinin Giivenlige Dokunan Yam

Web servislerde soap i¢in wsdl veya rest icin wadl, openapi (swagger),... gibi arayiiz / kapsam
dosyalarinin public olarak web servis adresinden erisilebilir olmasi giivenlik riski olusturmaktadir.
Bu durum 6rnegin soap web servisleri WSDL Enumeration adi verilen acikliga karsi savunmasiz
birakacaktir. Ciinkii public olarak arayiiz / kapsam dosyalarinin erisilebilir olmasi saldirganlarin
gizli fonksiyonlar1 bulabilmesine yol agacaktir ve muhtemel hassas verilere erisebilmesine yol
acabilir. Bu nedenle arayiiz / kapsam dosyalar1 public olarak erisilebilir olmamalhdir. Arayiiz /
kapsam dosyasina erisim kisitlanmalidir ve arayiiz / kapsam dosyalarinda gereksiz tanimlamalardan
sakinilmahdir.

g. API ve Web Servis API Arasindaki Fark

API (yani Application Programming Interface) birbiriyle benzerligi olmayan iki uygulamanin
haberlesebilmesini saglayan yazilim bilesenine denir. Eger API veri gondermek icin network’ten
yararlaniyor ise bu API’lere de web API denir. API ile Web API arasindaki fark Web API’nin bir
API alt tiirii olmasidir. Yani API tamimsal olarak daha genis bir kategoriye tekabiil eder. Kok
kategoridir. Web API ise bir API tiiriidiir.

API ve web API farkl uygulamalar arasinda veri transferi i¢in kullanilan iki teknolojidir. APT bir
uygulamanin verilerini dis uygulamalara sunan bir arabirimken web API bir uygulamanin verilerini
dis uygulamalara sunan daha kati gereksinimlere sahip bir arabirimdir. Web API’nin sahip oldugu
bu gereksinimler network iizerinden iletisiminin olmasi, “birincil” iletisim protokolii olarak SOAP
kullaniliyor olmasi ve genelde public olarak daha az erisime izin veriyor olmasidir.

Asagida API tiirii olan web API’nin sahip oldugu tiirler listelenmistir.
Web API Tiirleri:

- Open APIs

- Partner APIs

- Internal APIs

- Composite APIs

- Web service APIs  (*)

Web Servis API bir web API’dir. Web Servis API’ye 6rnek olarak su popiiler tiirler verilebilir.
Web Servis API Tiirleri:
- SOAP
- XML-RPC
- JSON-RPC
- REST

Tiim web API’ler birer API’dirler, fakat her API web API degildir. Ciinkii web api disindaki api’ler
network ile haberlesmezler. Lokalden haberlesirler.

Asagida web api ve api arasindaki network farkini gostermek adina temsili resimler verilmistir:



Web API API

Sonug olarak api ve web api (daha spesifik ifadeyle web servis api) arasindaki fark network’iin
varligidir.

h. Web Servisleri Test Etme

Web servisler cesitli web zafiyet tarayic araglarla test edilebilir. Ornegin soap ve rest web servisler
icin gelistirilmis SoapUI (Soap User Interface) yazilimi, Burpsuite WSDLER plugin’i, Netsparker
veya web tarayici eklentileri gibi araclar test uygulayabilirler.

* SoapUI

SoapUI soap ve rest web servisler icin tasarlanmis bir fonksiyonel calisirlik testi, yiik testi,
giivenlik testi,... yazilimidir.

SoapUI’de Soap ve Rest web servisleri test etme su sekilde gerceklesir:
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SoapUl Start Page
oje:
sanfllie soap Pfllject core .
Hi there!
You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

Thanks!
The SmartBear SoapUl Team

Ust meniide SOAP ve REST butonlar vardir. SOAP web servisi test edilecegi zaman SOAP’a
tiklanir ve agilan pencerede WSDL dosyasi verilir.
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Sample SOAP Project Core
Hi there!

You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

Thanks!
The SmartBear SoapUl Team
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Creates a WSDL/SOAP based Project in this workspace

Ao B D

Project Name: [ ]

—> miawsor | ]

Create Requests:

Create Testsuite:

Relative Paths: (7] Stores allile paths in project relatively to project file (requires save)

— I T

OO &R

Jopadsul

Jojoadsu




REST web servisi test edilecegi zaman REST’e tiklanir ve agilan pencerede dogrudan bir rest web
servis url’si veya daha kapsaml bir test icin WADL dosyasi verilir.

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥ Cts 15:48
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' Sample SOAP Project Core g 3
9 Hi there! g
You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing
E Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information
A Make sure to connect to the Internet to get access to all the services and information from
SmartBear.
B Thanks!
The SmartBear SoapUl Team
New REST Project (]
-
A New REST Project
— Creates a new REST Project in this workspace
5 Hum: [ ] ]
- @

Ardindan SOAP ve REST web servisin arayiizii / kapsamui sol siitunda listelenecektir ve sol siitunda
listelenecek 6rnek xml taleplerini kurcalayip gondererek alinacak xml yanitlar gbzlemlenebilir.

Ayrica daha nitelikli test i¢cin SoapUI ayarlarindan proxy ayari girilebilir ve arayiiz / kapsam
yiiklemesi sonrasi sol siitunda siralanacak érnek xml taleplerini gonder dendindiginde Burpsuite ile
paketi alip paketin bashklarinda ve gévdesinde kurcalamalar yaparak repeater’da, fuzzing yaparak
intruder’da giivenlik testleri uygulanabilir.

Sonug olarak SoapUI’da web servis testleri icin iki secenek vardir. SOAP ve REST. SOAP projesi
olustur dendiginde WSDL dosyasi istenmektedir. REST projesi olustur dendiginde secime bagh
olarak WADL dosyasi istenmektedir.

WSDL: Web Services Description Language // SOAP"1n Definition Dosyasi
WADL: Web Application Definition Language // REST'in Definition Dosyas1

SoapUl ile soap ve rest web servis testleri pratik uygulamasi bu déokiimanda uygulama bashgi
altinda gosterilmistir.

* Burpsuite

Burpsuite’te wsdler eklentisi yardimiyla soap web servislere ve url adresi yoluyla rest web
servislere giivenlik testi uygulanabilmektedir.

Soap web servisler icin burpsuite wsdler eklentisi burpsuite’e yiiklenerek hedef soap web servislerin
araylizii / kapsami hedef web servis adresindeki wsdl dosyasi ile alinabilir ve olugan 6rnek xml
talep paketleri iizerinden repeater’da, intruder’da,... detayl giivenlik testleri uygulanabilir.
Burpsuite wsdler eklentisi kullanimi 6ncelikle burpsuite’e yiiklenmesi, sonra hedef soap web
servisteki wsdl dosyasinin yer aldig1 url’e talep yapilmasi ve yakalanan talep paketine sag tik yapip
“Parse WSDL” yapma seklindedir. Bu sekilde Burspuite Wsdler sekmesinde hedef soap web
servisin arayliizii / kapsami gelecektir ve 6rnek xml talepleri listelenecektir. Bu 6érnek xml taleplerin
paket basliklarini ve gévdesini kurcalayarak repeater’da ve fuzzing ile intruder’da giivenlik testleri
uygulanabilir.

Not: Burpsuite wsdler eklentisi sadece wsdl 1.1 spesifikasyonundaki wsdl dosyalar1



destekliyor ve parse edebiliyor. 1.2 ve 2.0 i¢in heniiz destegi bulunmamakta. Bu nedenle
wsdl dosyasi olsa da siiriim desteklememesinden dolay1 wsdl dosyasini parse
edemeyebiliriz. Bu nedenle wsdl dosyasini SoapUI’de yiikleyip 6rnek xml taleplerini proxy
ayariyla burp’te agarak bu sorunu asabiliriz ve test uygulayabiliriz. Burpsuite wsdler
eklentisi SoapUI ihtiyacini kaldirmak igin, ve SoapUI olmadan burspuite’te soap web
servisleri test etmek icin gelistirilmis bir eklentidir.

Rest web servisler icin burpsuite’te rest web url adresi iizerinden giivenlik testi yapilmaktadir.
Bunun icin rest web servisin url listesine ihtiyag vardir. Rest web serviste bir url igin talep paketini
alip paket basliklar1 ve govdesini kurcalayarak repeater’da, fuzzing ile intruder’da giivenlik testleri
uygulanabilir.

Burpsuite ile soap ve rest web servis testleri pratik uygulamasi bu dékiimanda uygulama bagligi
altinda gosterilmistir.

* Netsparker

Netsparker ile soap ve rest web sevisler taranabilmektedir. Ancak netsparker icin web servislerin
araylizli / kapsami alinabilmelidir. Bu sekilde arayiiz / kapsam (url listesi, parametreler ve hangi http
metodunun hangi url’de kullanildig1 v.b. bilgiler) netsparker’a verilerek url listesi tizerinden saldir1
testi baslayabilecektir.

Ornegin soap web servisler Netsparker’da Import Links seceneginden WSDL dosyasini okutturarak
arayiiziin / kapsamin dahil edilmesiyle taranabilmektedir.

Start a New Website or Web Service Scan [m] X

Target Website or Web Service URL

https://php.testsparker.com/ - Default
@ Options

Imported Links

L
¢~ EnEe o,ﬁdd QSEarch Import From File = Enter Links
) Scope

5 Additional Websites

Method | URL ASP.NET Project File

Burp
&& Imported Links

Comma Separated Values (CSV)
@ URL Rewrite .

Fiddler

HTTP Archive
g Form

Basic, NTLM/Kerberos

170 Docs

— Netsparker Session File
Header

Client Certificate

OWASP ZAP

Postman
Smart Card

O oauth: RAML

A ECcEDEBEDm® S

Scan sc rules w i i
@. can scope rules will be applied to imported lin OpenaPl (formerly Swagger)

Web Application Description Language (WADL)

>% Web Service Definition Language (WSDL)
W

WordPress REST API

Ornegin REST web servisler netsparker’da su ii¢ yolla taranabilir:

- Arayliz / Kapsam dosyasi Import Links seceneginden manuel olarak import edilerek,
- Dogrudan tararken otomatik web servisi kesfedilerek,
- Ham Http Talep paketini Import Links seceneginden manuel olarak import edilerek

- Arayliiz / Kapsam dosyalar1 (WADL, OpenAPI(Swagger), I/0 Docs, RAML tanimlama dosyalart)
Netsparker’in Import Links seceneginden eklenerek rest web servis arayiizii / kapsamui belirlenebilir
ve saldir testi uygulanabilir.



Start a New Website or Web Service Scan a X

Target Website or Web Service URL

https:// php.testsparker.com/ - Default
@ Options
Scan Settings
g Imported Links
¢ T @nadd  Edt Delete [ Clear Q Search | Import From File~ Enter Links
Scope
O seop Method | URL A® ASP.NET Project File
&5 Additional Websites
N ) B Bup
& Imported Links a
Comma Separated Values (CSV)
@ URL Rewrite = i
€ Fiddler
Authentication
@@ HTTP Archive
BB Form 4,_% 1/0 Docs
F Basic, NTLM/Kerberos —-—
__ [ Netsparker Session File
= Header
W Owasp zap
Client Certificate
Postman
Smart Card <)
© onin2 s les will be applied 1 B o
can scope rules will be applied to imported lin o
,ﬁ‘ OpenAPI (formerly Swagger)
——=gp= (@] Vieb Applicetion Description Language (WADL)
€ Web Service Definition Language (WSDL)
WV WordPress REST API

( REST Web Servis Arayiiziinii / Kapsamini Dahil Etme )

Start a New Website or Web Service Scan m] x

Target Website or Web Service URL
http:/fwww.example.com/ - ;’ Previous Settings

°Option5

Scan Settings

Imported Links
l" General Add /* Edit Delete Clear Search | Import From File = Enter Links
: P
5
O scope Method | URL

ﬂ_, Additional Websites

&& Imported Links (8
@ URL Rewrite (1)

http://localhost: 3000/

http://localhos

http://localhos

Authentication

POST http://localhos oken:

| B Form POST http://localhos oken!
Basic, NTLM/Kerberos GET http://localhos enants?limit&marker
GET http://localhost:50 .0ftenants?limit8tmarker

Client Certificate
Smart Card

© o o
CD Scan scope rules will be applied to imported links during the scan.

Manual Crawl - Cancel

( URL Listesi Belirlenmis ve Taramaya Hazir REST Web Servisi Ornegi )
URL listesi belirlenmis rest web servisi bu sekilde taranabilecektir.

- Otomatikmen dogrudan url adresi vererek de rest web servisler taranabilmektedir. Eger bu sekilde
rest web servis otomatik tespit edilebiliyorsa rest web servisi bu sekilde taranabilir (Not:
Netsparker’in demo rest web servisi bu sekilde tespit edilip taranabilmektedir:
http://rest.testsparker.com/

- Son olarak rest web servise dair bir talep paketi 6rnegin Burpsuite ile alinarak Netsparker’a
Import Links secenegi icerisinde Add ikonundan Raw sekmesine gelerek eklenebilir ve tarama bu
paket iizerinden yiiriitiilebilir.



Start a New Website or Web Service Scan o X

Target Website or Web Service URL

i http://rest.testsparker.com/ - x| {3} (€ Previous Settings | -
oOptmns
Imported Links
¢ = @ Add Q) Search  Import From File~ Enter Links
O Scope
1 & Additional Websites Methal} | URL
¢4 Imported Links
@ URL Rewrite
{ & Pre-Request Script
! Shark (LAST)
E Form
Basic, NTLM/Kerberos
= Header
1 Client Certificate
Smart Card
! @ oauth?
.J ¥ Manual @S-:en scope rules will be applied to imported links during the scan.
1
| Crawl and Wait - Cancel
( Ham Http Talebi Yiikleme 1)

Builder | Raw Hex View

1 GET / §TTP/1.1
2 Host: fest.testsparker.com
3

Save Cancel

( Ham Http Talebi Yiikleme 2)

Bu metotta raw http paketi alabilmek icin web servisi tiiketen / kullanan uygulama gereklidir. Bu
uygulama trafigi wireshark ile dinlenebilir ve web servis web sunucu adresi filtrelemesine giderek
raw http paketler “follow tcp stream” ile elde edilebilir. Boylece ham http paketler Netsparker’a
eklenerek (veya burpsuite’te repeater’a eklenerek ve oradan intruder’a giderek) tarama
yiiriitiilebilir. Ayriyetten web servisi tiikketen / kullanan uygulama icin proxy ayar girilebilirse
Burpsuite’e gelen paketler Netsparker’a eklenerek tarama ytirtitiilebilir.

Netsparker ile soap ve rest web servis testleri pratik uygulamasi bu dokiimanda uygulama bashig1
altinda gosterilmistir.

* Web Tarayic1 Eklentileri

Cesitli web tarayici eklentileri ile soap ve rest web servis giivenlik denetimleri uygulanabilir.
Ornegin;

- Boomerang Soap and Rest Client (Chrome Eklentisi)



eklentisi yardimiyla hedef web servis soap i¢in wsdl, ve rest icin wadl, swagger,... parse islemi
uygulanabilir ve olusacak 6rnek xml talepleri kullanilarak testler yiiriitiilebilir.

* Wireshark

Web servisi tiiketen / kullanan uygulamanin trafigi dinlenerek ve hedef web servis adres
filtrelemesine gidilerek web servis talep paketleri “follow tcp stream” ile elde edilebilir ve bu
sekilde ham paket burpsuite’e 6rnegin atilarak giivenlik testleri yiiriitiilebilir veya Netsparker’a
ornegin atilarak sadece belirtilen ham paket iizerinden otomatize saldiri testleri uygulanabilir. Bu
yontemde kapsam elde edildigi kadardir ve testler elde edilebilen kapsam kadar uygulanir.

Bir Tecriibe:

Bir saha gorevinde *SK’da bilgisayarda wireshark agilmistir ve akan paketler icerisinde
post metotlu bir paket goriilmiistiir. Bakildiginda xml gévdeli bir paket oldugu anlasilmigtir
ve soap xml node’lar yer almaktadir. O paketteki soap xml node’larindan bilgisayarin
arkaplanda uzaktaki bir web servisle konustugu paket oldugu anlasilmigtir. Pakete sag tik
yapip Follow->TCP Stream yaparak talep paketi kopyalanmistir ve Burpsuite’te repeater’a
yapistirllmistir. Paket burp’te repeater’da génderildiginde yanit olarak basaril bir soap yanit
mesajl donmiistiir. Dolayisiya pakete burpsuite’te sag tik yapip Intruder yapilarak testler
genisletilebilir veya Scan ile otomatize tarama yapilabilir. Bu sekilde wireshark’tan elde
edilen paketler kapsaminca Burpsuite’te testler yiiriitiilebilir. Veya paket Netsparker’a
atilarak otomatize testler yiiriitiilebilir.

* Proxy

Web servisi tiiketen / kullanan uygulamanin haberlestigi web servis adresi i¢cin isletim sistemi
/etc/hosts dosyasindan karsilik olarak localhost girilerek ve uygulama trafigi lokalde burpsuite’e bu
sekilde yonlendirilerek uygulamadan gelen xml talep paketlerini kurcala ve génder ile giivenlik
testleri yiirtitiilebilir. Bu yontemde kapsam elde edildigi kadardir ve testler elde edilebilen kapsam
kadar uygulanir.

i. Web Servis Ek Notlar
- Burpsuite WSDL Wizard eklentisi hedef soap web servisinde wsdl kesfi ¢calismasi yapmaktadir.

- ASP.NET web servisler web sunucuda .asmx uzantis: kullanmaktadirlar.
- Endpoint URL web servisin nerede erisilebilir oldugunu ifade eder.



Uygulama [SoapUI Yazilimi ile SOAP Web Servis Test Etme]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada SoapUI kullanilarak SoapUI tutorials’lardaki demo soap web servisi projesi
acilacaktir ve soap web servisi testi yapilacaktir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makine
SoapUlI //' Web Servis Test Yazilimi
Burpsuite // Proxy Yazilimi

SoapUI yaziliminin kurulumu su sekildedir:
// Download
https://www.soapui.org/downloads/soapui/
( Kurulum dosyas1 Downloads klasériinde yer almaktadir: SoapUI-x64-5.6.0.sh )
// Install
Ubuntu 18.04 LTS Terminal:

> sudo su
> chmod +x SoapUI-x64-5.6.0.sh
> ./SoapUI-x64-5.6.0.sh

( Kurulumda home dizinine kurulum yapilir, ve Tutorials da yiiklemeye dahil edilir.
Tutorials’da soap ve rest icin 6érnek soapui projeleri mevcut )

Kurulum sonrasi yazilimi baslatma su sekildedir:
// Run
Ubuntu 18.04 LTS:

> cd /home/hefese/SoapUI-5.6.0/bin/
> ./SoapUI-5.6.0

( Email kayd: skip’lenebilir )
GCikti:
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B S0apUI 5.6.0

Ele Project Sute Case Step Iools Desktop Help

* o | L= =
=88 2 g © ® 4 | gomEm | .0
Emply SOAP REST import SaveAl Forum Trial Preferences Proy Oniine Help
50 = Soapul Start Page <o @ H
cts s 4
B ds test :

] |& Hi there!
You're getting this message since your computer i offline and SoapUI can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

é Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.
A

P& Make sure to connect to the .
SmartBear.
n hod and enter a REST endpoint URL
hariks! Choose a method and enter a REST endpoint URL.
The SmartBear SoapUl Tean .

Don't show this window on launch Close.

efloosm

Workspace Properties
[roperty Value
Name Projects |
IDescription |
File Hhomeefeseld... |
Project Root

Properties| SoapUilog httplog Jettylog errorlog wsrmlog memory log

( SoapUI Agilir)

SoapUTI’de tutorials olarak verilen demo soap web servisi projesini SoapUI proje import’tan
ekleyelim ve soap web servise bir test uygulamasi yapalim.

SOAP Ornek Web Servisi SoapUI Proje Dosyasi: Konumu: /home/hefese/SoapUI-Tutorials/

Activities @ com-installdj-runtime-launcher-UnixLauncher ¥ Cts 1627

Eile Project Sute Case Step Tools Desktop Help

b B 3 a L= = 3
(o ] E B = o » ki Gl ‘ Eins e Search Forum ©
Empty SOAP REST Import SaveAll Forum Tral Preferences  Proxy online Help
SoapUl Start Page ; ; o B

Projects

Jopadsul

A
Q @
[(avigator ]

"

= [

LookIn: (1 SoapUITutorials - @@

Q w

(& popular-apis
(3 wsDLWADL
[B) sample-Authentication-Project-soapui-project.xml

8

[E) Sample-REST-Project-soapui-project.xm|

|51 Sample-504P-Project-soapui-project.xmi

File Name: Sample-SOAP-Project-soapui-project.xml
Files of Type: [XMLFiles (*xml)

[ 4
L ]
©
Q)
(©)

Import ile soapui proje dosyasi yiiklenir ve 6rnek soap web servisi arayiizii / kapsami sol siitunda
listelenir.
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S0apUIl 5.6.0

Eile Project Sute Case Step Tools Desktop Help

) + al [ 3 g
E @ = o “ hd & ‘ Endpoint Explorer ‘ Search Forum i @

Empty SOAP REST Import SaveAll Forum  Trial Preferences  Proxy online Help
Soapul Start Page /7 Z Z Z Z Z Z Z Z Z Z Z Z Z e B

/& SOAP Project Corel
2 SenviceSoapBinding
&2 login

32 login rq
&-2 logout

L32 logout rq
-2 search

32 searchrq
&2 buy
“-38 buyrq
simple Testsuite
Testsutte fails if we don't get faults
Expanded TestSuite
& senviceSoapBinding MockSenice

Jopadsul

Ne6eosmn

Project Properties || Custom Properties
Property
Name Sample SOAP Project Core
Description
File

ihome/hefesefSoapUl-Tuto,
Resource Root

Cache Definitions true

Project Password

script Language W
Hermes Config ${#Systemzuser.home}\
Properties Soapuilog httplog jettylog errorlog wsrmlog memorylog scriptlog tools

Bu uygulamada hedef soap web servisini canli hale (¢aligir hale) getirmek icin localhost’ta bir web
sunucu ayaga kaldirilmasi gerekmektedir. Normal sartlarda buna gerek olmayacaktir. Clinkii normal
sartlarda hedef web servisi uzak bir yerden zaten calisir olacaktir. Bu normal duruma goére ekstra
konumundaki adim ile demo soap web servisi localhost’ta ayaga kaldirilir. Bunun icin sol siitunda
siral seceneklerden “ServiceSoapBinding MockService”e ¢ift tiklanir ve MockService’i baglatilir.

Activities @ com-install4j-runtime-launcher-UnixLauncher v Cts 1643 € (0@~
SoapUl 5.6.0
Ele Project Sute Case Step Tools Deskiop Help
m * g " 7
E B = =) @ hd ‘ Endpoint Explorer ‘ Search Forum i @
Empty SOAP REST Import SaveAll Forum Trial Preferences "y online Help
SaapUi Start Page e E
Projects -
=8 Sample SOAP Project Core 2
= 2
92 SenviceSoapBinding & ServiceSnapBinding MockService |

&5 login

"3 loginrq
&2 logout

" 32 logout rq
&2 search

32 search rq
&2 buy

iF buyrq °
Simple TestSuite & search
TestSuite fails if we don't get faults 2 buy

Expanded TestSuite
ServicesoapBinding Mocksenvice

Des.. Pro.. Star.. Sto.. OnRequ.. AfterReq

Enable & &

Message Log

T AUg U7 T07347TS TRT ZUZI-DEBUG SENaIg TeqUesT: FUST 7acconr FTTFILT S
Sat Aug 07 16:34:15 TRT 2021:DEBUG:Receiving response: HTTP/L.1 200 OK

Sat Aug 07 16:34:15 TRT 2021:DEBUG: Connection can be kept alive indefinitely
Sat Aug 07 16:34:15 TRT 202L:INFO:Got response for [Account creation.accountcreation:Submit Registration Form] in 9ms (254 bytes)
Sat Auq 07 16:34:49 TRT 2021:DEBUG: Connection 0.0.0.0:4851 4<->127.0.0,1:8080 closed
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S0apUl 5.6.0 ©
ol file Project Suite Case Step Tools Desktop Help

m X g L= @ 3 ®
= Soapul Start Page ot H| 5
=M Sample SOAP Project Core g
L4 gij’:g;f“aps'"m"g & ServicesoapBinding Mockservice | N
3% loginrq Y] running on port 8088 | @
-2 logout ["operations |
2 login
2 logout
@ search
2 buy
Des.. Pro.. Star.. Sto.. OnRequ.. AfterReq.
Enable & #*
Message Log
Boylece gonderecegimiz drnek xml talepleri hedefine gidebilecektir ve yanit alinabilecektir. Simdi
demo soap web servisi teste hazirdir. Sol siitunda sirali 6rnek xml taleplerinden login parametreli
olani génderelim ve yaniti1 gézlemleyelim.
Activities @ com-installdj-runtime-launcher-UnixLauncher ¥ Cts 16149 € (706~
SoapUl 5.6.0
File Project Suite Case Step Tools Desktop Help
m J = 3 @
Ty e o v s i D, | \ search forum B e
= 52 login rq o B |35
idssamp\e SOAP Project Core ve@gos http://127.0.0.1:80 % + @ é
2 ServiceSoapBinding e/)xml env="http: //sch Lsoap.org/soap/envelope/" xnlns:san="http://wew Si;% =8
H
don't get faults
< \»@ <1 \'@
Auth Headers (0) Attachments (0) WS-A WS-RM Headers (0) Attachments (0) SSL Info
9:20

( Ornek Xml Taleplerinden Biri Segilir )

Cts 16:49

So0apul 5.6.0

Ele Project Sute Case Step Iools Desktop Help

B A4 a L= 3 g
(o] E B = & v o & ‘ Endpoint Explorer Search Forum @
Empty SOAP REST Impot SaveAll Forum Trial Preferences  Proxy online Help
9 = 10 togin ra 217 T T e e e s E| s
brojects S Y EEOLEE hmnrooiammdsevessompondrg . [m+e|f
&M Sample SOAP Project Core yaBEOoL® http://127.0.0.1 % + g
9 2| &2 senviceSoapBinding 2[F ope xnl env="http://set T=omp.aro/0ap/envelone/ " xALna: sam" et 1/ /w5l (5 a Sospenv="http://schenas. xnlsoap org/soap/envelope/ " xalns: san=|a] | &
= logn & | somens B e Heade:
"9 loginrq ze H Response>
< logout LA < <10n1d-5056703358799725</ sessionid=
32 logout rq < gini e~
é © search v
L.38 search rq
= T buy
A 3 buyrg

imple Testsuite

stsuite fails if we don't get faults
panded Testsuite

©-42 ServiceSoapBinding Mocksenice

|74
= request response

L ) !
Auth Headers (0) Attachments (0) WS-A WS-RM Headers () Attachments (0)
response time: 65ms (274 bytes) 1:1

D O & B

( Secilen Xml Talebi Soap Web Servise Gonderilir ve Yanit Alinir )

Bu xml talep paketinde bir login olma istegi yapilmaktadir. Kullanici ad1 ve parola bilgisi talep
paketinin gévdesinde xml node’lar1 halinde gonderilmektedir. Gelen yanit ise oturumun agildigina
dair session id’nin yanit paketi gévdesinde xml node’lar1 halinde gelmesidir.



Login mekanizmasini test etmek maksatl login olma istegi olan talep paketindeki xml
node’larindan parola bilgisini gecersiz bir parola yapalim ve talep paketini tekrar gonderelim.
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File Project Sute Case Step Tools Desktop Help
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eSoapBinding - env="http://schemas.xnlsoap.org/soap/envelope/" xnlns:san="hTtp://ww Si;E Lsoap.org/soap/envelops iins:san=[~]||| 8
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F
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& &
ord>
invalid</san:loginFaul t-
if we donit get faults
Jpanded Testsuite
erviceSoapBinding Mockservice | )
request response
L L A > ;| ID
Auth Headers (0) Attachments (0) WS-A WS-RM Headers (5) Attachments (0)
response time: 15ms (368 bytes) 11

Gortildiigi gibi girilen kullanic1 bilgileri gecersizdir yaniti soap web servisten yanit olarak gelmistir.
Bu sekilde talep paketinin govdesindeki xml node’lar1 kurcalanarak veya url’inde var olabilecek
parametreler kurcalanarak gelen yanit paketleri incelenebilir ve giivenlik testleri yiirtitiilebilir.

Ayrica SoapUTI’nin sundugu proxy ayari kullanilarak paketler Burpsuite proxy’sine yonlendirilebilir
ve Burpsuite’te otomatize daha detayl giivenlik testleri uygulanabilir. Ornegin login istegi olan xml
talep paketi i¢in proxy ayari ile Burpsuite’e alinabilir ve paketin govdesindeki ilgili xml node’lar1
Intruder’da isaretlenerek brute force ve dictionary saldirisi diizenlenebilir. Boylece 6rnek xml talebi
login istegi paketi bir soap web servisine brute force / dictionary saldiris1 yapilabilir ve hesap ele
gecirilebilir. Bu 6rnegi gerceklemek icin SoapUI’deki gonderilen paketleri Burpsuite’e
yonlendirelim.

Oncelikle SoapUI’nin SoapUI->File-Preferences->Proxy settings-> seceneklerine gidilir ve
SoapUI’de proxy ayari girilir.
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Ui settifhs Host
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( SoapUI Proxy Ayari Girilir )



Not: Proxy ayar1 8082 girilir, ¢iinkii 8080’de localhost’ta ayaga kaldirilan tutorials’daki
demo soap servisi calismaktadir.
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&3 ServiceSoapBinding <nv="http: //schenas. xnlsoap.ora/
2 login

Rawi) ML |
ID

Raw) ML |
[alo]o]

38 buyrg

simple TestSuite

Testsuite fails if we don't get faults

Expanded TestSuite

ServiceSoapBinding MockSenvice
ogin

@ logout

@ search

2 buy

«Q B

8

< [ Didl
Auth Headers (0) Attachments (0) WS-A WS-RM Headers (5) Attachments (0)
response time: 20ms (382 bytes) 1:1

DR

( SoapUI ‘de Proxy Acik Durumdadir )

Ardindan Burpsuite yazilimi localhost 8082°de calistirilir. Béylece SoapUI arayiiziinden login istegi
yapan xml talep tekrar génderildiginde paketi Burpsuite yakalar.
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SoapUl 5.6.0

Eile Project Sute Case Step Tools Desktop Help
B m * g [} Burp Suite Community Edition v1.7.36 - Temporary Project o @ ®

Empty SOAP REST Import SaveAll Forum  Burp Intruder Repeater Window Help online Help

. [Target | #rony | spider | Scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | : |3
Sample SOAP Project Core * [ntercent [ Hre history | webSockets history | options | 1 : g
2 SenviceSoapBinding — g
< login |#] Request to httpy/127.0.0.1:8088
% login rq — T
i [ rowerd [ owp | [imerceptison) [ Action | Comment this i u(2
kel [ Raw ] perams [ eaders [ rex [t | /
© earn Raw | Params | Headers | Hex [ XML already Logged in</san:login
T30 searchrq POST /mockServiceSoapBinding HTTR/1.1 0
r

Accept-Encoding: gzip, deflate

Content-Type: text/xml;charset=UTF-8

SoAPAction: *http://www.Soapui .org/sample/login”
Content-Length: 276

Host: 127.0.0.1:8088

User-agent: Apache-Httpclient/a.5.5 (Java/11.0.11)
Comnection: close

Sbuy
38 buyrg

simple TestSuite

Testsuite fails if we don't get faults

Expanded TestSuite

ServiceSoapBinding MockSenvice

ogin

<soapenv:Envelope xmlns:soapenv="http: //schemas.xmlsoap.org/soap/envelope/* xmlns:sam="http: /v soapui.org/sample/">
<soapeny:Header />

<soapenv:Body>

<sam:Login>

<username>Login</username>

<password>Login123</password>

</sam:Login>

</soapenv: Body>
</soapenv:Envelope>

Request Properties
Property | Value

Name iogin rq

Description

Message Size 276

Encoding UTF8

Endpoint http://127.0.0.1:8088/mo.

Timeout

Bind Address 4

Follow Redirects true .
Username <Ji+Jl= ]l 0 matches
Aug 0

2
Password /[Sat Aug 07 17:12:47 TRT 2021:DEBUG: Sending request: POST hittp://1 27.0.0.1:8088/mockSeniceSoapBinding HTTP/L.1

Domain Dlel
SoapUllog| httplog jettylog errorlog wsrmlog memorylog scriptlog tools

=1 ©®00~fB8

Simdi login olma istegi paketini gecerli hesap bilgileriyle gonderdigimizde gelen yanit paketini
Burpsuite repeater’dan gorelim.

Not:

Gecerli hesap bilgileriyle proxy ayar1 girmeden 6nce talep paketi goénderildiginden
localhost’ta ayaga kaldirilmis web sunucuda oturum agiktir. Bu nedenle xml login istegi
talep paketi repeater’dan gonderildiginde ve yanit paketine bakildiginda sessionID gelmesi
yerine zaten oturum acik yanit mesaji1 gelecektir. Bu nedenle localhost’ta ayaga
kaldirdigimiz web sunucuyu SoapUI sol siitundan “ServiceSoapBinding MockService”e cift



tik yapip restart’layarak login istegi xml talebini tekrar génderdigimizde oturumun yeni

acihisinda gelen yanit paketini gorebiliriz.

Burp Suite Community Edition

Burp Intruder Repeater Window Help

- Temporary Project

Target | Pro< | Spider | Scanner | intruder | Repeater | Sequencer | Decader | Comparer | Extender | Project options | User options | Alerts

Request

Raw | Params | Headers | Hex | XML

Target: http://127.0.0.1:8088 E‘J @

Response

Raw | Headers | Hex [ XML

PoST /mockServiceSocapBinding HTTR/L.1
Accept-Encoding: gzip, deflate

Content-Type: text/xml;charset=UTF-&

|SOAPAction: "http://www.soapui.org/sample/login®
Content-Length: 276

Host: 127.0.0.1:8088

User-Agent: Apache-HttpClient/4.5.5 (Javas11.0.11)
Connection: close

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:sam="http: //www.soapul.org/sample/ ">
<soapeny:Header /=
<soapenv:Body>
<sam: Login>
<username=Login=/username=
<password=Loginl23=</password>
</sam: logins
</s0apeny:Body>
</soapenv:Envelope>

EJ EJ EJ [Zj Type a search term

Done

Burp Intruder Repeater Window Help

T

b
v

0 matches

HITP/1.1 200 OK

Content-Type: text/xml; charset=utf-g
Content-Length: 273

Connection: close

Server: Jetty(6.1.26)

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:sam="http: //www.soapui.org/sample/">

<soapenv :Header/>

=soapeny :Body>

<sam: LoginResponses

<sessionid>570043114962659</sessionid>

=7sam: LoginResponse>

</soapenv:Body>
</soapenv:Envelope>

EJ EJ EJ [Zj Type a search term

T

.
v

0 matches

394 bytes | 17 millis

- Temporary Project

Donen pakette sessionid xml node’u yer almaktadir. Yani session gelmektedir. Gegersiz bir hesap ile
talep paketini gonderdigimizde ise gelen yanit paketini gorelim.

Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

1w 2= |3=

Go Cancel < v > Target: http:/f127.0.0.1:8088 ?
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML
POST /mockServiceSoapBinding HTTP/1.1 . HITE/1.1 200 OK A
Aceept-Encoding: gzip, deflate r Content-Type: text/xml; charset=utf-8 r
Content-Type: text/xml;charset=UTF-g Content-Length: 368
SOAPAction: "http://www.soapui.org/sample/login” Connection: close
Content-Length: 283 Server: Jetty(6.1.26)
Host: 127.0.0.1:8088
User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11) <soapenv:Envelope
Connection: close xmlns:soapenv="http: //schemas.xmlsoap.org/soap/envelope/"
xmlns:sam="http: //www.soapul.org/sample/" =
<soapenv:Envelope <s0apeny:Body>
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" <soapenv:Fault=>
xmlns:sam="http: //www.S0apui .org/sanple/t > <faultcodesClient=/faultcodes
<soapenv:Header/= <faultstring=Invalid Login</faultstring>
<soapenv :Body> <detail> —_—
<sam: Login=> <sam:LoginFault>The login credentials are invalid</sam:loginFaults
<usernamesLogln</usernames </details>
<password>Loginl23-324324</password> </soapenv:Fault>
</sam: login= </soapenv:Body>
</soapenv:Bodys= </soapenv:Envelopes
</soapeny:Envelope>
b .
v v
? < + |[ = | [Type a search term 0 matches ? < |[ +|[=||rvpe asearch term 0 matches
Done

489 bytes | 20 millis



Donen pakette gecersiz hesap bilgisi hatas1 yer almaktadir. Buradaki hata ifadesini brute force /
dictionary saldirisinda flag olarak alabiliriz ve denenen olas1 hesaplardan basarisiz olanlar bu flag’i
tick’lesin, basarili olan ise bu flag’i tick’lemesin yapabiliriz. Bu sekilde denenen gecerli hesap
bilgisi ele gecirilebilecektir.

Repeater’daki login olma istegi paketini Intruder’a yollayalim ve paketin gévdesindeki kullanici adi
ve parola xml node’larim brute force / dictionary denenecek yerler olarak isaretleyelim.

Burp Suite Community Edition v1.7.36 - Temporary Project [
Burp Intruder Repeater Window Help
[Target Proxy | Spider T Scanner Ilntruder I Repeater ISequencsr T Decoder T Comparer T Extender T Project options IUser options | Alerts

[

[Target IPas\tiuns T Payloads T Options }

w Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.
Attack type: | Cluster bomb vJ
POST /mockServiceSoapBinding HTTRP/1.1 N Add§
Accept-Encoding: gzip, deflate r
Content-Type: text/xml;charset=UTF-8 Clear §
SOAPAction: "http://www.soapul.org/sample/login®
Content-Length: 283 Auto §
Host: 127.0.0.1:8088
User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11) Bty
Connection: close
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:sam="http://www.soapul.org/sample/">

<soapenv :Header/=>

<soapenv:Body>

<sam: Login>

=<username=§Login§</usernames %_

<passwurd>§Lugin123-324324§</passwurd>&

=/sam:login=

</soapenv:Body=
</soapenv:Envelope>

[
v
? < + = Type a search term 0 matches Clear

2 payload positions Length: 562

Ardindan iki adet olasiKullaniciAdlari.txt ve olasiParolalar.txt dosyasi olusturalim ve iclerine
rastgele kullanic1 adlar1 ve parolalar ile dolduralim. olasiKullaniciAdlari.txt dosyasinda bir kullanici
adini1 dogru girelim: Login. olasiParolalar.txt dosyasinda da bir parolay1 dogru girelim: Login123.

olasiKullaniciAdlari.txt

deneme

abc

XyZ

Login // Dogru Olan
gwerty

olasiParolalar.txt

parolam1

pass123

parolal12*

Login123 // Dogru Olan
denemel23



Isaretli alanlara payload’lar koyalim ve ardindan yanlis hesap bilgisi denendiginde gelen hatay:
flag yapalim.

Burp Suite Community Editi

36 - Temporary Project
Burp Intruder Repeater Window Help

Target | Prosy | Spider | Scanner I Intruder T Repeater I Sequencer I Decoder Tcnmparer T Extender TPmJECt options Tuser options | Alerts
Target | Positions TPaylnads T Options ]
N

@ Payload Sets Start attack | T

Vou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
available for each payload set, and each payload type can be customized in different ways

payload set: |1 v| Payload count: 5 e

Payload type: | Simple list \v]  Request count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads

Paste deneme

abe
Load xyz
Login S

Remove | | querty
Clear

Add Enter a new item

Add from list ... [Pre version only]

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled | Rule

Edit
Remove 3

up

i

Down

L

(=1 Pavinad Encoding

( Olas1 Kullanic1 Adi Listesi Birinci Payload Olarak Belirlenir )

Burp Suite Community E n v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | Prowy | Spider | Scanner T Intruder T Repeater I Sequencer I Decoder Tcnmparer I Extender I Project options Tuser options | Alerts
207 ..

Target | Positions Ipaﬂuads I Options }

— —  a
(2] Payload Sets Start attack | T

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
available for each payload set, and each payload type can be customized in different ways.

payload set: |2 Iv| Payload count: 5 e

Payload type: | Simple list |  Request count: 25

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste parolam1

pass123
Load ... parolal2*
—— | Login123 o
Remove

denemel23

Clear
Add Enter a new item

Add from list ... [Pro version only]

EJ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add | |Enabled |Rule

Edit
Remove 3

up

[l

| pown

ELd

(51 Pavload Fncoding

( Olas1 Parolalar Listesi Tkinci Payload Olarak Belirlenir )



Burp Suite Community E 7.36 - Temporary Project

Burp Intruder Repeater Window Help

| Target | Proxy | Spider | Scanner Imtruder T Repeater I Sequencer I Decoder T Comparer I Extender Tiject options T User options | Alerts
T
Target | Pasitions | Payloads | Gptions |

@ Attack Results

L

lEJ These settings control what information is captured in attack results.
] store requests
[ store responses
@ Make unmodified baseline request
[J use denial-of-service mode (no results)
[J store full payloads

Grep - Match

These settings can be used to flag result items containing specified expressions.

©®

[ Flag result items with responses matching these expressions:

Paste Invalid Login

Load

Remove L

Clear

Add Invalid Login
Match type: @ Simple string
O Regex

[J case sensitive match
] Exclude HTTR headers

Grep - Extract

These settings can be used to extract useful information from responses into the attack results table

@&

[ Extract the following items from responses:

Add

b
v

( Geéﬂe'rAsiz Kullanic Hesabr Denemelerinde Invalid 'Ilo'g—in"béy'fagl' Tick’li Olsun Denir )

Burp Suite Community E Temporary Project

Burp Intruder Repeater Window Help

Target | proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
>

Target | Positions | Payloads | Options |

Request Headers

.

Start attack | T\

)|

These settings control whether Intruder updates the configured request headers during attacks

0

[ Update Content-Length header

[ set Connection: close

Request Engine

@ These settings control the engine used for making HTTP requests when performing attacks.

Note: Some of these options are not available in the Community Edition of Burp.

Number of threads: 1
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000
Threttle (milliseconds): © Fixed 0
ariable: start |0 step |30000

Start time: @® Immediately

Qin 10 minutes

(O Paused

Attack Results

These settings control what information is captured in attack results.

z
©

] store requests

[ store responses

) Make unmodified baseline request

[[J Use denial-of-service mode (no results)
(] store full payloads

Grep - Match

T

These settinos can he used to flaa result items containing snecifiad r

( Saldir1 Baglatilir )



Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner T\ntruder IRapaater I Sequencer T Decoder I Comparer I Extender TPszct options Tusar options | Alerts
~@

Intruder attack 1
Positiong

Attack Save Columns
| .
@ Request FJ Results | Target | Positions IPaylnads Tommns ] start attack | T
These settin
& ‘ Filter: Showing all items “1]
] Update €
& set Request v Payloadl | Payload2 | Status |Error | Timeout | Length | Invalid Login | Comment
=] onr — —
21 deneme deneme123 200 O (] 489 ) A
|20 qwerty Login123 200 O (] 489 ) 1]
5| Request E| 18 Login Login123 200 d U so3 a é
u 18 xyz Login123 200 O O 489 [
(@) These settin| 5 abc Login123 200 O (] 489 W
SR GT- 16 deneme Login123 200 g Q 489 [
15 qwerty parolal2# 200 a O 489 [
14 L la12% 200 O O 489
Number of t| eamn paroe g g o
13 xyz parolal2# 200 a O 489 )
Number ofll| 12 abc parolal2* 200 g [ 489 o]
11 deneme parolal2* 200 (@] (B} 489 )
Pause befor 'HL awarhy nass173 200 1 1 289 ?ﬁ L |
- >
Throttle (mill | Request | Response
Raw | Headers | Hex | xML
HTTP/1.1 200 OK .
Start time: Content-Type: text/xml; charset=utf-g (4]
Content-Length: 382
Connection: cleose
Server: Jetty(6.1.26)
| <soapenv:Envelope xmlns:soapenv=thttp: //schemas. xmlsoap.org/soap/envelope/" -
xmlns:sam="http://www.soapul.org/sample/">
(2] Attack Re <soapeny:aody>
These settin <Soapenv:Faults
&) <faultcode>Client=/faultcode>
) Store re¢ <faultstring-already Login</faultstring> ~
<dotails
] sStore res [ - .
& + > ype a search term 0 matches
] Make unt
= = |
& Use denl Finished . .
[ store full payloads
w Grep - Match L
. These sattinas can he used to flan result items cantaining snacified exnrassian: A

( Saldir Sonlanir )

Saldirn tamamlandiginda goriildiigii gibi bir hesap ele gegecektir: Kullanic1 Adi: Login, Parola:
Login123.

Sonug olarak SoapUI yaziliminda demo bir soap web servisin arayiiziinii / kapsamini kullanarak bir
xml talebini inceledik ve xml talep paketini Burpsuite’e yonlendirerek hedef demo soap web
servisin login noktasina sozliik saldirisi (sifre kirma saldirisi) diizenledik. Bu sekilde soap web
servise ait bir hesap ele gecirmis olduk.

Uyart:

Demo soap web servisi tasarimi geregi bazi gecersiz hesap denemelerinde oturum agmig
goriinmektedir. Bu 6rnek olarak tasarlanmig soap web servisin yapisindan
kaynaklanmaktadir ve brute force / dictionary ile hesap ele gecirme konseptinde
olundugundan ona deginilmemistir.

Bu uygulamada oldugu gibi web servislerine giden talep paketlerinin paket basliklari, paket
govdesindeki xml node’lar1, ve url’deki parametreler kurcalanarak web servislerine saldir testleri
uygulanabilir.



Uygulama [SoapUI Yazilimi ile SOAP Web Servis Test Etme 2]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada SoapUI yazilimi kullanilarak kasith zafiyetler iceren DVWS web servisine ait bir
ders sayfasinda sunulan WSDL dosyasi alinacaktir ve DVWS’nin ilgili sayfasinda islevsel soap web
servisini test etme gosterilecektir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makine
SoapUI /' Web Servis Test Yazilimi
Burpsuite // Proxy Yazilimi

DVWS - Windows 7 Home Premium VM // Hedef Web Servisi - Sanal Makine

Not: SoapUI kurulumu ve baslatma Uygulama [SoapUI Yazilimi ile SOAP Web Servis Test
Etme] baghginda bahsedilmistir.

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin ¢calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Ornegin DVWS web servisinin bir ders sayfasinda wsdl enumeration saldiris1 senaryolagtiriimigtir
ve sayfanin dedigi iizere dvws’nin arka ucundaki soap web servisin WSDL dosyasinin elde edildigi
varsayllmaktadir. Bu wsdl dosyasinin url’si ders sayfasinda verilmistir:

Activities @ Chromium Web Browser ¥ Pzt 10:01 ¢ (zur-

WSDL Enumeration - Chromium (-]

©® SOAPWebSc x | @ RESTWebSer x | @ WebAPI-Wil x | @ RESTAPITes: x | » Webservices x | il UsingBurpt: x Scanninga R X HowtoScan  x [SENERTN NS URL Rewrite | % Automating © X | + °
€ > C {0 A Notsecure | 192.168.71.12/dvws/vulnerabilities/wsdlenum/ w O Qﬂ » 2
i Apps & isGici Girisi @ Jirais Gici ¥ ConfluenceSGE @ Logintobya @ USVNSGE '§J UCROWD SGE & SanalSiberGi... @ SiberLab3sGE £F Openstack Ge... {A SGEUdemy M miizik

WSDL Enumeration

Most SOAP services are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an attacker
can access an application’s WSDL file, he can try to enumerate and and look for hidden services used by the web application.

Setup instructions
WSDL enumeration aims to discover non-public web services by retrieving their WSDL file.
PHP Informatiol

More Information

« htips:/Anww.owasp.orgfindex.php/Testing WSDL_(OWASP-WS-002)
« hittp:/Avww.ws-attacks.org/index.php/WSDL_Disclosure

Vulnerabilities

A B D

The below form submits a value to be processed by the back-end SOAP service. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here to
view the WSDL of the application.

Smartphone OS Market Share

XML External Entity Injectio OAndroid
Gios
XPATH Injectio Wi
Owindows Phone
Oothers
| Submit

E
=
©
(a)
|
(@)



Cum 21:18

localhost/dvws/vulnerabilities/wsdlenum/service.php?wsdl - Chromium

Activities @ Chromium Web Browser ~

©® RESTV ® RESTAPITes! X W e ow x WSDL Enu

C (@ O localhost/dvws/vulnerabilities/wsdlenum/service php?wsdl
R isGiciGirisi € Jiraig Gici & Confluence SGE & Nglobya @ USVNSGE '§J UCROWD SGE @ SanalSiberGi... & SiberLab3SGE L3 Openstack Ge... {A SGEUdemy W mizik

Apps

This XML file does not appear to have any style information ass§ciated with it. The document tree is shown below.

v<definitions xmlns:SOAP-ENV="http://schemas.xmlsoap.0 /soap/envelope/“ xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:SOAP-
ENC="http://schemas .xmlsoap.org/soap/encoding/" xmins: ebservice" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns="http://schemas.xmlsoap.org/wsdl/" targetNamespach= dea.webservlce >
v <types>
v<xsd:schema targetNamespace="dvwa:webservice">
<xsd:import namespac http://schemas.xmlsoap.org/sol
<xsd:import namespace="http://schemas.xmlsoap.org/ws
</xsd:schema>
</types>
v<message name="Return_priceRequest">
<part name="name" type="xsd:string"/>
</message>
v<message name="Return_priceResponse">
<part name="return" type="xsd:float"/>
</message>
v<message name="check_user_idRequest">
<part name="username" type="xsd:string"/>
</message>
v<message name="check_user_idResponse">
<part name="return” type="xsd:string"/>
</message>
v<message name="PopulationRequest"s
<part name="value_one" type="xsd:string"/>
</message>
v<message name="PopulationResponse">
<part name="return" type="xsd:integer"/>
</message>
v<portType name="DVWA Web Service PortType">
v<operation name="Return price"s
<input message="tns:Return_priceRequest"/>
<output message="tns:Return_priceResponse"/>
</operation>
v<operation name="check_user_id">
<input message="tns:check_user_idRequest"/>
<output message="tns:check user_idResponse"/>
</operation>
v<operation name="Population"
<input message="tns:PopulationRequest"/>
<output message="tns:PopulationResponse"/>
</operation>
</portType>
v<binding name="DVWA Web Service Binding" type="tns:DVWA Web Service PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
v<operation name="Return_price"s
<soap:operation soapAction="http://localhost/dvws/vulnerabilities/wsdlenun/service.php/Return_price" style="rpc"/> 9

/encoding/"/>
"r>

B O

< [

8

OO 6E

(@]

SoapUI yazilimina bu soap web servisin wsdl dosyasini verelim ve soap web servisin arayiiziinii /
kapsamini gorelim.

Activities @ com-install4j-runtime-launcher-UnixLauncher v Cum 21:21

SoapUl 5.6.0

Ele Project Sute Case Step Tools Desktop Help
X g

Endpoint Explorer ‘ Search Forum ]
online Help

= Creates 3 new SOAP project] SoapUl Start Page /211 i ik e G e G < B

Project

Jopadsul

avigator

Hi there!

You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

Thanks!
The SmartBear SoapUl Team

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥ Cum 21:22

bl Fie Project Sute Case Step Tools Desktop Help
X g
Empty SOAP REST Import SaveAll Forum  Trial  Preferences  Proxy

‘ Endpoint Explorer ‘ Search Forum I
online Help

‘\ SoapUl Start Page < B

Projects

Jopadsul

Hi there!

Nawigator

You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

Thanks!
The SmartBear SoapUl Team

Q

New SOAP Project

New SOAP Project @
Creates a WSDL/SOAP based Project in this workspace

8

Project Name:  [Dvws ]

Initial WSDL: [

Create Requests:

Create Testsuite:

Relative Paths: [ Stores all file paths in proje vely to project file (requires save)

I N




Activities @ com-install4j-runtime-launcher-UnixLauncher ¥

File Project Sute Case Step Tools Desktop Help

Navigator

Empty SOAP REST Import SaveAll Forum Trial Preferences Proxy ‘

m o+ g ®

Endpoint Explorer ‘ Search Forum

Soapul Start Page
Projects

Hi there!

You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

The SmartBear SoapUl Team
. Look In: [C3 Desktop - @R

nel PO Kaynak Kod Egitimi B eski ayar

[ HoDYe Atlacaklar @
Cre Vaalar [B) Lnwservers includekarabuk Bilgileri (yeni).rar|

avenlik ve Kontrol B) Mutilidae Video Serist.txt E
Projt PhpMyAdmin Basic Auth Credentials |}
Inttiz [B7service ymi |
smartasp tuzucayir login bilgileri.bd

Crez | komutlan [E) Temel CMD Komutlar. txt
& |
Rela

File Name:  [service.xml

Files of Type: [All Files:

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥

[—]

=

[ ]
L]
(X
(G)

Ei

avigator

le Project Sute Case Step Tools Desktop Help
X g ke

=] o3 ‘
Empty SOAP REST Import SaveAll Forum  Trial Preferences Proxy

Endpoint Explorer ‘ Search Forum

SoapUl Start Page
Projects

Hi there!

You're getting this message since your computer is offline and SoapUl can't access the
Internet. Without an Internet connection, you might experience some issues when performing
Web Service testing.

Usually, this is where you would see the SoapUl start page, which includes the latest news
and other relevant information.

Make sure to connect to the Internet to get access to all the services and information from
SmartBear.

Thanks!
The SmartBear SoapUl Team

New SOAP Project

New SOAP Project @
Creates a WSDL/SOAP based Project in this workspace

Project Name:  [DVWs

Initial WSDL: [homernefese/pesktopiservice.xmi

Create Requests: [7] Create sample requests for all operations?

Create Testsuite: [¥] Creates a TestSuite for the imported WSDL.

Relative Paths: [Stores allfile paths in project relatively to project file (requires save)]

oo E

oo E

)
Online Help

Jojoadsu)

)
online Help

Joyadsul



Activities

Ele Project Sute Case Step Tools

T
empty SN ReST impont

Projects
=8 DWs

&2 DVWA Web Service Binding

-5 check_user_id

79 Request 1
Population
52 Request 1
Return_price
39 Request 1
B sample SOAP Project Core

Navigator

[

E

Interface Properties

Property Value

Name DVWA Web Serv.

Description

Definition URL  file:/homefhefes,
inding {dvwa:webservi.

SOAP Version  S0AP1.1

cached true

style RPC

W5-A version ON

[WS-A anonymous  optional

save All

@ com-install4j-runtime-launcher-UnixLauncher

Desktop  Help

Pzt 09:36
SoapUl 5.6.0

hd & ‘ Endpoint Explorer ‘ Search Forum ©
Forum  Trial Preferences  Proxy online Help
3 DVYWA Web Service Binding o B
Overview | Senvice Endpoints | WSDL Content | WS1 Compliance
@

) WSDL Definition

WSDL URL file:/home/hefese/Desktop/service.xml
Namespace dvwawebservice

Binding DVWA Web Senvice Binding

SOAP Version SOAP 1.1

Style RPC

WS-A version NONE

© Definition Parts
servicexml file:/nome/hefese/Desktop/service xml

© Operations

Name Use One-... n

check_user_id SOAP ... false 192168.71,12/d hpicheck_user_id
Population SOAP ... false 192.168.71.12/ch p/POp
Return_price SOAP ... false 192.168.71.12/ch hp/Return_price

SoapUllog httplog jettylog errorlog wsrmlog memorylog

Bu adimlar neticesinde dvws’deki soap web servisin arayiizii / kapsami yiiklemesi ile 6rnek xml

talepleri sol siitunda siralanir: check_user_id, Population, Return_price. Sol siitundaki request ‘lere

tiklanildiginda gonderilmeye hazir xml talepleri agilacaktir.

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥ Cum 09:38 ¢ (=4
— S0apuI 5.6.0
B Elle Project Sute Case Step Iools Desktop Help
B B + ] 3
(o} B - = hod & ‘ Endpoint Explorer ‘ Search Forum @
Empty SOAP REST Impot SaveAll Forum Trial Preferences  Proxy online Help
“ I8 32 Request 1 2 o
5| Projects .-~ ————————————————
& B DVWS yeEOoLe http://192.168.71.1 ice.php %+ @
C) 2 % DVWA Web Service Binding 5 <soapenv Env:\uze XMLns i x5i="HEEp://www. w3 0rg/ 2001/ XMLSChema-instance" xnlns:xsd="http://www.w3. ora/2001/ xH=] ] m gksm;igvsﬁn\gpe ‘SOAP-ENV:encodingStyle="http://schenas . xnlsoap.org/soap/encoding/* xmlns :SOATA
Py <soapenyiHeader/> z <S0AP-ENV: Body~
7 check userd Bl <soapenviBody> <nsLicheck_user_idResponse xulnsinsl="http://schenas xnlsoap . org/soap/envelope/ ">
£ Request 1 2= eReck user_id sospeny e Style"http://sch 1s0ap.or . S ~retumn xes I 2001, Well donelo/returns
2 Popul 4 usarnan xsi xsdistring">adnin</usernane> L4 </ns1icheck_user_idResponse>
5 Re </check_user_id> </S04P-ENV :Body~
viBody </5S04P-ENV :Envelope=
</soapeny :Envelope=
Request Properties
Request 1
Description
Message sze 422
Encoding UTF-8
Endpoint hitp://192.168,
Timeout
Bind Address
Follow Redirects true

Domain

Auth Headers (0) Attachments (0) WS-A WS-RM
response time: 35ms (563 bytes)

Headers (9) Attachments (0)

SoapUilog httplog jettylog errorlog wsrmlog memorylog

Jopadsul

Joadsu



Burada SoapUI ayarlardan proxy ayar girerek gonderilen paketi yakalayabilir ve Burpsuite’te
Intruder’a gondererek cesitli giivenlik testleri uygulanabilir. SoapUI’de proxy ayar girmek icin;

Activities @ com-install4j-runtime-launcher-UnixLauncher v Pzt 09351 ¢ (Tau@-~
SoapUl 5.6.0

Project Suite Case Step Tools Desktop Help

Create Empty Project T
oy © | o | - 9

New SOAP Project cuin Al Forum  Trial Preferences  Proxy online Help
New REST Project ChriAN oo o E s
Import Project curh R http://192.168.71.1 ice.php S+ @3
Import Packed Project (2 [F =ompen:Envelope xelnz xzi=http:/ /wew.w3.ora) 2001 XASchena-nstance: xnlns: x=d—"HEtn:/ /v -v3. 079/ 2001/ W =]\ 5 [5 <SORP-ENVEnvelope. SORP-ENV:encadinosty [e="HEEp://=chenas . xalzomp aro/=amp encadina/- xwlns SoAfa] | &
Import Remote Project 2 penv:Header/> 2|2 <soaP-ENV:Body: Il

52 <soapenv:Body> ~ <nsl:Return_priceResponse xilns:nsl="http://schenas.xnlsoap.org/soap/envelope/">

=5 <Return_price soapenv:encodingStyle="http://schenas.xnlsoap.ora/soap/encoding/"> H <return xsiitype='xsd:float">82.8</return=>
jinpo:Eidat man colechion < <name xsi:type="xsd:st ring’>Android</mane> L </ns1iReturn priceResponse>

</Return_prices </S0AP-ENV :Body>

Save AllEroiects Ctak s </soapenv :Body> </SOAP-ENV:Envelope=

</soapenv :Envelope>
Close All Open Projects
New Workspace
Switch Workspace

Save Preferenc Sets global S0apuUl

Import Preferen

Recent

Exit

Exit without saving

Request Properties

Request 1

Name
Description
Message Size 414
Encoding UTF-8
Endpaint http://192.168,
[Timeout [~

Foto o ——
Follow Redirects true < DG <
Username Auth Headers (0) Attachments (0) WS-A WS-RM Fibaders (53 Atkachmants (5}

Password
lpomain response time: 38ms (549 bytes) i

SoapUilog httplog jettylog errorlog wsrmlog memorylog

vities @ com-install4j-runtime-launcher-UnixLauncher ~ Pzt 09:53
Soapul 5.6.0

Ele Project Sute Case Step Iools Desktop Help

¥ a
L - | Search Forum o
Empty SOAP REST Import SaveAll Forum Trial Preferences  Proxy online Help
o = 12 Request 1 £t B 5
5| Projects SLeE@EOL:r onesieloommesrende—eer e ———————————0——0—00———00—————0— — e l?
S 5-m ovws Py EDOLR http://192.168.71.1 ice.php. W+ @8
2 = DVWA Web Senvice Binding 2 [ <soapenv:Envelope xelne xsi="FEtp /a5 0rg/2001/XHLSchena_instance" alis s NV: Envelope SOAP-ENV:cncodingstyle="http://schenas xnlsoap.org/soap/encading/" xnlns :S0 g
- B apenv: H
O check user g @ coapenvided SoapUl Preferences http://schenas . xmlsoap.org/soap/envelope/">
52 Request 1 z Return_p! 8</return=
22 Population L3 <name | SoapUl Preferences
3% Request 1 5;;::":’25: Set global SoapUl settings
- Retum_price </soapeny :Envelf <
% Request 1 HTTP Settings *{ Proxy Setting: O Automatic
B sample SOAP Project Core Proxy Settings Onone

® Manual
\WSDL Settings

Ul settings Host: [iocalhost ] é
Editor Settings port 0w |

Tools
WS- Settings Excludes: [ ]
(Global Properties

Global Security Settings Usemame: [ ]

WS-A Settings
(Global Sensitive Information Tokens
\Version Update Settings

lAlertsite Connector Plugin

Password: [ ]

Request Properties

Property

@lw@®0O & B

Request 1

Name
Description
Message sze 414

Encoding UTF-8
Endpoint hittp://192.168.
Timeout

pind ddes ; :

Follow Redirects true

Auth Headers (0) Attachments (0) WS-A WS-RM Headers (9) Attachments (0)
response time: 38ms (549 bytes) 8:20

SoapUilog httplog jettylog errorlog wsrmlog memorylog




adimlan takip edilir ve sonra ekrandaki xml talep ve yanit penceresindeki yesil butonla xml talebi
gonderilir. Bu yapildiginda talebi localhost 8080 portunu dinleyen burpsuite alacaktir.

Activities @ com-install4j-runtime-launcher-UnixLauncher ~ Cum 0

— SoapUl 5.6.0

Ele Project Sute Case Step Tools Desktop Help

L] X g

Empty SOAP REST Import SaveAll Forum  Trial  Preferences  Proxy

‘ Endpoint Explorer ‘ Search Forum I

online Help

5| = 59 Request 1 Cal=al= S
| Projects h L oemAe e e = 1®&
o vws b Y 2B O 0 [pio2ieeriy sbilties/wsdenum/service. shp [Ju + @3
2| 5 2 Dvwa eb senice Binding 5 <soapenv Env:\use xRS X S1m"HELp: /W w3 07/ 2001/ XHLSchena-instance® xnlns:xsd="HiEp://w.v3. ora 2001/ XHa]S| 5 E@M;;sv;y;\;pe SOAP-ENV:encodingStyle="http://schemas . xnlsoap.org/soap/encoding/  xmins S0 2
e <soapeny:Header/> H <SOAP-ENV: Body~
7 check user d B <soapenv:Body> &) 1:check_user_idResponse xnlns insl="http: //schenas xnlsoap .org/soap/envelope/ ">
7 Request 1 El= <check_user_id soapeny e Style="http://sch ils0ap. or 7 H <return xsiitype='xsd:string"=001, Well done!</return=
< Population = e="xsd:string"=admin</usernane> = </ns1:check_user_idResponses
2 Ret </SOAP-ENV :Bodly>
© Retum_price </SOAP-ENV:Envelope=
</soapenv :Envel ope=
Request Properties
Value
Request 1
Description
Message Size 422
Encoding UTF-8
Endpoint http://192.168,
Timeout = =
pind Address IDE IDE|
Follow Redirects true
Username Auth Headers (0) Attachments (0) WS-A WS-RM Headers (3) Attachments (0)
Password
Domain response time: 35ms (563 bytes) 8:20

SoapUilog httplog jettylog errorlog wsrmlog memorylog

# com-installaj-runtime-launcher-UnixLauncher ~ Cum 09:43

S0apUI 5.6.0

Eile Project Suite Case Step Tools

°J o * & o hd Burp Suite C ity Edition v1.7.36 - Te Project
Empty SOAP REST Import SaveAll Forum  Trial Preferences  Proxy UIPISUIEEICo MmUY EMEIONLY: EmporaryFrojed

, Burp Intruder Repeater Window Help |

Desktop  Help

Y5 = © Request 1 |
guict:vws PEFEER T B A #10 | seider | scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | wdler |
o] 2| &% DvWA Web Senvice Binding [ =seapeny iEnvelope wln Fitpi//a [ntescept | HITP history | webSockets history | Options |
& O check uer A s -
¢ Request 1 HE “check_user_id soapenviencoding] (£ Reauest to httpy/152.168.71.12:80
= Population = <usernane xsi:types"xsd:stril — - o | action
2 Return_price (/;;;::;kgﬁ;glm L P P
E =/soapenv:Envelope> Raw | Params | Headers | Hex | XML
POST /dvws/vulnerabi 11 ties/wsdlenum/service.php HITP/1.1 ]
"4 Accept-Encoding: gzip, deflate r
Content-Type: text/xml;charset=UrF-8
sosPaction: *http://192.168.71.12/dvws /vulnerabi lities/wsdlenum/service. php/check_user_id*
P Content-Length: 422
Host: 192.168.71.12
User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11)
§> Comnection: close
- <soapenv:Envelope xmlns:xsi="http://wav.u3.org/2001/XM Schema-instance’ xmlns:xsd="http: //www.w3. 0rg/2001/XM Schema"
. xnlns:soapenv="http://schemas. xmlsoap. org/soap/envelope/ ">
<soapenv :Header,/>
<soapenv :Body>
<check_user_id soapenv:encodingStyle="http://schemas.xnlsoap.org/soap /encoding/">
<username xsi:type='xsd:string' sadmin</username=
A </check _user_id>
</soapenv: Body>
</soapenv:Envelope>
L |
Q)
Request Properties
Request 1
Description
Message Size 422
Encoding uTF8
Endpoint http://192,168.
Timeout
Bind Address |
Follow Redirects true 1
Username Auth Headers (0) Attachments (0) WSA |~
;Zfﬂs:ﬁm response time: 35ms (563 bytes) SIS E3E3) ‘ et

SoapUl log httplog jettylog errorlog wsrmlog memory log




Yakalanan paketi repeater’a gonderelim ve yanit paketlerini g6zlemleyerek giivenlik testini

uygulayalim.

Burp Suite Community Edi

Burp Intruder Repeater Window Help

‘emporary Project

Target | Provy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | project options | User options | Alerts | wsdler

<lv [ >Ir Target: http://192.168.71.12 [#]| 7
Request Response
Raw | Params | Headers | Hex | xmML Raw | Headers | Hex | XML
POST /dwws/vulnerabilities/wsdlenum/service.php HTTP/1.1 . HTTP/1.1 200 OK N
Accept-Encoding: gzip, deflate r Date: Fri, 20 Aug 2021 06:45:46 GMT r
Content-Type: text/xnl;charset=UTF-8 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2h PHP/S.5.38
SOAPACtion: X-Powered-By: PHP/S.5.38
"http://162.168.71.12/dvws /vulnerabilities/wsdlenun/service.php/check_u X-SOAP-Server: NuSOAP/0.9.5 (1.123)
ser_1d" Content-Length: 563
Content-Length: 422 Connection: close
Host: 162.168.71.12 Content-Type: text/xml; charset=IS0-8850-1
User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11)
Connection: close <?xml version='1.0" encoding="IS0-8859- 1"?><S0AP- ENV:Envelope
SOAP-ENV:encodingStyle="http: //schemas. xmlsoap. org/soap/encoding/*
<soapenv:Envelope xmlns:SOAP- ENV=" http: //schemas . xnlsoap.org/soap/envelope/"
http: //wnw.w3.0rg/2001/XMLSchema-instance xmlns:xsd="http:/ /www.w3.0rg/2001 /XM Schema
http: //wnw.w3.0rg/2001/ XMLSchema" xmlns:xsi="http://wiw.w3.0rg/2001 /XM Schema- instance
xmlns :soapenv=t http: //schemas. xmlsoap.org/soap/envelope/ > xmlns:SOAP- ENC=" http: //schemas . xnlsoap.org/soap/encoding/ " »<SOAP- ENV:B
heck_user_idResponse
Vhttp://schemas. xmlsoap.org/soap/envelope/t=<return
<check_user_id = xsd:string"=001, Well
soapenv:encodingStyle=thttp: //schemas . xmlsoap.org/soap/encoding/" = done!=/return=</ns1:chock iser 1 dResponse=</SOAP- ENV:Body=</SOAP- ENV:E
<username xsi:type='xsd:string=admn</username= “hvelope=
</check_user_id> —_
</soapeny:Body>
</soapenv:Envelope=
L L
v v
? < + > 0 matches 2. < + > |7 0matches

823 bytes | 35 millis

Burp Suite Community Ed
Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner [ intruder | Repeater | sequencer | Decoder | Comparer | Extender | project options | User options | Al=rt | wsdler
1 Jizgal -

Go Cancel | | <|v >y Target: http://192.168.71.12 E’J@
Request Response
Raw | Params | Headers | Hex | XML

Raw | Headers | Hex | XML

POST /dvws/vulnerabilities/wsdlenum/service.php HTTP/1.1 L HTTR/I.1 200 OK 0

Accept-Encoding: gzip, deflate r Date: Fri, 20 Aug 2021 06:45:56 GMT r

Content-Type: text/xml;charset=UTF-8 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2h PHP/5.5.38

SOAPAction: X-Powered-By: PHP/S.5.38

"http://192.168.71.12/dvws/vulnerabilities /wsdlenum/service .php/check_u X-SOAP-Server: NUSOAP/0.9.5 (1.123)

ser_ids Content-Length: 563

Content-Length: 421 Connection: close

Host: 102.168.71.12 Content-Type: text/xml; charset=IS0-8859-1

User-Agent: Apache-HttpClient/4.5.5 (Java/11.0.11)

Connection: close <7xml version='1.0" encoding='IS0-8859- 1" 7><S0AP- ENV:Envelope

SOAP-ENV:encodingStyle="http: //schemas.xmlsoap.org/soap/encoding,/"

<soapenviEnvalope xmlns:SOAP- ENV="http://schemas . xmlsoap . org/soap/envelope /"

xmlns:xsi="http://www.w3.0rg/2001/XM.Schema-1nstance" xmlns:xsd="http://www.w3.0rg/2001/XM.Schema"

xmns :xsd="http:/ /wwi.w3.0rq/2001 /XM Schema* xmlns: P/ /W .w3.0rq/2001/XM_Schema-instance"

http://schemas.xmlsoap.org/soap/envelope/'> xmlns:50aP- ENC="http: //schemas. xmls0ap . org/s0ap/encoding/" ><SOAP- ENV:B
eader /= ody=<ns1:check_user_idResponse
ody> http://schemas.xmlsoap. arg/soap/envelope/*<return
<check_user_id xsd:string' 2002, Well
soapenv:encodingstyle=' http: //schemas . xmlsoap. org/soap /encoding/" > -check_user_idResponses</SOAP- ENV:Body></SOAP- ENV:E
<username xsi:type="xsd:string"=rootk/username=
</check_user_id> —
</soapenv:Body>

</soapeny :Envelope>
b ke
4 v

? = + > 0 matches ? < + > 0 matches
Done

823 bytes | 23 millis

(Not: Check_User_ID arguman degerleri kasith zafiyetler iceren dvws web servisinin pdf

dokiimanindan elde edilmistir. Bkz. /var/www/dvws/Attacking Damn Vulnerable Web
Services.pdf )

Bu sekilde burp’te talep paketinin gévdesindeki node’larin degerleri ile, paketin bashklar ile, ve
url’de yer alan parametreler ile oynanarak gesitli giivenlik testi adimlar1 uygulanabilir.



Uygulama [SoapUI ile Rest Web Servis Test Etme]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada SoapUI yazilimi kullanilarak kasith zafiyetler iceren DVWS web servisindeki bir
ders sayfasinda sunulan rest web servisini test etme yolu gosterilecektir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makine
SoapUlI //' Web Servis Test Yazilimi
Burpsuite // Proxy Yazilimi
DVWS - Windows 7 Home Premium // Hedef Web Servisi - Sanal Makine

Not: SoapUI kurulumu ve basglatma Uygulama [SoapUI Yazilimi ile SOAP Web Servis Test
Etme] bashginda bahsedilmistir.

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

DVWS web servisi kompakt halde test amacli hem SOAP web servis hem de REST web servis
barindirmaktadir. REST web servisi icin bir tanimlama dosyas: bulundurmamaktadir. Bunun yerine
bir adet url seklinde arayiiz / kapsam sunmaktadir. Bu nedenle soapui’ye arayiiz / kapsam bu bir url
ile yiiklenecektir.

Oncelikle dvws web servisindeki ilgili sayfaya goz atalim.

Activities @ Chromium Web Browser v Cts17:00 € (0@~
REST API SQL Injection - Chromium ®C

SOAP WebService X | @ RESTWeb Service  x Web API-Wikiped X | @ RESTAPITesting T X | » Webservicestesti x | [ Using BurptoTes: x GitHub-snoopyse X HowtoScanResT x [ESESRICECNIEERS -+ ]
L C % A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/ % O ?n » 2
i Apps & isGiciGirisi @ Jirais Gicli 3 ConfluenceSGE & Logintobya @ USVNSGE '§) UCROWD SGE & SanalSiberGi... & SiberLab3SGE £3 OpenStack Ge... {A SGEUdemy M miizik

Home
REST API SQL Injection

SQL injection is a security vulnerability in which an attacker is able to submit a database SQL command that is executed by a web application, exposing the back-end database. A SQL
injection attack can occur when a web application utilizes user-supplied data without proper validation or encoding as part of a command or query.

Setup instructions
Note: If the REST AP is exhibiting “Unable to connect to the database. mysql_error()", please edit the api.php file located under \dvws\vulnerabilities\sqli
PHP Informatiof

More Information

« https://iwww.owasp.org/index.php/SQL_Injection
« hittp:/php.net/manual/en/security.database.sql-injection.php

Vulnerabilities

A B D

The following REST service is vulnerable to SQL Injection.

REST Service which retrives a user based on ID: /dvws/vulnerabilities/sqli/api.php/users/2
XML External Entity Injectio

XPATH Injectio

[ A
<
(X
(Q)
l

( DVWS Web Servisindeki REST Web Servisi Kismi )

Bir URL verilmis. Bu rest web servise ait URL ile URL’deki parametreye verilen degere gore
arkada veritabanindan c¢ekilen veri json formatinda getirilmektedir.



Activities @ Chromium Web Browser ¥ Cts17:03 @

— 192.168.0.33/dvws/vulnerabilities/sqli/api.php/users/2 - Chromium

= ® SOAPWebSery x | ® RESTWebServi x Web API-Wikip x | @ RESTAPITestin x | » Webservi x | B UsingBurptoT x GitHub -snoop: x anRE x [EVCELINIY & 192.168.0.33/

9 C ¥ A Notsecure | 192.168.033/dvws/vulnerabilities/sqli/api.php/users/2 E O
4‘\ 2 Apps R is Giicii Girisi € JiraisGici & Confluence SGE @ Login to b—e USVNSGE §J UCROWDSGE & SanalSiberGi... & SiberLab3SGE E£3 OpenStack Ge... {A SGE Udemy W miizik

{"first_name":"Gordon","last_name":"Brown"}

oOnC &R

( REST Web Servis URL Parametresi 2 iken Gelen Veri )

Activities @ Chromium Web Browser ~ CEs 17:07
192.168.0.33/dvws vulnerabilities/sqli/api.php/users/3 - Chromium
@® RESTWebsServi X Web API-Wikic x | @ RESTAPITestin x - W es x | # UsingBurpto T X GitHub -snoop: x How to ScanRi X RESTAPISQLIN X
9 & C (0 A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/api.php/users3 % 0 ?n » 2
4‘\ i Apps & s Giici Girisi € Jirais Gici  $& ConfluenceSGE & Login to byz USVN SGE '§J UCROWD SGE @& Sanal Siber Gi... & SiberLab3SGE £ OpensStack Ge... {A SGEUdemy MW miizik

{"first_name":"Hack","last_name":"Me"}

< [

B

( Rest Web Servis URL Parametresi 3 iken Gelen Veri )

DVWS’nin bu ders sayfasi ekraninda rest web servisine ait url’deki 2 parametresinde sql
enjeksiyonu agikligi sunulmaktadir.

SoapUI yazilimi ile REST web servisini bu arayiizii / kapsami gostererek test edelim ve sql
enjeksiyonu agikligini tespit edelim.

Activities @ com-install4j-runtime-launcher-UnixLauncher v Pzt 10:53
SoapUl 5.6.0

Eile Project Sute Case Step Tools Desktop Help

c0] | L= B
= r 53 8.9 | comm |

online Help

Empty SOAP REST Impot SaveAll Forum Trial Preferences Proxy
SoapUl Start Page | =
B sample SOAProject Core 8
SoapUl. T
Spored by SMARTBEAR..
New SOAP Project APACHE KAFKA SUPPORT Get Started with SoapUI Open Resources
Source

Test a REST API
REST API Sample Project

New REST Project ReadyAPI now supports testing for Test a SOAP API
event streaming platiorm Apache Kafka SOAP API Sample Project
Create test assertions to verify your 10 Tips for Beginners

Kafka endpoints with an easy point-and Amazon Web Service Sample
click interface. Project Documentation



Activities @ com-install4j-runtime-launcher-UnixLauncher v

Eile Project Sute Case Step Tools
] m X a

Empty SOAP REST import  SaveAll

Desktop  Help

Forum  Trial Preferences  Proxy

Soapul Start Page

SoapUl.

suppotes ty SMARTBEAR .

B Sample SOAP Project Core

avigator

New SOAP Project

New REST Project

The State of API Survey

New REST Project
Creates a new REST Project in this workspace

Pzt 10:54
SoapUl 5.6.0

8 | commmm |

APACHE KAFKA SUPPORT

ReadyAPI now supports testing for
event streaming platform Apache Kaika.
Create test assertions to verily your

Kafka endpoints with an easy point-and.

New REST Project

Get Started with SoapUI Open
Source

REST API Sample Project

SOAP API Sample Project

Amazon Web Service Sample

Spare 15 mins to take partin

URE: [http://192.168.71.1.

the 2021 State of API Survey

to help us identify major
trends in the industry.

Take The Survey Now

Search Forum

Try ReadyAPI

Resources
Test a REST AP
Test a SOAP API

10 Tips for Bex

Documentation
Community

Get Certified

oo E

online Help

Hedef web servisi tanimlama dosyas1t WADL sunmadigindan sadece bir url ile arayiiz / kapsam
girilir ve Ok denir. Béylece 6rnek bir talep paketi olusacaktir. Bu paket gonderilerek hedef web

servisine talep yapilir ve yanit doner.

Jopadsul

Jopadsul

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥ Pzt 10:55 ‘: C T 6
SoapUl 5.6.0
Fle Project Sute Case Step Tools Desktop Help
m * a0 (S 5 g
E B = =) » hd & ‘ Endpoint Explorer ‘ Search Forum @ @
Empty SOAP REST Import SaveAll Forum  Tral  Preferences  Proxy online Help
5] = 1% Request 1 |
g“ic{:gsw . 4, Method Endpoint Resource Parameters @
g rojec = " ~ W+
8|7 o= hupinoziesriiz [eeT Jhttprnoz16871.12 []] hp/users/2 I ]
&0 2 [fdwshulnerabilities/: +¢ mE v o« @2 [«]
21 =
"5 Reguest Name | Value Style | Level g
B sample SOAP Project Core g
z
g
g
Iz
&
&
&~
options: [
Request Params
Request Properties
Request 1 &
Description
Encoding
Endpoint hitp:/192.168, L
Timeout b
Bind Address KN Dolal|

Follow Redirects ~ true
Username
Password

Auth Headers (0) Attachments (0) Representations (0)

Headers (0) Attachments (0) SSLinfo Representations (0) Schema

Properties

SoapUilog httplog jettylog errorlog wsrmlog memorylog



Activities

—|

Eile

Havigator

® com.

Project Sute Case Step Tools

Desktop  Help

stall4j-runtime-launcher-UnixLauncher

Pzt 10:55
SoapUl 5.6.0

) B ¥ | 3
= = @ hd & ‘ Endpoint Explorer ‘ Search Forum @
Empty SOAP REST Import SaveAll Forum Tral Preferences  Proxy online Help
£ Request 1 : G i L=l
Projects 3
Method Endpoint Resource Parameters 3
=M REST Project 1 bmYy %@ 8
-3 http192.168.71.12 [cET |[etpmez1se71.12 [~][/dvws vuinerabilities/sqli/api.php/usersi2 I ] g
&0 2 dvwsivulnerabilities/sqli | (7 oe 3 "3 [ v o CHNE] =
] 2
b g Name Value Style | Level = HTML Tidy for Java (vers. 26 Sep 2004), see www.w3.0rg" name="generator’/>
25 Request 1 o z
B sample SOAP Project Core jny </head=
H 15 <body>{"first_name":"Gordon","last_name":"Brown"}</body>
3 2| </ntm-
z
g
5
&
[T )] | options: M
Request Params
Request Properties
Name Request 1 =]
Description
Encodin
Endpoint hittp://192.168...
Timeout
Bind Address
Z“slﬂr:’;m“"ms ftrue Auth Headers (0) Attachments (0) Representations (0) Headers (8) Attachments (0) Representations (1) Schema (conflicts)
Password response time: 22ms (44 bytes) T

Properties

SoapUllog  http log

jettylog errorlog wsrm log memory log

Simdi 2 parametresine sql enjeksiyonu payload’lar: girelim ve aciklik var m1 tespit edelim.

Girilen Payload 1:'

Activities

>¢ m

Nawigator

L

>

Q @

00 &

Fie

® com-installsj-runtime-launcher-UnixLauncher ~ Pzt 11:23
SoapUl 5.6.0
Project Sute Case Step Tools Desktop Help
o) > a0 (- 3
- o © & & ‘ Endpoint Explorer ‘ Search Forum @
Empty SOAP REST Import SaveAll Forum  Trial Preferences  Proxy Online Helf
= ¢ Request 1 ¥ B
Projects
Method Endpoint Resource Parameters
- REST Project 1 » ¥ %+ @
- -] " phplusers/| ¢
S S eezissnie e dmsnsisen: st ] I ‘
&-0) 2 ydwshulnerabiltiestsalil| (5 4 3% "X v N [«]
e g Name ] Value Style I Level HTHL Tidy for Java (vers. 26 Sep 2004), see www.w3.0rg" name="generator*/>
-85 Request 1 g
I sample SOAP Project Core
z <body~You have an error in your SQL syntax; check the manual that corresponds to your MariaDe
2 </htnl=

[aw] FITML] J50N | XL




@ com-install4j-runtime-launcher-UnixLauncher v

Activities

Pzt 11:36

So0apUl 5.6.0

File Project Sute Case Step Tools Desktop Help
= + ] z
e [ '] x =] ‘ Endpoint Explorer ‘ Search Forum
Empty SOAP REST Import SaveAll Forum  Trial  Preferences  Proxy online Helf
‘~ 5| = £} Request 1 S
?ﬁ“;ﬁw o > NvMethud Endpoint Resource Parameters P
E rojec - %+
C’ 2 7 G ez ics iz eer ~|[hetp:/mo2.168.71.12 [ ] [rdvws Ainerabilities/sqlitapi.php/usersr Il ]
&-01 2 ydwshulnerabilties/salil | (7 4= % " ] ~ « N E [«]
g H
25 Request 1 H Name Value Style | Level = S.0rg" name="generator’/>
B sample SOAP Project Core jny
E H || orresponds to your MariaDB server version for the right syntax to use near ''' at line 1</body>
o = _—_—m——
£
[z
&
&

Q @

8

|

OO 4

av

Girilen Payload 2: 1

Activities @ com-install4j-runtime-launcher-UnixLauncher ¥

Pzt 11:10
Soapul 5.6.0

Flle Project Suite Case Step Tools Desktop Help
] A4 al 3
Bt F o 4 | commm |
Empty SOAP REST Impot SaveAll Forum  Trial Preferences  Prowy Online Help
5 %5 Request 1 ot B3
P@’“ﬁ“{:ESTP o > m e Endpoint Resource Parameters L ol3
b roject 3 20 W t+@| 2
27 o= mpanozicsriiz et [http:rno2.168.71.12 [-]] hp/users/. I ] Ey
=0 2 ydvwsivuinerabilities/sqli/ | (5 4= 3 “S B v & - gEthm:‘> .
H g <head>
s@a 2 S e comtentersL Tidy for Jmun (vers. 26 Sep 20081, see B org" mamentgEneratort/s
5§ Request 1 @ Z <title/>
B sample SOAP Project Core @ </head>
: [Z|  body-Cfirst_nane®:<Darth*, “Last_name* i *Vader*3</body~
= 5| omat-
£
I3
&
2w

Girilen Payload 3: 50-ASCII(1)

Activities @ com-installaj-runtime-launcher-UnixLauncher v Pzt 11:10
— SoapUl 5.6.0
Fle Project Sute Case Step Tools Desktop Help
A4 a 3 =
Q [ ] x =] & CEl ‘ Endpoint Explorer ‘ Search Forum @
Empty SOAP REST Import SaveAll Forum  Tral  Preferences  Proxy online Help
Sl:| = i Request 1 o B
g“ﬁ“{;sw o b m g tethod _ Endpoint Resource Parameters @
3 rojec 3 = ,, ” T+ @
9 8|7 o = hupinozise iz = Jhttpnez168.71.12 [} s/SiASCH(l) ] ]
-0 2 dwwsivuinerabilities/salil (2 4= 3¢ "8 [ v & T Eknm}‘) B 0|
H ead>
i = Name Value style Level <neta content="HTML Tidy for Java (vers. 26 Sep 2004), See www.w3.0rg" name="generator®/>
8 sample SOAP Project Core </head>
H <body={"first_name":"Darth",*last_name" :"Vader"}</body~
£ </htal>

< [

8

OO 6R

[Raw) HTML] J50N %

Jopadsul



Ik payload’da tirnak karakteri sql hatas1 déndiirmiistiir. Demek ki tirnak karakteri sql ifadesi olarak
islenmistir ve fazla tirnak ile sql hatasina sebep olmustur. ikinci payload’da 1 ifadesi girilmistir ve
kargilik olarak 1 kaydi1 dénmiistiir. Ugiincii payload’da ise ASCII(1) sql ifadesi girilmistir. Bu sql
ifadesi degeri 49’a esittir. 50-ASCII(1) ile 50’den 49 ¢ikarildiginda 1 kalacaktir ve yine 1 kaydi
yanit olarak donecektir. 1 payload’u ile 50-ASCII(1) payload’u ayn1 ¢iktiy1 verdiginden demek ki
ASCII() sql ifadesi calismistir. Sql enjeksiyonu aciklig1 var tespiti sonrasi sql ifadeleri uygun
sekilde girilerek sql enjeksiyonu gerceklestirilebilir.

Bilgi:

Netsparker ile bu rest web servis url’si taranmistir (bkz. Uygulama [Netsparker ile REST
Web Servis Test Etme]) ve uygun payload’lar ile veritabani ismi, siiriimii, veritabani
kullanicis1 gibi bilgiler elde edilmistir.

Eger WADL, OpenAPI (Swagger),... v.b. REST web servise ait arayiiz / kapsam dosyasi olsaydi bu
arayliz / kapsam dosyasi SoapUI’ye yiiklendiginde sol siitunda 6rnek talepler listelenecekti ve ona
gore rest web servis giivenlik denetimleri uygulanabilecekti.



Uygulama [Burpsuite WSDLER Eklentisi ile Soap Web Servis Test Etme]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada burpsuite’in wsdler eklentisi yardimiyla dvws kasith zafiyetler iceren web
servisinin bir ders sayfasindaki arka ucta yer alan hedef soap web servisi test edilecektir.

Gereksinimler

Ubuntu 18.04 LTS // Ana Makina
Burpsuite, Wsdler Plugin // Glivenlik Testi Araci
DVWS - Windows 7 Home Premium // Web Servisi - Sanal Makine

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Oncelikle Burpsuite’e Wsdler eklentisini kuralim.

Burp Suite Community Edition v1.7.36 - Temporary Project ©
Burp Intruder Repeater Window Help
[ Target [ #row | spider | scanner [ intruder | Repeater | sequencer | Decoder | comparer [ Extender | project options | User options | Alerts | wsdler | |
. [[Extensions | BApp Store | APis | options 4 |
‘ BApp Stg @
The BApp Stffe Contains Burp extensions that have been written by users of Burp Suite, to fftend Burp's capabilities
\
Name & [Installed | Rating | Popularity [ Last updatedd) | Betail | |
| [sqtiPy salmap Integration R A A — 04 Mar 202%4 | - Wsdler
squagap s collaborator —i 24 Mar 2021 Requires Burp This extension takes a WSDL request, parses out the operations that
BE t — 12 jul 2019 Requires Burp are associated with the targeted web service, and generates SOAP
setgcainer — 15 Aug 2018 requests that can then be sent to the SOAP endpoints.
| ztui‘;‘;er;am ctractor __|' ;g JD“‘;“;;N To use this extension, select a suitable item in Burp, and choose
“Parse WSDL" from the context menu
| |Taborator — 15 Dec 2020 Requires Burp
Target Redirector — 04 Apr 2018 The extension builds upon the work done by Tom Bujok and his
ThreadFix =4 25 Jan 2017 Requires Burp soap-ws project which is essentially the WSDL parsing portion of
Timeinator, Time Based At —+ 09 Nov 2020 Soap-Ul without the UL
Timestamp Editor + 18 Mar 2021 Requires Java version 8
Token Extractor —1 16 Apr 2021
Token Incrementor — 27 Nov 2020 Author:  Eric Gruber |
Tokenjar — 20)un 2018 Version: 2012 |
Turbo Data Miner — 26 Jan 2021 Source:  httpsulgithub.com/portswiggerfwsdler
Turbo Intruder ——1 06Aug 2021 Updated: 01 Nov 2016
Upload Scanner — 26 Nov 2018 Requires Burp
UPNP Hunter 1 22 Jan 2021 Rating: Submit ratin
UUID Detector — 23 Feb 2017 N Rty 2 |
ViewState Editor —t 10 Mar 2021 Popularity: —————| :
WAF Cookie Fetcher — 16 Jan 2018
WAFDetect C — 13 Nov 2018 pstaling)
| | Wayback Machine —t 18 Jun 2018
WCF Deserializer — 15 Jun 2017
Web Cache Deception Sca —i 23Nov2017  Requires Burp
Weblnspect Connector —t 10AUg2016  Requires Burp ...
websphere Portlet State D... + 17 Feb 2015
wordlist Extractor — 20 Apr 2017
I | wordpress Scanner — 29 May 2018
WS Security I 13 Dec 2019
WSDL Wizard — 01 Jul 2014 (j
wsdler v — 01 Nov 2016
XChromeLogger Decoder = 25 Jan 2017
XSS Validator — 25 Jan 2017
vara =+ 25 Jan 2017 IV
YesWeBurp — 11 Jan 2021 v

Refresh list Manual install Installing

Bu kurulum sonras1 Wsdler sekmesi burpsuite meniilerine gelecektir.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | roxy | Spider | Scanner | intruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | User options | Alerts | wsdler

Hedef dvws web servisinin ilgili sayfasina bir goz atalim.



Activities ® Firefox Web Browser v Paz 13:53 € =0 [F -~

E WSDL Enumeration Bl 3 Settings X+ )

O & 192168037, B w o =

WSDL Enumeration

Most SOAP senvices are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an attacker can access an application's WSDL file, he can try to
enumerate and and look for hidden services used by the web application

WSDL enumeration ains to discover non-public web services by retrieving their WSDL fie.

More Information

«h
« hitp.

The below form submits a value to be processed by the back-end SOAP service. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here to view the WSDL of the application

Smartphone OS Market Share
OAndroid

Oios

Owindows Phone

Oothers

| submit Query |

DVWS’nin bu sayfasinda arka ugcta yer alan soap web servisin WSDL dosyasinin elde edildigi
varsayllmaktadir. Bu varsayima gore sayfada sunulan WSDL dosyasini alacagiz. Ardindan
Burpsuite’e Wsdler eklentisi yardimiyla hedef dvws soap web servisinin arayiiziinii / kapsamini
yiikleyecegiz. Bu sekilde 6rnek xml talepleri elde edecegiz ve bu talepleri giivenlik testi amaciyla
kullanacagiz.

Simdi dvws web servisi trafigini Burpsuite {izerinden gecirelim ve hedef soap web servisinin wsdl
dosyasini barindirdig1 url’yi ziyaret edip paketi burpsuite’te yakalayalim.

Activities  *¥ Firefox Web Browser v Paz 1355 € (0@~

E WSDL Enumeration Bl & settings X+ ]

O & 192168037, 8 % o =

WSDL Enumeration

Most SOAP services are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an attacker can access an application's WSDL file, he can try to
enumerate and and look for hidden services used by the web application

WSDL enumeration aims to discover non-public web services by retrieving their WSDL file.

More Information

The below form submits a value to be processed by the back-end SOAP service. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here to view the WSDL of the application

Smartphone OS Market Share
Oandroid

Oios

(Owindows Phone

Oothers

| submit Query |

( WSDL Dosyas1 URL’si Paylasimi )



Paz 14:02

Activities  #3 Firefox Web Browser ¥

= 192.168.0.37/dvws/vuln: x [

P & X @ O 8 192.168.0.37/d

fvulnerabilities/

'3 I This XML file does not appear to have any style information associated with it. The document tree is shown below.

q —<definitions targetNamespace="dvwa:webservice">
—<types>
—<xsd:schema targetNamespace="dvwa:webservice">
<xsd:import namespace="http://schemas.xmlsoap.org/soap/encoding/"/>
<xsd:import "http://schemas.xmlsoap.org/wsdl/"/>
</xsd:schema>
- <[types>
—<message name="Return_priceRequest">
<part name="name" type="xsd:string"/>
</message>
—<message name="Return_priceResponse">
<part name="return" type="xsd:float"/>
</message>
—<message name="check user idRequest">
<part name="username" type="xsd:string"/>
</message>
—<message name="check _user_idResponse">
<part name="return" type="xsd:string"/>
</message>
—<message name="PopulationRequest">
<part name="value_one" type="xsd:string"/>
</message>
—<message name="PopulationResponse">
<part name="return" type="xsd:integer"/>
</message>
—<portType name="DVWA Web Service PortType">
—<operation name="Return_price">
<input message="tns:Return _priceRequest"/>
<output message="tns:Return_priceResponse"/>
</operation>
—<operation name="check user id">
<input message="tns:check user idRequest"/>
<output message="tns:check _user_idResponse"/>
</operation>
—<operation name="Population">
<input message="tns:PopulationRequest"/>
<output message="tns:PopulationResponse"/>
</operation>
</portType>
—<binding name="DVWA Web Service Binding" type="tns:DVWA Web Service PortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
—<operation name="Return _price">
<soap:operation soapAction="http://192.168.0.37/dvws/vulnerabilities/wsdlenum/service.php/Return_price" style="rpc"/>
192.168.0.37

»

< @

#

[ ]
<
(X

4

( Hedef Web Servisi Arayiizii / Kapsami Dosyasi )

Paz 1357

Activities B com-installdj-runtime-launcher-UnixLauncher ~

8 168.0.37/dvws/uuls

© > x @ O & 192168037 n
°

e Community Edition Temporary Project

Burp st

endsr | Prjec aptions | User optons | Aers | Wedr |

Sl el Dii

Torge [iogn Spder | scamner [ it

9 . (7501 [ 72 hstory | WebSockets hstoy | oprions |
—<types> F
. = () Reauest o htpinsz.168.07:80
2 msoap.org/soap) T
ol oo e e
B 7 2 ; o) (Ssronacdins) » Z
</xsd:schema> [{Raw [ Params [ Headers | Hex
<ypes> G o TR TE T T
—<message name="Return_priceRequest"> Host: 192.168.0.37
<part name="name" type="xsd:string"/> User- Agent: Mozilla/s.0 (X11; Linux x86_64; rvio1.0) Gecko/20100101 Firefox/91.0
173 </message> Accept: text/htnl,application/xhtml4xnl, application/xml;q=0.9, inage/webp, */*;q=0.8
Rccept. Language: en- s,

~<message name="Return_priceResponse">

ety - 5 kccept-Encoding: gzip, deflate
N7 Spart Rame iretun’ types ad ook /> Referer: http://192.168.0.37/dws/vulnerabi li ties/wsdlenun/
b </message> Connection: close
~<message name="check user idRequest> Upgrade- Insecurs. Requests: 1
<part name="username" type="xsd:string"/> Cache-Control: max.-aga=0

</message>

~<message name="check user idResponse">

<part name="return" type="xsd:string"/>
</message>

="PopulationRequest">
alue_one" type="xsd:string"/>

</message>
~<message name="PopulationResponse">
<part name="return" type="xsd:integer"/>
</message>
~<portType name="DVWA Web Service PortType">
"Return_price">

Return_priceRequest’/>
tns:Return_priceResponse”/>

“check_user_id">
.check_user_idRequest"/>
tns:check user idResponse"/>

~<operation name:
<input message
<output message:
</operation>
~<operation name="Population">
<input message="tns:PopulationRequest'/>
<output message="tns:PopulationResponse"/>
</operation>

I=®0O &N

</portType>
~<binding name="DVWA Web Service Binding" type="tns:DVWA
g Stola o t i L
—<operation name="Return_price"> o =1 e o
<soap:operation soapAction="http://192.168.0.37/dvwsfvul 2 (<) [+ (> ]| = = . So=
192168037

( Hedef Web Servisi Arayiizii / Kapsami Dosyas! Talep Paketi Oniinii Kesme)

Burp ile yakaladigimiz wsdl dosyasina giden talep paketine sag tik yapalim ve Parse WSDL
secenegine tiklayalim.



Burp Suite Community E

36 - Temporary Project
Burp Intruder Repeater Window Help

Target [ roxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Broject aptions | User options | Alerts | wsdler
j Intereept | HTTP history | webSockets history | Options

w Request to httpi/f192.168.0.37:80

Forward Drop [“intercept is on | Action

Raw | Params | Headers | Hex

GET /dvws/vulnerabiLities/wsdlenum/service. php?wsdl HITR/1.1
Host: 192.168.0.37

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:91.0) Gecko/20100101 Firefox/91.0
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: 9zip, defll  gandto spider
Referer: http://192.168.0.3
Connection: close
Upgrade- Insecure- Requests: Send to Intruder Ctri+l
Cache-Control: max-age=0 Send to Repeater Ctri+R
Send to Sequencer

Send to Comparer

Send to Decoder

T

Do an active

can

Request in browser >
P L

Engagement toals [Pro version only] >
Change request method

change body encoding

Copy URL

Copy as curl command

Copyto file

Paste from file

Save item

Don't intercept requests >
Do intercept >
Convert selection >
URL-encode as you type

paste
Message editor help
Proxy interception help

5
v

2 [ =] [+ ] [=] [type a search term 0 matches

( WSDL Talep Paketinde Wsdler’in Calismasi ve Yanit Paketini Parse Etmesi)

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | Prowy | Spider | Scanner [lntrudsr T Repeater I Sequencer T Decoder I Comparer I Extender T Project options I User options | Alerts [ wadler

J Intercept I HTTP history IwabSucksts history I Options }

= -
|#) Request to http:/1192.168.0.37:80

Forward Drop [ Intercept is on ] Action

Raw | Params | Headers | Hex

GET /fdwws/vulnerabilities/wsdlenum/service.php?wsdl HTTP/1.1

Host: 192.168.0.37

User-Agent: Mozilla/5.0 (X11; Linux xB5 64; rv:91.0) Gecko/20100101 Firefox/91.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image webp,*/*;9=0.8
Accept-Language: en-US,en;q=0.5

Accept-Enceding: gzip, deflate

Referer: http://192.168.0.37/dvws/vulnerabilities /wsdlenum/

Connection: close

Upgrade- Insecure-Requests: 1|

Cache-Control: max-age=0

W

L
v

2) (=) ) (5] [mme o o matches

( Hedef DVWS Web Servisin WSDL Dosyasini Parse Etmesi ve Eklenti Penceresine Bilgilerin
Gelmesi )



Bu sekilde wsdler eklentisi yardimiyla hedef soap web servisin arayiiziinii / kapsamini elde ederiz.

Burp Suite Commu

Burp Intruder Repeater Window Help

[ Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project optians | User options | Alerts [ Wadler |

e - R

Operation | Binding | Endpoint
check_user_id DVWA Web Service Binding http://192.168 0.37/dvws vulnerabilities/wsdlenum/senice.php
Population DVWA Web Service Binding http//192.168.0.37/dvws ulnerabilities wsdlenum/senice php

Request

[[Raw | Params | Headers | Hex [t |

POST /dvws/vULnerabi 11 t1es /wadlenum/ service. php HTTR/1.1 T
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0 r
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://162.168.0.37/dvws/vulnerabilities /wsdlenum/

Connection: close

Upgrade- Insecure-Requests: 1

cache-Control: max-age=0

SOAPAction: http://192.168.0.37/dvws/vulnerabilities/wsdlenum/service.php/Return_price
Content-Type: text/xml;charset=UrF-g

Host: 192.168.0.37

Content-Length: 414

<soapenv:Envelope xmlns:xsi='http://www.w3.0rg/2001 /XM Schema- instance! xmlns:xsd="http://wwi.w3.org/2001/XM Schema"
xmlns:soapenv="http: //schemas . xmlsoap. org/soap /enve Lope /"=
<soapeny :Header /=
<soapeny : Body>
<Return_price soapenviencodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<name xsi:type="xsd:string'=>gero et</name>
</Return_price=
</soapenv : Body>
</soapenv:Envelope=

5
v

0 matches

Listelenen 3 adet 6rnek xml taleplerini repeater’a, intruder’a,... yollayarak giivenlik testleri
uygulanabilir. Ornegin Return_price xml talep paketini repeater’a génderelim ve talep paketinin
govdesindeki xml node degerini kurcalayalim.

Burp Intruder Repeater Window Help

Target | Proxy | spider | Scanner | intruder [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | Wsdler
[1 ]2z Jaw].-)

Go >|v Target: http://192.168.0.37 | #|| 7
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML
POST /dvws/vulnerabilities/wsdlenum/service.php HTTP/1.1 a HTTP/1.1 200 0K N
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 r Date: Sat, 14 Aug 2021 17:31:00 GMT r
Firefox/01.0 Server: Apache/2.4.23 (Win32) OpensSL/1.0.2h PHP/S.5.38
Accept: X-Powered-By: PHP/S.5.38
text/html, application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;q= X-S0AP-Server: NUSOAP/0.9.5 (1.123)
0.8 Content-Length: 549
Accept-Language: en-US,en;q=0.5 Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/xml; charset=IS0-8259-1
Referer: http://192.168.0.37/dvws/vulnerabilities/wsdlenum/
Connection: close <?xml version="1.0" encoding="IS0-8859-1"?~<S0AP-ENViEnvelope
Upgrade- Insecure-Requests: 1 SOAP-ENV:encodingStyle="http: //schemas . xmlsoap.ora/soap/encoding/"
Cache-Control: max-age=0 xmlns: SOAP- ENV="http://schemas . xmlsoap.org/soap /envelope /"
SOAPAction: xmlns: "hitp:/ fwww.w3. 0rg/2001 /XM Schema"
http://192.168.0.37/dvws/vulnerabilities/wsdlenum/service. php/Return_pr xmlns:xsi="http://www.w3.0rg/2001/XM Schema-instance"
ice xmlns: SOAP- ENC="http://schemas . xmlsoap.org/soap fencoding /" ><S0AP-ENV: B
Content-Type: text/xml;charset=UTF-& ody><nsl:Return_priceResponse
Host: 192.168.0.37 xmlns:nsl="http://schemas. xmlsoap.org/soap/envelope/"=<return
Content-Length: 414 xsi:type="xsd:float! 282, 8</return></ns1:Return_priceResponse></SOAP-EN
V:Body=></S0AP-ENV: Envelope>
<soapenv:Envelope
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XM_Schema"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope /">
<soapenv:Header/>
<soapenv:Body>
Style="http://schemas.xmlsoap.org/soap/encoding/">
<name xsittype=txsd:string®=android</names
=/Return_price> e
</soapenv:Bady>
</soapenv:Envelopes]
b .
v v
? < + > | |Type a search term 0 matches ? < + > | |Type a search term 0 matches

Done 809 bytes | 38 millis



Burp Suite Community E n v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder T Repeater TSequer\cer TDecnder T Comparer T Extender T Project options I User options | Alerts | Wsdler

Go > v Target: http://192.168.0.37 | #|| 7

Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML

POST /dvws/vulnerabilities/wsdlenum/service.php HITP/1.1 A HTTP/1.1 200 OK A
User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 r Date: Sat, 14 Aug 2021 17:31:24 GMT r
Firefox/gl.0 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2h PHR/S.5.38
Accept: X-Powered-By: PHP/5.5.38
text/html, application/xhtml+xml, application/xml; q=0.9, image webp, */*;q= X-SOAP-Server: NUSOAP/0.9.5 (1.123)
0.8 Content-Length: 549
Accept-Language: en-US,en;q=0.5 Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/xml; charset=IS0-8850-1
Referer: http://192.168.0.37/dvws/vulnerabilities/wsdlenum/
Connection: close =7xml version="1.0" encoding="IS0-8859- 1"7><S0AP-ENV:Envelope
Upgrade-Insecure-Requests: 1 SOAP-ENV:encodingStyle="http: //schemas.xmlsoap.org/soap/encoding/"
Cache-Control: max-age=0 xmlns: SOAP-ENV="http://schemas. xmlsoap.org/soap/envelope/"
SOAPAction: xmlns: xs ttp://www.w3.0rg/2001/XMLSchema"
http://192.168.0.37/dvws/vulnerabilities wsdlenum/service. php/Return_pr xmlns:xsi="http://wuw.w3.0rg/2001/XMLSchema-instance"
ice xmlns: SOAP-ENC="http://schemas. xmlsoap.org/soap/encoding/ " »<S0AP- ENV: B
Content-Type: text/xmljcharset=UTF-8 ody==ns1:Return_priceResponse
Host: 192.168.0.37 xmlns:nsl="http://schemas.xmlsoap.org/soap/envelope/" ><return
Content-Length: 410 xsiitype="xsd:float">13.9</return></nsl:Return_priceResponse=</S0AP-EN

V:Body>=/S0AP- ENV:Erve LOpE>
| <soapenv:Envelope
lxmlns :xsi="http:/ /www.w2.0rg/2001/XM Schema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
| xmlns : soapenv="http: //schemas. xmlsoap.org/soap/envelape/" >
<soapenv:Header/>
«soapenv : Body>
<Return_price
soapenvrencodingsty Le="http://schemas. xmlsoap.org/soap/encoding/" >
<name xsl:type="xsd:string'>10S=</name=
</Return_price> -
</soapeny: Body>
</so0apenv:Envelopes]|

\

f L s
127 =] (=] [=] [rvpe a search term omatches | [2 ][ <[+ ][> ] [Type asearch term 0 matches
! Done 808 bytes | 30 mills

(Not: Return_Price arguman degerleri dvws sayfasinin sundugu ekrandaki radio button’larin
name attribute’unlarindan elde edilmistir).

Bu sekilde testler uygulanarak gelen yanitlar izlenebilir ve bir agiklik aranabilir.
Bilgi:
Burpsuite wsdler eklentisi SoapUI yazilimi ihtiyacini kaldirmak icin ve SoapUI yazilim

olmadan Burspuite’te soap web servisleri arayiiziinii / kapsamini yiikleyebilmek ve giivenlik
testleri uygulayabilmek icin gelistirilmis bir eklentidir.



Uygulama [Burpsuite ile Rest Web Servis Test Etme]

(+) Birebir denenmistir ve basariyla uygulanmistir.

Bu uygulamada burpsuite ile kasith zafiyetler iceren dvws web servisinin bir ders sayfasindaki arka
ucta yer alan hedef rest web servisi test edilecektir. Not: Bu uygulama Burpsuite’in resmi
sayfasinda rest web servisleri test etme makalesinde uygulama olarak gosterilmektedir. (bkz. https://
portswigger.net/support/using-burp-to-test-a-rest-api)

Gereksinimler

Ubuntu 18.04 LTS // Ana Makina
Burpsuite /I Giivenlik Testi Araci
DVWS - Windows 7 Home Premium // Web Servisi - Sanal Makine

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Oncelikle dvws web servisindeki ilgili sayfaya bir goz atalim.

ces17:000 € (9@~

REST API SQL Injection - Chromium

Activities @ Chromium Web Browser ~

@® SOAPWebService X | @ RESTWeb Service x | §@ Web API-Wikiped X | @ RESTAPITesting 7 X | » Web servicestesti % | #l UsingBurptoTes' x GitHub -snoopyse X GRS & RESTAPISQLIne x (Y (-]
< C ¢ A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/ % O ?n @ :

i Apps & s Giicii Girisi € Jirais Gici & ConfluenceSGE & Logintobya @ USVNSGE '§J UCROWD SGE & SanalSiberGi... & SiberLab3SGE £3 OpensStack Ge... {A SGEUdemy B mizik

REST API SQL Injection

SQL injection is a security vulnerability in which an attacker is able to submit a database SQL command that is executed by a web application, exposing the back-end database. A SQL
injection attack can occur when a web application utilizes user-supplied data without proper validation or encoding as part of a command or query.

Setup instructions
Note: If the REST APl is exhibiting "Unable to connect to the database. mysql_error()", please edit the api.php file located under \dvws\vulnerabilities\sqli
PHP Informatiot

More Information

« https://www.owasp.org/index.php/SQL_Injection
« http://php.net/manual/en/security.database.sql-injection.php

Vulnerabilities

The following REST service is vulnerable to SQL Injection.

REST Service which retrives a user based on ID: /dvws/vulnerabilities/sqli/api. php/users/2

XML External Entity Injectio

XPATH Injectio

( DVWS Web Servisindeki REST Web Servisi Kismi )

Bir URL verilmis. Bu rest web servise ait URL ile URL’deki parametreye verilen degere gore
arkada veritabanindan gekilen veri json formatinda getirilmektedir.



Activities @ Chromium Web Browser v Cts 17:03 @
192.168.0.33/dvws /vulnerabilities/sqli/api.php/users/2 - Chromium

® REsTwebservi x | @ WebAPI-wikic x | @ RESTAPITestin x | » Webserviceste x | @i UsingBurptoT x GitHub -snoop: X HowkoScan RE X [E PN © 152.168.0.33/d

9 C 1 A Notsecure | 192.168.033/dvws/vulnerabilities/sqli/api.php/users/2 x Ot
4‘\ # Apps 8 is Giicli Girisi @ JiraisGlici $& ConfluenceSGE & Loginto byas @ USVNSGE ®) UCROWDSGE & SanalSiberGi... & SiberLab3SGE £} OpenStack Ge... {A SGEUdemy M miizik

{"first_name":"Gordon","last_name":"Brown"}

2 @

B

ooeER

( REST Web Servis URL Parametresi 2 iken Gelen Veri )

Activities @ Chromium Web Browser ¥ CEs 17:07
E .168.0.33 /dvws/vulnerabilities/sqli/api.php/users/3 - Chromium
©® SOAPWebSery x | ® RESTWebServi X Web API-Wikic X | @ RESTAPITestin » webservices te x | ] UsingBurpto T X GitHub -snoop: X How to Scan R x REPCECRIES @ 192.168.0.33/c
9 <« C (0 A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/api.php/users/3 * 0O ?Il » 2
4‘\ i Apps & isGiciGirisi € Jirais Gici 3 ConfluenceSGE @' Login to by; USVNSGE %) UCROWD SGE & SanalSiberGi... @ SiberLab3SGE £Z OpenStack Ge... 4A SGEUdemy W mizik

{"first_name":"Hack","last_name":"Me"}

Q @

]

( Rest Web Servis URL Parametresi 3 iken Gelen Veri )

DVWS’nin bu ders sayfasi ekraninda rest web servise ait url’deki 2 parametresinde sql enjeksiyonu
aciklig1 sunulmaktadir.

Simdi Burpsuite ile bu rest web servisi test edelim ve sql enjeksiyonu agikligini tespit edelim.

=
C, = X @ O 8 192.168.0.37, qli/api.php/u: px3 @
*» i = Burp.Intruder_Repeater Window Help

| ocooc gl o0 [ St neposton spssncer | ocosr ompare [ vt pojctspvons | Usecaptions | Aets [ wadkor)

3 e s [Websodket istoy [opions |

I-

Request to http:/192.168.0.37:80

S Fonvard oop | (eerceptien] [ Awion | @@
(o easers [ x|
i CET /dves/vuTnarabi\i ties, 1L /apt php/users/2 FITP/AT T
| Host: 192.168.0.37 r
Usar- agent: Mozila/s.0 (X11; Linux x86.64; rv:s1.0) Gacko/20100101 Firefox/S1.0
I hecepts, text/henl, application/shiatexat; appLications et 0.5, inage/vebps 7 +1G-0-8
hccept. Language: on.uS,enza0.5
= Accept.Encoding: ozip, deflate
57 Referers hitp:/162. 168.0.37/dves /vulnerabi i ties/sqli/
s Connection:
Upgrade- Insecure-Requests: 1
Cache-contrals max- 39620
©
2 — i s e Sy 0 matches

il 15216037

( Rest Web Servis Endpoint URL’si Http Talep Paketi Yakalanir )



Burp Suite Commul

Burp Intruder Repeater Window Help

Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | wdler

e ol

Go cancel || <|v || >|* Target: http://192.168.0.37 E’J ?)
Request Response

Raw | Headers | Hex Raw | Headers | Hex

GET /dwws/vulnerabilities/sqli/api.php/users/2 HTTP/1.1 & HITP/1.1 200 OK T
Host: 192.168.0.37 I Dater Sat, 14 Aug 2021 17:44:53 GMT r
User-Agent: MozillasS.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Server: fpache/2.4.23 (Win32) OpenssL/1.0.zh PHP/S5.5.38
Firefox/91.0 X-Powered-By: PHP/5.5.38
Accept: Content-Length: 44
text/html, application/xhtml+xml, application/xml;q=0.9,1mage /webp, */*;g= Connection: close
0.8 Content-Type: text/html
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close {first_name":"Gordon®, "Last_name":"Brown"}
Referer: http://192.162.0.27/dvws/vulnerabilities/sqli/
Upgrade-Insecure-Requests: 1
b b
v v
EEIEIEI omatches | (2] (<] (=] (5] [rp=asearch erm 0 matches
Done

247 bytes | 12 millis

( Rest Web Servis Endpoint URL’si Http Talep Paketi Repeater’a Atilir )

2 parametresindeki degere gore json yanit gelmektedir. 2 parametresine bir sql keyword ifadesi
girelim ve girilen sql ifadesi ¢alisiyor mu test edelim.

Girilen Payload: '

Burp Suite Commul

6 - Temporary Project
Burp Intruder Repeater Window Help

s | spider | scanner | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project optians | User options | Alerts | wsdler
12 2= 2= 560

Target | Prox

Go > Target: http://192.168.71.12 @ @
Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /dvws/vulnerabilities/sqli/api.php/users/'[ HTTP/1.1 4 | HTTP/1.1 200 OK 0
Host: 192.168.71.12 — [ Date: Sat, 14 Aug 2021 20:55:21 GMT r
User-Agent: Mozilla/5.0 (X11; Linux x85_64gv:91.0) Gecko/20100101 Server: Apache/2.4.23 (Win32) OpensSL/1.0.2h PHR/S.5.38
Firefox/91.0 X-Powered-By: PHP/S5.5.38
Accept: Content-Length: 150
text/html, application/xhtml+xml, applicatfifn/xml; g=0.9, image /webp, */*; Connection: close
0.8 Content-Type: text/html
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close You have an error in your SQL syntax; check the manual that
Upgrade- Insecure-Requests: 1 corresponds to your MariaDB server version for the right syntax to
use near ''' at line 1
. L
v v
? < + > pe a search term 0 matches ? < + > | [T 0 matches
Done

354 bytes | 12 millis



Girilen Payload: 1

Burp Suite Community E

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner T Intruder TRepeater T Sequencer I Decoder I Comparer T Extender T Project options T User options | Alerts | wsdler

1x]|2x(3x|48x|8mx

Go Cancel

Target: http://192.168.0.37 @ ?

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /dwws/vulnerabilities/sqli/api.php/users/1[ HTTR/1.1 ] HTTP/1.1 200 CK I
Host: 192.168.0.37 _— r Date: Sat, 14 Aug 2021 17:53:44 GMT r
User-Agent: Mozilla/5.0 (X11; Linux x@ rv:91.0) Gecko/20100101 Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2h PHP/S.5.38
Firefox/91.0 X-Powered-By: PHP/S.5.38
Accept: Content-Length: 43
text/html, application/xhtml+xml, app, /xml;q=0.9,1mage/webp, */*; q= Connection: close
0.8 Content-Type: text/html
Accept-Language: en-US,en;g=0.5,
Accept-Encoding: gzip, deflat
Connection: close {"first_name":"Darth","last_name":"vader"}
Referer: http://192.168.04 /dvws/vulnerabilities/sqli/
Upgrade- Insecure-Reques; 1
S .
v v
+ |[ = | [Type a search term 0 matches 2 |[<|[+][=||rypeasearchterm 0 matches

Burp Intruder Repeater Window Help

246 bytes | 14 millis

‘emporary Project

Target | Prowy | Spider | Scanner Tlntruder IRepeater T Sequencer T Decoder T Comparer T Extender T Project options Tuser options | Alerts | Wsdler

1x|2x[3x[4=x (54

Go cancel

Target: http://192.168.0.37 4] (7

Request Response
Raw | Headers | Hex Raw | Headers | Hex
GET /dvws/vulnerabilities/sqli/api.php/users/50-ASCII (1) HTTP/1.1 A HTTP/L.1 200 OK .
|Hest: 122.168.0.37 — I Date: sat, 14 Aug 2021 17:56:25 GMT r
User-Agent: Mozilla/S5.0 (X11; Linux xS6_6: :91.0) Gecko/20100101 server: Apache/2.4.23 (Win32) OpenssL/1.0.2h PHP/5.5.38
Firefox/91.0 X-Powered-By: PHP/5.5.38
Accept: Content-Length: 43
text/html, application/xhtml+xml, applicagfon/xml;q=0.9, image /webp, */*; q= Connection: close
0.8 Content-Type: text/html
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close - -
Referer: http://192.168.0.37/dvwglvulnerabilities/sqli/
Upgrade-Insecure-Requests: 1
b .
v v
Type a search term 0 matches 2 [ <[+ ][ =] |rwweasearch term 0 matches

248 bytes | 14 millis



Ik payload’da tirnak karakteri sql hatas1 déndiirmiistiir. Demek ki tirnak karakteri sql ifadesi olarak
islenmistir ve fazla tirnak ile sql hatasina sebep olmustur. ikinci payload’da 1 ifadesi girilmistir ve
kargilik olarak 1 kaydi1 dénmiistiir. Ugiincii payload’da ise ASCII(1) sql ifadesi girilmistir. Bu sql
ifadesi degeri 49’a esittir. 50-ASCII(1) ile 50’den 49 c¢ikarildiginda 1 kalacaktir ve 1 kayd yine
yanit olarak donecektir. 1 payload’u ile 50-ASCII(1) payload’u ayn1 ¢iktiy1 verdiginden demek ki
ASCII() sql ifadesi calismistir. Sql enjeksiyonu aciklig1 var tespiti sonrasi sql ifadeleri uygun
sekilde girilerek sql enjeksiyonu gerceklestirilebilir.

Bilgi:
Netsparker ile bu rest web servis url’si taranmistir (bkz. Uygulama [Netsparker ile REST
Web Servis Test Etme]) ve uygun payload’lar ile veritabani ismi, siiriimii, veritabani

kullanicis1 gibi bilgiler elde edilmistir.

Bu sekilde Burpsuite ile rest web servisi giivenlik testleri uygulanabilir.



Uygulama [Netsparker Yazilimi ile Soap Web Servis Test Etme]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada Netsparker yazilimi ile kasith zafiyetler iceren dvws web servisinin bir ders
sayfasindaki arka ucta yer alan hedef soap web servisi test edilecektir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makina
Netsparker // Giivenlik Testi Araci
DVWS - Windows 7 Home Premium // Hedef Web Servisi - Sanal Makine

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Netsparker ile soap web servis tarayabilmek icin soap web servislerde arayiiz / kapsam sunan
WSDL dosyasini Netsparker tarama ayarlarindan Import Links secenegi ile yiiklemek
gerekmektedir. Bu sekilde Netsparker otomatize tarama araci soap web servisin arayiiziinii /
kapsamini gorebilecektir ve saldir testlerini uygulayabilecektir.

Oncelikle hedef dvws soap web servisinin WSDL dosyasim elde edelim.

Activities  # Firefox Web Browser ~ Paz15:25 € (5406~

WSDL Enumeration X &3 settings Gl \VsDL Enumeration .+ (]

QO 8 localhost, B w © Q0 =

WSDL Enumeration

Most SOAP senvices are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an attacker can access an application's WSDL file, he can try to
enumerate and and look for hidden services used by the web application

WSDL enumeration aims to discover non-public web services by retrieving their WSDL file.

More Information

« hitp
« hitp

“The below form submits a value to be processed by the back-end SOAP service. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here to view the WSDL of the application

Smartphone OS Market Share
OAndroid

Oios

Owindows Phone

Qothers

[ submit Query



Activities  # Firefox Web Browser v

WSDL Enumeration

9 & cC @ O & localhost, ulnerabilities
'S )| This XML file does not appear to have any style i i iated with it. The tree is shown below.
9 itions target "dvwa: ice">
—<types>
b target "d ice">
t “hitp: xmlsoap. ">
é i t "htt; xmlsoap.org/wsdl/"/>
</xsd:schema>

. </types>
—<message name="Return_priceRequest">
<part name="name" type="xsd:string"/>
</message>
—<message name="Return_priceResponse">
<part name="return" type="xsd:float"/>
</message>
—<message name="check user idRequest">
<part name="username" type="xsd:string"/>
</message>
—<message name="check user_idResponse">
<part name="return" type="xsd:string"/>
</message>
—<message name="PopulationRequest">
<part name="value_one" type="xsd:string"/>
</message>
—<message name="PopulationResponse">
<part name="return" type="xsd:integer"/>
</message>
—<portType name="DVWA Web Service PortType">
—<operation nam "
<input gt
<output ge="tns:Return_pr
</operation>
—<operation name

LSO

)

-

(X

()
Iy

heck user id">
tns:check user idRequest'/>
<output message="tns:check user idResponse"/>
</operation>
—<operation name="Population">
<input message="tns:PopulationRequest/>
<output message="tns:PopulationResponse"/>

</operation>
</portType>
—<binding name="DVWA Web Service Binding" type="tns:DVWA Web Service PortType">
<soap:binding style="rpc" transport="htt mlsoap. />

—<operation name="Return_price">
ation ion="ht rvice.php/Return_price” style="rpc"/>

—<input>

WSDL dosyasim kaydedelim: service.xml. Ardindan Netsparker’da yeni tarama baglat penceresini
acalim hedef web servis url’sini girelim.

m} x
Target Website or Web Service URL
http://192.168.0.15/ dvws/ - (x| |(©) Previous Settings | ~
|
°Option5
Scan Settings
N Scan Policy
G |
e efault Security Checks - *
O Scope
W5 Additional Websites
& Imported Links Default Report -
@5 URL Rewrit
e eute Custom Cookies \“.“
g Pre-Request Script | SN
Shark (IAST)
Authentication HEdEf Soap WEb
= Crawling Servis
F
= Form /| Find & Follow New Links
7 Basic, NTLM/Kerberos Crawl & Attack at the Same Time
| Header + | Pause Scan After Crawling
Client Certificate cremental Scan
E Smart Card
0 onuth?
< Manual
Crawl and Wait - Cancel

Daha sonra hedef soap web servisin arayiiziinii / kapsamin yiikleyelim.



Start a New Website or Web Service Scan

Target Website or Web Service URL
http://192.168.0.15/dvws/

| o Options
Scan Settings

," General
{ Scope

- ; @PrevmusSEttings -

Imported Links
@ Add # Edit 3 Delete [
Method  URL =

& Additional Websites

& Imported Links
@ URL Rewrite

g Pre-Request Script

Wy, Shark (IAST)
Authentication

g Form

#° Basic, NTLM/Kerberos
_"-E Header

Client Certificate

@8 Smart Card

© oAuth2

II ¢ Manual

@ 5ean :ou\wﬂhiﬂmmfzt_”& @
W

xV_HsLjFF-z-JUqc

Clear Q Search | Import From File = Enter Links

ASP.MET Project File

Burp

Comma Separated Values (C5V)
Fiddler

HTTP Archive

I/0 Docs

Netsparker Session File

OWASP ZAP

Postman

RAML

OpenAPl (formerly Swagger)
‘Web Application Description Language (WADL)

Web Service Definition Language (WSDL)

‘WordPress REST API

Crawl and Wait | - Cancel Overall Activity
Import Links o x
4 B s ThisPC » LocalDisk(C:) » Users » admin > Desktop » ~ <] 2 Search Desktop
Organize *  New folder =~ O @
Name Date modified Type Size
# Quick access
File folder
[ Desktop
R — File folder

‘ Downloads XML Document 4KB
Documents XML Document 6KB
=] Pictures XML Document 4KB

mmm ma =

=

.

- em
@ OneDrive
[ This PC
& Metwork

. -
File name: | service v‘ WSDL Files ~
O = o




Start a New Website or Web Service Scan o X
Target Website or Web Service URL
hitp//192.168.0.15/dvws/ - ;ﬂ @ Previous Settings | -

I °Options

Scan Settings

Imported Links
G I
I" enera eAdd ; * Edit ¥ Delete %Clear QSearch Import From File = Enter Links
QO Scope
& Additional Websites it || UL

ttp://192.168.0.13/ dvws/vulnerabilities/wsdlenum/service.php

POST |
¢&& Imported Links (3 -
POST http://192.168.0.

@ URL Rewrite POST htpi//
=

5/dvws/vulnerabilities/wsdlenum/service.php

/192.168.0.13/dvws/vulnerabilities/wsdlenum/service.php

Pre-Request Script
Shark (IAST) \
Authentication e

E Form

4 Basic, NTLM/Kerberos

'.-5_ Header

Client Certificate

B Smart Card @3 link(s) successfully imported. o m
0 oiuth2

¥ Manual (D Scan scope rules will be applied to imported links during the scan.

Crawl and Wait - Cancel

Arayiiz / Kapsam dosyasi yiiklemesi sonrasi hedef dvws soap web sevise ait 3 adet link eklenir. Bu
linkler hedef dvws soap web servisinin kabul ettigi xml talep paketleri seklinde listelenecektir.

e e x|
http://192,168.0,13/ dvws/

OOptiuns | Builder | Raw | Hex View

Scan Settings imported Links POST | | HTTP « || 192.168.0.15 80 || /dvws/vulnerabilities/wsdlenum/service.php

I" General oAdd *Edit N Enabled Type MName Value Encoded
© e Method | URL | Headers

a, Additional Websites ° . PR

. POST http//1 ~ Header =  Host 192.168.0.15 v
& Imported Links 3 v Header - | SOAPAction | "http://192.168.0.15/dvws/vulnerabilities/wsdlenum/service.php/Return_price” v

APOST hitp:/f1
\_‘.:; URL Rewrite I posT http://1 L -

E Pre-Request Script

Shark (IAST)
Authentication o
I'E Form
Basic. NTLM/Kerberos =soap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/™> % _
< g <Return_price> AN
= Header <name xsi:type="xsd:string">_MNS_</name>
: - </Return_price> Packet
Client Certificate ﬁi-suap:EnEI-p Body
E— </soap:Envelope> v
© oauh2 | Enable Raw Request Body
% Manual (D Scan scope rul
Save Cancel
| Crawl and Wait | - | | Cancel | Overall Activity Status

( Eklenen Birinci Ornek XML Talep Paketi )



Target Website or Web Service URL

http://192.168.0.15/dvws/

°Opt\ons -]

Scan Settings

Imported Lin

,“ General eAdd _'E-
) Scope i
& Additional Websites Method
N POST kit
mported Links (3) |

& POST ki
@@ URL Rewrite osT |

ht
E Pre-Request Script

'), Shark (IAST)

Authentication

I'E Form

4 Basic, NTLM/Kerber
= Header

Client Certificat
@8 Smart Ca

© oAuth2

< Manual

Builder | Raw | Hex View
POST ~ || HTTP ~ || 192.168.0.15 80 || /dvws/vulnerabilities/wsdlenum/service.php
Enabled Type Mame Value Encoded
V Header - | Host 192.168.0.15 v
i Header ~ | S50APAction | "http://182.168.0.15/dvws/vulnerabilities/wsdlenum/service.php/check_user_id" i
n -
Header
<soap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"» ~ "
<check_user_id=> ?»\\:\
<username xsitype="xsdistring">_N5_</username>
=Jcheck_user_id> Packet
</5oap:Body>
</soap:Envelopex Body =
~ | Enable Raw Request Body
Save Cancel

Crawl and Wait - Cancel Overall Activity Status

( Eklenen ikinci Ornek XML Talep Paketi )

Target Website or Web Service URL

http://192.168.0.15/ chvws/ Builder Raw Hex View
OOpt\ons POST - || HTTP - || 192.168.0.15 80 I || fdvws/vulnerabilities/wsdlenum/service.php
Scan Settings il Enabled Type Name Value Encoded
Imported Links
," General 0 Add * cdit o ~ Headers
O Scope | o Header -~ Host 192.168.0.15 ~
& Additional Websites Method  URL v Header ~ | SOAPAction | "http://192.168.0.15/dvws/vulnerabilities/wsdlenum/service.php/Population” v
: B POST http://1| [l -
mported Lin ) |
& POST | hitp://1 Ay
tf;- URL Rewrite POST http://1 .
E Pre-Request Script Packet
¥, Shark (1AST) Header
Authentication
<soap:Bedy soap:encodingStyle="http://schemasxmlscap.org/soap/encoding/" > . .

E Form

#Population> T

<value_one xsitype="xsd:string">_N5_</value_one>

#° Basic, NTLM/Kerberos </Population>
= Header </oapEody> Body

</soap:Envelope> .
Client Certifio
8B Smart Card + | Enable Raw Request Body
0 oauth2 Save Cancel
% Manual Scan scope rul _‘

Crawl and Wait = Cancel Overall Activity Status

( Eklenen Ugiincii Ornek XML Talep Paketi )

Gortildiigii gibi 6rnek xml paketleri eklenmistir. Simdi bu arayiiz / kapsam belirlemesi sonrasi
Netsparker taramasina baglanabilir.



Start a New Website or Web Service Scan [m}

Target Website or Web Service URL

http://192.168.0.15/ dvws/
| °Optinn5
Scan Settings
f' General
) Scope
| % Additional Websites
. ¢&i Imported Links (3
g URL Rewrite
g Pre-Request Script
Shark (JAST)
Authentication
E Form
Basic, NTLM/Kerberos
=] Header
Client Certificate
Smart Card
© OAuth2

¢ Manual

Start Scan
/ Crawl and Wait

- ;ﬂ l:(:-:l Previous Settings | -

Imported Links

oAdd ; * Edit ¥ Delete &Clear Q Search | Import From File = Enter Links

Method | URL

POST fwsdlenumy/service.php
POST ice.php
POST ies/wsdlenum,/service.php

@ Scan scope rules will be applied to imported links during the scan.

Cancel

Manual Crawl (Proxy Mode)

xV_HsL-

UQIFHge

6716aal

Overa

Scan Imported Links Only (3 Imported)

Schedule Scan

Tarama basladiginda eklenen arayiiz / kapsam (ve ilaveten ek crawling sonucu gelen arayiiz /

kapsam) sol siitunda siralanir.

Not: DVWS soap web servisi tiilketen uygulama web-based bir php uygulamasi oldugundan
ek crawling olacaktir ve bunun sonucunda birgok arayiiz / kapsam ilave edilecektir.

Tarama basladiginda soap web servis arayiiziiniin / kapsaminin siralanisi ve hedef soap web servisin
tespit edildigine dair bilgilendirme mesaj1 goriilebilir.



192.168.0.15 - Netsparker 6.0.2.30446

(] HITP Request / Response (2 Browser View (1) Knowledge Base Viewer

I - B 2 Sove Report
53 192.168.0.15:80/dvws/ (34) Cl

" e % Web Services (SOAP)

Soap Web
ngs SOAP Web Services found in the target application. You can use the parameter name listed here to provide a default value while attacking. To add a default value, please use Form Values in your Scan Policy
Settings and you have selected Exact as the match type.

Arayizii
Tarama
Kapsaminda |,

Population

Return_price

DVWA Web Service

Operation Parameter

£ Web Services (S04P) 2]

check_user_id /soap:Envelope [1]/soap:Body[1]/check_user_id[1]/usex

Population /soap:Envelope [1]/soap:Body[1]/Popu

Soap Web Servisi
Tespit Edildi
Bilgisi

Return_price /soap:Envelope [1]/s0ap:Body[1]/Return_price([1]/name

Not:

Netsparker sol siitununda soap web servis arayiiziiniin / kapsaminin listelendigi kisimda

yer alan name, username, ve value_one wsdl arayiizii ile olusan xml talep paketlerinin
govdelerindeki xml node’lardir (yani olugsan xml talep paketlerinin gévde parametreleridir).
Import Links seceneginde listelenen olusmus xml taleplerini gésteren énceki resimlerde bu
durum goriilebilir.

Bu sekilde netsparker ile hedef soap web servisler taranabilmektedir ve bulunan bulgulara gore
hedef soap web servise dair acikliklar elde edilebilmektedir.

Netsparker’in yukaridaki resminde sol taraftaki aciklik stitununda ek crawling sonucu gelen web-
based uygulamanin agikliklan listelenmektedir. Ayni sekilde hedef soap web servise dair agikliklar
da bu sekilde gelecektir. Fakat mevcut soap web servisinin wsdl dosyasinin sundugu arayiiz /
kapsam oldukga sinirli oldugundan (yani kiigiik oldugundan), sadece DVWS soap web servisinin
WSDL enumeration sayfasi islevlerini kapsadigindan, ve wsdl enumeration sayfasinda sunulan /
Ogretilmeye calisilan aciklik tiiriintin sadece elde edilen wsdl dosyasi yoluyla sayfanin sundugu
talep disinda hedef soap servisin isleyebilecegi baska gizli talepler bulun oldugundan (yani bilgi
ifsasi oldugundan) netsparker’da web servise 6zgii bir agiklik bulgusu tespit edilmemistir.



Uygulama [Netsparker Yazilimi ile Rest Web Servis Test Etme]

Bu uygulamada netsparker yazilimi ile kasith zafiyetler iceren dvws web servisinin bir ders
sayfasindaki arka ucta yer alan hedef rest web servisi test edilecektir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makina
Netsparker /I Giivenlik Testi Araci
DVWS - Windows 7 Home Premium // Hedef Web Servisi - Sanal Makine

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Netsparker ile rest web servis tarayabilmek icin rest web servislerde arayiiz / kapsam sunan WADL,
OpenAPI (Swagger) v.b. dosyay1 Netsparker tarama ayarlarindan Import Links secenegi ile
ylklemek gerekmektedir. Bu sekilde Netsparker otomatize tarama araci rest web servisin arayiiziinii
/ kapsamin gorebilecektir ve saldin testlerini uygulayabilecektir.

DVWS web servisi kompakt halde test amagli hem SOAP web servis hem de REST web servis
barindirmaktadir. REST web servisi icin bir tanimlama dosyasi bulundurmamaktadir. Bunun yerine
bir adet url seklinde arayiiz / kapsam sunmaktadir. Bu nedenle netsparker’a arayiiz / kapsam bu bir
url ile eklenecektir.

Oncelikle dvws web servisindeki ilgili sayfay1 gérelim.

Activities @ Chromium Web Browser ~ Cts 17:00@ € (0@~
REST API SQL Injection - Chromium ec

@® SOAPWebService X | @ RESTWeb Servic x | @ web API-Wikiped X | @ RESTAPITesting T X | » Web servicestesti x | #l UsingBurptoTes' x GitHub -snoopyse X GRS & RESTAPISQLIne: x (Y (-]
&< C % A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/ A O ?n » 2

i Apps & s GiciGirisi @ Jirais Gici & ConfluenceSGE @ Logintobya @ USVNSGE ) UCROWDSGE @& SanalSiberGi... @ SiberLab3SGE E3 Openstack Ge... {A SGEUdemy M mizik

REST API SQL Injection

SQL injection is a security vulnerability in which an attacker is able to submit a database SQL command that is executed by a web application, exposing the back-end database. A SQL
injection attack can occur when a web application utilizes user-supplied data without proper validation or encoding as part of a command or query.

Setup instructions
Note: If the REST APl is exhibiting "Unable to connect to the database. mysql_error()", please edit the api.php file located under \dvws\vulnerabilities\sqli
PHP Informatiot

More Information

« https://www.owasp.org/index.php/SQL_Injection
« http://php.net/manual/en/security.database.sql-injection.php

Vulnerabilities

The following REST service is vulnerable to SQL Injection.

REST Service which retrives a user based on ID: /dvws/vulnerabilities/sqli/api.php/users/2
XML External Entity Injectio

XPATH Injectio

Command Injection

REST API SQL Injection

XML External Entity Injection 2

( DVWS Web Servisindeki REST Web Servisi Kismi )

Bir URL verilmis. Bu rest web servise ait URL ile URL’deki parametreye verilen degere gore
arkada veritabanindan veri json formatinda getirilmektedir.



Activities @ Chromium Web Browser v Cts 17:03 @
=3 192.168.0.33/dvws /vulnerabilities/sqli/api.php/users/2 - Chromium

.=

® SOAP Wel x | @ RESTWebServi x | (@ WebAPI-wikic x | @ RESTAPITestin X | » Webserviceste x | B UsingBurpto T x GitHub -snoop: X HowkoScan RE X [E PRI © 152.168.0.33/d X

9 C 1 A Notsecure | 192.168.033/dvws/vulnerabilities/sqli/api.php/users/2 x Ot
4‘\ # Apps 8 is Giicli Girisi @ JiraisGlici $& ConfluenceSGE & Loginto byas @ USVNSGE ®) UCROWDSGE & SanalSiberGi... & SiberLab3SGE £} OpenStack Ge... {A SGEUdemy M miizik

{"first_name":"Gordon","last_name":"Brown"}

#

2 @

B

ooeER

( REST Web Servis URL Parametresi 2 iken Gelen Veri )

Activities @ Chromium Web Browser ~ Cts 17:07
E 192.168.0.33/dvws/vulnerabilities/sqli/api.php/users/3 - Chromium

@® SOAPWebServ x | @ RESTWebServi X Web API-Wikic X | @ RESTAPITestin X | » Webserviceste x | @ UsingBurpto T x GitHub -snoop: X How to Scan R x ROPCECRIES o 192.168.033/ x [l
9 <« C Y A Notsecure | 192.168.0.33/dvws/vulnerabilities/sqli/api.php/users/3 % O ?Il » 2
4‘\ i Apps & isGiciGirisi € Jirais Gici 3 ConfluenceSGE @' Login to by; USVNSGE %) UCROWD SGE & SanalSiberGi... @ SiberLab3SGE £Z OpenStack Ge... 4A SGEUdemy W mizik
9 {"first_name":"Hack","last_name":"Me"}

>

Q @

]

( Rest Web Servis URL Parametresi 3 iken Gelen Veri )

DVWS’nin bu ders sayfasi ekraninda rest web servis url’sindeki 2 parametresinde sql enjeksiyonu
aciklig1 sunulmaktadir.

Netsparker ile REST web servisini bu arayiizii / kapsami gostererek test edelim ve sql enjeksiyonu
tespiti yapalim. Oncelikle netsparker taramaya web servis adresi verilir.



Start a New Website or Web Service Scan

Target Website or Web Service URL

http://192.168.0.36/ dvws/ - 7 '@ Previous Settings | ~

°Optian:

Scan Settings

B Scan Policy
f' General Y
Default Security Checks -

> Scope

ﬁ Additional Websites e

&& Imported Links Default Report Policy -
@ URL Rewrit

. ewrte Custom Cookies

g Pre-Request Script

Shark (JAST)
Authentication
Crawling
E Form
+ | Find 8¢ Follow New Links
#7 Basic, NTLM/Kerberos Crawl & Attack at the Same Time
= R Pause Scan After Crawling
Client Certificate
| Srnart Card

© ohuth?

¢ Manual

Start Scan - Cancel

( Netsparker Taramaya Web Servis Adresi Girilir )

Ardindan rest web servis arayiizii / kapsami tanimlama dosyas: olmadigindan Import Links
seceneginde arayiiz / kapsam dosyasi import etmek yerine bir adet url seklinde ekleme yapalim.

Start a New Website or Web Service Scan

Target Website or Web Service URL
http://192.168.0.36/ dvws/
o Options
Scan Settings
," General
O Scope
& Additional Websites Method | URL A

& Imported Links ]l

- ;’ ':(E) Previous Settings | =

Imported Links

0 Add Edit Delete Clear Q Search  |Impoert From File~ Enter Links

@& URL Rewrite
g Pre-Request Sdyipt
Shark (IAST)

Authentication

E Form

Basic, NTLM/Kerbefos e

= Header
Client Certificate
&8 Smart Card

© onuth2

¢ Manual @ Scan scope rules will be applied to imported links during the scan.

Start Scan v Cancel

( Web Servis Arayiiz / Kapsam Yiikleme Ekranina Gidilir )



Target Website or Web Service URL

http://192,168.0.36/dwvws/

Enter Links/HTTP Requests

Link Format | ¢ Relative or Absolute Links

Enter Links or HTTP Requests

http://192.168.0.36/dvws/vulnerabilities/sqli/api.php/users/2

¢ Manual

- ’_ @Pre.fiou: Settings | -

| | ®Scan scope rules will be applied to imported links during the scan.

( Endpoint URL’i Girilir )

Start a New Website or Web Service Scan

Target Website or Web Service URL

hittp://192.168.0.36/ dvws/

°Options
Scan Settings
," General
O Scope
% Additional Websites
¢ Imported Links (1)
@ URL Rewrite
g Pre-Request Script

Shark (IAST)

Authentication

E Form

#° Basic, NTLM/Kerberos
'.-_—2_ Header

Client Certificate
Smart Card

9 oauth?

< Manual

Imported Links

— [m] x
QK Cancel

Start Scan - Cancel
m) x

~ x| |(© Previous Settings | ~

eAdd ' * Edit ¥ Delete & Clear Q Search  Import From File v Enter Links

Method  URL

ttp://192.168.0.36/ dvws

fvulnerabilities/sqli/api.php/users/2

(:D 1 link(s) successfully imported.

@ Scan scope rules will be applied to imported links during the scan.

Start Scan -

( Rest Web Servis Arayiizii / Kapsami Eklenir)

Cancel



Simdi taramaya baglamadan 6nce URL Rewrite kurali girmek gerekmektedir. Ciinkii hedef web
servisi URL Rewrite kurali kullanmaktadir. Bu durum URL parametrelerinin URL’de dizin ismi
béliimii olarak yer almasindan anlasilabilir. Hedef REST web servisi URL’de bu sekilde parametre
kullanmaktadir. Eger Netsparker’da URL Rewrite kurali girilmezse (yani rest web servis url’sindeki
parametre isaretlenmezse) netsparker kendinden tanimli saldirilar rest web servis url’sinde dizin
ismi seklinde yer alan parametrede uygulamayacaktir. Yani url’deki dizin ismi gibi gériinen
parametre taranmamis olacaktir. Bu nedenle url’deki ilgili parametre url rewrite kural ile
isaretlenmelidir ve tarama kapsamina dahil edilmelidir. Bu sekilde tarama sirasinda saldirilar o
parametreye de uygulanabilir olacaktir.

Rest web servis URL’sindeki Parametreyi kapsama dahil etmek i¢in URL Rewrite sekmesine gidilir
ve Custom secenegine tiklanir.

Start a New Website or Web Service Scan [m} X

Target Website or Web Service URL

hittp://192.168.0.36/ dvws/ - 1| |(©) Previous Settings | -
°Optlcn5
|
URL Rewrite
£ General
4 + |Enabled  Heuristic ~ ° Exclusions
Q Scope
. ) Root Path M Heuristic 68 - @
. Additional Websites
i Sub Path Mg Custom 30 - @
¢« Imported Links (1) “—
= 15
“‘:f URL Rewrite Block Separators: Sl @
Analyzable Extensions: htrn, htrnl
g Pre-Requesticript - = @
Shark (IAST) @ If your website uses URI\Rewrite then you should configure the URL Rewrite
by choosing "Custom" URL Rewrite Rules. This will make scans faster and will
increase the coverage.
E Form
Basic, NTLM/Kerbgros
= Header
Client Certificate
Smart Card
0 osuthz
¢ Manual
Start Scan - Cancel

New ile kural penceresi agilir.



Start a New Website or Web Service Scan [m} X
Target Website or Web Service URL
http://192.168.0.36/ dvws/ - [ |(€) Previous Settings | ~

°Optl0l’15

Scan Settings

URL Rewrite
," General _ ~

+|Enabled Custom - Copy Rules @ Exclusions
O Scope
e{-‘:- Additional Websites New Delete ~ Up Down | http://exa Test
¢&& Imported Links (1) Pla(ehsqer Pattern RegEx Pattern
@ URL Rewite \ ]

g Pre-Request Script

Shark (IAST)

Authentication

E Form
#" Basic, NTLM/Kerberos

-.-5_ Header
+ | Enable Heuristic Rule Detection
Client Certificate

@ Use placeholder or regular expression patterns to define URL Rewrite rules,

&8 Smart Card
mart ar For example if the target URL is
o QAuth? http://example.com/blog/news/welcome-to-my-blog
The following placeholder pattern can be used /blog/{category}/{title}
< Manual Maore Information
Start Scan - Cancel

flgili rest web servis url’si girilir.

W

Target Website or Web Service URL

Add URL Rewrite Rule

Configure Sample URL

@ Enter a sample URL that matches the URL rewrite rule you want to add.
Example: http://www.example.com/products/123

Click Next to continue,

URL: | http://192.168.0.36/ dvws/vulnerabilities/sqli/api.php/us er:_-"2|

Ba Cancel
= Form
/7 Basic, NTLM/Kerberos
'I-_—E Header
| Enable Heuristic Rule Detection

Client Certificate
P Srmart Card @ Use placehcl;ler or regular exp_res:icn patterns to define URL Rewrite rules,

For example if the target URL is
o Ohuth2 http://example.com/blog/news/welcome-to-my-blog

The following placehelder pattern can be used fblog/{category}/{title}

¢ Manual More Information
Start Scan - Cancel

Ardindan url’deki dizin isimleri béliimleri ekrana gelir. Bunlardan parametre olanlar icin
parametredir tick isareti atilir. Bu adimda biz “2” unsuru icin parametredir tick’i atacagiz.



y _

Target Website or Web Service URL

Configure Parameters

@ Select the path segments which contain a parameter value,

Is URL Rewrite Parameter? | Parameter Type Parameter Name Path Segment
Any dvwvs
Any vulnerabilities
Any sqli
Any api.php
Any users
3

i Any 2

Placeholder Pattern: /dvws/vulnerabilities/sqli/api.php/users/.

S
2
RegEx Pattern: */dvws/vulnerabilities/sgli/api\.php/users/2/3§

< Back Cancel

T Manual ‘ ” More Information ” |

Start Scan = Cancel

y —

Target Website or Web Service URL

Add URL Rewrite Rule

Configure Parameters

(D Select the path segments which contain a parameter value,

Is URL Rewrite Parameter? = Parameter Type Parameter Name Path Segment
Any dvws
Any vulnerabilities
Ay sqli
Any api.php

o Any users
J Any : userlD 2

Placeholder Pattern: /dvws/vulnerabilities/sqlifapi.php/users/{userlD}

RegEx Pattern: */dvws/vulnerabilities/sqli/api\.php/users/(T<userlD=["/]+)/75

< Back Cancel

T Manual | ” Mare [nformation ” ‘

Start Scan = Cancel

Parametre Name kismina rastgele bir bilgi girilebilir. Orn; userID. Ve Finish denilir.

Not: Eger url’deki dizin isimleri béliimlerindeki bir unsur parametre bir diger unsur
parametrenin degeri ise Parameter Name kismina parametre unsurundaki isim girilir.
Orn; .../param1/argl seklinde ise Parameter Name kismina param1 girilir.



Boylece url’deki dizin ismi olarak yer alan parametre taramaya dahil edilir ve bu sekilde tarama
baslatilabilirdir.

Start a New Website or Web Service Scan

Target Website or Web Service URL

http - ;ﬂ @Pre‘.’iuuz Settings | -

°Opt\on5

Scan Settings

92.168.0.36/ dvws/

URL Rewrite
General
* | Enabled Custom - Copy Rules @ Exclusions
Q) Scope
& Additional Websites New 3 Delete ~ Up Down 192.168.0.36/ dhvws Test
Imported Links (1) Placeholder Pattern RegEx Pattern
Gé lmpo L,

@ URLRewrite (1 [{elsFulinerablites s/ php/users/{userDf | [A7elisfunerabities/ /e |
)
=1}

Pre-Request Script
Uy, Shark (IA5T)

Authentication

8 Form
4 Basic, NTLM/Kerberos

= Header
Client Certificate

+ | Enable Heuristic Rule Detection

S T @ Use placeholder or regular expression patterns to define URLf Rewrite rules.
. For example if the target URL is

o OAuth? http://example.com/blog/news/welcome-to-my-blog
The follewing placeholder pattern can be used /blog/{catggory}/{title}
< Manual More Information
Start Scan - Cancel

Tarama sonrasi dvws web servisinin sundugu sayfada var olan sql injection aciklig1 rest web servis
url’sindeki 2 parametresinde tespit edilecektir.

Database Error Message Disclosure [Variatio...
Database Name Disclosure (MySQL)

Missing Content-Type Header [Variations: 4]
Missing X-Frame-Options Header [Varitions:

Netsparker
Reporting  Help Valnerabity
© [ 0] °
Retest e | EreateSQL GetS oot lgnorefrom | ConfigureSend | Configure Web
Commands ShotNames  thisScan | To Actions.. | Applicaion Firewal
Sitemap - Previous Settings 0 % x| []HTTP Request/Response (@) Vulnerabiity (5] Browser View - | © Netsparker Assistant @° rox
Y- H- O O [ »
= = e A | @ Maximum Signature Exceeded
3 sQL Injectlon CONFIRMED O CRITICA
~ (@ clientphp Netsparker has detected that some of the visited
25 (ame) URLS are being marked 35 out.of-5cope due to
© Command jection Maximum Signature setting inyour current scan
olic is exceeded. This means Netsparker has
3 fonRoCClinthp B o  http://192.168.0.37/dvus /vulnerabilities/sqli/api .ohp/users/ -1 y 100> (seLeCT polccrcmied Wi i teipuicli
(3 jsonRPCServerphp - " HAR(33) ,CHAR(64) ,CHAR(52) ,CHAR(100) , CHAR(105) CHAR(108)  CHAR (101) ,CHAR(109) , CHAR(109) , CHAR(7), © CLASSIFICATION i okl ik
[3 processiphp {420 TNFORMATION SCHEMA.COLLAT %20BYX20%)
You can ncrease Maximum Signature value n
g e L2 TR Og—" raDee = o S bk, M B ey et o
bi=ese ParameterTyps! & v néscice OWASP 2013 a1 website utizes » parameter to navigate thiough
) ages. You can ensble Paameter B
o » B hiddendir ‘Attack Pattern +0r+1%3d1+and+ (SELECT+1+and+RON(1%2¢1)%3e (SELECT4COUNT (*)%2CCONCAT (CHAR (95 ) ¥2CCHAR(33)X2CCHAR (64) X2CCHAR (52)X2CCHAR(10 OWASP 2017 Al ;’f‘,dmm)m SNt ek ol o
= . ) 2CCHAR(105) K2CCHAR (108) X2CCHAR (161) K2CCHAR (169) X2CCHAR(109)X2CCHAR(97. RAND(0)*2) ToN_SC CWE 89 tothe navigation paramete from this i,
HEMA. COLLATIONS+GROUP+BY+x)2)
e CheE oo Increase Maximum Signatu Set up Parameter Based Na
2 WASC 19
(wsetd) i Proof of Exploit HIPAA 164306(A). 164.308(A) 9 Scn oty Optimized
© QL injection ] 1 15027001 A1425
W Comsesoy” | | |dentified Database Name Assistant has optimized your scan policy for the
5 ASVS 40 534 current scan and saved as Default Security
Dutabase User Has A, S (Checks (Optimized by Assistant) 1. Would you.
© DatebaseDetected (.. - NIST SP 800-53 S110 fiketo witch to the optimized policy?
Database Eror Message .. DISASTIG 3101
R S e 10 Warning: t i trongly adisd torestart yourscan
£ (Possible) Phishing by Navigatin.. to keep your scan coverage atits best after the
> g st ! scan policy is switched
= wsdlenum. x
i CVSS 3.0 SCORE
9 Issues - Previous Settings o # x| Identified Database User Switch to Optimized Policy
Y-o-0- @ 2 Base 10 (Critical)
3 192.168.0.37:80/dvws/ (192) B Temporal 10 (Critical)
’ g ;;E:::ﬂ‘:l““““ - | Environmental 10 (Critical)
> @ Out-of-date Verson (Apache)
» @ Outeof-date Verson (OpenssL)
» @ Out-of-date Version (°HP) Identified Database Version CVSS Vector String
» | Cross-site Scripting [2] . ) ey "
» 1 Database User Has Admin Prvileges EV§5H3 O/AV:N/AC:L/PRN/UEN/S:C/C:H/I:
» 1% Pasaword Trammittd over HTTP Varitions: y s
» ™ [Possible] Password Transmitted over Query ... 10.1.19-MariaDB
» 1% Outeof-date Verson (Bootstrep) Variations: 2
» ™ Out-of-date Version (jQuery) [Variations: 5] CVSS 3.1 SCORE
> Cookie Not Marked a5 HitpOnly [Variations:3) =
» " Intemal Server Error Vulnerability Details Base 10 (Critical)
> [Possble] Crosssite Request Forgery Variai Temporal 10 (Criical)
% [Pessible Intenal I Adehess Dislosure vari.. | Netsparker identified an SQL Injection, which occurs when data input by a user s interpreted as an SQL command rather than as normal data by the e 10 Critical)
> Possble] Pishing by Nevigating Browser T, backend database. v
> [Posible] Windows Usemame Disclosure Va... [ Actviey Y
> Apache MultiViews Ensbled Variatons: 3
4 Method Trget Parameter Durtion  Current Activity Overll Actvty Status

W Activty = Progress [E) Logs 26)

Default Security Chec



Yukaridaki resimde birinci olarak
http://192.168.0.36/dvws/vulnerabilities/sqli/api.php/users/1

linkinin hiyerarsisinde agikligin bulundugu gosterilmektedir ve ikinci olarak agiklik bulgulama
ekraninda agikligin bulundugu parametrenin bir URL rewrite parametresi oldugu gosterilmektedir.

Bu sekilde Netsparker’da REST web servis taramasi yapilabilir. Ayrica WADL, Swagger gibi web
servis tanimlama dosyalari ile arayiiz / kapsam yiikleyerek de taramalar gerceklestirilebilir.

Not: Eger url rewrite kurali girilmezse ayni tarama gerceklestirildiginde dizin ismi olarak yer alan 2
parametresi dizin ismi varsayilacagindan denetlenmeyecektir ve sql injection zafiyeti tespit
edilemeyecektir. Asagida url rewrite ile 2 parametresi igsaretlemesi yapilmadan tarama yapildiginda
sql enjeksiyonunun tespit edilemedigi gosterilmistir.

192.168.0.37 - Netsparker 6.0.2.30446.

(LI

Post Scan Scan Session

8 8 =

ample.php
iming Error Message

SQL Enjeksiyonu acikhidi tespit
edilemedi.
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Uygulama [Chrome Web Tarayic1 Eklentisi ile Soap Web Servis Test Etme]
(+) Birebir denenmistir ve basariyla uygulanmstir.

Bu uygulamada bir web tarayici eklentisi araciligiyla kasith zafiyetler iceren dvws soap web
servisinin giivenlik testine tabi tutulmasi uygulanacaktir.

Gereksinimler
Ubuntu 18.04 LTS // Ana Makina
Boomerang SOAP and REST Client Plugin // Web Servis Giivenlik
// Testi Chrome Eklentisi
DVWS - Windows 7 Home Premium // Hedef Web Servisi - Sanal Makine

Not: Kasith zafiyetler iceren DVWS web servisi outdated oldugundan sadece eski php
versiyon 5.5.38’de her sayfasi diizgiin ¢calisirdir. Bu nedenle XAMPP php 5.5.38 kurulumu
ile DVWS web servisi DVWS - Windows 7 Home Premium sanal makinesinde yayindadir.

Soap web servisleri denetlerken daha énce SoapUI, Burpsuite ve Netsparker kullanmistik. Bu islemi
web tarayici eklentileri yoluyla da yapabiliriz. Yani service requestor’imiz bu sefer web tarayici
eklentisidir.

- Boomerang SOAP and REST Client (Chrome Eklentisi)

Bu v.b. web tarayici eklentileri ile wsdl dosyasi parse edilebilir, 6rnek soap talepleri otomatik
olusturulabilir ve paketlerde oynamalar yaparak ve gondererek web servis denetlemesi
uygulanabilir.

Boomerang SOAP and REST Client eklentisi chrome web tarayicilara kuruldugunda séyle bir
arayiizle ekrana gelmektedir.

Pzt 15:09 € CF0E-

C Y ® Boomerang-SOAP &REST Client | ch jon: nimmdfdkg fpl} kspace.html# WY & 2 ® 2

Boomerang =

Let's get started!

Try new Boom

Oncelikle test edilecek DVWS soap web servisinin wsdl dosyasi url’sini alalim.



Pzt 15113 []

Activities @ Google Chrome ~

E @ WSsDL Enumeration Bl = Boomerang x| + (-]
. »

€ > C (0 A Notsecure | 192.168.71.12/dvws/vulnerabilities/wsdlenum/

Most SOAP senvices are deployed to process requests given by a user through a web application. In common scenarios, the WSDL file is not exposed to the public. However, if an attacker can access an application's WSDL file, he can try to
enumerate and and look for hidden services used by the web application

WSDL enumeration aims to discover non-public web services by retrieving their WSDL file.

More Information
« https:/hmw.owasp.orglindes. php/Testing_WSDL_(OWASP-WS-002)
+ hitp:/iwww.ws-attacks. org/index.php/WSDL_Disclosure
The below form submits a value to be processed by the back-end SOAP service. Try to scan the WSDL file and look for other requests being processed by the SOAP service.Click here to view the WSDL of the application

Smartphone OS Market Share
OAndroid

Qios

Owindows Phone

Cothers

[ submit |

Activities 9 Google Chrome ~ Pzt 15:13

@ 192.168.71.12/dvws/vuln x [EEEEEREIEENT

< C ( A Notsecure | 192.168.71.12/dvws/vulnerabilities/wsdlenum/service.php?wsdl

it. The document tree is shown below.

This XML file does not appear to have any style information associated wij

pe/" xmlns:xsd="http://www.w3.0rg/26861/XMLSchema" xmlns:xsi="h

i
» v<definitions xmlns:SOAP-ENV="http://schemas.xnlsoap.org/so
sdl/soap/" xnlns:wsdl="http: //schemas.xmlsoap.org/wsdl/" xmln

xmins: tns="dvwa:webservice" xmlns:soap="http://schemas.xm|

v<types>
C, v<xsd:schema targetNamespace="dvwa:webservice"s
<xsd:import namespace="http://schemas.xmlsoap.org/soap/enfding/" />

<xsd:import namespace="http://schemas.xmlsoap.org/wsdl/"/
</xsd:schema>
</types>
v<message name="Return_priceRequest">
<part name="name" type="xsd:string"/>
</message>
v<message name="Return_priceResponse”>
<part name="return" type="xsd:float"/>
</message>
v<message name="check user idRequest"s
<part name="username" type="xsd:string"/>
</messagex
v<message name="check user idResponse’s
<part name="return" type="xsd:string"/>
</message>
v<message name="PopulationRequest">
<part name="value one" type="xsd:string"/>
</message>
v<message name="PopulationResponse”>
<part name="return" type="xsd:integer"/>
</messagex
v<portType name="DVWA Web Service PortType"=
v<operation name="Return price"s
<input message="tns:Return_priceRequest"/>
<output message="tns:Return_priceResponse"/>
</operation>
w<operation name="check_user_id">
<input message="tns:check user idRequest"/>
<output message="tns:check user idResponse”/>
</operation>
v<operation name="Population">
<input message="tns:PopulationRequest" />
<output message="tns:PopulationResponse" />
</operation=
</portType>
v<binding name="DVWA Web Service Binding" type="tns:DWWA Web Service PortType"=
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>

R X

[ ]
=
t
Q)

w<operation name="Return_price">
<soap:operation soapAction="http://192.168.71.12/dvws/vulnerabilities/wsdlenum/service.php/Return_price” style="rpc"/>
v<input>
<soap:body use="encoded” namespace="" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
</input>
v <outputs
<soap:body use="encoded” namespace="* encodingStyle="http://schemas.xmlsoap.org/soap/encoding/* />
</output>

</operation=>
w<operation name="check_user_id">
<soap:operation soapAction="http://192.168.71.12/dvws/vulnerabilities /wsdlenum/service.php/check_user_id" style="rpc"/>
veinputs>
<soap:body use="encoded” namespace=
</input>
v<output>
<soap:body use="encoded"
</output=>
</operation=
v<operation name="Population"
<soap:operation soapAction=

" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>

namespace="" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/" />

tp://192.168.71.12/dvws/vulnerabilities /wsdlenum/service.php/Population” style="rpc"/>

Ardindan Chrome eklentisi arayiiziinde Create a Service diyerek test edilecek Soap web servisinin
WSDL dosyast url’sini girelim veya dosya elde mevcutsa dosya yiiklemesi Browse secenegini

kullanarak wsdl dosyasini ytikleyelim.



Activities @ Google Chrome ~ Pzt 15:09 ¢ (0@~

nlmmdf kspace html# B % @ 2 N 2

4 Boomerang 2

S ]

Welcome to Boomerang

9

Let's get started!

; ' Try new Boomerang

Activities @ Google Chrome ~ Pzt 15415

nimmdfi kspace.html#

Add Service

SOAP  REST

WSDL URL

b 11p:11.92.168.71. 12/cvwsivuinerabilitiesiwsdienumiservice. php?wsd

Service Name

DVWS Web Servis Testi

Authentication

Bu sekilde hedef dvws soap web servisin arayiizii / kapsami eklentiye (web servisi tiikketen /
kullanan uygulamaya) yiiklenmis olacaktir.

Activities @ Google Chrome ~ Pzt 15:15 ¢ (4@~

—|

nlmmdf kspace html# B % @ 2N 2

‘Welcome to Boomerang

Let's get started!

Try new Boomerang

Sol siitunda hedef soap web servisin kabul ettigi parametreler siralanacaktir. Bu parametrelerden
biri i¢in 6rnek bir xml talebi otomatik sekilde olustur diyelim.



Activities @ Google Chrome ~ Pzt 15115
Z Boomerang
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9 Boomerang

#9 4 @DVWS Web Servis Testi
check. id

9 Popul
Return_price

Welcome to Boomerang

Let's get started!

Create a Service

Try new Boomerang
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Activities @ Google Chrome ~ Pzt 1515

kspacehtmlz

Boomerang

#9 4 @DVWS Web Servis Testi

che id Response

C) 4 4 Return_price
Requestl

welope xnls http://schenas.xnlsoap. or
x:Header />
<x:Body>

<dvw:Return_price>
‘<dyw:nane>?</dvw:name>
/dvw:Return_price>

# D

< [

8

o0 MR

Ardindan olugsan 6rnek xml talebini kurcalayarak hedef dvws soap web servise gonderelim.

Activities @ Google Chrome v Pzt 15116

ch nimmdfi

kspace htmls

http://192.168.71. 12/dvws/vulnerabilitiesiwsdlenum/service.php b Request Response

HEADERS P AUTH  SCRIPT D XWLv  NoEnvionment~

Requestl

1+ <x:Envelope xnlns:x="http://schemas.xmls0ap. org/soap/envelope/” xnlns:dvw="dvwa:webservice">
2 <x:Header />
:Body>
<dvw:Return_price>
<dvw:nane>105</dvw:nane>
</dvw:ReturnpTice>
7 </x:Body>
8  </x:Envelope>

(Not: Return_Price arguman degerleri dvws sayfasinin sundugu ekrandaki radio button’larin name
attribute’unlarindan elde edilmistir).



Activities @ Google Chrome ~ Pzt 1517

68.71.12/dvws/vuln x [ESEESSLEEHE]

C Y ® Boomerang-SOAP &REST Client | ch P pcnimmdf kspace.html# WY & 98 2

4 Boomerang Rl Requestl

AQ
¢y “C D\(Wi LR S:"”S e htp:/192.168.71.12/dwsivulnerabilitiesfwsdlenum/service. php
check_user_i

ih: 523 Bytes Dur

‘SUCCESS 200

s ey 1]
ncodingSt, ittp://schemas.xmlsoap. org/snsn/enmd\ng/“
http:/ fuw.u3.. org/le/XMLS(hema instance” xmlns:SOAP-ENC

Requesu

mlns:SOAP -ENV="http://schemas.xnlsoap .org/soap/envelope/" xmlns:xsd="http://www.w3.0ro/2001
'ttp://schenas . xnls0ap. org/soap/encoding/ ">

<nsl:Return priceResponse xnlns: nsi="dvwa :webservice’>
<return xsi:type="xsd:float">13.9</return>
</ns1iReturn_priceResponses
</SOAP-ENV: Body>"
</S0AP-ENV:Envelope>

Activities @ Google Chrome + Pzt 15133

2 Boomerang

C {Y ™ Boomerang-SOAP &RESTClient | ch dkpenlmmdF X e htmPid=0 s & 28 2

Boomerang Requestl

4iQ s Test
#) 4 @DVWS Web Servis Test hitp:/1.92.168.71.12/dvwshvuinerabiltiesfwsdlenum/service php -

check_user_id

TR ' Response

XMLv  NoEnvir

9 Population HEADER
» & Return_pri -

B s tovm et el st ote shen amieope/alis b dveanebze v e
<x:Header
<x:Body>
<dvw:Return_price>
<dvw:nane>Androids/dvw:nane>
</dvw:Return BTTCe>
</x:Body>
</x:Envelope>

a)

(Not: Return_Price arguman degerleri dvws sayfasinin sundugu ekrandaki radio button’larin name
attribute’unlarindan elde edilmistir).

Activities @ Google Chrome + Pzt 15133

2 Boomerang

C (¥ % Boomerang-SOAP &REST Client | ch dkpenimma & htmlid=0

Boomerang B Requestt
iQ
“ e DV’WSk Wen Sdel\/\s U http://192.168.71.12/dvws/vulnerabilitiesiwsdlenum/service.php
check_user_i
Population
Return_pri

HEADER Lengih: 523 Bytes Duration: 41 ms

k2xnl versior
2+ <SOAP-ENV:Envelope SOAP-ENV:encodingStyle="http: //schenas.xnlsoap.org/soap/encoding/" xmlns:SOAP-ENV="http://schenas.xnlsoap .org/soap/envelope/” xnlns:xsd="http://wam.w3.0rg/ 2001
/XMLSchena” xnlns :xsi="http://uw.u3.0rg/2681/XMLSchena-instance” xmlns:SOAP-ENC="http://schenas.xmlsoap.org/soap/encoding/ ">
<S0AP-ENV:Body
<nsLiReturn_priceResponse xnlns:ns1="dvwa :webservice">
<return xsi:type="xsd: float">82.8</return>
=t peicleareareey

</S0f
</S0AP- aw: Envelope>

Bu sekilde chrome eklentisi yoluyla wsdl dosyasi yiikleme ve hedef soap web servislerde giivenlik
denetimleri uygulama yapilabilir.



>>> Web Servisleri Saha Gorevlerinde Test Etme Hakkinda (Genel Degerlendirme)
[Netsparker]

Web servis testlerinde eger web servis arayiizii / kapsami dosyasi - soap i¢in wsdl ve rest icin wadl,
openapi (swagger),.. - web servis url’si tizerinden indirilerek veya dogrudan web servis
gelistiricilerinden alinarak elde edilebiliyorsa Netsparker’da kapsam ekraninda import edilebilir ve
tarama yapilabilir.

[SoapUI]

Web servis testlerinde eger web servis arayiizii / kapsami dosyasi - soap i¢in wsdl ve rest icin sadece
wadl - web servis url’si lizerinden indirilerek veya dogrudan web servis gelistiricilerinden alinarak
elde edilebiliyorsa SoapUI yaziliminda kapsam olarak yiiklenebilirler ve kapsama gore olusacak
ornek xml taleplerini degistire degistire gondererek testler yiiriitiilebilir. Ayrica SoapUI’de yapilacak
proxy ayari ile talep paketleri burpsuite’e yonlendirilerek test genisletilebilir.

[Burpsuite]

Web servis testlerinde soap web servisler icin wsdl dosyasi “web servis url’si izerinden” elde
edilebiliyorsa burpsuite wsdler eklentisi ile arayiiz / kapsam edinilebilir ve burpsuite iizerinden
repeater, intruder, scan, ... gibi sekmelerden testler yiiriitiilebilir.

[Chrome & Firefox Plugin’leri]

Web servis testlerinde eger web servis arayiizii / kapsami dosyasi érnegin wsdl elde
edilebilmekteyse web tarayici eklentileri araciligiyla da (6rn; Boomerang Soap and REST Client -
Chrome Eklentisi gibi) tamimlama dosyalar parse edilebilir ve olusan 6érnek xml taleplerinde
oynamalar yaparak gonderme ile giivenlik denetimleri uygulanabilir.

[Wireshark]

Web servis testlerinde eger web servis arayiizii / kapsami dosyas: mevcut degilse web servis
gelistiricisinden web servisi tiiketen / kullanan uygulama istenebilir. Bu sekilde uygulamay1
kullanirken olusan trafik wireshark ile okunabilir ve web servis web sunucu adresi filtrelemesine
gidilerek “follow tcp stream” ile uygulamanin web servise yaptig1 ham bir talep alinabilir. Bu ham
talep Burpsuite’te repeater’a atilarak ve 6rnegin Intruder’a gonderilerek testler yiiriitiilebilir. Ayni
sekilde Netsparker’a atilarak sadece belirtilen ham paket iizerinden otomatize testler yiiritiilebilir.

Not:

WSDL dosyasi soap web servisler gelistirilir gelistirilmez olusan dosyalardir. Bu nedenle
soap icin wsdl dosyasi almak garanti olabilir, fakat rest icin ayni sey s6z konusu degildir.

[Proxy]

Web servis testlerinde eger web servis arayiizii / kapsami dosyasi mevcut degilse web servis
gelistiricisinden web servisi tiiketen / kullanan uygulama istenebilir. Bu sekilde uygulamay1
kullanirken isletim sistemi /etc/hosts dosyasindan ilgili hedef web servis urls’sine karsilik localhost
verilerek uygulama trafigi lokalde burpsuite’e aktarilabilir ve uygulamadan gelen paketlerle web
servis test edilebilir.



Sonug

Sonug olarak web servisler ancak araytizleri / kapsamlar: ¢iktiginda taranabilir. Web uygulamalara
gore manuel yollardan arayiizii / kapsami ¢ikarmak giictiir. Bu nedenle manuel yollardan
gidildiginde araytiiz / kapsam ancak ¢iktig1 kadariyla testler yiiriitiilebilir. Yani ancak elde edilen
talepler iizerinden agiklik denemeleri testleri uygulanabilir. Ornegin web servisi tiiketen / kullanan
uygulamanin trafigi wireshark ile dinlenerek elde edilen talepler kapsaminca testler uygulanmasi
gibi. Bu sekilde web servis testi yiiriitiilebilir. Eger web servis gelistiricisinde arayiiz / kapsam
dosyalar1 mevcutsa elde edilecek talepler biitiin kapsami vereceginden testler daha kaliteli
yiiriitiilebilir.
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