Apache'de Trace Methodunu A¢ma ve Kapama
(+) Birebir denenmistir ve basariyla uygulanmistir.

Apache'de varsayilan olarak Trace methodu kapali gelir. Bunu asagida gorebilmekteyiz:

> telnet 127.0.0.1 80
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is 'A]".
TRACE / HTTP/1.0

HTTP/1.1 405 Method Not Allowed

Date: Tue, 17 Oct 2017 07:47:31 GMT
Server: Apache/2.4.7 (Ubuntu)

Allow:

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN">
<htmI><head>

<title>405 Method Not Allowed</title>

</head><body>

<h1>Method Not Allowed</h1>

<p>The requested method TRACE is not allowed for the URL /.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at 127.0.1.1 Port 80</address>
</body></html>

Connection closed by foreign host.

a. Trace Methodunu A¢ma

Apache'de Trace methodunu a¢gmak i¢in apache2.conf dosyasi acilir.

> sudo gedit /etc/apache2/apache2.conf

Dosyanin en altina asagidaki kod satir1 eklenir:

TraceEnable on

Ardindan apache? servisi yeniden baslatilir.

> service apache2 restart



Boylelikle trace talebinde bulunabilir duruma geliriz:

> telnet 127.0.0.1 80
Trying 127.0.0.1...
Connected to 127.0.0.1.
Escape character is 'A]".

TRACE / HTTP/1.0
Test: A // Test: A header'r gonderiliyor
Deneme: B // Deneme: b header'1 génderiliyor.

HTTP/1.1 200 OK

Date: Tue, 17 Oct 2017 07:51:43 GMT
Server: Apache/2.4.7 (Ubuntu)
Connection: close

Content-Type: message/http

TRACE /HTTP/1.0

Test: A // Test: A header aliniyor
Deneme: B // Deneme: b header1 alimyor.

Goriildiigii tizere trace talebimiz kabul edilmistir ve génderdigimiz paket ayn sekilde geri
donmiistiir. Dolayisiyla trace methodu agik durumdadir.

b. Trace Methodunu Kapama
Apache'de trace methodunu kapamak icin apache2.conf dosyasi acilir.

> sudo gedit /etc/apache2/apache?2.conf

Dosyanin en altina asagidaki kod satir1 eklenir:

TraceEnable off

Ardindan apache?2 servisi yeniden baslatilir.

> service apache? restart

Boylece trace talebi kapatilmis olur.

> telnet 127.0.0.1 80
Trying 127.0.0.1...
Connected to 127.0.0.1.



Escape character is 'A]".
TRACE / HTTP/1.0
Test: A

Deneme: B

HTTP/1.1 405 Method Not Allowed

Date: Tue, 17 Oct 2017 07:54:57 GMT
Server: Apache/2.4.7 (Ubuntu)

Allow:

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN">
<htmI><head>

<title>405 Method Not Allowed</title>

</head><body>

<h1>Method Not Allowed</h1>

<p>The requested method TRACE is not allowed for the URL /.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at 127.0.1.1 Port 80</address>
</body></html>

Connection closed by foreign host.
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