Apache’de HTTPS Yapma, SSL,TLS Giivensiz Siiriimleri Deaktif Yapma, SSL,TLS Giivensiz
Sifrelemeleri Deaktif Yapma

(+) Bu uygulama birebir denenmistir ve basariyla uygulanmistir.
Gereksinimler

Ubuntu 18.04 LTS - Nmap SSL-ENUM-CIPHER Script’i (Ana Makine)
Kali 2019.3 VM - Apache // Ornek Bir Apache Makine

a. Apache’de HTTPS A¢ma
Apache web sunucularda yapilandirmaya giderek ssl/tls 6zelligi acilabilir. Bu islemler énce ssl/tls
veri iletimi icin public ve private anahtar olusturma, sonra ssl/tls 6zelliginin apache
konfigurasyonundan aktiflestirilmesi ve anahtarlarin apache konfigurasyonda gosterilmesinden
olusur. Adimlar su sekildedir:
- SSL/TLS Public ve Private anahtarlar olusturulur.

Kali 2019.3 Terminal:

> sudo openssl req -new > new.cert.csr

> sudo openssl rsa -in privkey.pem -out new.cert.key

> sudo openssl x509 -in new.cert.csr -out new.cert.crt -req -signkey new.cert.key -days 3650

> sudo cp new.cert.crt /etc/ssl/certs/server.crt

> sudo cp new.cert.key /etc/ssl/private/server.key
- Apache’de SSL/TLS yapilandirmasi yapilir.

Kali 2019.3 Terminal:

> sudo service apache?2 start

> sudo a2enmod ssl

> sudo service apache?2 restart

> sudo nano /etc/apache2/sites-available/000-default.conf

(... Icerikte <VirtualHost *:443>... </VirtualHost> blogu asagidaki gibi olmalidir ...)

NameVirtualHost *:443
NameVirtualHost *:80

<VirtualHost *:80>
</VirtualHost>
<VirtualHost *:443>

ServerName localhost
DocumentRoot /var/www/html

ErrorLog ${ APACHE_LOG_DIR}/error.log



CustomLog ${APACHE_LOG_DIR}/access.log combined

# SSL/TLS Etkinlestirme - EKLENEN BLOK
R T R R R R R
SSLEngine on

SSLOptions +StrictRequire

SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key
HHHEHHEHHHHHE
# EKLENEN BLOK SON

</VirtualHost>
- Apache servisi restart’lanir.
Kali 2019.3 Terminal:

> service apache2 restart

Bu sekilde 6nce ssl/tls veri iletimi i¢in public ve private anahtar olusturulur ve sistem ilgili dizinine
yerlestirilir. Sonra apache konfigurasyon dosyasindan ssl/tls aktiflestirme direktifi girilir ve public,
private anahtarlarin yerlestigi konum gosterilir. Boylece servis yeniden baglatilarak https erisimi
acilir.
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b. Giivensiz SSL/TLS Protokolleri Deaktif Yapma

Oncelikle https olan apache web sunucuda aktif olan tiim ssl/tls protokollerini gérelim.
Ubuntu 18.04 LTS Ana Makine:
> nmap --script ssl-enum-ciphers -p 443 192.168.0.39 // Kali IP’si

GCikt:

Starting Nmap 7.60 ( https://nmap.org ) at 2021-07-20 17:10 +03
Nmap scan report for 192.168.0.39
Host is up (0.00025s latency).

PORT STATE SERVICE

443/tcp open https

| ssl-enum-ciphers:

| TLSv1.0:

| ciphers:

|  TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048) - A
|  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
|  TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A
|  TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A
| compressors:

| NULL

| cipher preference: client
| TLSv1.1:

| ciphers:

|  TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048) - A
|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048) - A
|  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
|  TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A
|  TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048) - A
|  TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A
| compressors:

| NULL

| cipher preference: client
| TLSv1.2:

| ciphers:

|  TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128 CCM (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128_CCM_8 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A

|  TLS_DHE_RSA_WITH_ARIA_128_GCM_SHAZ256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (dh 2048) - A
|  TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A



|  TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (rsa 2048) - A
|  TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CCM (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 CCM_8 (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 GCM_SHAZ256 (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CCM (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CCM_8 (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

|  TLS_RSA_WITH_ARIA_128 GCM_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_128 CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_128 CBC_SHAZ256 (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_CAMELLIA_256_CBC_SHAZ256 (rsa 2048) - A

| compressors:

| NULL

| cipher preference: client

|_ least strength: A

MAC Address: 08:00:27:93:B2:2C (Oracle VirtualBox virtual NIC)

Nmap done: 1 TP address (1 host up) scanned in 1.10 seconds
Bu kullanilan protokollerden giivensiz olanlar1 web sunucuda kapatalim. Adimlar su sekildedir:
- Sadece giivenli TLSv1.2 siiriimiinii etkin birakmak igin;

i) Apache 000-default.conf dosyasi agilir.

> sudo nano /etc/apache2/sites-available/000-default.conf

Icerisindeki SSL etkinlestirme bloguna su direktif ilave edilir.

NameVirtualHost *:443
NameVirtualHost *:80

<VirtualHost *:80>

</VirtualHost>

<VirtualHost *:443>

# SSL/TLS Etkinlestirme

HHHHH A HHHHHHHH
SSLEngine on

SSLOptions +StrictRequire

SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key

# Sadece SSL/TLS Giivenli Stiriimiinii Etkin Kilma Direktifi
SSLProtocol +TLSv1.2
HHHHH TR R R R R R R R R R



</VirtualHost>
ii) Apache servisi yeniden baglatilir.
> service apache? restart

Sistem restart’lamasi sonrasi degisikliklerin gecerli olup olmadigim1 gérmek icin apache web
sunucudaki aktif ssl/tls protokollerini tekrar denetleyelim.

Ubuntu 18.04 LTS Ana Makine:
> nmap --script ssl-enum-ciphers -p 443 192.168.0.39 // Kali IP’si

Cikt:

Starting Nmap 7.60 ( https://nmap.org ) at 2021-07-20 17:20 +03
Nmap scan report for 192.168.0.39
Host is up (0.00030s latency).

PORT STATE SERVICE

443/tcp open https

| ssl-enum-ciphers:

| TLSv1.2:

| ciphers:

| TLS_DHE_RSA_WITH_AES_128_CBC_SHA (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_128_CCM (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_128_CCM_8 (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048) - A

| TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A

| TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 (dh 2048) - A

| TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048) - A

| TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA (dh 2048) - A
| TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA256 (dh 2048) - A
| TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048) - A
| TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (dh 2048) - A
| TLS_DHE_RSA_WITH_CHACHA?20_POLY1305_SHAZ256 (dh 2048) - A
| TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A
| TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_ARIA_128 GCM_SHA256 (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (rsa 2048) - A
| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CCM (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CCM_8 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CCM (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CCM_8 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

| TLS_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A

| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A



| TLS_RSA_WITH_CAMELLIA_256_CBC_SHAZ256 (rsa 2048) - A
| compressors:

| NULL

| cipher preference: client

|_ least strength: A

MAC Address: 08:00:27:93:B2:2C (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 2.34 seconds

Goriildiigii gibi aktif ssl/tls protokolleri sadece giivenli olan TLSv1.2 seklinde olmustur.

c. SSL/TLS Protokollerindeki Giivensiz Sifrelemeleri Deaktif Yapma

Giivensiz ssl/tls protokolleri deaktif edildikten sonra geriye kalan giivenli tls protokolii TLSv1.2
icin bu protokolde kullanilan giivensiz sifreleme algoritmalar1 da deaktif edilmelidir. Béylece tam
giivenli bir ssl/tls sertifikasyon yapilandirilmasina gidilmis olacaktir.

Uyar :
Apache web yazilimi varsayilan olarak A notlu giiclii sifrelemeleri kullanmakta.
> nmap --script ssl-enum-ciphers -p 443 192.168.0.39 // Kali IP’si

Cikti:

Starting Nmap 7.60 ( https://nmap.org ) at 2021-07-20 17:20 +03
Nmap scan report for 192.168.0.39
Host is up (0.00030s latency).

PORT STATE SERVICE
443/tcp open https

| ssl-enum-ciphers:

| TLSv1.2:

| ciphers:

|  TLS_DHE_RSA_WITH_AES_128 CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128 CCM (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128 CCM_8 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CCM (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_CCM_8 (dh 2048) - A

|  TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A

|  TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (dh 2048) - A

|  TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (dh 2048) - A

|  TLS_DHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (dh 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A

| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_ARIA_128 GCM_SHA256 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A

|  TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBC_SHA384 (rsa 2048) - A
|  TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (rsa 2048) - A
|  TLS_RSA_WITH_AES_128 CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 CBC_SHA256 (rsa 2048) - A

| TLS_RSA_WITH_AES_128_CCM (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 CCM_8 (rsa 2048) - A

|  TLS_RSA_WITH_AES_128 GCM_SHAZ256 (rsa 2048) - A

| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A



TLS_RSA_WITH_AES_256_CCM (rsa 2048) - A

TLS_RSA_WITH_AES_256_CCM_8 (rsa 2048) - A

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
TLS_RSA_WITH_ARIA_128_GCM_SHA256 (rsa 2048) - A

| _

| |

| _

| _ _
|  TLS_RSA_WITH_ARIA_256_GCM_SHA384 (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_128 CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_128 CBC_SHAZ256 (rsa 2048) - A
|  TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (rsa 2048) - A

|  TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (rsa 2048) - A
| compressors:

|  NULL

| cipher preference: client

|_ least strength: A

MAC Address: 08:00:27:93:B2:2C (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 2.34 seconds

Fakat eski siiriimlerinde zay1f sifrelemeler var olabileceginden bu bagslikta anlatilan adim
uygulanabilir.

- Apache sunucuda giivensiz sifreleme algoritmalarin1 kapama igin;
i) Apache 000-default.conf dosyasi agilir.
> sudo nano /etc/apache2/sites-available/000-default.conf
Icerisindeki SSL etkinlestirme bloguna su direktif ilave edilir.

NameVirtualHost *:443
NameVirtualHost *:80

<VirtualHost *:80>

</VirtualHost>

<VirtualHost *:443>

# SSL/TLS Etkinlestirme

HHHIHEHHHHE R
SSLEngine on

SSLOptions +StrictRequire

SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key

# Sadece SSL/TLS Giivenli Stirimiinti Etkin Kilma Direktifi
SSLProtocol +TLSv1.2

# SSL/TLS Giivenli Siiriimiindeki Giivensiz Sifreleme Algoritmalarim
# Kapama Direktifi - Netsparker’in Onerdigi Onlem Bu Sekildedir.
SSLCipherSuite HIGH:MEDIUM:!IMD5:!RC4

HHHIHEHHHHE R



</VirtualHost>
ii) Apache servisi yeniden baglatilir.
> service apache2 restart
Sistem restart’lamasi sonrasi degisiklikler gecerli olacaktir. Goriildiigii gibi aktif ssl/tls protokolleri
sadece giivenli olan TLSv1.2 seklinde ve TLSv1.2’nin apache varsayilan ayarlarindan kaynakl
kullandig sifreleme algoritmalar1 not seviyesi A seklinde. Eger giivensiz sifreleme algoritmalari
varsa diizenleme sonrasi deaktif duruma gelecektir. Bu sekilde tam giivenli bir ssl/tls sertifikasyonu
yapilandirmasi uygulanabilir.
Benim Not:
Apache’de SSL/TLS yapilandirmas1 Ubuntu 18.04 LTS ana makinede de uygulanmistir ve
ana makinede localhost’ta https erisimi acilmistir. Yani yapilandirma apache genel
konfigurasyonudur.
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