Wireshark Paket icerigi (Raw Data) Neden Hex Gosterime Sahip?
Soru: Wireshark v.b Yazilimlar Neden Paket icerigi Olarak Hex Gosterim Sunarlar?

Wireshark’ta trafigi dinlerken ekrana diisen paketlere tikladigimizda alt béliime paket icerigindeki
ham veri (raw data) yansir:

Wireshark ~ Paz 17:07
= Capturing from wlp2s0

Activities

Capture Analyze ~Statistics Telephony Wireless Tools Help

R Qe EF S

Qe aiFE

Destination precllenen

420623861 *d494:F5car.. £702::7b 243 Standard query response 0x0900 PTR, cache flush iPhone.local PTR, cache flush iPhone.local NSEC, cache flush 8.A.8.7.)
625182969 0494: T5ca.. T102::fD 196 Standard query ©x0000 ANY 262FE62689102D60._gamecenter._tcp.local, "QU" question ANY iPhone.local, "QU" question SRV (
830008726 fr02::10 196 Standard query 0x0000 ANY 262FE62689102D60. gamecenter._tcp.local, "QM" question ANY iPhone.local, "QM" question SRV (
1137017148 fr02::10 196 Standard query 6x0000 ANY 262FE62689102D60. gamecenter._tcp. local, "QM" question ANY iPhone.local, "QM question SRV (
342966677 Te80: : f: fhca:.. £2::Tb 303 Standard query response 00999 TXT, cache flu _ganecenter._tcp.local PTR 262FE62689102D60. gamecenter._tcp.loca:
.444875303 $d494: f5ca:.. £702::fb 243 Standard query response 0x8909 PTR, cache iPhone.local PTR, cache flush iPhone.local NSEC, cache AB.T.
365165080 102. N 10.0. 283 Standard query response 0x9999 TXT, cache _gamecenter. tcp.local PTR 262FE62689102D60. _gamecenter._tcp.1oc:

368772725 +fica: 303 Standard query response 0x0999 TXT, cache flush PTR _gamecenter. tcp.local PTR 262FE62689102D60. gamecenter. tcp.loca

£494370481 49 460 Standard query response x8909 PTR, cache iPhone.local PTR, cache flush iPhone.local TXT, cache flush PTR _gamer

.490450600 Te80: : fa:d494: TS5 02: 110 460 Standard query response 08909 PTR, cache iPhone.local PTR, cache flush iPhone.local TXT, cache flush PTR _gamec

.713964399 192.168.0. £168.0. 52 Nane query NB SIZ54004AN0:1<00>

904642352 \_de:ad:05 oadcas: ARP 60 Who has 192.168 Tell 192.168.0.1

1711446327 192.168.6.17 224.0.0. Standard query ixioo0 Pt _companion-Llink._tcp.local, "QU" question PTR _homekit. tcp.local, "QU" question PTR _sleep

1711511676 2: 110 Standard query ©x0000 PTR _companion-1ink._tcp. U’ PTR _homekit. tcp.local, "QU" question PTR

g Standard query companion-Link._tcp. Local, PTR “homekit tcp. local, "QM" question PTR
T

top. i _tcp local, "QU" g
Scandard query 640060 PIK _canpanion-Link. tcp.local, *QU" question PIR homekit._tcp.local, 'QU" question PR _sleep
Membership Report group

S5 a63240403 1o 417:asbertcdb. FroR:iTh 174 Seandard quory oX0806 BT Companian-1ink, tcp. local, "QH' question PTR homekit._tep.local, "QHY question PTR _sleep

Header checksum: 0xb3c2 [validation disabled]
[heater checksun status: Unversfied]
Source

e omation: 224.6.0.251
- User _Datagran protocol,_Src Port: 5353, st Port: 5352

oo R
Length: 120
Checksum: 0x32ad [unverified]
[cnecksun Status: Unveritied]
[Strean index: 31]
~ Multicast Donain Nase Systen (query)
Transaction ID: 0x0
» Flags: oxeosd Stondara query

" Conpanion-1ink._tcp.local type PTR, class I, "QU" question
[ mpanion- Link. _tcp.

016 2bc5 08004500 A e E
b3c2cOaB 0O Gb Ed GO e
32 ag 00 00 00 00 00 03
6:

6c 65 65 70 2d 70 72 6F S leep-pro . .
‘ & aket Iceriqi
© 7 source Port (udp.srcport), 2 bytes Packets: 934 - Displayed: 9!

Wireshark v.b. bu yazilimlarda paket igerigi gosterilirken ham veri (raw data) hex gosterilir. Ciinkii
Wireshark’tan ilerleyecek olursak baktigimiz paketin bagligin1 se¢memiz sonrasi onun paket ham
verisinde (raw data’sinda), yani binary’sinde nereye tekabiil ettigini paket binary’si iizerinde direk
gostermek yerine paket binary’si izerinde ilgili binary ifadelerin hex halde 6zetlenmis halini bize
gosterir.
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Activities Wireshark ~
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File E

it View Go Capture Analyze Stati

& © M R @ R

tics Telephony Wireless Tools Help

Qe Qi

y 2 display filter . <Ctrl-/>
Time Source Destination protsca [Lengifnto
1235.8706303.. 192.168.0.14 192.168.0.255 110 Registration NG WORKGROUP00>
1235/8706502.. 192.168.0.14 197.168.0.255 lans 110 Registration NB DESKTOP-HEAM303<00>
1235.8767661.. 192.168.0.30 192.168.9.255 NBNS 2 Name query B WORKGROLP<1a>
1236.6887101.. Azurewav_d8:94:d3  Broadcast ARP 42 Who 168.0.17 Tell 192.168.0.14
1237.8735572.. 192.168..30 192.168.9.255 NBS 55 Name.auery 8 WORKGROUS<10>
1249.8777740.. 192.168.0.30 192.168.0.255 BROWSER 246 Browser Election Request
1242.8808794.. 192.168.0.30 192,168:0.255 BROWSER 246 Browser Election Request
1243.9595246.. fe80::1cbd:6eTL:b89.. 702 HONS 474 Standard query 6x0090 PTR _companion-1ink. _tcp.local, "QU" question PTR
1244.8837014.. 192.168.0.30 192, Jss o 255 BROWSER 246 Browser Election Request
1244.9893464.. 192.168.6. HONS 154 Standard query 6x8090 PTR _companion-1ink. _tcp.local, "QM" question PTR
1544:5800147- ot 1cbatgertibgs. 110 HONS 174 Standard_query €x060 PTR _companon-1ink._tcp.local, "QH" question PTF
1246.8863437.. 192.168.0.30 Toorios-0.255 BROWSER 246 Browser Election Request
1247.7495005.. fe80::41 fro2::fb HONS 474 Standard query 6x0090 PTR _companion-1ink._tcp.local, "QU" question PTR
1247.8519001.. fego::41 1102:: b HONS 150 Standard query x990 PTR _companion-1ink. local, "QU" question PTF
1248 578715, 102.168.0 224.0.9.251 HONS 154 Standard query 6x9900 PTR _companion-1ink. local, "QH" question PTF
124 TeBo: 10b4ger1:080. ezt HONS 474 Standard query 96699 PTR companion-ink Tocal, "QH" question PTF
iosossere 102 163.0.1 0.251 IGHPv2 46 Membership Report group 224.6.0.2:
1248.7748083.. eo: Soe:scdb. 11037115 HONS 174 Stancard query 040600 PTR  oupanian-1Link._tep.local, "QI" question PTF
i sssoars. 150 160-0.30 192.168.9.255 BROWSER 246 Browser Election Reque:

Hore Tragnents; ot set

% 6600 6605 09 = Fragnent offset

Tine to live: 255

Protocol: UDP (17

Header checksun; 8xv3c2 [validation aisabled]
ed]

#5353, Dst Port: 5353

Checksun: 0x32ad [unverified]
Unverified]

~ utticast Donain Nane Systen (query)
Transaction ID: 6o
» Flags: 0:0000 Standard auery
Questi
%
Au(hurx(y wns o
b ca by 01 6s 20 co 08 00 45 00 e E
11 b3c2c0a8 00 Gb 60 0O e
78 32 ad 09 69 00 60 00 03 -PE-+-x 2-
57 63 6f 60 70 61 6e 69 6F _ conpanio
5 74 63 70 05 6c 6f 63 61 n-link _ tcp loca
Sf 68 67 6065 6b 69 74 €O 1. _ homekit
73 6 65 65 70 20 70 72 61 5 leep-pro
O 2100 6c 89 0100 00 20 xy-_udp- )
00 12 00 04 00 6e 0 27 e6 b3 :
 cs neon e

© 7 source Port (udp.srcport), 2 bytes



Not:

i) Aynm sekilde OllyDebug yaziliminda tersine miihendislikle incelenen bir executable
programin / yazilimin ¢dziimlenebilen kaynak kodlari iizerinde gezinirken ¢éziimlenen
kodlarin executable program icersisinde (raw data’sinda), yani binary’sinde nereye denk
geldigini yazilim binary’si {izerinde direk gostermek yerine yazilim binary’si iizerinde ilgili
binary ifadelerin hex halde 6zetlenmis gosterimlerini bize gosterir.

Normalde internette trafikte TCP/IP paket icerikleri 1 ve 0 bit dizisi halinde gelir ve giderler. Neden
o zaman paket icerigi olarak Wireshark v.b. yazilimlar hex kullanmaktadir?

Cevap:

Okunurluk acisindan 0 ve 1 bit dizilerini ekrana basmak yiginla veri ekrana basmak olacagindan,
islevsiz goriineceginden okunurluk agisindan bunun bir iist level'1 olan hex formatinda paket
icerikleri gosterilmektedir. Hex formati ikili formatin bir tik {istiinde bir okunurluk
sundugundugundan ve olabildigince low level oldugundan dolay1 paket igerigi olarak bu format
secilmekte.

Ornegin istenirse Wireshark’da paket igerigi (raw data) gésterimi icin default olarak gelen hex ozeti
halinde goster secenegi yerine birebir paket ham verisini (orijinal halini) goster segilebilir:
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Capturing from wlp2s0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

—m T =
LW RE QexsEF I E AQAQE
(WT2ss play fiter - <ctr
No. Time Source Destination Pmlnml Lengtt Info
H 1997 2957.2401077.. 192.168.0.13 192.168.0.30 370 HTTP/1.1 200 0K
| 1998 2959.0821193.. 10:68:c1:ec:25:28 IntelCor_7b:d5:36 ARP 42 Who has 192.168.0.307 Tell 192.168.0.13
| 1999 2959.0821460. Intelcm 7D d5:36 10:08:c1tec:25:28 ARP 42 192.168.0.30 is at 3c:6a:a7:7b:d5:36
| 2000 2062.4591751. 224.0.0.251 MDNS 181 Standard query 6x8000 PTR _companion-1ink. tcp.loca:
| IR EEia it MDNS. 261 Standard query 6x8000 PTR _companion-ink. tcp. loca.
| 2002 3002.7040225.. 192.168.6.17 224.0.9.251 MDNS. 112 Standard query 8x0600 PTR _sleep-proxy. udp.loc:
| 2003 3062.7040848.. fe80 1cm1 Sertan. frozeich MDNS. 132 Standard query 8x0600 PTR _sleep-proxy. udp.loc:
Sa04 sa00 To7eea” Loz i6h.0 Traa bz YONS 15 Standard auery 0xa098 PTR “sompanbon-inke tep tota
| 505 3002 Toreres Fepaisais: am 1ot H05 0 YONS 17 Standard auery 012098 PTR “companion-1ink. tco Toce
| 2005 3002.7098523.. 192.168.6.1 224.0.9.251 MDNS. 130 Standard query 6x8000 PTR _companion-link. tcp.local, "QU
| R i MDNS. 150 Standard query 8x0600 PTR _companion-1ink. tcp.local, "QU" questior
| 2008 3055.2341030. Azurewav us 94:d3 Broadcast ARP 42 Who has 192.168.0.18? Tell 192.168.0.14
| 2009 3961.3779525.. 192.168 224.0.0.251 I6MPv2 46 Membership Report group 224.0.0.251
| 50%0 3063, 136064 1om 1080, 30 192.168.0.255 NBNS 92 Name query NB WORKGROUP<1d>
5612 Sons:dscen 105 1080 Toa a9 YONS 158 Standara Subry 90006 PTA. companton-Link. tep.local, “Q* questior
Set Sons aseanns. Febssrais:aznestcd. FrER-ith YONS 17 Standard cuery 0xag00 PTR “conpanion-1ink. ten ocet, Qi aeestio
So1s 3065, 1300802 10.468.0.30 3360025 MBS 53 Name query NE WOAKEROUPAGS
S04 3065, 1390503 109.163.0.30 3060050 MBS 95 Nane query NB WORKGROUPer
So1s o067 Lagsars 102.168.0.30 150603 MBS o5 Nane aeery NG WORKGROUPes

= More fragnents: Not set
%6 ahee ance oace = Fragment offset: 0
Time to live: 255

Protocol: UDP (17)

Header checksum: 0xb3c2 [validation disabled]
[heater checksun status: Unversfied]

Source

Destination; 224 5.6.251

W - user Datagran Protocol, Src Port: 5353, st port: 5353

Chacktim: oxazad [unverified]
[cnecksun Status: Unveritied]
[Strean index: 31]
~ Multicast Donain Nase Systen (query)
Transaction ID: 0x00
» Flags: oxeosd Stondara query

Authority RRs o
100 56 00 60 b cabe o1 6e 7 ce 08 00 45 00
b3 2 O a8 00 Ob €0 00
32 ad 00 00 00 00 00 03

" Copy Bytes as Hex + ASCII D

as Hex Dump

as Printable Text
01 6e 2b c5 c4 b3 01 Ge

as a Hex Stream
as Raw Binary
as Escaped String

o Show bytes as hexadecimal

o Show text based on packet
as Ascl
as EBCDIC

Ml © 7 source Port (udp.srcport), Zuye

(Paket icerigine sag tik yapip ...as bits secilir )
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Activities Wireshark ~

Capturing from wlp2s0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mae NG QenEF IEEQaQl

<Ctrl/> =3 -] expression. +
3 Source Destination Protocol Lengtt Info o
2619 30732178261 192.168.0.30 2 9 H-SEARCH * HTTP/1.1

39.255.255.250
2020 374.1519832.. 192.168.0.30 192.168.0.255

st 26
BROWSER 246 Browser Election Request
2021 3074.1566792.. 192.168.0.13 s5DP.

370 HTTP/1.1 200 0K

2022 3074.1572731.. 192.168.0.13 ssDP. 370 HTTP/1.1 200 0K
2023 3074.2188881.. 102.168.0.30 ssDP. 269 M-SEARCH * HTTP/1.1
2024 3075.2197966.. 192.168.0.30 ssDP. 209 M-SEARCH * HTTP/1.1
2025 3075.2270910.. 192.168.0.13 ssDP. 370 HTTP/1.1 200 0K

2026 3075.2276031.. 192.168.0.13 ssDP. 370 HTTP/1.1 200 0K

2027 3076.1289182.. 102.168.0.13 ssDP. 370 HTTP/1.1 200 0K

2028 3076.1295794.. 192.168.0.13 P 370 HTTP/1.1 200 0K

2029 3076.1549319.. 192.168.0.30 BROWSER 246 Browser Election Request
230 3076.2202462.. 192.168.0.30 P 269 M-SEARCH * HTTP/1.1

2031 3077.0481137.. 102.168.0.13
2032 3077.0483156.. 192.168.0.13
2033 3078.1578565.. 192.168.0.30
2034 3079.1993505.. 10:08:c1:ec:25:28
235 379.1993815.. IntelCor 7b:05:36

ssDP. 370 HTTP/1.1 200 0K
s5DP. 370 HTTP/1.1 200 0K
BROWSER 246 Browser Election Request

P 42 Who has 192.168.9.307 Tell 192.168.0.13
42 192.168.0.30 1s at 3c:6a:a7:7b:d5:36

EE

2036 3084.4195016.. 192.168.0.15 204.0.0.251 HDNS 181 Standard query 0x0000 PTR _companion-1ink._tcp.local, "QU" question PTR homekit. tcp.local, "QU" question PTR _airplay. tcp.local, "QU" question PTR _raop. tcp.local, "QU" que.
2037 3084.4216479.. Fe80: :fa:d494:fScaz.. Fr02::fb HONS 201 Standard query 0x9890 PTR _companion-Link._tcp.local, "QU" question PTR _homekit. tcp.local, "QU" question PTR _airplay. tcp.local, "QU" question PTR _raop. tcp.local, "QU" que.
.. ... ... =MHore fragnents: Not set 5
.6 0060 0000 0600 = Fragnent offset: @
Tine to live: 255

Protocol: UDP (17)
jer checksum: 0xb3c2 [validation disabled]
Unverified]

168.0.
Destination X
~ User Datagram Protocol, Src Port: 5353, Dst Port: 5353

ou 5353
Destination Port: 5353
Length
Checksum: 0x32ad [unverified]
[Checksun Status: Unverified]

an_index: 31]
~ Multicast Domain Name System (query)

Transaction ID: 0x0000

» Flags: 0x0000 Standard query

Question:

Ansuer RRs: 0

Authority RRs: 0 -

00000001 09AOAOV 01011110 GGOOOGD 0PPOPARD 11111011 11099100 10110911 - -A
00000001 01101110 101011 11009101 00OO1000 00OOOOD 1009101 0D N+ E
00000000 1001100 01109101 11101111 0GOOOOO OAOO 11111111 010001 - e
10110011 1109910 1109000 19101000 OAOOOO OOI011 11100900 OAARH
11111011 00010100 11101001 00010100 11101001 00AAGH
1101101 0OOOOOO 0OOOOO OOOOO OOOOOD ORRD. [

00000000 AE0AERE OOREO0OO BOOEEEE0 PREOOEE1 [T H

OT161111 C1101101 01110000 GI100061 01107110 01161001 rl I W
06161161 61101100 01101001 61101110 01101611 00GGS100

01160011 61110000 0600C161 G1101100 01101111 01160011

CEEIE 00600000 10000000

o110t

0 11 01101101 01101011 homekit” H-
00000000 00001100 00000001 s
01100101 0110101 00101101 leep-pro
Xy~ _utp
! )

01111001 00000100 01110101
00000000 0001100 00000001
1100000 0000OOD. 00010001
00000100 00O0OD. 00000000
01101110 0101011 11099101 11099100 10110911 GAAGDL 01101110 -n+
00101011 1109101 -

© 7 Bytes 54-81: Name (dns.qry.name) Packets: 2037 - Displayed: 2037 (100.0%) Profile: Default

( Paket igerigi orijinal halde goriintiilenir )

Kaynaklar

Benim Not

https://osqa-ask.wireshark.org/questions/62161/export-capture-file-as-hex-dump
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